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Chapter 1

Cyber Autonomy and
International Law:
An Introduction

Ann Vdljataga and Rain Liivoja

I
THE STATE OF THE DISCUSSION

In international law circles, conversations about cyber operations and
autonomous (military) systems have proceeded on parallel tracks. This
is somewhat counterintuitive, given that these enquiries share much of
their technological, legal and strategic context.

At times, cyber considerations have received a mention in the debates
within the Group of Governmental Experts on Lethal Autonomous Weap-
ons Systems (‘GGE LAWS’).* Notably, the GGE agreed in 2017 that, when
developing weapons systems with autonomous functionality, States must
consider, inter alia, ‘non-physical safeguards (including cyber security

1 Formally, Group of Governmental Experts on Emerging Technologies in the Area of Lethal
Autonomous Weapons Systems, which has been convened at the direction of the High Contracting
Parties to the Convention on Prohibitions or Restrictions on the Use of Certain Conventional
Weapons Which May Be Deemed to Be Excessively Injurious or to Have Indiscriminate Effects
(adopted 10 October 1980, entered into force 2 December 1983) 1342 UNTS 137.
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against hacking or data spoofing)’.> The idea of an autonomous cyber
weapon, however, has been studiously avoided. At other times, like in
the drafting process of United States Department of Defense Directive on
Autonomy in Weapons Systems,3 cyber capabilities have been consciously
put to one side because of time-constraints and the risk of adding com-
plexity to the already entangled subject matter.4 Generally speaking,
debates over autonomous weapons systems have been more engaged with
the anticipated kinetic effects of the technologies and the understanding,
preservation or reconceptualisation of human judgment or control.>

Amidst the discussions on cyber operations within the United Nations
Open-ended Working Group on Developments in the Field of Information
and Telecommunications in the Context of International Security, the
potential of autonomous features to ‘significantly reduce the predict-
ability of the [information and communications technologies] ... and
thus constitute a source for anxiety and mistrust’ has been ‘noted’,®
but as of now it has not been considered to alter the fundamental legal
questions posed by the cyber domain. Tallinn Manual 2.0, on the other
hand, acknowledges the capacity for autonomous operation of ‘software
agents’ and ‘worms’ when defining those terms,” but does not specifi-
cally interrogate the operational or legal implications of this autonomous
functionality.

This siloing is all the more peculiar considering that cyber capa-
bilities ‘contain an inherent tendency towards autonomous function-
ality’,® as they are programmed ahead of time to perform a particular
task. In practice, highly autonomous features have been integrated into
cyber capabilities for more than a decade. In 2010, it was discovered
that a worm dubbed Stuxnet had infiltrated the supervisory control and
data acquisition (‘SCADA’)-systems of an Iranian uranium enrichment

2 ‘Report of the 2018 Session of the Group of Governmental Experts on Emerging Technologies in
the Area of Lethal Autonomous Weapons Systems’ (23 October 2018) UN Doc CCW/GGE.1/2018/3
(‘2018 GGE LAWS Report’) [21(e)].

3 US Department of Defense, Directive 3000.09: Autonomy in Weapons Systems (8 May 2017,
incorporating change 1).

4 Paul Scharre, Army of None: Autonomous Weapons and the Future of War (WW Norton & Company
2018) 227-8.

5  See, eg, ‘Report of the 2019 Session of the Group of Governmental Experts on Emerging
Technologies in the Area of Lethal Autonomous Weapons Systems’ (25 September 2019) UN Doc
CCW/GGE.1/2019/3.

6  ‘Chair’s Summary of Informal Intersessional Consultative meeting of the Open-ended Working
Group on Developments in the Field of Information and Telecommunications in the Context
of International Security’ (December 2019) [56] <https://unoda-web.s3.amazonaws.com/
wp-content/uploads/2020/01/200128 -OEWG-Chairs-letter-on-the-summary-report-of-the-
informal-intersessional -consultative-meeting-from-2-4-December-2019.pdf>.

7  Michael N Schmitt (ed), Tallinn Manual 2.0 on the International Law Applicable to Cyber Operations
(Cambridge University Press 2017) 567 and 568 (‘Tallinn Manual 2.0”).

8  Alec Tattersall and Damian Copeland, ‘Reviewing Autonomous Cyber Capabilities’, this volume,
ch 10, section I.C.
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facility. Although the worm needed human assistance to access the com-
puter system at the facility, from there on it was able to manipulate data
without receiving real-time instructions from its creators.® The most
notorious piece of malware in the history of cyber security was, there-
fore, an autonomous cyber capability. Arguably — depending on one’s
definition of a ‘weapon’*® — Stuxnet was also the first highly autonomous
weapon.!

The use of artificial intelligence (‘AI’) techniques, such as machine
learning, can increase the level of autonomy of cyber capabilities. It will
also amplify the speed, power, and scale of future cyber operations.” The
need to prepare for Al-enabled cyber conflict was communicated with
exceptional clarity by the US National Security Commission on Artificial
Intelligence in its final report published in March 2021. Besides reiter-
ating the importance of developing, testing and deploying ‘Al-enabled
cyber defences’, the report urged the US government to ‘promulgate a
declaratory policy that addresses the use of Al in cyber operations’.:

II
FRAMING THE ISSUES

This edited volume aims to merge the discourses on the application
of international law to cyber operations and autonomous systems.
To that end, it explores if and how international law differentiates
between ‘embodied’ and ‘disembodied’ autonomous systems (that is,
cyber-physical systems and software, respectively),'4 what to consider

9 See, eg, Paul Scharre, Army of None: Autonomous Weapons and the Future of War (WW Norton 2018)
214-15.

10 Further on whether cyber capabilities can be seen as weapons, see, eg, Jeffrey T Biller and
Michael N Schmitt, ‘Classification of Cyber Capabilities and Operations as Weapons, Means,
or Methods of Warfare’ (2019) 95 International Law Studies 179; Tattersall and Copeland (n 8)
section II.3.1.

11 See, eg, Jason Healey, ‘Stuxnet and the Dawn of Algorithmic Warfare’ (Huffington Post, 16
April 2013) <www.huffingtonpost.com/jason-healey/stuxnet-cyberwarfare_b_3091274.html>
(‘Stuxnet ... appears to be the first autonomous weapon with an algorithm, not a human hand,
pulling the trigger’). Further on whether cyber capabilities can be seen as weapons, see, eg,
Jeffrey T Biller and Michael N Schmitt, ‘Classification of Cyber Capabilities and Operations as
Weapons, Means, or Methods of Warfare’ (2019) 95 International Law Studies 179; Tattersall and
Copeland (n 8) section II.3.1.

12 See, eg, James Johnson and Eleanor Krabill, ‘Al, Cyberspace, and Nuclear Weapons’ (War on the Rocks,
31 January 2020) <https://warontherocks.com/2020/01/ai-cyberspace-and-nuclear-weapons/>.

13 National Security Commission on Artificial Intelligence, ‘Final Report’ (2021) <https://www.nscai.
gov/wp-content/uploads/2021/03/Full-Report-Digital-1.pdf > 283.

14  For a discussion of the distinction between embodied and disembodied autonomous systems,
see Daniel Trusilo and Thomas Burri, ‘Ethical Artificial Intelligence: An Approach to Evaluating
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when applying the principles of international law to cyber operations
involving autonomous functionality, and how to establish responsibil-
ity and accountability. In 2019, NATO CCDCOE published an exploratory
working paper on these issues.?s The working paper highlighted, inter alia,
the relevance to autonomous cyber capabilities of questions around the
element of intent in prohibited intervention, and the mensrea in inter-
national responsibility and liability schemes, as well as the capacity of
autonomous systems to assess the severity of attacks and to implement
precautionary measures. This volume contains a more in-depth exam-
ination of these and many other issues.

The book adopts a broad conceptualisation of autonomy, which is not
limited to highly sophisticated, self-governing and Al-enabled solutions.
Rather, autonomous operation is taken to simply mean the ability of a
system to perform some task without requiring real-time interaction with
a human operator.’ On this view, autonomy exists on a continuum and is
function-specific. Hence, a system can have a high degree of autonomy in
some function while at the same time having a low level of autonomy or
none whatsoever in other functions.” Defining autonomy broadly ensures
that the widest possible range of legal implications is considered, not
only the problems that may be associated with, for example, human-like
‘artificial general intelligence’.

Regardless of the degree of autonomy or any other particularity of the
hypothetical or existing systems mentioned in this book, a few common
propositions guide the legal analysis. First of all, autonomous capabil-
ities are seen as operationally desirable because they can allow systems
to outperform humans, for example in terms of speed or precision,® or
give them the ability to analyse large datasets. Second, surpassing human
performance in certain respects implies that in these respects autono-
mous systems cannot be subjected to real-time human intervention.
Indeed, the whole purpose of autonomous functionality — to reiterate,
increased speed, precision and data-processing capability — would likely
be defeated by having a human operator second-guessing the system

Disembodied Autonomous Systems’, this volume, ch 4.

15 Rain Liivoja, Maarja Naagel and Ann Vdljataga, ‘Autonomous Cyber Capabilities under Interna-
tional Law’ (NATO CCDCOE 2019) 10 <https://ccdcoe.org/library/publications/autonomous-cyber-
capabilities-under-international-law/>.

16  ibid 10.

17  ibid 7-11; Tim McFarland, ‘The Concept of Autonomy’, this volume, ch 2; Law and the Future
of War Research Group, ‘Autonomy’ (University of Queensland Law School, 2 October 2020)
<https://law.uq.edu.au/research/future-war/autonomy>.

18  See, eg, Paul C Ney Jr, ‘Keynote Address at the Israel Def. Forces 3rd International Conference
on the Law of Armed Conflict’ (Lawfare, 28 May 2019) <https://www.lawfareblog.com/defense-
department-gen-eral-counsel-remarks-idf-conference>.
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every step of the way. Third, the decision to use a specific autonomous
capability in specific circumstances is nevertheless a judgment attrib-
utable to a human actor. Fourth, human actors can be held individually
responsible for the consequences of such decisions. A major implication of
the last two propositions is that humans (as well as the States and inter-
national organisations who they serve) are legal actors for the purposes
of complying with international law, and that relevant conduct must be
capable to being discerned, attributed, understood and assessed.?

Autonomous cyber capabilities can be categorised in a number of
ways: passive versus active, offensive versus defensive, and so on. Such
categorisations may be helpful in highlighting different properties of spe-
cific cyber capabilities by contrasting them to others but, of course, such
taxonomical exercises have no formal legal significance. Interestingly,
from a legal perspective, offensive cyber capabilities are not necessarily
the most problematic. They are generally single-use bespoke capabili-
ties,?° which means that the circumstances of their use, and their intended
and anticipated effects, can be studied in some detail, and specific legal
advice can be provided. Conversely, autonomous cyber defence capa-
bilities designed to conduct proactive operations in adversary networks
have the potential to cause the most disruption and raise the most com-
plicated legal issues. These systems exhibit a high degree of autonomy
not only in selecting and engaging targets, but also in identification of
threats, the sources thereof and choosing the optimal means and tim-
ing of response. While the most sophisticated cyber reasoning systems
have demonstrated such capabilities at an emergent state, the current
technological advances are still first and foremost addressing the more
passive, but technically no less intricate, types of cyber defence, such
as intrusion and anomaly detection.? What presents a legal challenge is
that such systems must potentially be able to operate within different
legal frameworks (for example, both in situations where the law of armed
conflict applies and does not apply) and scenarios (for example, when
the right to self-defence is or is not engaged).

A highly autonomous proactive cyber capability, though still rather
rare in practice, offers up challenges for legal analysis, since it does
not lend itself to simple analogies, and requires careful consideration of
how the law regulates both cyber operations and the use of autonomous

19  See Dustin A Lewis, ‘Preconditions for Applying International Law to Autonomous Cyber
Capabilities’, this volume, ch 2.

20 Tattersall and Copeland (n 8) section II.1.2.

21 See Tanel Tammet, ‘Autonomous Cyber Defence Capabilities’, this volume, ch 3.
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systems. From the cyber environment such a capability inherits a spe-
cial sort of covertness, which makes its use particularly likely to escape
democratic, executive or judicial oversight and authorisation.?? Also, it
propagates easily, quickly and at a minimal cost. A system with a high
degree of autonomy would interact with its environment, without ongoing
external supervision, while ideally remaining in the framework of the
higher-level goals that it has been programmed to pursue.

II1

INTERNATIONAL LEGAL
OBLIGATIONS

States have unequivocally confirmed the application of existing interna-
tional law to cyber operations® and to the use of autonomous weapons
systems.? There is little doubt that international law is both relevant and
applicable to the use of autonomous cyber capabilities. In many instances,
as several contributors to this book point out, autonomy adds complexity
to the application of existing rules, but does not necessarily create legal
vacuums or render existing rules ineffectual or obsolete. However, like
other major technological advancements, autonomous cyber capabilities
may demand new interpretations of rules initially designed for entirely
different historical circumstances and technological paradigms.
Questions are sometimes raised about the ability of autonomous sys-
tems to comply with the law, especially with rules that that require eval-
uative judgments, such as the principle of proportionality (whether in the
context of jus ad bello or jus in bellum). But this seems to get things back-
ward. The more precise question is whether humans, along with States and
international organisations, as bearers of obligations under international
law, are able to comply with the law whilst using autonomous systems.

22 See Ashley Deeks, ‘Will Cyber Autonomy Undercut Democratic Accountability?’, this volume, ch 5.

23 ‘Final Substantive Report of the Open-ended Working Group on Developments in the Field of
Information and Telecommunications in the Context of International Security’ (10 March 2021)
A/AC.290/2021/CRP.2, [34] (‘States reaffirmed that international law, and in particular the
Charter of the United Nations, is applicable and essential to maintaining peace and stability and
promoting an open, secure, stable, accessible and peaceful ICT environment. In this regard, States
were called upon to avoid and refrain from taking any measures not in accordance with interna-
tional law, and in particular the Charter of the United Nations. ...")

24 2018 GGE LAWS Report (n 2) [21(a)] (‘International humanitarian law continues to apply fully to
all weapons systems, including the potential development and use of lethal autonomous weapons
systems’).
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If the system has the technological ability to perform some legally required
assessment, the operator may choose to entrust the system with making
that assessment.?s Where the system cannot perform the assessment, com-
pliance with the law would require human decision-making ahead of time,
real-time human intervention, appropriate environmental constraints, or
most likely some combination of the above. In any case, the onus is on the
human to use technology in a way that complies with the law.
Autonomous systems, especially those relying on current Al tech-
niques, have their limitations. Significantly, such systems may be unin-
telligible, brittle and biased, resulting in misperformance, which reduces
desirable effects or increases adverse effects.>¢ Many of these concerns
are often discussed under the general heading of ‘unpredictability’ of
autonomous systems. Avoiding, minimising or mitigating the risk of
unpredictable or biased behaviour, and dealing with the consequences
of such behaviour, are important technological and regulatory problems.
Part of any technological risk reduction strategy would involve
rigorous testing, to ensure that the system performs as intended, and
an assessment of the ability of the system to be used in a lawful man-
ner. Legal review processes — such as that contemplated for weapons,
means and methods of warfare by Article 36 of Additional Protocol I
to the Geneva Conventions®” — take on a particular significance where
the operation of a system is to a greater degree pre-determined by its
design features than by direct human intervention at the use stage.?
Meanwhile, the readiness of national weapons review procedures to
address new technologies, including autonomous or cyber capabili-
ties, has been questioned by, among others, United Nations Institute
for Disarmament Research (‘UNIDIR’) and International Committee of
the Red Cross (‘ICRC’).> Indeed, the methodology of conducting such

25 See, generally, Eric Talbot Jensen, ‘Autonomy and Precautions in the Law of Armed Conflict’,
this volume, ch 9.

26 See Peter Margulies, ‘A Moment in Time: Autonomous Cyber Capabilities, Proportionality, and
Precautions’, this volume, ch 8.

27 Protocol Additional to the Geneva Conventions of 12 August 1949, and Relating to the Protection
of Victims of International Armed Conflicts (adopted 8 June 1977, entered into force 7 December
1978) 1125 UNTS 3, (‘AP I’) art 36.

28 See, eg, United Kingdom, ‘Statement for the General Exchange of Views’ (LAWS GGE, 9 April
2018) [7].

29 ICRC, ‘International Humanitarian Law and the Challenges of Contemporary Armed Conflicts’
(October 2019) 29 <https://rcrcconference.org/app/uploads/2019/10/331C-IHL-Challenges-
report_ EN.pdf>; ‘Views of the International Committee of the Red Cross (ICRC) on Autonomous
Weapon System’ (11 April 2016) <https://www.icrc.org/en/download/file/21606/ccw-autono-
mous-weapons-icrc-april-2016.pdf>; UNIDIR, ‘The Weaponization of Increasingly Autonomous
Technologies: Concerns, Characteristics and Definitional Approaches — A Primer’ (2017) 19
<www.unidir.org/files/publications/pdfs/the-weaponization-of-increasingly-autonomous-
technologies-concerns-characteristics-and-definitional-approaches-en-689.pdf> .
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reviews may need a rethink.3° For example, it may no longer be possible to
maintain a strict separation between the so-called ‘weapons law’ (which
deals with means of warfare abstractly by reference to their normal or
intended use) and the so-called ‘targeting law’ (which deal with the use
of lawful means of warfare in specific circumstances). This is particularly
true for offensive cyber capabilities, which, as already noted, tend to be
purpose-built for particular operations.

The taking of precautionary measures to reduce harm to civilians and
civilian objects becomes ever more significant as technological capabilities
evolve. However, even the obligation to take precautions under jus in bello3
does arguably not require constant involvement of human judgement.3?
The focus shifts from direct human intervention at the deployment
stage to the role of States, commanders, developers and other actors far
removed from the actual moment of deployment, but better positioned to
foresee and influence the behaviour of the autonomous cyber capability.
Furthermore, while the taking of feasible precautions is an explicit legal
obligation under jus in bello, such a duty arguably also forms part of jus
ad bellum and the law on countermeasures.3

The lack of predictability may in extreme cases lead to a situation
where an autonomous cyber capability behaves in a manner that was not
intended or even foreseen by the operator, resulting in some injury or
harm to States or individuals, which the law seeks to avoid. With respect
to the application of some rules of international law, such lack of intent
is immaterial. Notably, the international law rule most susceptible to
breaches through cyber operations — the obligation to respect the sov-
ereignty of other States3* — does not refer to knowledge or intent. If an
autonomous cyber capability deployed by a State breaches the sovereignty
of another State, there is no need to enquire whether such a breach
was intentional —an inadvertent breach of sovereignty is nevertheless
a breach of sovereignty.3

30 Tattersall and Copeland (n 8); see also, more generally, Gary D Brown and Andrew O Metcalf,
‘Easier Said Than Done: Legal Reviews of Cyber Weapons’ (2014) 7 Journal of National Security
Law & Policy 115.

31 AP Iarts 57-58.

32 Eric Talbot Jensen ‘Autonomy and Precautions in the Law of Armed Conflict’, this volume, ch 9.

33 Margulies (n 26).

34 See Tallinn Manual 2.0 (n 7) rule 4.

35 See Michael N Schmitt ‘Autonomous Cyber Capabilities and the International Law of Sovereignty
and Intervention’, this volume, ch 7; see also Liivoja, Naagel and Vdljataga (n 15) 19.
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1A%

INTERNATIONAL LEGAL
RESPONSIBILITY

The question of the exact degree to which it is possible to predict and
manage the outcomes of an operation using autonomous systems is at
the heart of the legal discussion. But, as mentioned above, the issue is
somewhat less acute with respect to State responsibility because the
relevant primary rules often do not specify a mental element. Also, it is
debatable to what extent the mistake of fact doctrine could be accepted
as a defence, especially if autonomous technology is seen as inherently
unpredictable.

In the context of State responsibility, the most problematic issue
might be the perennial difficulty of attribution, but this is equally true for
all cyber operations, irrespective of the degree of autonomous functional-
ity in the capabilities used.3¢ Otherwise, the doctrine of State responsibil -
ity would seem to be quite capable of addressing increases in autonomy.
Even the prospect of granting some degree of legal personality to autono-
mous systems would not appear to fundamentally disrupt the exiting law.

Distinct from the law of State responsibility, in international crimi-
nal law, knowledge and intent are decisive concepts. The mental state of
operators with respect to harm caused by autonomous systems is more
likely to be negligence, recklessness or dolus eventualis, which the exist-
ing international criminal law paradigm does not address sufficiently.
Also, there are difficulties identifying the perpetrator of the actus reus
of a war crime where a large number of individuals have an impact on
the behaviour of a cyber capability. However, the realities of trying war
crimes may, in some cases, mitigate these challenges. Furthermore, sys-
tematic misuse of a technology by a State might well be better addressed
by the law of State responsibility than international criminal law.3” The
responsibility of commanders presents some additional challenges. It is
not controversial that commanders can be held criminally liable if they
use an autonomous capability to commit the actus reus of a crime with
the requisite intent or knowledge, or if they control the will of another

36 Samuli Haataja, ‘Autonomous Cyber Capabilities and Attribution in the Law of State Responsi-
bility’, this volume, ch 11.

37 Abhimanyu George Jain, ‘Autonomous Cyber Capabilities and Individual Criminal Responsibility
for War Crimes’, this volume, ch 12.



10

person who in turn satisfies the elements of a crime; likewise, com-
manders can be held criminally liable if they assist in the commission of
a crime by another person. The applicability of the doctrine of command
responsibility to the relationship between a person and an autonomous
capability is more controversial, however, but could hold some potential
with the necessary adjustments and interpretative refinements.3®

\Y
BY WAY OF CONCLUSION

It is difficult to sum up a book that contains chapters as diverse and
thoughtful as the ones that contributors to this book have offered. Per-
haps it could be said, with apologies to Mark Twain, that the reports of
the sky falling have been greatly exaggerated. Autonomous functionality
in cyber capabilities increases the complexity of the legal assessment
of the performance and effects of such capabilities. But it is doubtful
whether a complete regulatory paradigm shift would be necessary or
desirable. A better understanding of the way in which the law could be
interpreted to apply to those capabilities would, however, be helpful.
From that perspective, it would be beneficial to maintain and deepen an
interface between discussions about the legal implications of the use of
cyber capabilities and autonomous capabilities, as the overlap of these
technological paradigms is only likely to intensify. If it will prove to
inspire an active dialogue, greater understanding and convergence, the
book at hand has fulfilled its first and foremost purpose.

38 Russell Buchan and Nicholas Tsagourias, ‘Autonomous Cyber Weapons and Command Responsi-
bility’, this volume, ch 13.
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Chapter 2

The Concept of
Autonomy

Tim McFarland?

I
INTRODUCTION

This chapter discusses the notion of autonomy as it applies to software
and cyber-physical systems. The purpose is to identify and explain those
aspects of autonomous cyber capabilities which bear some significance
to the application of relevant bodies of international law. In that respect,
the chapter expands upon the outline of various conceptions of autonomy
presented in a working paper produced by the NATO Cooperative Cyber
Defence Centre of Excellence.?

In the debate about regulating the development and use of autono-
mous systems, much confusion has resulted from different commentators
employing, either explicitly or implicitly, different criteria for describ-
ing a system as ‘autonomous’, causing their analyses to vary consider-
ably depending on the criteria adopted. Rather than risk adding to that
confusion, the analysis herein takes a more direct approach. The first
substantive section below (Section II) presents a study of the efforts by
developers of software and cyber-physical systems to impart certain

1 The author wishes to thank all who provided feedback on earlier drafts of this chapter, in
particular Thomas Burri, whose insightful observations significantly improved the manuscript.

2 Rain Liivoja, Maarja Naagel and Ann Vdljataga, ‘Autonomous Cyber Capabilities under Interna-
tional Law’ (NATO CCDCOE 2019) 7-11 <https://ccdcoe.org/library/publications/autonomous-
cyber-capabilities-under-international-law/>.
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capabilities to those systems, including an overview of the capabilities
being sought and the technologies being employed in their pursuit. Based
on that material, Section III defines and discusses two legally relevant
properties of autonomous software systems. Sections IV and V discuss
the ways in which the roles of human and software system may vary in
operations involving autonomous software.

The discussion is framed largely in abstract terms. It is not a detailed
case study of a specific software application, development technology or
device, although numerous examples are employed where appropriate.
Rather, it addresses an abstract phenomenon, being the capacity of a
software application or a cyber-physical system to operate autonomously,
however that capacity may be achieved and whatever the physical form
(or lack thereof) of the system involved. Indeed, much of this discussion
is as applicable to a study of autonomous robots as it is to a study of
autonomous software systems: a software-based control system built
into a robot and constrained to interact with the outside world through
the hardware components of that robot can do so autonomously just as a
software-only autonomous system can interact directly with the software
and hardware entities in its environment. Accordingly, frequent reference
is made to autonomous ‘systems’, rather than specifically to software,
robots, machines, weapons, or other devices. An abstract approach is
useful, even necessary, given that the specific technologies which enable
autonomy in artificial systems are developing rapidly. It is desirable that
the findings presented here, and any legal reasoning based on them,
remain useful as the underlying technologies progress.

I1

TECHNICAL ASPECTS
OF AUTONOMY3

‘Autonomous’, in the context of cyber capabilities, is not a term selected
by lawyers or philosophers; it was selected by scientists and engineers
to describe a desired outcome of their work on software and hardware

3 Parts of the discussion in this and subsequent sections are adapted from an earlier article by
the present author which discussed autonomy in robotic control systems; see Tim McFarland,
‘Factors Shaping the Legal Implications of Increasingly Autonomous Military Systems’ (2015) 97
International Review of the Red Cross 1313.
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systems. It is a property of a technological system, a degree of which
has been achieved in some systems in use today and greater degrees of
which are the goal of research and development programs in relevant
fields. This investigation therefore begins with a brief study of the devel-
opment outcome which the term ‘autonomous’ was selected to describe.
Though most participants in the debate about regulating military use of
autonomous systems are by now well aware of the essential concepts
involved and the capabilities of existing systems, it bears going back to
the factual basics in order to establish common ground, before extending
the discussion to the implications of autonomy for software systems and
further into its legal consequences.

The essence of autonomy in a software context is, as in other con-
texts, self-regulation or self-governance. It is a concept which may be
viewed in two ways: that the system in question generates the rules by
which it operates in its environment, and that no other entity generates
the rules by which the system operates. Those two sides of the autonomy
coin are equally important and equally worthy of further discussion, given
the confusion they have caused at various stages of the debate about the
regulation of autonomous military systems. They are discussed below
in terms of two relationships: that between the system and its task or
environment, and that between the system and its operator.

A SYSTEM-ENVIRONMENT RELATIONSHIP

Abbass, Scholz and Reid provide a useful conceptualisation of autonomy
in a technical context:

Foundationally, autonomy is concerned with an agent that acts
in an environment. However, this definition is insufficient for
autonomy as it requires persistence (or resilience) to the hard-
ships that the environment acts upon the agent. An agent whose
first action ends in its demise would not demonstrate autonomy.
The themes of autonomy then include agency, persistence and
action. ... Action may be understood as the utilisation of capability
to achieve intent, given awareness.*

4 Hussein A Abbass, Jason Scholz and Darryn J Reid, ‘Foundations of Trusted Autonomy: An
Introduction’ in Hussein A Abbass, Jason Scholz and Darryn J Reid (eds), Foundations of Trusted
Autonomy (Springer 2018) 1.
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Likewise, Franklin and Graesser explain that

An autonomous agent is a system situated within and a part of
an environment that senses that environment and acts on it,
over time, in pursuit of its own agenda and so as to effect what
it senses in the future.5

(‘Agent’, in software terms, refers to a software entity which acts auton-
omously in an environment in pursuit of some goal for which it was
designed.®)

In other words, a software entity is autonomous when it possesses
both an encoded representation of a goal (described by Abbass, Scholz and
Reid above as an ‘intent’; essentially, a representation of the task which
the person or organisation operating the software wants it to complete)
and the ability to act within its environment in furtherance of that goal.
Acting within an environment in furtherance of a goal in turn requires
‘awareness’ (the ability to sense the environment and changes therein),
‘capability’ (a facility for effecting desirable changes in the environ-
ment and resisting or correcting undesirable changes) and, implicitly, a
means to select the capability which best serves the software’s purpose
in response to a given change in the environment (where that selection
process may be characterised as reasoning, choice, decision-making, and
so on). Overall, autonomous behaviour may be viewed as the process of
aligning the software entity’s awareness with its goal:

If ‘capability’ is defined as anything that changes the agent’s
awareness of the world (usually by changing the world), then the
error between the agent’s awareness and intent drives capability
choice in order to reduce that error. Or, expressed compactly, an
agent seeks achievable intent.?

Notably, that conceptualisation of autonomy lacks sharply defined thresh-
olds, and so invites consideration of whether all software which is created
for a purpose and which can detect and respond to changes in its environ-
ment without human intervention may be considered to be autonomous.
On the one hand, the behaviours described above (pursuing goals, sensing

5 Stan Franklin and Art Graesser, ‘Is It an Agent, or Just a Program? A Taxonomy for Autonomous
Agents’ in Jorg P Miiller, Michael ] Wooldridge and Nicholas R Jennings (eds), Intelligent Agents III:
Agent Theories, Architectures, and Languages (Springer 1997) 25.

ibid 24.

7  Abbass, Scholz and Reid (n 4) 1.

[«
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and effecting changes in an environment) are quite obviously matters of
degree, abilities which may be exhibited in different measure by different
systems in different environments. On the other hand, many authors take
the view that autonomous systems are a rigidly defined class of system
which may be distinguished from non-autonomous or merely automated
systems on the basis of objective criteria. This chapter rejects that latter
view,® and chooses to focus directly on the underlying capability, being
a capacity for self-management in some degree. It is acknowledged,
however, that the focus of regulatory interest is on systems with higher
degrees of autonomy, and that is also the focus of this chapter.

The notion of a device which can automatically respond to changes in
its environment in order to fulfil its purpose is much older than software
or robots. James Watt’s centrifugal governor for steam engines, dating to
approximately 1788, is often cited as an example.® Likewise, a thermostat,
whether implemented in software or hardware, exhibits the essence of
this behaviour. Indeed, any device which employs a closed loop control
system of some sort might arguably qualify. In the context of weapon
systems, land mines are sometimes described as exhibiting a degree of
autonomous behaviour in that, once emplaced, they are able to ‘select’
targets (via a pressure sensor or other trigger mechanism) and ‘attack’
(explode) without further human intervention.°

However, the use of ‘autonomous’ as a description of a self-govern-
ing device is much more recent and, in practice, the term is not generally
used in reference to simple devices like governors and thermostats. Its
use came about with efforts to develop systems which can perform their
tasks unattended in increasingly complex circumstances (whether that
complexity be in the task or the environment). While there is no precise
threshold, the term is generally associated with self-governing machines
whose task requires higher levels of ‘algorithmic and hardware sophis-
tication’" and the ability to operate in the face of uncertainty:

Autonomy is more or less understood as a requirement for operat-
ing in complex environments that manifest uncertainty; without
uncertainty relatively straightforward automation will do, and

8  For more detail, see Tim McFarland, Autonomous Weapon Systems and the Law of Armed Conflict
(Cambridge University Press 2020) ch 3.

9  See, eg, HW Dickinson, James Watt: Craftsman and Engineer (Cambridge University Press 2010)
153ff.

10 See, eg, Kenneth Anderson, Daniel Reisner and Matthew Waxman, ‘Adapting the Law of Armed
Conflict to Autonomous Weapon Systems’ (2014) 90 International Law Studies 386, 388.

11 Darryn J Reid, ‘An Autonomy Interrogative’ in Hussein A Abbass, Jason Scholz and Darryn ] Reid
(eds), Foundations of Trusted Autonomy (Springer 2018) 365.
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indeed the autonomy is generally seen here as being predicated
on some form of environmental uncertainty.?

Thus, in terms that are perhaps more fitting for legal purposes, a self-
governing system is more likely to be described as ‘autonomous’ where
humans are not reasonably able to precisely foresee the exact sequence
of steps that the system must take in order to complete its assigned
task (or, equivalently, cannot foresee all events that will transpire when
the system is activated). The term is used when the high level goal of
deploying the system is defined in advance but not necessarily every low
level step that will be completed in its pursuit. That is, some reliance is
placed upon an autonomous system to select the appropriate response to
changes in its environment from among the possible responses supported
by its capabilities.

Some advanced software systems being developed today, known by
the recently coined term ‘cyber reasoning systems’s (‘CRS’) demonstrate
this quality. Referring primarily to systems such as those which have
been deployed in DARPA’s ‘Cyber Grand Challenge’, CRS ‘combine various
tools, techniques and expert knowledge to create fully autonomous sys-
tems that perform automated vulnerability detection, exploit generation
and software patching in binary software without human intervention’.*
They comprise multiple sub-systems with both offensive and defen-
sive roles. These sub-systems search for vulnerabilities in adversaries’
systems, develop tools for exploiting those vulnerabilities and conduct
attacks against them while simultaneously searching for and repairing
vulnerabilities in friendly systems under their protection and intercepting
attacks against those systems launched by adversaries.

Deployed in competition with other CRS (or, hypothetically, against
any intelligent adversary), human operators could not intervene to man-
age the use of each of those capabilities. The reasoning required for that
purpose had to be encoded into each CRS such that it could respond in an
appropriate way to each change in its environment during the competi-
tion: ‘CRSs had to make strategic decisions throughout the game: Which

12 Abbass, Scholz and Reid (n 4) 7.

13 See, eg, Raytheon Technologies, ‘Cyber Reasoning Systems: Automating the Detection and
Patching of Vulnerabilities’ <https://www.raytheon.com/cyber/capabilities/reasoning> accessed
3 November 2020.

14  Teresa Nicole Brooks, ‘Survey of Automated Vulnerability Detection and Exploit Generation
Techniques in Cyber Reasoning Systems’ (2019) 857 Advances in Intelligent Systems &
Computing 1083, 1083. It is notable that the quoted passage uses ‘autonomous’ and ‘automated’
interchangeably. This is consistent with the view that both words refer to the same underlying
capacity of a machine or software system for self-management.
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binaries to patch? Which patches to deploy? Which teams to attack, and
with which exploits? Where should limited resources be spent?’’

B SYSTEM-OPERATOR RELATIONSHIP

The motives for developing autonomous systems vary widely. Often, they
amount to a desire to exceed human capabilities in some way, such as to
perform a task with greater speed, accuracy, precision or over a longer
period (speed being a particular concern in cyber contexts, where response
times might need to be on the order of milliseconds). The goal may
alternatively be to remove humans from dangerous situations or hostile
environments. Whatever the specific operational concern, the underly-
ing technical need is for a system that can manage its own operation in
a relevant way, rather than rely on interaction with a human operator.
This section discusses the nature of the system-operator relationship in
respect of autonomous systems and the technical means by which it is
achieved. The two subsections cover the basic and more complex aspects
of autonomous software respectively.

1 Basic Aspects of Autonomous Software

The ‘user-facing’ characteristics of autonomous systems are perhaps
the most significant for the purposes of a legal analysis. They are cap-
tured in some definitions employed in technical and military operational
studies. For example, Lin, Bekey and Abney define autonomy as

[t]he capacity to operate in the real-world environment without
any form of external control, once the machine is activated and
at least in some areas of operation, for extended periods of time.¢

For reasons explained below, the phrase ‘without any form of external
control’ should be read carefully, in the sense of ‘operator interaction’.
A more succinct definition is provided by Goodrich and Schulz:

15 Thanassis Avgerinos and others, ‘The Mayhem Cyber Reasoning System’ (2018) 16(2) IEEE
Security & Privacy 52, 56.

16  Patrick Lin, George Bekey, and Keith Abney, ‘Autonomous Military Robotics: Risk, Ethics, and
Design’ (California Polytechnic State University, Ethics + Emerging Sciences Group, 20 December
2008) 4 <http://www.dtic.mil/cgi-bin/GetTRDoc?AD=ADA534697>.
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A system with a high level of autonomy is one that can be neglected
for a long period of time without interaction.”

(Implicitly, this refers to neglect while the system is operating; in other
words, the system can operate for extended periods without requiring
human attention.) Both of these definitions make it clear that a capacity
for autonomous operation is reflected in the relationship between an
autonomous system and its operator. That relationship is not severed; it
remains one in which responsible humans (such as the system’s designer
and operator) exert, or have exerted, a form of control over the system
by defining the task to which it is set and the manner in which it is able
to interact with its environment. According to the United States Depart-
ment of Defense:

Autonomy is a capability (or a set of capabilities) that enables
a particular action of a system to be automatic or, within pro-
grammed boundaries, ‘self-governing.’:®

Two phrases in that definition, ‘particular action of a system’ and ‘within
programmed boundaries’, are important. That a system constructed by
humans is able to operate without human interaction does not mean
there are no human-imposed restrictions on the system’s behaviour.
Autonomous control essentially describes an approach to constraining
or guiding the behaviour of a system in circumstances where direct or
real-time human interaction is infeasible or undesirable. In a robotics
context (although equally applicable to software-only systems):

Autonomous means having the power for self government. Auton-
omous controllers have the power and ability for self governance
in the performance of control functions. They are composed of
a collection of hardware and software, which can perform the
necessary control functions [on behalf of the operator], without
external intervention, over extended time periods.»

17  Michael A Goodrich and Alan C Schultz, ‘Human-Robot Interaction: A Survey’ (2007) 1 Founda-
tions and Trends in Human-Computer Interaction 203, 217.

18  US Department of Defense, ‘DoD Directive No. 3000.09: Autonomy in Weapon Systems’ (21
November 2012) 1. Note that this Directive provides that the policies it outlines do not apply to
cyber systems. However, this chapter takes the position that the cited definition of the abstract
notion of ‘autonomy’ is as applicable to pure software systems as it is to software-driven
hardware.

19  Panos ] Antsaklis, Kevin M Passino and S ] Wang, ‘An Introduction to Autonomous Control
Systems’ (1991) 11(4) IEEE Control Systems 5 (emphasis in original).
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A software application, whether or not it exhibits any degree of autono-
mous behaviour, is a tool. It is an implement used by a person or group
to accomplish some goal. Its operation must, therefore, be directed by
the operator toward that goal. Although autonomous systems are often
described as being able to operate ‘without external control’, as in some
of the definitions given above, that can be misleading in a discussion of
their legal characterisation. A software application’s lack of interaction
with an operator while it is running does not mean that its behaviour
has not been defined by a person. Rather, it means that the intended
behaviour was defined in advance of the software’s activation and is then
enforced by the code itself.

The behaviour of an autonomous system ultimately depends upon
actions of people in relevant positions, notably its designer and operator,
due to the nature of computers and software. Autonomous software entities
(to return the focus to the main subject matter of this book) are essentially
sets of human-written instructions executed by human-constructed com-
puting devices, including ordinary general-purpose computers, control units
governing industrial processes, networking equipment such as routers or
switches, ‘internet of things’ devices that one might not readily recognise as
computers, and so on. Although they may be highly specialised in design and
purpose, such devices are nevertheless forms of ordinary stored-program
computers, the defining characteristic of which is that instructions entered
by a human programmer are stored in the machine’s memory and drawn
upon to govern its operation. Barring a major technological shift, tomor-
row’s autonomous systems will employ essentially the same technology.

The fact that even very complex programs are just sets of pre-defined
instructions is often obscured in discussions about sophisticated autono-
mous behaviour, and indeed it is not always apparent to an observer that a
complex system operating without human interaction is merely executing
instructions rather than behaving independently of human influence.
This is at least partly attributable to the use of software instructions
which define how the software should respond directly to changes in its
environment rather than only to instructions from a human operator.
For example, even systems with only very simple and limited capabilities
are often driven by programs with instructions of the form

if <X happens> then <do action A> else <do action B>

If ‘X’ is something other than an input directly from an operator then
such instructions can create the impression that the system itself is
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‘choosing’ between two alternative courses of action, when in fact the
choice was made in advance by the person or organisation responsible
for writing the program; the expression of that party’s will was merely
waiting within the system’s memory for the previously determined trig-
ger to be detected. For example, a hypothetical cyber weapon might be
encoded with a description of a specific type of database system which
contains sensitive information belonging to an adversary, along with
instructions describing a process for seeking, identifying and damaging
systems matching that description. If such a cyber weapon detects a
candidate system while scanning a network, an instruction like

if <signature of detected system matches encoded description
of target> then <connect to and damage the system> else
<keep searching>

might create the appearance of the cyber weapon itself selecting targets,
when actually the targets and the conditions under which they would be
attacked were selected in advance by the system developers.

This reference to computing technology is included here because
repeated references to autonomous systems having the capacity for
‘choice’ or ‘truly autonomous’ operation in the regulatory debate so
far are potentially misleading. No computer is able to choose for itself
whether or not to run a program stored in its memory, or to exercise
discretion about whether or not to execute a particular instruction within
a program. Any such appearance of choice can only be the result of other
instructions embedded in software. Fundamentally, the only function of
a computer is to run whatever software is installed on it.

Autonomy, in a technical sense, is simply the ability of a system to
behave in a desired manner, or achieve the goals previously imparted to it
by its operator, without needing to receive the necessary instructions from
outside itself on an ongoing basis. It is, of course, of most significance
where the desired behaviour requires the system to respond to changes in
its environment or to operate in circumstances wherein humans might be
unable to intervene. For simple tasks in well-understood environments,
that might be achievable with a simple, static step-by-step set of instruc-
tions. As one example, many firewalls fit this description. A firewall is a
special-purpose computing device which is positioned at the edge of a
network along the path taken by network traffic (data sent between com-
puters) travelling into and/or out from that network. Its task is to examine
each piece of traffic that attempts to pass through and decide, according
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to a set of programmed requirements, whether that traffic is to be allowed
through or blocked, in order to protect the network to which the firewall
belongs. Firewalls are very common devices, being positioned at the edges
of most corporate and government networks as well as being embedded
within many consumer devices including personal computers and home
internet routers. In the ordinary course of events, users are unlikely to
need to interact with them, or even know they are present. However, the
relatively static nature of the task undertaken by most firewalls places them
outside the scope of autonomous systems which are of regulatory interest.

For more complex tasks, or tasks done in less predictable environ-
ments, autonomous operation might require that more advanced capa-
bilities be encoded: to detect changes in the environment, to select a
course of action from several possibilities in response to those changes,
perhaps to recognise when a goal is not achievable, and so on. Some
intrusion prevention systems (‘IPS’) might fall into this category. An IPS
is a network security system which might incorporate several simpler
sub-systems capable of performing a range of security-related functions
along with some logic to control and co-ordinate those sub-systems
according to the needs of the network’s operator.?° For example, an IPS
might include a firewall along with the ability to assess whether network
activity might be malicious, reconfigure the firewall to block that activ-
ity, and perhaps repair damage caused by the malicious activity, such
as by removing virus-infected email attachments or similar measures,
all without requiring human intervention. Regardless of the complexity
involved, though, autonomous software systems remain merely computer
programs, written by human beings.

Understanding software autonomy as a form of control rather than
as the absence of control is a necessary step toward identifying its legal
implications. That it is a form of control is relatively easy to see when
the behaviour of the system corresponds directly to software instructions
entered by a human programmer. It is more difficult to see in the case
of advanced software which, beyond simply operating without human
intervention, may appear to exhibit some behaviour which has not been
explicitly programmed by a person. Objections to development of highly
autonomous military systems based on fears that they may select the
wrong target or otherwise act in undesirable ways generally refer either
explicitly or implicitly to this type of system.>

20 Paloalto Networks, ‘What is an Intrusion Prevention System?’ <https://www.paloaltonetworks.
com/cyberpedia/what-is-an-intrusion-prevention-system-ips> accessed 20 December 2020.
21 Which is not to imply that such fears are the only basis of objections to autonomous military systems.
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2 More Advanced Aspects of Autonomous Software

Autonomous cyber weapons, like many other military systems for
which autonomy is seen as an advantage, must be able to complete com-
plex tasks in hostile and dynamic environments against adversaries who
are able to learn and adapt. The exigencies of combat operations argu-
ably make adaptability a more critical requirement for military systems
than for those in civilian applications, as well as a greater challenge.
The control functions of an autonomous software entity must be able to
ensure the entity operates at a sufficiently high standard when there is a
very high degree of uncertainty in the environment in which it operates.
Behaviour of adversaries, active and passive defences, damage to systems
and networks on which the entity operates and other events may all
interfere with the operation of a cyber weapon such that some corrective
action is needed outside of what might have previously been encountered
in the course of the task being undertaken. In the case of an autono-
mous system, that corrective action must be initiated by the system itself
rather than by a human operator. That is, when the system encounters
a change in its environment such that the algorithm the system is using
is no longer suitable, the system must be able to adapt that algorithm
in order to achieve its goal. This type of capability can be found in some
software systems in use today. For example, some radar systems offer
‘constant false alarm rate’ detection, wherein a radar system can adjust
its own behaviour to compensate for varying levels of background noise
and interference which might otherwise mask the presence of a target.>>
Likewise, some computer worms and viruses employ ‘polymorphic’ code,
or code which can rewrite itself without changing its core functionality,
in order to evade security systems which might have been configured
(or have adapted themselves) to detect the worm or virus in its previous
form.» Broadly, a software system which is able to alter its behaviour
in response to changing circumstances is referred to as a ‘self-adaptive
system’, or as software which employs an ‘adaptive algorithm’. It is one
source of the behaviours which define the software systems that are of
most interest in the context of a discussion about the legal implications
of software autonomy. Essentially,

22 Christian Wolff, ‘False Alarm Rate’ (Radartutorial.eu) <https://www.radartutorial.eu/o01.basics/
False%20Alarm%20Rate.en.html> accessed 20 December 2020.

23 Trend Micro, ‘Polymorphic virus’ <https://www.trendmicro.com/vinfo/us/security/definition/
Polymorphic-virus> accessed 20 December 2020.
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[s]elf-adaptive software evaluates its own behavior and changes
behavior when the evaluation indicates that it is not accomplish-
ing what the software is intended to do, or when better function-
ality or performance is possible.

Importantly, such adaptation does not alter ‘what the software is intended
to do’ (its purpose as defined by its human designers), although it may
alter the low level steps that are taken in the course of fulfilling that
purpose.

When utilising adaptive algorithms which enable a system to tune
its own behaviour, the system may be operating as it was designed to
even if the precise rules by which it is operating at a given time were not
explicitly provided by a human operator (and may not even be precisely
known to a human operator). Essentially, adaptive software employs
higher level logic built into the software itself to generate whatever lower
level operative rules are required as circumstances change. That higher
level logic represents the operator’s intent, and by altering its behaviour
according to those higher level rules, the system is behaving in accor-
dance with that intent.

Although adaptive techniques enable a system to alter its behaviour
to an extent, their usefulness is limited by complexity. They rely on the
system designer having a high degree of a priori knowledge about the
system, its task and the environmental changes and disruptions that
might be encountered, such that those factors can be mathematically
modelled and represented in the software. In highly complex, poorly
understood or unpredictable environments, or where the task to be
completed is complicated, or even where the software itself is very
complicated, it is not necessarily feasible to construct such a model in
sufficient detail. In that case, another class of algorithm is likely to
be employed.

Nonparametric algorithms, or those which do not rely on detailed
mathematical models of the task or environment, are ‘based on the use of
more general models trained to replicate desired behaviour using statis-
tical information from representative data sets.’* That is, the software is
provided with data representing situations that might be encountered in
its intended operating environment, along with the desired responses to

24 Robert Laddaga, Paul Robertson, and Howie Shrobe, ‘Introduction to Self-adaptive Software:
Applications’ in Robert Laddaga, Paul Robertson, and Howie Shrobe (eds), Self-Adaptive Software:
Applications (Springer 2003) 1.

25 Anthony Zaknich, Principles of Adaptive Filters and Self-learning Systems (Springer 2005) 3.
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those stimuli, and it is ‘trained’ to generalise from the provided training
data to arrive at an algorithm that will be effective in practice. This is a
diverse field which draws on a range of techniques that enable software
to operate in environments that are too complex or unpredictable, or
about which too little is known, to be susceptible to the mathematical
modelling required by traditional techniques. Generally, this ‘intelli-
gent’ software works by emulating various aspects of biological cognitive
processes, based on the premise that biological entities are often able to
operate effectively with incomplete knowledge, in complex and ambigu-
ous environments.2® The specific techniques employed are many, and the
details are beyond the scope of this text; the most well-known techniques,
which may be employed separately or in combination, are perhaps neural
networks, fuzzy logic and genetic algorithms.?” The relevant advantage
which all such techniques afford to the system designer is that they do
not require detailed foreknowledge of all combinations of circumstances
which the software entity may encounter once it is in operation. They
allow the system designer to employ heuristics, approximation tech-
niques and optimisation techniques to adapt the software’s behaviour
to circumstances which cannot be precisely foreseen.

A related issue is that of systems that continue to ‘learn’ after being
put into operation.?® Learning, in this context, refers to the process of
finding a generalised model which accounts for a set of observations,
so that the model can be employed when similar observations are made
in the future.? Rather than just responding to unexpected changes in
its environment, a learning system is one that can improve its abilities
over time by adjusting its ‘rules’ according to accumulated experiential
knowledge; that is, allow information such as the performance of the
system at previous tasks to be retained and used to tune behaviour
in future tasks. Online learning (being learning that happens after
a system is put into operation, as opposed to offline learning which
happens during a development phase) is a considerably more ambitious
control technique that is useful when the complexity or uncertainty
of a situation prevents a priori specification of an optimal algorithm.

26 See, eg, Katalin M Hangos, Rozalia Lakner and Miklés Gerzson, Intelligent Control Systems:
An Introduction with Examples (Kluwer 2004) 1.

27 See, eg, M Jamshidi, ‘Tools for Intelligent Control: Fuzzy Controllers, Neural Networks and
Genetic Algorithms’ (2003) 361 Philosophical Transactions: Mathematical, Physical and
Engineering Sciences 1781.

28 DA Linkens and HO Nyongesa, ‘Learning Systems in Intelligent Control: An Appraisal of Fuzzy,
Neural and Genetic Algorithm Control Applications’ (2002) 143(4) IEE Proceedings — Control
Theory and Applications 367.

29 William Bialek, Ilya Nemenman and Naftali Tishby, ‘Predictability, Complexity, and Learning’
(2001) 13 Neural Computation 2409.
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It is another mechanism by which the rules by which a system oper-
ates at a given time may not be rules explicitly provided by a human
operator. As with adaptive algorithms, though, generation of those
rules according to the higher-level learning process is the behaviour
intended by the system’s operator. The learning process which governs
the overall behaviour of the software must be considered to represent
the operator’s intent.

‘Intelligent’ software generally applies techniques from the broader
field of artificial intelligence (‘AI’).3° AI aims to understand the factors
that make intelligence possible, and to employ that knowledge in cre-
ation of artificial systems that can operate in ways which, if observed
in living beings, would be considered intelligent. That is, systems that
can respond appropriately to changing circumstances and goals, take
appropriate actions when provided with incomplete information and, if
needed, ‘learn’ from experience.

Despite the complexity of software which relies on these advanced
algorithms, it is not fundamentally distinct from simpler automated or
manual processes. They are all still means of achieving some human-de-
fined goal. Regardless of its complexity, autonomous software amounts
to a set of instructions guiding a system toward such a goal. Those
instructions may endow a system with a capacity for complex actions
and responses, including the ability to operate effectively in response to
new information encountered during operations which may not be pre-
cisely foreseeable to a human operator. However, that does not constitute
independence from human control in any sense. Rather, it is best seen
as control applied in a different way, in advance rather than in real time.

II1

AUTONOMY AS A PROPERTY
OF A SYSTEM

Autonomy is a property of a technological system which may be real-
ised by diverse means. It does not connote the presence of a specific
technology nor a particular type of device nor a certain behaviour. It is,

30 See generally, Stuart Russell and Peter Norvig, Artificial Intelligence: A Modern Approach (3rd edn,
Prentice Hall 2009).
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fundamentally, the ability of a system to perform the task assigned to it,
whatever that may be, with less interaction with a human operator than
a manual system would require. Implicitly, that is achieved by enabling
the system to interact directly with its environment rather than have it
refer every decision to a human. For the purposes of investigations in
non-technical fields, software autonomy primarily affects the relation-
ship between the system and its human operator, not the nature of the
system’s task nor the precise manner in which it performs that task. Two
points in particular are relevant in an investigation of the legal charac-
terisation of autonomous systems.

First, autonomous systems will perform their assigned tasks in
place of human-operated manual systems, but the outcomes will not
necessarily differ from those which would have been achieved had the
tasks been done manually by humans. There is nothing in the concept
of software autonomy that supports an inference that an autonomous
system must necessarily perform a task in a different manner than
would a human or team of humans performing the same task man-
ually. Of course, one of the motivations for developing increasingly
autonomous systems is to achieve superior outcomes. The persistence
of systems that do not require constant human interaction; the ability
to quickly integrate data from many sources; the capacity for greater
speed, accuracy or precision; and the ability to take greater risk than
could be taken via a manual approach; among other benefits of auton-
omous systems, will certainly aid both military and other operations.
However, such differences, while very important operationally, are
somewhat peripheral to the legal aspects of autonomy. Remotely
piloted aircraft (‘RPA’), for example, already allow for a high level of
persistence without necessarily exhibiting any capabilities associated
with a high level of autonomy and without raising the same legal ques-
tions. In assessing the legal implications of a particular development
path, or a particular set of technologies, the focus must be kept on
the capability of interest rather than on other capabilities that may
be present in the same system. In the case of autonomous software,
it is not useful to attempt to attribute specific behaviours to an appli-
cation merely on the basis of it being described as having autonomy;
all that one can reliably say on that basis is that the human operator’s
direct involvement in part or all of the software’s performance of its
assigned task will be reduced or removed. The mere fact of reassign-
ing a task from a human to a computer does not necessarily alter the
performance of that task.
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Second, it is incorrect to describe autonomous systems as being
‘independent’3 systems that operate ‘without human control’.3?> The rela-
tionship between human and software is not severed, it is only modified.
Choices made by developers in the design stage will shape the behaviour
of the systems they create from then on, for both technical and opera-
tional reasons. On a technical level, as explained above, everything that
an autonomous system does (barring malfunctions and interference) is
ultimately the result of executing a set of software instructions written
by human developers. On an operational level, it is an obvious practical
necessity that an autonomous system be constrained to behave consis-
tently with its purpose. In a military context, a cyber weapon is only one
tool in the hands of a State’s armed forces. Its use must be in accordance
with higher level plans and established procedures as well as with the
capabilities and practices of other units and support structures, and the
autonomous system’s role would often be only one component in a larger
coordinated effort. Mission planners and commanders will set goals and
impose constraints which must be satisfied, and significant human effort
might be expended gathering intelligence and otherwise facilitating the
operation. For example, the well-known Stuxnet worm, which was used
to disable centrifuges at the Natanz nuclear facility in Iran, has been
described as possessing a degree of autonomous capability:

Considering that there was very good chance that no Internet
connectivity would be available (only access to the internal net-
work), Stuxnet developers put all of its logic in the code without
the need of any external communication. As such the Stuxnet was
an autonomous goal-oriented intelligent piece of software capable
of spreading, communicating, targeting and self-updating ....33

Although much is unknown about the use of Stuxnet, security researchers
from Symantec have outlined a possible attack scenario based on their
analysis of the worm’s capabilities, which demonstrates a plausible degree
of human involvement:

31  Markus Wagner, ‘Taking Humans Out of the Loop: Implications for International Humanitarian
Law’ (2011) 21(2) Journal of Law, Information & Science 155, 159.

32 Gary E Marchant and others, ‘International Governance of Autonomous Military Robots’ (2011)
XII Columbia Science & Technology Law Review 272, 273.

33 Stamatis Karnouskos, ‘Stuxnet Worm Impact on Industrial Cyber-Physical System Security’ in
IECON 2011 — 37th Annual Conference of the IEEE Industrial Electronics Society: Proceedings (IEEE 2011)
4492.
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First, the attackers needed to conduct reconnaissance. As each PLC
[programmable logic controller; the device targeted by Stuxnet]
is configured in a unique manner, the attackers would first need
the ICS’s [industrial control system; the network environment
in which the PLCs exist] schematics. These design documents
may have been stolen by an insider or even retrieved by an early
version of Stuxnet or other malicious binary. Once attackers had
the design documents and potential knowledge of the comput-
ing environment in the fawcility, they would develop the latest
version of Stuxnet. ... Attackers would need to setup a mirrored
environment that would include the necessary ICS hardware,
such as PLCs, modules, and peripherals in order to test their
code. The full cycle may have taken six months and five to ten
core developers not counting numerous other individuals, such as
quality assurance and management. In addition their malicious
binaries contained driver files that needed to be digitally signed
to avoid suspicion. The attackers compromised two digital cer-
tificates to achieve this task. The attackers would have needed
to obtain the digital certificates from someone who may have
physically entered the premises of the two companies and stole
them, as the two companies are in close physical proximity. To
infect their target, Stuxnet would need to be introduced into the
target environment. This may have occurred by infecting a willing
or unknowing third party, such as a contractor who perhaps had
access to the facility, or an insider.34

In another, albeit robotics-related, example, Boothby describes the level
of human involvement that would be required in conducting an attack
with an autonomous aircraft:3s

34

35

A flight plan will have been prepared and filed by a person who
will decide on the geographical area that is to be searched, the
time period within which the search may take place, the areas
where the aircraft may loiter and for how long, and that person
will programme these important requirements into the flight
control software. The platform will be fuelled by a person thus

Nicolas Falliere, Liam O Murchu and Eric Chien, ‘W32.Stuxnet Dossier’ (v1.4, Symantec Security
Response, February 2011) 3 <https://archive.org/details/w32_stuxnet_ dossier>.

William Boothby, ‘How Far Will the Law Allow Unmanned Targeting to Go?’ in Dan Saxon (ed),
International Humanitarian Law and the Changing Technology of War (Martinus Nijhoff 2013) 56.
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defining the maximum endurance of the mission. Operational
planners will decide what weapons will be carried and how they
are to be fused, and stores will be loaded by people before take-
off. The sensors on which the autonomous aspect of the mission
depends will have been designed and built by people and will be
controlled by similarly designed software. Those designers and/or
the mission planners will have prescribed the level of mechanical
recognition that is to be achieved before an object is recognised
as a target and, thus, before an attack will be undertaken.

It may be assumed that analogous tasks would be performed by humans
in relation to other operations involving autonomous software. In these
ways a human hand always provides some degree of guidance despite
a possible lack of direct supervision. The Defense Science Board of the
United States Department of Defense (writing about autonomous vehi-
cles) expresses the dependence of autonomous systems on humans more
generally:

It should be made clear that all autonomous systems are super-
vised by human operators at some level, and autonomous sys-
tems’ software embodies the designed limits on the actions and
decisions delegated to the computer. Instead of viewing autonomy
as an intrinsic property of an unmanned vehicle in isolation, the
design and operation of autonomous systems needs to be con-
sidered in terms of human-system collaboration.3¢

IV
HUMAN-SYSTEM COLLABORATION

Despite that, on the technical level, autonomous capabilities are inher-
ently a matter of degree, it is common in the non-technical literature on
autonomous systems to attempt to categorise particular systems accord-
ing to one taxonomy or another. One popular classification scheme, often
cited in discussions about autonomous weapon systems, distinguishes

36 Defense Science Board, ‘The Role of Autonomy in DoD Systems’ (US Department of Defense Task
Force Report, July 2012) 1-2.



31 The Concept of Autonomy

between ‘automatic’, ‘automated’, and ‘autonomous’ systems. These
terms have been used somewhat differently by different authors, but the
essential distinctions are as follows:3’

+ ‘Automatic’ refers to very simple devices which perform well-
defined tasks and may have the ability to respond in pre-set ways
to external stimuli. Systems which can operate unattended but
which have little or no ability to receive and act on feedback from
their environment are sometimes described as ‘automatic’.

« ‘Automated’ may be used synonymously with ‘automatic’ but may
also refer to systems which follow more complex sets of rules in
normal operation and in responding to disturbances, such that
they can perform more complex tasks or operate in more complex
environments. Examples include automated telephone support
lines that can respond in limited ways to various queries, or some
existing weapon systems.

+ The varying uses of the term ‘autonomous’ among authors
reflects the uncertainty that surrounds the nature of these new
technologies. The general view is that autonomous systems
go beyond automated systems in some way, but the precise
criteria vary. Some authors describe systems as ‘autonomous’
when they exhibit some ability to adapt their own behaviour in
response to changing circumstances.3® Others use the term to
indicate that some threshold level of complexity in the system,
its task or its operating environment has been reached.? Still
others say autonomous systems are those with some degree
of ‘independence’ from their human operators.4° A further
subdivision within this category is between ‘semi-autonomous’
and ‘fully autonomous’ systems. The claimed difference is that
fully autonomous systems are those which are designed to operate

37 Paul Scharre, ‘Autonomous Weapons and Operational Risk’ (Center for a New American Security,
February 2016) 12 <https://www.cnas.org/publications/reports/autonomous-weapons-and-oper-
ational-risk>.

38 Kenneth Anderson and Matthew C Waxman, ‘Law and Ethics for Autonomous Weapon Systems:
Why a Ban Won’t Work and How the Laws of War Can’ (Hoover Institution, 9 April 2013) 6
<https://www.hoover.org/sites/default/files/uploads/documents/Anderson-Waxman_ LawAndE-
thics_r2_ FINAL.pdf>.

39 Rebecca Crootof, ‘The Killer Robots Are Here: Legal and Policy Implications’ (2015) 36 Cardozo
Law Review 1837, 1854.

40 Chantal Grut, ‘The Challenge of Autonomous Lethal Robotics to International Humanitarian Law’
(2013) 18(1) Journal of Conflict & Security Law 5.
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entirely without human involvement once activated while semi-
autonomous systems would require some form of active human
involvement in relation to some or all functions.4 A range of views
have been expressed over whether fully autonomous systems
would entirely disallow human involvement, or simply not require
it, and about the extent of human involvement required in semi-
autonomous systems.

Some commentators create finer distinctions within each of those levels
depending on the degree of necessity of the human operator’s contribu-
tion, the realistic possibility for successful human intervention once the
system is deployed, and so forth.4

Attempts to define taxonomies of autonomy are further complicated
by differing views on whether categories should be based on the degree
and type of human interaction with the system, or the complexity of the
system and its behaviour. The two variables are both plausible bases for
categorisation (if one believes that categorisation is appropriate), but each
captures only one aspect of autonomy, and any simple discrete taxonomy
fails to reflect the fact that the levels of autonomy exhibited by existing
and proposed systems may be expected to vary in complex ways. Capaci-
ties for autonomous operation vary widely, as do the ways in which tasks
are allocated between an operator and an autonomous system, and the
behaviour of a system may be expected to change according to both the
specific task being performed and the current state of the environment
in which the system is operating. Establishing the relative degrees of
control exercised by a human operator and a software system in respect of
a particular action for legal or other purposes may be a complex process.
The Defense Science Board offers this view of the variability of degrees
of autonomy from a cognitive science perspective:

Cognitively, system autonomy is a continuum from complete
human control of all decisions to situations where many functions
are delegated to the computer with only high-level supervision
and/or oversight from its operator. Multiple concurrent functions
may be needed to evince a desired capability, and subsets of func-
tions may require a human in the loop, while other functions can

41 See, eg, US Department of Defense (n 18) 13, 14.

42 See, eg, Frank O Flemisch and others, ‘The H-Metaphor as a Guideline for Vehicle Automation
and Interaction’ (NASA Technical Memorandum 003-212672, December 2003) <https://ntrs.nasa.
gov/citations/20040031835>.
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be delegated at the same time. Thus, at any stage of a mission,
it is possible for a system to be in more than one discrete level
simultaneously.*

The complexity of defining a degree of system autonomy is well demon-
strated by consideration of the various dimensions along which auton-
omous behaviour may vary.

Rather than simply requiring more or less guidance from a human
operator, a software entity may require guidance in different forms:44 the
software might determine available options in some situation and rely
on a human to select one; the software might recommend a particular
option or not; it might begin to undertake a course of action and give an
operator a chance to override that choice; it might complete the whole
task and report back (or not) afterwards.

A human may be required to play the role of a hands-on ‘operator’ in
some cases and a hands-off ‘supervisor’ in others. They may alternatively
be more of a ‘collaborator’, sharing tasks with an autonomous entity,
with the allocation of specific tasks being negotiated between them, or
perhaps controlled by a third party.4 In a collaborative scenario, either
the software or the human might have direct control of a specific task at
a specific time with the other party assisting.

Just as the activities of an autonomous software entity would gener-
ally form one part of a larger coordinated operation, autonomous capa-
bilities are likely to exist in specific sub-systems performing specific
functions rather than be applied to the system as a whole. A cyber weapon
might be trusted to locate and identify potential targets autonomously
but be required to seek human confirmation before attacking them. The
level of autonomy displayed by an entity might therefore vary according
to the specific task being performed during an operation,4 enlivening
the possibility that a system may be operating at more than one ‘level’
of autonomy simultaneously, with respect to different tasks.

43 Defense Science Board (n 36) 4.

44 See, eg, Thomas B Sheridan and William L Verplank, ‘Human and Computer Control of Undersea
Teleoperators’ (Massachusetts Institute of Technology, Man-Machine Systems Laboratory, 14 July
1978) 8-17 <https://apps.dtic.mil/dtic/tr/fulltext/u2/a057655.pdf>; NIST Engineering Laboratory,
‘Autonomy Levels for Unmanned Systems’ (National Institute of Standards and Technology, 6
June 2010) <http://www.nist.gov/el/isd/ks/autonomy_levels.cfm>.

45 See, eg, Jean Scholtz, ‘Theory and Evaluation of Human Robot Interactions’ in
HICSS’03 — Proceedings of the 36th Hawaii International Conference on System Sciences (IEEE Computer
Society 2003); Marti A Hearst, ‘Trends & Controversies: Mixed-Initiative Interaction’ (1999) 14(5)
IEEE Intelligent Systems 14.

46 This phenomenon is emerging in some current weapon systems: Rain Liivoja, Kobi Leins and
Tim McCormack, ‘Emerging Technologies of Warfare’ in Rain Liivoja and Tim McCormack (eds),
Routledge Handbook of the Law of Armed Conflict (Routledge 2016) ch 35 s 2.1.
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Finally, the level of autonomy exhibited by a system might vary with
circumstances that arise during an operation. A system that can operate
entirely unassisted in normal circumstances might refer a decision to an
operator if an unexpected problem arises, or if an unanticipated oppor-
tunity presents itself.

The US Department of Defense summarises the variability inherent in
autonomous software operation: ‘The key point is that humans and com-
puter agents will interchange initiative and roles across mission phases
and echelons to adapt to new events, disruptions and opportunities as
situations evolve.’47

\Y
CONCLUSION

Autonomous software entities, whatever advanced capabilities they pos-
sess, remain exactly that: software. They are tools wielded by human
operators, sequences of human-written instructions executed by human-
constructed computers for human-defined purposes, qualitatively iden-
tical to any other software. They will generate the rules by which they
operate if that is what they are programmed to do, but in doing so,
their ties to their developers are not severed; the process of generating
those rules in pursuit of their designed purpose is the behaviour that
their developers intended. Despite that the core meaning of autonomy is
‘self-governance’, software cannot be regarded as a root cause of its own
behaviour, at least for legal purposes, in the same sense that a human
can (leaving aside the question of whether and to what extent human
beings truly determine their own behaviour).

The most important point to take away from this chapter is that
‘autonomy’, as the concept applies to software, does not mean free-
dom from of human control; it is, rather, a form of control. For obvious
practical reasons, autonomous software entities must be directed toward
fulfilling the purpose for which they were designed. Autonomous control
is the means by which that is achieved. If control can be conceived of
generally as the set of measures taken to determine the behaviour of a
software entity, then specific control actions can be applied by a human

47 Defense Science Board (n 36) 27.
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operator either in advance of an operation, in the form of programmed
behaviours (whether proactive behaviours or responses to environmental
stimuli), or during an operation, in response to some indication that a
control action is required (such as how an RPA pilot guides the aircraft in
response to imagery captured by the RPA’s camera). Autonomous control
is a control paradigm which relies on control inputs applied to a system
in advance, to the partial or complete exclusion of human interaction
applied during an operation, so as to realise some practical benefit of
relevance to a mission (speed, accuracy, persistence, stealth, and so on).
Autonomy is inherently a matter of degree. Practical limitations on
a system’s ability to define its own behaviour will always exist, whether
as ‘hard’ limits in the form of programmed behaviours or ‘soft’ limits
in the form of environmental constraints which the system is unable to
overcome. The objective to be achieved in a specific mission and the need
to interoperate with other entities, whether human or artificial, in pursuit
of that objective, must necessarily constrain ‘self-governance’ to some
extent. Nor will a system’s degree of autonomy necessarily be constant;
in practice it may be expected to vary with respect to the specific func-
tion in question and the circumstances in which the system is operating.
For the purposes of a legal analysis, that means that attempts to clas-
sify software systems as autonomous or not in a binary sense are highly
error prone. If autonomous capability per se is to be used as the basis of a
legal argument, significant care must be taken to select a representation
which is technically accurate as well as legally relevant. Alternatively,
perhaps the challenge for lawyers studying software autonomy is to relate
the human and software behaviours that are the signature of autonomous
operations directly to those that are subject to legal regulation.



36

Chapter 3

Autonomous Cyber
Defence Capabilities

Tanel Tammet

I
INTRODUCTION

Cyber attacks and cyber defence are a cat-and-mouse game where the
adversaries are continuously on the lookout for a new edge to improve
their capabilities over the opponent. Since both offence and defence are
conducted on computers, automation is always at hand, ranging from
simple attack scripts used by ‘script kiddies’ to extremely complex attack
systems like Stuxnet,' employed against the Iranian nuclear enrichment
facility. However, as Bruce Schneider has said, ‘if you think technology
can solve your security problems then you don’t understand the problems
and you don’t understand the technology’.>

1 David Kushner, ‘The Real Story of Stuxnet’ (IEEE Spectrum, 26 February 2013) <https://spectrum.
ieee.org/telecom/security/the-real-story-of-stuxnet>.

2 Bruce Schneier, Secrets & Lies: Digital Security in a Networked World (Wiley 2000) preface
<https://www.schneier.com/books/secrets-and-lies-pref/> accessed 13 January 2021.
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As we will explain in the following, most of the cyber defence has
always been semi-automated: it relies on the highly qualified work of
human specialists using a wide range of specialized software for perform-
ing repeated mundane tasks. Actual mitigation and reaction to attacks
is mostly not automated and is thus slow. The needs for better infor-
mation exchange and quicker reaction to attacks appear to be the main
driving forces for the ongoing deepening of non-AI automation. Complex
Al-based tools exhibiting higher levels of autonomous behaviour are
slowly emerging from the early experimental stage, but it does not look
like they have reached the quality and maturity necessary for wide use yet.

Let us consider the meaning of ‘autonomy’. It is generally agreed
that autonomy is a vague term existing on a continuum. As McFarland
writes3, ‘a self-governing system is more likely to be described as ‘auton-
omous’ where human observers lack the ability to precisely foresee the
exact sequence of steps that the system must take in order to complete
its assigned task (or, equivalently, cannot foresee all events that will
transpire when the system is activated)’. This statement holds for most
nontrivial automated systems. For example, almost all such systems
contain bugs and this alone makes it impossible to predict with certainty
what they will do next. Similarly, the behaviour of a system depends on
the data it is given: again, it is impossible to predict what data the system
will be given in the future and to prepare or predict actions for all the
possible data combinations. In particular, it is very hard — or impos-
sible — to predict the exact behaviour of systems employing machine
learning, yet such systems are typically not self-governing and do not
have intents or autonomy in a meaningful sense.

Moreover, when we think about ‘autonomy’ in the stronger, Al
sense — as in being able to fully replace a human specialist or level 5
autonomy* in the context of self-driving cars — we must acknowledge
that no such cars exist so far and it is likely that fully autonomous cyber
defence or attack systems in that sense may be harder to achieve than
fully self-driving cars. Even for a lower level of autonomy on the spec-
trum we observe that while complex Al-based tools are slowly emerging
from the early experimental stage, it does not look like they have reached
quality and maturity for wide use yet.

3 Tim McFarland, ‘The Concept of Autonomy’, this volume, ch 2, 17; Defense Science Board, ‘The
Role of Autonomy in DoD Systems’ (US Department of Defense Task Force Report, July 2012) 4.

4 See Synopsys, ‘The 6 Levels of Vehicle Autonomy Explained’ (2021) <https://www.synopsys.com/
automotive/autonomous-driving-levels.html> accessed 1 May 2021.
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I1

CYBER SECURITY, DEFENCE AND
OFFENCE

Since ‘cyber security’ and ‘cyber defence’ cover a wide range of goals
and activities, their meanings are — inevitably — somewhat vague and
mostly overlapping. However, by ‘cyber defence’ people typically mean
a more pro-active stance than is conveyed by ‘cyber security’. For exam-
ple, cyber intelligence and reconnaissance are often described as ‘cyber
defence’ activities.

The absolute majority of practical cyber defence activities are, as the
name says, defensive, with focus on prevention, detection and response
to attacks. Since the spectrum of potential attackers is very wide, it is
unrealistic to pre-emptively attack the potential attackers or even just
‘hack back’:5> we just do not know whom to attack, not to speak of the
high cost of doing so. Still, there is a gray zone for specific cases where
offensive cyber attack may turn out to be the best defence. The most
common element of the gray zone is a so-called honeypot: useless data
and systems seeming important, set up specially to attract potential
attackers and thus detect their actions before the real assets are targeted.

In contrast to the gray zone activities, performing real pre-emptive
cyber offence first requires that we know whom to attack, ie the list of
our opponents must be severely limited. This assumption normally holds
true for nation states. Several countries, notably US, have regulated and
legalized such offensive cyber operations and created the capability to
conduct real operations®. Probably the most famous state-sponsored cyber
operation is STUXNET, an extremely complex automated attack which
paralysed the Iranian capacity of uranium enrichment.

In the cyber defence field it is commonly understood that it is easier to
automate attacks than defence: the defender has to be on the lookout for a
very wide range of attack methods employed by a huge number of poten-
tial attackers, from the basic employee risk to phishing, malware, DDOS,
spoofing, GUI intrusion, and so on, all the way to the advanced persistent

5  Martin Giles, ‘Five Reasons “Hacking Back” is a Recipe for Cybersecurity Chaos’ (MIT Technology
Review, 2019) <https://www.technologyreview.com/2019/06/21/134840/cybersecurity-hack-
ers-hacking-back-us-congress/> accessed 1 May 2021.

6  SeeUS Department of Defense, ‘Cyber Strategy Summary’ (September 2018) <https://media.
defense.gov/2018/Sep/18/2002041658/-1/-1/1/CYBER_ STRATEGY_ SUMMARY_ FINAL.PDF>
accessed 1 May 2021.
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threat actors. All of these major attack types have numerous subcategories,
continuously evolving technical details and rising levels of automation.
Last but not least, the defender must have an intimate understanding of
the people, systems and business assets under their protection.

The direction of automation and use of Al for attacks is quite different
from the automation and Al use for defence. We see two tendencies for
automating attacks. First, the level of ‘basic automation’ is always grow-
ing, but mostly this means either (a) increasing the scale of attack (more
systems targeted, more break-in attempts tried etc) or (b) combining
numerous existing basic tools into the automatic process of conducting
a complex multi-stage attack. Second, the Al-based complex automation
appears to be developing in the direction of using natural language tools
for automating and improving social engineering and spear-phishing.
For the latter it is useful to automatically collect information about the
targeted organization and individuals and then use this information
for automatic fraudulent, personalized email or social media message
exchange, where an Al bot impersonates a well-meaning human. The first
widely reported case of a malicious chatbot comes already from 2007.7

II1

CONVENTIONAL SEMI-AUTOMATED
CYBER DEFENCE

The spectrum of cyber defence activities is very wide. Practices vary a lot
between different organizations and IT setups. Cyber security specialists
must understand both the types of attacks, and the ways to prevent,
detect, analyze and mitigate them. They must also understand the struc-
ture and dependencies of IT assets and networks of the organisation, as
well as the business value of data and software kept and running on these
systems. Last but not least, they need to have a good overview of the
structure of the organisation, business processes and the people actually
working in the organisation.

An obvious example to illustrate the last point: cybersecurity educa-
tion, monitoring of best practices and personal consultations are a part of

7 Sandra Rossi, ‘Beware the CyberLover that Steals Personal Data’ (PCWorld, 15 December 2007)
<https://www.pcworld.com/article/140507/article.html>.
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cyber defence activities. A less obvious example: during the 2007 Bronze
Night cyberattacks on Estonia,® the cyber defence of attacked Estonian
systems was conducted in close cooperation with the major telecommu-
nications operators of Estonia, backed by existing informal networks of
people. It is an interesting question whether similar actions could have
been taken in case the systems under attack had been located in cloud
servers of large cloud providers outside Estonia.

From the previous discussion it is clear that big parts of the compe-
tence and activities are impossible or unfeasible to automate with existing
technology. Nevertheless, several other big parts of the cyber defence
competence and activities can be — and routinely are — automatized. The
conventional automation methods of cyber defence focus on the employ-
ment of known and trusted technologies like firewalls and virus defence
systems along with the methods requiring significant amounts of regular
work by a cyber security expert.

Security operations centers (‘SOCs’) usually employ a variety of spe-
cialised systems. First, virus defence systems and firewalls: these systems
are typically also run on personal computers and thus most people have
some experience with them. A more specialized set of tools are intrusion
detection systems like Suricata: these monitor the selected parts of the
networks of the organization.® They look for patterns of traffic match-
ing large sets of concrete pre-defined rules for detecting suspicious or
malicious activity on the network. Both free and commercial rulesets are
actively developed and distributed, encoding the knowledge of multiple
experts who build and update the rulesets.

Next, the IT assets communicating on the networks of the organiza-
tion can be automatically detected using network mappers like nmap.*
These mappers may serve a dual role of detecting known vulnerabilities.
Some scanners like the F-Secure Radar focus mostly on vulnerability
detection.® The vulnerability scanners typically produce reports about
unpatched software, open unidentified network ports and such. A cru-
cial part of the SOC arsenal is collecting and analysing logs continuously
produced by most of the running software. These logs are typically text
files to which an operating system or an application software regularly
appends basic information about the most important actions it takes,

8  NATO StratCom Centre of Excellence, ‘2007 Cyber Attacks on Estonia’ <https://www.stratcomcoe.
org/download/file/fid/80772> accessed 13 January 2021.

9  Suricata, ‘Suricata’ <https://suricata-ids.org/> accessed 1 May 2021.

10 Nmap.org, ‘News’ <https://nmap.org/> accessed 1 May 2021.

11 F-Secure, ‘F-Secure Radar: Vulnerability Management Platform’ (2021) <https://www.f-secure.
com/en/business/solutions/vulnerability-management/radar> accessed 1 May 2021.
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or the current status of the system. There exists a large set of tools for
collecting the logs from different computers, analyzing their contents
and looking for suspicious patterns of activity.

In addition to specific information collected from the logs and net-
works of the organization, a subset of cyber security information is useful
for a large number of organizations: for example, vulnerabilities detected
in specific versions of widely used software, new malware identifiers and
malicious IP-s and domains detected. Such information (‘cybersecurity
intelligence’) is shared on multiple free and commercial information
feeds. Organizations often exchange such knowledge via specialized cyber
intelligence sharing systems set up for a limited number of cooperating
organizations: the most prominent is MISP (Malware Information Sharing
Platform).? For organizing the cybersecurity work on incident analysis
and resolving, SOCs sometimes use specialized incident management
software. Finally, security information and event management systems
(‘SIEMs’) are software tools for collecting the data from the previously
described multiple information sources, analysing and visualizing the
results.

The installation, maintenance and monitoring the information pro-
duced by these specialized systems can quickly become overwhelming for
cyber security specialists. For example, it is useful to have an eye on the
logs of various systems to detect uncommon patterns potentially point-
ing to an incident. The amount of logs continuously generated by larger
systems is staggering and the contents vary wildly. Hence it is utterly
hopeless to regularly investigate the logs without a help of fairly com-
plex log collection and analysis software: the task typically performed by
SIEMs and machine learning outlier detectors. Similarly, once an organ-
isation sets up an intrusion detection system like Suricata, it will start
producing a large amount of alerts, generated by the rulesets chosen.
Again, keeping an eye on these alerts requires support from software
along with the regular reconfiguration of the subsystem filtering out the
majority of alerts as harmless noise.

Obviously, it would be good to also keep an eye on threat intelli-
gence feeds indicating new vulnerabilities and attack patterns to detect
the snippets relevant to the protected systems. Next, the whole net-
work of the protected IT systems should be monitored by nmap-type
tools to detect new assets and various modifications, as well as scan for

12 MISP, ‘MISP - Open Source Threat Intelligence Platform & Open Standards For Threat
Information Sharing’ <https://www.misp-project.org/> accessed 1 May 2021.



42 Tanel Tammet

potential weaknesses with a vulnerability scanner. Incidentally, auto-
matically scanning the vulnerabilities of a potential target is one of the
most important methods used by attackers. Work on setting up defence
software and hardening the systems is combined with analysing breaches
and sources of new problems similarly to the police detective, along with
the efforts going into proactive hardening of the systems, educating the
personnel and recuperating from the harmful effects of successful attacks
The list of tasks is therefore seemingly infinite.

Hence the need for a better automation of defence. But the complexity
of actually achieving it is widely acknowledged. So far, the developments
in the field are mostly of defensive nature. While all software performs
automation by definition, we will not focus on the conventional cyber-
security tools automating specific complex tasks like efficient collection
of logs from different systems, search, statistics and visualisation. Due
to the wide spectrum of complex activities performed by cyber defend-
ers, there is a tradition of mistrust of fully automated systems for cyber
defence. On one hand, considering the current state of the art, the work of
a cyber defender is far too complex for full automation by a hypothetical
Al system. On the other hand, the cyber defence workload required for
maintaining adequate defence against motivated attackers is too high for
ordinary organisations. The following chapter will give a brief overview
of the currently used technologies that are closer to the Al spectrum and
hypothetical autonomous systems to be built in the future.

IV
AUTOMATING CYBER DEFENCE

Perhaps the easiest and hence most common AI technology used in cyber
defence is outlier or anomaly detection: detecting new uncommon pat-
terns in various logs. By saying ‘easy’ we do not mean it literally: typical
outlier detection systems employ different types of statistics along with
machine learning and common knowledge, like the split of a week to
workdays and holidays, the office hours rhythm etc. The first immediate
problem with outlier detection is the large number of false positives:

13 Pierre Parend and others, ‘Foundations and Applications of Artificial Intelligence for Zero-Day
and Multi-Step Attack Detection’ (2018) 4 EURASIP Journal on Information Security.
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outliers which do not actually point to a weakness, attack or breach.
In a way this is inevitable: the cost of getting fewer false positives is
not noticing some of the true positives. In most cases, the false posi-
tives simply waste the time of the analyst. In worse cases — say, when
connected to a system automatically blocking an external system — this
may create problems exchanging information with external systems. The
second problem which often occurs is that it is hard to understand what
to do when an outlier is detected: analysing the causes and potential
seriousness takes a lot of effort.

In recent years there has been significant interest in using machine
learning to simulate the behaviour of a human analyst looking at alerts.
For example, intrusion detection systems (‘IDS’) like Suricata commonly
employ a large set of continuously updated expert-crafted rulesets for
creating alerts for suspicious patterns of behaviour in the network traffic.
The detection system monitors all the traffic in the network it is con-
nected to, detecting matches with the installed attack detection rules,
ie pluggable intelligence tidbits. The rulesets are either obtained from
known free sources or bought from companies specialising in the creation
and regular updates of rules that detect known threat signatures.

One such IDS installation may create millions of alerts per day. These
alerts are normally filtered by throwing out known uninteresting alert
patterns, and the human analyst will only investigate a small number
of alerts they deem potentially interesting. It is in principle possible to
use the methods of supervised machine learning to learn the patterns
of ‘interestingness’ for a human analyst, and then propose only such
potentially interesting alerts to the analyst. Current research indicates
that a system learning interestingness from a human input needs regular
retraining:4 the performance of the system starts falling significantly in
a few months due to the changes in the patterns of network traffic and
new types of attacks. Thus, the learning system may potentially lighten
the workload of the analyst, but cannot remove it completely. Due to the
complexities involved such learning systems are still mostly the target
of research and are not widely used in practical cyber defence systems.
One technical observation from this research is that for this particular
task the neural network systems perform worse than decision tree-based
learning systems.’

14 Giovanni Apruzzese and others, ‘On the Effectiveness of Machine and Deep Learning for
Cyber Security’ in Tomas Mindrik, Raik Jakschis and Lauri Lindstrom (eds), 10th International
Conference on Cyber Conflict, CyCon X: Maximising Effects (NATO CCDCOE 2018).

15  ibid.
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There are several companies focusing on developing supervised
machine learning systems for detecting ransomware attacks,® and for
merging input from multiple sources to create and maintain a univer-
sal threat recognition system which is not optimized for any specific
organization.

At the high end of the autonomous defence spectrum are systems
able to automatically isolate attacked or breached systems and recu-
perate after the incidents, for example, by automatically switching
over to a backup system or switching off noncritical subsystems. Such
systems are currently in the research and early deployment phase in
armed forces of several countries: organizations with a huge amount
of critical assets and short on the specialist manpower to defend all of
them. One significant risk posed by such autonomous systems is the
potential for erroneously shutting down or isolating critical systems
on the basis of mistaken perception or incorrectly learned patterns:
such cases will inevitably happen and the military organisations need
to plan for overriding and verifying the decisions made by autono-
mous cyber defence systems. On the active-passive defence scale these
systems can be considered to be either passive or active, depending
on our interpretation of the meaning of the scale. They are passive in
the sense that typically they do not launch counterattacks. They are
active in the sense of a high degree of automation and their ability
to directly influence the behaviour of the critical operational systems
they are protecting.

The main current practice of using autonomous agents in civilian
organizations like banks appears to be automatically isolating (blacklist-
ing) dangerous or suspicious external agents from accessing the network
of the organization. Even this action is not without risks: inevitably it
sometimes happens that well-meaning external agents are erroneously
blacklisted. The threshold of automatic countermeasures is regularly
tuned by such organizations.

In 2016 NATO created the research group ‘Intelligent Autonomous
Agents for Cyber Defense and Resilience’,” but as said before, R&D in the
same direction is performed independently by a number of countries®.

16 Li Chen and others, ‘Towards Resilient Machine Learning for Ransomware Detection’ (16 May
2019) <https://arxiv.org/pdf/1812.09400.pdf>.

17  See Michal Pechoucek and Alexander Kott (eds), Proceedings of the NATO IST-152 Workshop on
Intelligent Autonomous Agents for Cyber Defence and Resilience, Prague, Czech Republic, October 18—20,
2017 (CEUR WS 2018) <http://ceur-ws.org/Vol-2057/>.

18 US Department of Defense (n 6); see also United Kingdom, National Cyber Security Centre,
‘Active Cyber Defense’ <https://www.ncsc.gov.uk/section/products-services/active-cyber-
defence> accessed 1 May 2021.
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There are several areas of cyber defence where better automated
analysis of natural language would significantly help. One of these is
automatic scanning of the cybercrime marketplaces and information
exchange forums. Another is spam and phishing detection: it is to be
expected that due to the fast progress of Al-based text generation the
amount of intelligent phishing attacks will rise significantly, thus requir-
ing adequate countermeasures.

Yet another important and realistic usage is the development of auton-
omous cyber defence intelligence exchange systems. Continuous commu-
nication between the cyber defence professionals of different organisations
exchanging fresh information on new threats and attacks is one of the
critical and practically important parts of the cyber defence process.

Since information about cyber incidents and vulnerabilities is sen-
sitive, organizations are not easily willing to distribute this. It is not
uncommon that organizations of the similar type — for example, banks
within a particular country, militaries of tightly collaborating countries
etc — share such information among their closely guarded group. One of
the methods used for decreasing the risk of sharing sensitive information
is anonymizing it: recipients do not know who from the trusted group
has sent the information. Special anonymizing servers set up by a trusted
group is one of the helpful tools: for example, Airbus is reported to have
special servers in Iceland for this purpose.’® Another set of tools focuses
on using proper, guaranteed privacy-preserving multi-party algorithms
or trusted computation components of a microprocessor.

So far the exchanged threat intelligence data has mostly relied on
short descriptions in natural language, augmented by structured data,
and the interpretation of exchanged data has thus been almost exclu-
sively done by human analysts. Since cyber defence systems and practices
employed by different organisations vary significantly, converting this
data to machine-processable structured knowledge has not been realistic.
This can be incrementally changed by Al systems helping to both convert
cyber intelligence data and to take action.

On the opposing side is the potential to use Al for cyber attacks. The
first AI-supported cyberattack, recorded in 2007, came from a natural
language Al chatbot CyberLover,? conducting flirting chats with high level
of social engineering designed to steal passwords and send the victims
to web sites infecting them with malware.

19  Private communication with an AIRBUS cyber security specialist.
20 Rossi(n 7).
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\'

SOAR, ACD AND THE DARPA CYBER
GRAND CHALLENGE

The current catchphrases for automating cyber defence are SOAR (Security
Orchestration, Automation and Response) and MMAR (Manage, Monitor,
Automate and Respond). The SOAR* term was originally coined by Gart-
ner, a global research and advisory firm. They defined the three capabili-
ties: threat and vulnerability management, security incident response and
security operations automation. Threat and vulnerability management
(Orchestration) covers technologies that help amend cyber threats, while
security operations automation (Automation) relates to the technologies
that enable automation and orchestration within operations. According
to Gartner, a SOAR platform uses ‘machine-readable and stateful secu-
rity data to provide reporting, analysis and management capabilities to
support operational security teams’.>?

The main goal of the SOAR technologies is not to replace, but help,
the cyber security teams performing their daily tasks. This involves intel-
ligent outlier detection in logs, machine learning, data and knowledge
integration, intelligent filtering of intelligence feeds and similar sup-
portive tasks. It also includes automating relatively mundane tasks like
backups and restore, configuration migration, vulnerability scans and
sometimes even basic threat response. Another facet of the increased
automation is the potential for faster detection of attacks and breaches.
A noticeable percentage of the initial compromise stage of data intrusions
are very fast, while detection may take months. All this time is available
for the attacker to deepen and widen their control.

Correspondingly, the US Department of Defense has defined a concept
of Active Cyber Defense (‘ACD’) as ‘DoD’s synchronized, real-time capa-
bility to discover, detect, analyze, and mitigate threats and vulnerabili-
ties’.>3 ACD is designed to be applicable across the US Government as well
as critical infrastructure. ACD capability builds up situational awareness,
which typically requires the orchestration of data collection, integration

21 FireEye, ‘What is SOAR? Definition and Benefits’ <https://www.fireeye.com/products/helix/
what-is-soar.html> accessed 12 January 2021.

22 Paul Proctor and Oliver Rochford, ‘Innovation Tech Insight for Security Operations, Analytics
and Reporting’ (Gartner Research, 11 November 2015) <https://www.gartner.com/en/
documents/3166239/innovation-tech-insight-for-security-operations-analytic>.

23 National Security Agency, ‘Active Cyber Defense (ACD)’ (4 August 2015) <https://apps.nsa.gov/
iad/programs/iad-initiatives/active-cyber-defense.cfm>.
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and actions between different systems, different organizations and geo-
graphical locations. Thus, the question of the automatic interpretability
of exchanged data becomes critical, which is borderline to the classic
area of symbolic AI. ACD’s six functional areas are defined as sensing,
sense-making, decision-making, acting, messaging and control, and
ACD mission management.24

A step in the same direction is the design of the STIX (Structured
Threat Information eXpression)? and TAXII (Trusted Automated eXchange
of Intelligence Information)?¢ protocols for exchanging detailed structured
data on cyber threat intelligence. STIX enables organizations to share cyber
threat intelligence with one another in a consistent and machine-read-
able manner, allowing security communities to better understand what
computer-based attacks they are most likely to see and to anticipate and/
or respond to those attacks faster and more effectively. The importance
of this direction can be exemplified by the ongoing project between the
US Air Force and the Estonian Ministry of Defence to design a system for
secure, interpretable and actionable exchange of cyber threat intelligence,
with the main work on the Estonian side conducted by Cybernetica AS.>?

NSA describes ACD as characteristics as follows:

A comprehensive ACD solution would have characteristics that
include the ability to operate with dialable levels of automated
decision-making that enable the detection and mitigation of
threats at cyber-relevant speed; it must be scalable to operate in
any size enterprise, and work in an integrated manner with other
network defense and hardening capabilities while creating and
consuming shared situational awareness. Finally, these capabil-
ities must be available soon and be designed in a manner that
allows them to be built and operated by both the private sector
and (the US Government]. ...

The ACD Framework, depicted here, describes the set of five high-
level conceptual capabilities necessary to perform ACD anywhere
in cyberspace. A foundational messaging fabric must exist to
enable real-time communications using standard protocols,

24 ibid.

25 OASIS Open, ‘Introduction to STIX’ (29 November 2020) <https://oasis-open.github.io/cti-docu-
mentation/stix/intro>.

26  OASIS Open, ‘Introduction to TAXII’ (29 November 2020) <https://oasis-open.github.io/cti-docu-
mentation/taxii/intro>.

27 Cybernetica, ‘Estonia and the United States to Build a Joint Cyber Threat Intelligence Platform’
(14 January 2020) <https://cyber.ee/news/2020/01-14/>.
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interfaces and schema among the other four components. Then
there must be sensors that report data on the current state of the
network, sense-making analytics to understand current state,
automated decision-making to decide how to react to current
state information, and capabilities to act on those decisions to
defend the network. Although not a unique part of the ACD frame-
work, Shared Situational Awareness is a critical provider and
consumer of actionable ACD information.??

An early example of the ACD in action is the NSA Sharkseer program,?
which started around 2014 with the primary purpose to protect the US
Department of Defense’s networks. Sharkseer monitors emails, docu-
ments and incoming traffic that could infect the Department’s networks.
NSA describes the functions of Sharkseer as follows:

IAP (‘Internet Access Provider’) protection: Provide highly avail-
able and reliable automated sensing and mitigation capabilities
to all 10 DOD IAPs. Commercial behavioral and heuristic analytics
and threat data enriched with NSA unique knowledge, through
automated data analysis processes, form the basis for discovery
and mitigation.

Cyber Situational Awareness and Data Sharing: Consume public
malware threat data, enrich with NSA unique knowledge and
processes. Share with partners through automation systems,
for example the SHARKSEER Global Threat Intelligence (‘GTI’)
and SPLUNK systems. The data will be shared in real time with
stakeholders and network defenders on UNCLASSIFIED, U//FOUO,
SECRET, and TOP SECRET networks.3°

In 2016, DARPA launched the Cyber Grand Challenge,* a competition to
create automatic defensive systems capable of reasoning about flaws,
formulating patches and deploying them on a network in real time. Citing
their information about the event:

28
29

30
31

National Security Agency (n 23) (original italics).

Ronald Nielson, ‘SHARKSEER Zero Day Net Defense’ (National Institute of Standards and
Technology, 10 September 2015) <https://csrc.nist.gov/Presentations/2015/SHARKSEER-Zero-
Day-Net-Defense>.

ibid.

Dustin Fraze, ‘Cyber Grand Challenge (CGC)’ (Defense Advanced Research Projects Agency)
<https://www.darpa.mil/program/cyber-grand-challenge> accessed 12 January 2021.
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DARPA hosted the Cyber Grand Challenge Final Event — the world’s
first all-machine cyber hacking tournament — on August 4, 2016
in Las Vegas. Starting with over 100 teams consisting of some of
the top security researchers and hackers in the world, DARPA pit
seven teams against each other during the final event. During the
competition, each team’s Cyber Reasoning System ‘CRS’ automat-
ically identified software flaws, and scanned a purpose-built, air-
gapped network to identify affected hosts. For nearly twelve hours,
teams were scored based on how capably their systems protected
hosts, scanned the network for vulnerabilities, and maintained the
correct function of software. Prizes of $2 million, $1 million, and
$750 thousand were awarded to the top three finishers.

CGC was the first head-to-head competition between some of the most
sophisticated automated bug-hunting systems ever developed. These
machines played the classic cybersecurity exercise of Capture the Flag in
a specially created computer testbed laden with an array of bugs hidden
inside custom, never-before-analyzed software. The machines were chal-
lenged to find and patch within seconds — not the usual months — flawed
code that was vulnerable to being hacked, and find their opponents’
weaknesses before they could defend against them.3?A participating team
from the University of Idaho reports that over a hundred teams registered
to compete in the CGC.3 Of these, twenty-eight entered the qualifying
event and the top seven teams participated in the final event.

We must note that the performance of the winner of the competi-
tion — Carnegie Mellon University’s ForAllSecure ‘Mayhem’ system3* —was
significantly weaker than the performance of human specialists. Tech-
Crunch reports? that the team was invited to enter the similar ‘Capture
The Flag’ tournament at the neighbouring DEF CON, where it was the
worst performer among the fifteen participants. Still, we have to take into
consideration that the development of fully automated cyber defence sys-
tems has just started. It is quite possible that similarly to the DARPA Grand
Challenges for autonomous cars, the Cyber Grand Challenge was a landmark
starting point for major developments in the field.

32 ibid.

33 Jia Song and Jim Alves-Foss, ‘The DARPA Cyber Grand Challenge: A Competitor’s Perspective’
(2015) 13(6) IEEE Security & Privacy Magazine 72.

34 Thanassis Avgerinos and others, ‘The Mayhem Cyber Reasoning System’ (2018) 16(2) IEEE
Security & Privacy Magazine 52.

35 Devin Coldewey, ‘Carnegie Mellon’s Mayhem AI takes home $2 million from DARPA’s Cyber
Grand Challenge’ (TechCrunch, 5 August 2016) <https://techcrunch.com/2016/08/05/carnegie-
mellons-mayhem-ai-takes-home-2-million-from-darpas-cyber-grand-challenge>.
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VI
CONCLUSION

Since both cyber attacks and cyber defence are — by definition — con-
ducted with the use of software, they are always, in some sense, auto-
mated. Thus, the question of what is meant by ‘automated’ cyber defence
or attack is not always clear. Similarly, we cannot unambiguously say
what does it mean to be ‘autonomous’: to some degree, any automated
system is autonomous, while no truly ‘autonomous’ systems in the stron-
ger Al sense currently exist.

This said, the drive to increase the automation level of cyber attacks
and defence is obvious. We can observe that automation of cyber attacks
is, in some sense, simpler than automating defence, since for the former
it can mean clear quantitative increase: more systems attacked faster.
Yet, the field of Al is still far from the level where complex high-level
automated attacks could be made ‘autonomously’ in the sense of replac-
ing a human specialist. Rather, these automations are, for the main part,
complex human-developed scripts utilizing existing technological com-
ponents and in-depth human knowledge of the systems to be attacked.

Automating cyber defence has, so far, turned out to be harder than
automating attacks. The amount and structure of knowledge a cyber
defence specialist must have is built upon a large amount of both general
knowledge and specific knowledge about the defended systems. The work
itself is highly complex and requires a lot of creativity, psychology and
teamwork. All of these aspects are very hard to formalize and do not lend
themselves well to machine learning techniques. Thus, when we speak
about automating cyber defence, we are speaking about automating rel-
atively mundane parts of the work. This said, we can be sure that further
automation will be a major force in the development of cyber defence.

As for the practically useful autonomous cyber defence in the Al sense
of replacing a human specialist, it is really impossible to predict when
and how this will become a reality. We can, however, speculate that it
will happen later than the large-scale deployment of fully autonomous
cars: after all, the environment and tasks the driver has are less varied
than what the cyber defence specialist has to tackle. Thus, the questions
about issues specific to autonomous cyber attack or defence systems are
still highly speculative.
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Chapter 4

Ethical Artificial
Intelligence: An
Approach to Evaluating
Disembodied
Autonomous Systems

Daniel Trusilo and Thomas Burri

I
INTRODUCTION

‘What our societies all over the world need is a shared and applicable eth-
ical framework, to develop Al policies, regulations, technical standards,
and business best practices.’* Addressing this call to action, our cur-
rent project tackles the following question: How can an assessment tool
designed to identify ethical issues of embodied autonomous systems be
modified to apply to disembodied autonomous systems? The goal of such
an undertaking is to inform a discussion about international norms and
ethical principles that should apply to disembodied autonomous systems.

By applying an assessment tool we previously developed, henceforth
referred to as the Schema, we are able to empirically identify ethical

1 Luciano Floridi and Lord Tim Clement-Jones, ‘The Five Principles Key to Any Ethical Framework
for A’ (New Statesman, 20 March 2019) <https://tech.newstatesman.com/policy/ai-ethics-
framework>.
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issues raised by autonomous disaster relief and weapon systems.? Such
systems necessarily have a physical manifestation. They are robots with
a ‘body’ which is why we say that they are ‘embodied’.> The scope of
the Schema has so far been limited to such embodied systems. The first
step in applying the Schema is to determine if an embodied system is
autonomous. We make the determination according to a composite of:
(1) autarchy, which in this context refers to a system’s capacity to func-
tion independently from external energy sources, (2) independence of
human control, (3) interaction with the environment, (4) learning, and
(5) mobility.4* This composite picture is how we define autonomy and
determine if the Schema is in fact applicable to a given system. For the
purpose of this chapter, robotic systems that meet the threshold of this
composite definition of autonomy are referred to as embodied autono-
mous systems or simply embodied systems. We then evaluate a system
according to thirty-seven aspects to determine potential areas of ethical
concern. Our practical review of embodied autonomous systems using the
Schema allows us to supplement the widely agreed upon framework of
international humanitarian law, human rights law, and regulatory norms.

With the following discussion, we are advancing this research by
extending the Schema to cover autonomous cyber operations, or software
systems. Though software systems must be integrated with physical
hardware to function, we are interested in exploring the idea of autonomy
as it relates to algorithms that are created to function in their own right,
not as code that controls a robotic system. We label such autonomous
programs used in cyber operations as disembodied autonomous systems.
A disembodied autonomous system, for the purposes of this chapter, is
therefore a software program that demonstrates properties on a spectrum
of a modified composite definition of autonomy, which will be discussed
in greater detail in section three.

We have chosen to use the specific terminology of embodied and dis-
embodied systems as these terms clarify our approach to the discussion
about autonomy in cyberspace. They distinguish between the physical
systems that are a combination of hardware and software, which we have
experience evaluating, and software or algorithms that exist to carry
out their own function. This distinction is mainly drawn for didactical

2 Markus Christen and others, ‘An Evaluation Schema for the Ethical Use of Autonomous Robotic
Systems in Security Applications’ (University of Zurich Digital Society Initiative White Paper no 1,
2017) <https://ssrn.com/abstract=3063617>.

3 For similar terminology, see Curtis EA Karnow, ‘The Application of Traditional Tort Theory to
Embodied Machine Intelligence’ in Ryan Calo, Michael A Froomkin and Ian Kerr (eds), Robot Law
(Edward Elgar 2016).

4 Christen and others (n 2).
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purposes. The aim is to improve the Schema and extend its scope while
furthering the discussion of autonomous systems and how ethically
problematic aspects of such systems can be practically identified. Since
embodied systems may incorporate elements of disembodied systems,
and vice versa, it may not always be straightforward to distinguish the
two. However, a neat and clean distinction may be unnecessary. If we
manage to extend the scope of the Schema, making it comprehensive
and inclusive of all autonomous systems, regardless of whether they
are embodied or disembodied, then it will not matter whether the lines
between the types of systems are blurred. There would simply be one
Schema applicable to all autonomous systems.

The discussion is complicated by the fact that Artificial Intelligence
(‘AD’) lies at the heart of the capabilities and capacities of the autono-
mous systems we are investigating but does not necessarily equate to
autonomy in and of itself. While the relationship between autonomy and
Al may have to be researched further,5 it is our hope that the experience
of researching and evaluating autonomy in embodied systems is trans-
ferrable to research concerning autonomy in cyberspace and therefore
can add value to discussions surrounding what we have chosen to call
disembodied autonomous systems.

We will first describe the urgent need to develop a method of iden-
tifying ethical issues related to the design and operation of disembod-
ied autonomous systems.® Next, in order to determine how the Schema
can be applied to systems that only exist in cyberspace, or disembodied
autonomous systems, we highlight the factors that distinguish disem-
bodied systems from embodied systems. We then explore and highlight
those selected criteria of the Schema which will need to be modified in
order to be applied to disembodied systems. The next section pushes the
boundary further by discussing ‘systems of systems’, that is systems in
which a collection of autonomous or semi-autonomous systems com-
pose a larger system. This is particularly relevant in the discussion of
cyber systems as the notion of a ‘system’ with a specific ‘beginning’ and
‘end’ becomes further blurred. We conclude with a brief overview of key
takeaways from this chapter.

5  See the discussion below, section II.
6  For further elaboration on the notion of autonomous cyber system see Tim McFarland,
‘The Concept of Autonomy’, this volume, ch 2.
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I1

THE CRITICALITY OF EVALUATING
ETHICAL ISSUES RAISED BY
DISEMBODIED AUTONOMOUS
SYSTEMS

Developing a method to identify ethical issues concerning disembod-
ied autonomous systems is practically relevant. Pure software programs
with autonomous characteristics already exist. For example, in 2018 IBM
Research demonstrated DeepLocker, an AI-powered malware that is able
to evade detection until reaching a specific target. Using a deep neural
network AI model, DeepLocker seems benign, only deploying malicious
code when it is triggered by its intended target, which it identifies through
facial recognition, geolocation, and voice recognition.?

At the State level, US and Russian cyber operations have actively
targeted each other’s critical infrastructure, namely power grids.® On
13 March 2020, the cyberthreat to critical infrastructure was made pal-
pable with an attack on Brno University Hospital in the Czech Republic,
which led to the postponement of surgeries, the turning away of new
patients, and the shutting down of all the hospital’s computers.® The
attack, coinciding with the global COVID-19 pandemic, demonstrates the
life-threatening potential of cyberattacks and lends support to calls for
an emergency regime for cyberspace. It is not far-fetched to surmise
that cyber weapons" being deployed by the US, Russia, and other actors
may have autonomous capabilities, at least according to the composite

)

7  Marc Ph Stoecklin and others, ‘DeepLocker: How AI Can Power a Stealthy New Breed of Malware
(Security Intelligence, 8 August 2018) <https://securityintelligence.com/deeplocker-how-ai-can-
power-a-stealthy-new-breed-of-malware/>.

8  AJune 2019 article in the New York Times publicized the years-long cyber operations by both
Russian and US entities to implant malicious code in their adversary’s critical infrastructure.
David E Sanger and Nicole Perlroth, ‘US Escalates Online Attacks on Russia’s Power Grid’

(New York Times, 17 June 2019) <https://www.nytimes.com/2019/06/15/us/politics/trump-cyber-
russia-grid.html>.

9  Matt Burgess, ‘Hackers are Targeting Hospitals Crippled by Coronavirus’ (Wired, 22 March 2020)
<https://www.wired.co.uk/article/coronavirus-hackers-cybercrime-phishing>.

10 See Henning Lahmann’s blog post calling for an emergency regime related to cyberattacks on
hospital infrastructure. Henning Lahmann, ‘Cyberattacks against Hospitals during a Pandemic
and the Case for an Emergency Regime for Cyberspace’ (Fifteen Eightyfour, 20 April 2020)
<http://www.cambridgeblog.org/2020/04/cyberattacks-against-hospitals-during-a-pandemic-
and-the-case-for-an-emergency-regime-for-cyberspace/>.

11 A broad definition of a cyber weapon includes software and IT systems that, through ICT
networks, manipulate, deny, disrupt, degrade or destroy targeted information systems or
networks. The pros and cons of this definition is discussed in Tom Uren, Bart Hogeveen and
Fergus Hanson, ‘Defining Offensive Cyber Capabilities’ (Australian Strategic Policy Institute,

4 July 2018) <https://www.aspi.org.au/report/defining-offensive-cyber-capabilities>.
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definition of autonomy we apply. For example, the NotPetya cyber-
attack of 2018 relied on self-propagating malware to become one of the
most destructive and costly cyberattacks ever carried out.”> Therefore,
the concept of autonomy and what it means for disembodied systems
must be discussed if any regime is to be relevant to current capabilities
and trends.

Though there is an active debate about moral and legal issues related
to autonomy in embodied weapon systems, or autonomous weapons sys-
tems, via the Convention on Certain Conventional Weapons, discussions
concerning cyber systems have so far failed to address many of the sim-
ilarly applicable implications of autonomy.” This situation may be partly
due to the tendency to silo discussions of legal ramifications of various
new technologies in warfare through a technology-specific approach.
However, this tendency is alarming considering the likelihood that deci-
sion authorities will be delegated to both embodied and disembodied
autonomous systems and that the various systems are conflated when
the discussion centers on autonomy.

In a 2016 interview with the Washington Post, the then US Deputy
Secretary of Defense, Robert Work, stated that the use of unmanned sys-
tems by the US Department of Defense (DoD) is inexorable. In clarifying
DoD’s position, Work explained that autonomy is a matter of delegating
authorities to unmanned systems in a battle network and that delegation
of authority can be expected in situations in which machines have faster
than human reaction times. Work then specifically identified electronic
and cyber warfare as examples of situations in which machines have
faster than human reaction times, warranting the delegation of deci-
sion-making authorities to unmanned systems.* Despite this recogni-
tion, the US DoD Directive 3000.09 on Autonomy in Weapons Systems,
which addresses authorities related to autonomous systems, explicitly

12 Andy Greenberg, ‘The Untold Story of NotPetya, the Most Devastating Cyberattack in History’
(Wired, 22 August 2018) <https://www.wired.com/story/notpetya-cyberattack-ukraine-russia-
code-crashed-the-world/>.

13 For a discussion of the state of international law and autonomous cyber operations as well as
the importance of addressing autonomous cyber capabilities, see Rain Liivoja, Maarja Naagel and
Ann Viljataga, ‘Autonomous Cyber Capabilities under International Law’ (NATO CCDCOE 2019)
<https://ccdcoe.org/library/publications/autonomous-cyber-capabilities-under-internation-
al-law/>.

14  Rain Liivoja, ‘Technological Change and the Evolution of the Law of War’ (2015) 97(900)
International Review of the Red Cross 1157.

15  See interview with US Deputy Secretary of Defense Robert Work in ‘David Ignatius and Penta-
gon’s Robert Work Talk about New Technologies to Deter War’ (The Washington Post, 31 March
2016) <https://www.washingtonpost.com/video/postlive/david-ignatius-and-pentagons-robert-
work-on-efforts-to-defeat-isis-latest-tools-in-defense/2016/03/30/0fd7679e-f68f-11e5-958d-
do38dac6e718_video.html>. The referenced discussion concerning autonomy and the delegation
of authorities begins at 27:18.
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states that it does not apply to autonomous or semi-autonomous sys-
tems for cyberspace operations.’® A United Nations Institute for Dis-
armament Research (UNIDIR) paper on Autonomous Weapon Systems
(AWSs) and Cyber Operations notes that the DoD directive excluded
cyber considerations for pragmatic reasons — the directive was urgently
needed and addressing autonomy in cyber operations would have delayed
publication of the directive.”” The DoD Directive 3000.09 was published
in 2012 and updated in 2017, yet autonomy in cyber operations remains
unaddressed.

The UNIDIR Report highlights the fact that international discussions
related to what we call embodied and disembodied systems are com-
pletely divorced from each other ‘with virtually no overlap between the
participating experts and policy practitioners’, despite the relevance of
autonomy for both.® The Group of Governmental Experts (‘GGE’) dis-
cussions related to cyber security have addressed neither the concept of
meaningful human control nor Article 36 obligations on the testing of
the means and methods of cyber warfare, both of which are topics that
are heavily featured in GGE discussions of embodied AWSs.

In a similar vein, there is a need to bridge the discussions of Al and
autonomy. The 2019 Defense Innovation Board’s (DIB) Recommendations
on the Ethical Use of Artificial Intelligence by the Department of Defense were
adopted as principles by the DoD on 24 February 2020.2° Bounding the
applicability of the DIB’s recommendations to Al, the report explicitly
states: ‘Al is not the same thing as autonomy.’* The report goes on to
highlight that DoD Directive 3000.09 ‘neither addresses Al as such nor
Al capabilities not pertaining to weapon systems.’?> Though it is clear
that Al is not the same thing as malware, the fact remains that AI may

16  US Department of Defense, Directive 3000.09: Autonomy in Weapons Systems (21 November
2012, incorporating change 1, 8 May 2017) <https://www.esd.whs.mil/portals/54/documents/dd/
issuances/dodd/300009p.pdf>.

17  United Nations Institute for Disarmament Research, ‘The Weaponization of Increasingly Auton-
omous Technologies: Autonomous Weapon Systems and Cyber Operations’ (16 November 2017)
<https://www.unidir.org/publication/weaponization-increasingly-autonomous-technologies-
autonomous-weapon-systems-and-cyber>.

18  ibid.

19 James Lewis and Kerstin Vignard, ‘Report of the International Security Cyber Issues Workshop Series’
(United Nations Institute for Disarmament Research, 2016) <https://www.unidir.org/files/publica-
tions/pdfs/report-of-the-international -security-cyber-issues-workshop-series-en-656.pdf>.

20 US Department of Defense, ‘DOD Adopts Ethical Principles for Artificial Intelligence’ (24 February
2020) <https://www.defense.gov/Newsroom/Releases/Release/Article/2091996/dod-adopts-
ethical-principles-for-artificial-intelligence/.

21 Defense Innovation Board, ‘Al Principles: Recommendations on the Ethical Use of Artifiical
Intelligence by the Department of Defense’ (US Department of Defense, 31 October 2019)
<https://media.defense.gov/2019/0ct/31/2002204458/-1/-1/0/DIB__AI__PRINCIPLES_ PRIMARY__
DOCUMENT.PDF>.

22 ibid.
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be used as part of malware and cyber operations in general.?* Taken as
a whole, this information signals the gap in the framing of ethical and
legal discussions surrounding the subjects of Al and autonomy despite
their convergence in disembodied autonomous systems.2

Article 36 of the 1977 Additional Protocol to the 1949 Geneva Conven-
tions requires States to conduct a weapon review prior to the acquisition
or adoption of ‘a new weapon, means or method of warfare.’?> There
is an existing body of literature on how the design and testing process
applies to non-autonomous cyber weapons.2¢ But there are further chal-
lenges to applying an Article 36 review to a system that has autonomous
capabilities.?” These challenges have led to an active debate about how
to apply weapons reviews to embodied AWSs. However, autonomy does
not figure in the review of cyber weapons, meaning cyber weapons that
are currently under development are being designed and tested with-
out any specific institutionalized rules or international norms. This is
problematic as autonomous cyber weapons that incorporate learning,
even if such learning is frozen at the moment of operationalization, may
behave unpredictably.?® The complications are obvious when one looks
at the commentary to Rule 110 of the Tallinn Manual 2.0, in which the
consensus of the group of experts states: ‘Any significant changes to
means or methods necessitate a new legal review.’> Based on this lan-
guage, a State that deploys an autonomous cyber weapon may no longer
be in compliance with the law of armed conflict once the autonomous
cyber weapon goes beyond predicted behavior or learns and modifies it.
Therefore, addressing autonomy when ethically evaluating such systems
is vitally important.

23 Stoecklin (n 7).

24 Compare Heather M Roff, ‘Artificial Intelligence: Power to the People’ (2019) 33 Ethics & Interna-
tional Affairs (2) 127, 140: ‘[W]e need to be careful of conflating AI with automation or autonomy,
for doing so risks aggregating benefits and harms in different ways, when we would do better to
keep them separate.” On autonomy and Al, see also Alan L Schuller, ‘At the Crossroads of Control:
The Intersection of Artificial Intelligence and Autonomous Weapons Systems with International
Humanitarian Law’ (2017) 8 Harvard National Security Journal (2) 379, 390 ff.

25 Protocol Additional to the Geneva Conventions of 12 August 1949, and Relating to the Protection
of Victims of International Armed Conflicts (adopted 8 June 1977, entered into force 7 December
1978) 1125 UNTS 3 (‘AP I’) art 36.

26 The Tallinn Manual 2.0, a study on the application of international law to cyber-warfare, includes
part IV on Cyber Armed Conflict with extensive rules concerning the means and methods of
warfare and specific guidance on the applicability of the Article 36 weapons review process to
cyber weapons. Michael N Schmitt (ed), Tallinn Manual 2.0 on the International Law Applicable to
Cyber Operations (Cambridge University Press 2017).

27 Vincent Boulanin and Maaike Verbruggen, ‘Article 36 Reviews: Dealing with the Challenges Posed
by Emerging Technologies’ (Stockholm International Peace Research Institute, 2017) <https://
www.sipri.org/sites/default/files/2017-12/article_ 36_report_1712.pdf>.

28 United Nations Institute for Disarmament Research (n 17).

29 Tallinn Manual 2.0 (n 26) commentary to Rule 110, [9].
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II1

DISTINGUISHING DISEMBODIED
AUTONOMOUS SYSTEMS FROM
EMBODIED AUTONOMOUS SYSTEMS

In order to identify how the regulatory framework applicable to embodied
systems can be applied to disembodied systems and to extend our tool, the
emphasis must be placed on what distinguishes disembodied autonomous
systems from embodied autonomous systems.

When focusing on disembodied autonomous systems the task of
determining the constitutive parts of the ‘system’ to be assessed changes.
With embodied systems, the existence of some kind of robotic manifes-
tation imparts an intuition of where and how the system is bounded.
This intuition is less clear with regard to disembodied systems because
of their lack of a physical manifestation. Disembodied systems may also
propagate without incurring additional cost; they can be passed on like
fire.3° Such an analogy allows one to envision a disembodied autonomous
system spreading widely. Such a possibility may warrant even more vig-
ilance in the development of disembodied autonomous systems based on
the precautionary principle.*

The autonomy of an embodied system may be viewed as composite.
In this way, a system’s autonomy may be assessed according to the
five axes of: (1) autarchy, (2) independence of human control, (3) inter-
action with the environment, (4) learning, and (5) mobility. A system
can then be positioned on each axis resulting in an overall picture of
its autonomy.3 For disembodied systems, however, ‘autarchy’ becomes
meaningless. Electricity is a pre-condition for software to function so if
the environment that a disembodied system inhabits is functioning, no
additional battery or fuel source is required for the disembodied system
to also function. The concept of ‘mobility’ also changes when applied to a
disembodied system as software is incapable of physically moving on its
own, though it may migrate through a network. Therefore, the concept

30 We draw here on a statement made by a legal scholar with regard to legal personhood: ‘legal
personhood is like fire: it can be granted by anyone who already has it’. Shawn Bayern, ‘The
Implications of Modern Business-Entity Law for the Regulation of Autonomous Systems’ (2016) 2
European Journal of Risk Regulation 297, 304.

31 See AP I art 57; Jonathan David Herbach, ‘Into the Caves of Steel: Precaution, Cognition and
Robotic Weapons Systems Under the International Law of Armed Conflict’ (2012) 4(3) Amsterdam
Law Forum 3, 6 ff.

32 Christen and others (n 2) 10.
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of mobility is not applicable if meant in the physical sense and must be
adapted to relate to a disembodied system’s characteristics. Applying the
above considerations, an autonomous disembodied system must be one
that, to a certain degree, can: (1) operate independent of human control
once deployed, (2) interact with its environment based on characteristics
that define the environment, and (3) learn.

A system may vary along the described axes, that is to say, not every
system needs to be capable of learning. To a certain extent, we accept Tim
McFarland’s statement that independence from operator control is not
an ideal determinant of autonomy.33 However, we construe the term in a
similar way that McFarland interprets autonomy. This means that typ-
ically a programmer/operator defines the high-level goal to be achieved
by the autonomous system, while the low-level steps are subject to the
system’s ‘discretion’3* — it being understood that low-level steps also
need to be programmed or at least learned at one point. This construction
of ‘independence of operator control’ also has the advantage of focusing
the Schema on systems exhibiting a certain degree of complexity, while
excluding simple software. Image processing software such as Adobe
Photoshop, for instance, is not programmed to attain high-level goals
and hence cannot be considered to be ‘independent from control’, even
though it can remove red eyes at the click of a button.

The requirement that a system interacts with the environment mir-
rors McFarland’s emphasis on the environmental uncertainty that auton-
omous systems typically have to cope with. However, the Schema does
not insist that the environment be uncertain. This would initially have
been conceivable when the focus of the Schema had been on embodied
systems. For embodied systems, uncertainty of physical environmental
factors are typically a hard to overcome challenge. The pathway ahead
of a robot may, for instance, become icy, there may be debris, or gusts of

33 McFarland (n 6) [26]: ‘Regardless of its complexity, autonomous software amounts to a set
of instructions guiding a system toward such a goal. Those instructions may endow a system
with a capacity for complex actions and responses, including the ability to operate effectively
in response to new information encountered during operations which may not be precisely
foreseeable to a human operator. However, that does not constitute independence from human
control in any sense. Rather, it is best seen as control applied in a different way, in advance
rather than in real time.’ And ibid 34: ‘“autonomy”, as the concept applies to software, does not
mean freedom from of human control; it is, rather, a form of control.’

34 cf ibid 21. Unlike McFarland, we refrain from using terms like ‘intent’ and ‘awareness’ to avoid
the risk of anthropmorphizing the system. Cf Neil M Richards and William D Smart, ‘How Should
the law think about robots?’ in Ryan Calo, Michael A Froomkin, and Ian Kerr (eds), Robot Law
(Edward Elgar 2016) 13: ‘(W]hen it comes to new technologies, applying the right metaphor
for the new technology is especially important. How we regulate robots will depend on the
metaphors we use to think about them. There are multiple competing metaphors for different
kinds of robots, and getting the metaphors right will have tremendously important consequences
for the success or failure of the inevitable law (or laws) of robotics.’
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wind may unexpectedly impact it. In cyberspace in contrast, to require
a system to cope with environmental uncertainty seems to go beyond
what is necessary. The environment in cyberspace is more structured
and therefore the types of interactions a system can possibly face are
more limited. Ice, rubble, and wind cannot occur in cyberspace (except
in metaphors). So, if the Schema should also cover disembodied systems,
requiring a capacity to cope with environmental uncertainty would be
unnecessary. Indeed, if coherently applied across embodied and disem-
bodied systems, such a requirement may prove overly exclusionary.

There is a clear distinction between embodied systems that are intended
to cause harm (‘weapons’) and systems that are not intended to cause harm
(for example, search and rescue systems). In the case of the former, the
Schema evaluates an additional set of criteria. While the distinction may
also make sense for disembodied systems, the notion of ‘harm’ may have
to be construed more broadly. Observational systems, such as systems that
exclusively serve to gather data, may be considered not to cause harm. On
the other hand, not only systems that cause physical damage (by kinetic
means, for instance breaking infrastructure), but also systems that actively
cause malfunctions, delay services, and so on, may be considered harmful
when such malfunctions or delays can lead to actual physical harm.

The Tallinn Manual provides useful orientation on the notion of harm.
Regarding the definition of the use of force, the majority of the interna-
tional group of experts agreed, ‘acts that injure or kill persons or damage
or destroy objects are unambiguously uses of force’.3> The 2010 Stuxnet
cyber-attack on the Iranian nuclear program that led to the destruction
of centrifuges is an oft-cited example of a real-world cyber operation
that resulted in physical damage. Such an attack could be considered a
use of force. Furthermore, the consensus view of the experts, in com-
mentary to Rule 13 of the Tallinn Manual, was that the aggregate sum of
a series of cyber-attacks can be treated as a composite armed attack thus
allowing a State to exercise the right of self-defense.?® A disembodied
autonomous system, not explicitly designed to cause physical damage,
may spread through a network where it was not intended to operate,
causing physical damage or delays in service to multiple systems that
then lead to physical damage and/or the loss of life. Therefore, to apply
our assessment tool to disembodied systems, we must revisit our method
of determining if a system is intended to cause harm.3” For disembodied

35 Tallinn Manual 2.0 (n 26) commentary to rule 11 [8].
36 ibid commentary to rule 13 [8].
37 The notion of ‘harm’, which we have chosen to employ in order to be inclusive of all potentially
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systems, both intention and harm should notably be understood in a less
direct sense. When the operation of a disembodied system may indirectly
lead to harm, we will have to apply the set of criteria that are normally
reserved for weapon systems in order to ensure the ethical implications
of operating the evaluated system are fully considered.

1\Y

THE EVALUATION OF DISEMBODIED
AUTONOMOUS SYSTEMS

Once a disembodied system has been determined to have aspects of
autonomy and its potential to cause harm is known, we can apply the
Schema’s criteria to identify ethical issues raised by a particular system.
The majority of criteria that are applicable to evaluating an embodied
system will directly cross-over to an evaluation of a disembodied sys-
tem. An example of a directly relatable criteria is the concept of ‘emer-
gent properties’. The question of whether a system to system interaction
can yield unexpected or emergent properties is relevant, but it needs
no modification to apply to a disembodied system. For the purposes of
this chapter we will not highlight criteria that are directly transferrable
but rather the criteria that must be modified or interpreted differently
to account for differences between embodied and disembodied auton-
omous systems.

One criterion, classified in our tool as an aspect of how the system
interacts with the operator, which requires review and re-interpretation
is ‘responsibility attribution’. Whereas an embodied system is a physical
entity that an operator must deploy from a specific location, disembodied
systems are less tied to physicality and location. They migrate through the
network of fiber-optic cables that connect the globe and ‘lend themselves
to plausible deniability’.3® Furthermore, embodied systems are physically

ethically problematic systems, is distinctly different than the notion of an ‘attack’. As pointed out
by Rain Liivoja and Tim McCormack, the question of what kind of cyber operations could trigger
armed conflict while falling below the threshold of an attack is not thoroughly addressed in the
Tallinn Manual. Rain Liivoja and Tim McCormack, ‘Law in the Virtual Battlespace: The Tallinn
Manual and the Jus in Bello’ (2012) 15 Yearbook of International Humanitarian Law 45.

38 Ina July 2019 New Yorker article, Sue Halpern describes the June 2019 use of cyber weapons by
the US against Iran in retaliation for the downing of a US surveillance drone. The article frames
the challenge of attribution as a question, asking, ‘How do you levy a threat when it’s not clear
where an attack is coming from or who is responsible?’ See Sue Halpern, ‘How Cyber Weapons
are Changing the Landscape of Modern Warfare’ (The New Yorker, 18 July 2019) <https://www.
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constituted of manufactured components, which can be serial-numbered
and traced. A disembodied system is a sequence of code and may be hidden
within a completely innocuous program that comes from another source.
For these reasons, tracing an autonomous cyber weapon for attribution
purposes, even with an array of digital forensic tools, may prove time
and resource intensive, if not nearly impossible.

Further complicating the ability to attribute a system to a respon-
sible party and raising questions about proliferation, is the possibility
of a disembodied system multiplying (‘self-replicating’) without any
immediate command to do so by the human that initially developed and
programmed the system. This possibility raises questions of not only
how international actors can identify the human party that is respon-
sible for the actions of a disembodied system but also if the distribution
and proliferation of such a system could be monitored even if interna-
tional regulations were agreed upon. Lastly, in a chapter exploring the
human element of cyber operations, David Danks and Joseph H Danks
emphasize the challenge of clear responsibility attribution even if it is
technically known who initially programmed a system as the speed and
velocity of cyber-actions means that humans will inevitably be out-
of-the-loop when events occur.3® These questions echo the notion of a
responsibility gap, a well-known concern with embodied autonomous
systems.4°

Considering the deployment conditions of a system, we also need
to modify the criterion that assesses a system’s ‘effects on [the] general
population’. When evaluating an embodied system one can determine if
the system is likely to come into contact with a civilian population such
as crowds and other neutral populations. Disembodied systems, on the
other hand, may come into contact and influence a population without
the individuals ever knowing they were interacting with the systems. For
instance, though humans controlled the operations, Cambridge Analytica
was able to use Al to aggregate vast amounts of data and deploy tar-
geted disinformation campaigns to influence unwitting voters via social
media and affect democratic elections.4 We will therefore explore, in the

newyorker.com/tech/annals-of-technology/how-cyber-weapons-are-changing-the-landscape-
of-modern-warfare>.

39 David Danks and Joseph H Danks, ‘Beyond Machines: Humans in Cyber Operations, Espionage,
and Conflict’ in Fritz Allhoff, Adam Henschke, and Bradley Jay Strawser (eds), Binary Bullets: The
Ethics of Cyberwarfare (Oxford University Press 2016).

40 Robert Sparrow, ‘Killer Robots’ (2007) 24(1) Journal of Applied Philosophy 62.

41 See US Senate Select Committee on Intelligence, ‘Report of the US Senate Select Committee on
Intelligence: Russian Active Measures Campaigns and Interferences in the 2016 US Election,
Volume 2: Russia’s Use of Social Media with Additional Views’ (116th Congress, Report 116-XX,
2019) <https://www.intelligence.senate.gov/sites/default/files/documents/Report_ Volume2.pdf>;
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following section, how to assess the potential impact of a disembodied
autonomous system that is designed to be deployed in an interconnected
network of both military and civilian infrastructure.

A physical characteristic of an embodied system that can be assessed
fairly easily is the ‘degree of lethality’. One can determine the proper-
ties of an embodied system’s physical armaments — are they lethal or
not? By definition, however, a disembodied system will have no physical
weapons, though it may be designed in such a way as to make it lethal.
For example, a cyber weapon that targets a self-driving automobile’s
operating system and then causes the vehicle to accelerate into pedes-
trians, is lethal. What core questions must be asked then to determine
the disembodied system’s intended use and its degree of lethality beyond
the notion of physical armaments?

Another criterion, classified in the Schema as a behavioral character-
istic, relates to ‘constraining the system in time and space’. An embodied
system may be temporally and geographically bound through a variety of
methods. However, a disembodied system does not operate in a physical
space. That is not to say that constraints cannot be applied to disembod-
ied systems or that such constraints cannot be assessed, but the concept
of boundaries will need to be modified to account for the non-physical
environment of cyber space.

When evaluating the behavioral characteristics of a system, one must
also be able to guarantee the reliability of the system’s behavior. Relating
this to the assessment of a system’s ‘targeting’ capability, one must be
able to say with confidence that a system will reliably target what it has
been deployed to target. When applied to an embodied system, one can
determine if the system is able to reliably distinguish between lawful and
unlawful targets via extensive testing including an Article 36 weapons
review. Even if Article 36 reviews of physical weapons are carried out (they
are not always), testing complex autonomous embodied systems that have
limited autarchy, mobility, and cannot self-replicate, is already difficult.

Applying the requirement of reliability to a disembodied system pres-
ents a challenge of a different order of magnitude.4> The Tallinn Manual
explicitly requires certainty that both offensive and defensive cyber-attacks

European Commission, ‘Code of Practice on Disinformation’ (26 September 2018)
<https://ec.europa.eu/digital-single-market/en/news/code-practice-disinformation>.

42 Robert Work stated in a 2016 interview with author Paul Scharre: ‘When you delegate authority to
a machine, it’s got to be repeatable... So, what is going to be our test and evaluation regime for
these smarter and smarter weapons to make sure that the weapon stays within the parameters
of what we expect it to do?’ Paul Scharre, Army of None: Autonomous Weapons and the Future of War
(WW Norton 2018) 149.



64 Daniel Trusilo and Thomas Burri

are directed at lawful targets.4> However, the Tallinn Manual does not take
into account autonomy. Autonomous cyber weapons may be deployed in
a lawful manner, but if a disembodied system has the ability to choose
targets by means of AI, how can one ensure the system’s targets will
remain lawful? This question is especially difficult to address given the
‘(in)ability to predict rapid sequences of events that can result from the
use of automated responses (the chain reaction challenge).’4* This chain
reaction challenge means that the behavior of autonomous cyber sys-
tems could result in an unpredictable escalation of consequences through
feedback loops that are too fast for a human to stop.45

Other assessment criteria in the Schema may be irrelevant to
non-physical entities. In the modified Schema that applies to disembodied
autonomous systems these criteria can simply be ignored. They include:
the appearance of the system, physical safeguards, and environmental
effects. A detailed discussion of each of these criteria is not warranted here.

\'

THE NEAR FUTURE CHALLENGE:
EVALUATING A SYSTEM OF SYSTEMS

Near-future applications of autonomous systems may incorporate net-
works of interconnected disembodied and embodied systems. From an
operational perspective, intelligent collective behavior, or swarm strat-
egies, offer incredible promise of new and powerful capabilities.4 This
concept of networked autonomous systems, or systems of systems, compli-
cates attempts at classification and evaluation.4” Evaluating a system of

43 Jeffrey S Caso, ‘The Rules of Engagement for Cyber-Warfare and the Tallinn Manual: A Case
Study’ in The 4th Annual IEEE International Conference on Cyber Technology in Automation, Control and
Intelligent Systems (CYBER) (IEEE 2014).

44 David Danks and Joseph H Danks, ‘The Moral Permissibility of Automated Responses During
Cyberwarfare’ (3013) 12(1) Journal of Military Ethics 18, 19.

45 For a discussion of human control over (embodied) autonomous weapon systems by means of
veto power, see Noel Sharkey, ‘Staying in the Loop: Human Supervisory Control of Weapons’ in
Nehal Bhuta, Susanne Beck, Robin Geif3, Hin-Yan Liu, and Claus Kref (eds), Autonomous Weapons
Systems — Law, Ethics, Policy (Cambridge University Press 2016) 35-6.

46 Joe Burton and Simona R Soare, ‘Understanding the Strategic Implications of the Weaponization
of Artifical Intelligence’ in Tomds Minarik and others (eds), 2019 11th International Conference on
Cyber Conflict (CyCon) (NATO CCDCOE 2019).

47 According to Airbus, ‘[t]he cornerstone of FCAS is the next-generation weapon system where
next-generation fighters team up with remote carriers as force multipliers. Additionally,
manned and unmanned platforms also will provide their uniqueness to the collective capabilities
while being fully interoperable with allied forces across domains from land to cyber. The air
combat cloud will enable the leveraging of networked capabilities of all pooled platforms.’
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systems according to norms, values, and regulations may not be the same
as individually evaluating its constituent parts. While we are discussing
the broadening of the Schema to disembodied systems, let us therefore
briefly contemplate the implications of an aggregate of systems in which
both embodied and disembodied systems may play a role.

As Paul Scharre highlighted in his 2018 book, Army of None, networked
systems will have the capability to perform some tasks independently
with human oversight, ‘particularly when speed is an advantage... Future
weapons will be more intelligent and cooperative, swarming adversar-
ies.’4® With increasingly advanced defensive weapons, the use of swarms
of low-cost unmanned systems is likely. Such systems are considered
attritable, meaning a force can plan on losing any number of the indi-
vidual systems without detrimental consequences to strategic outcomes,
budgets, or overall capabilities. Such swarms are being developed for
ground and sea operations and have already been operationally deployed
in air operations.

On 1 March 2020, the Turkish military announced it had deployed
swarms of drones to attack Syrian government forces.* Though the extent
of the autonomy of the systems deployed is not evident, the Turkish
military does have weaponized drones that are capable of automated
functions.5° The March 2020 operation is the first instance of a govern-
ment explicitly stating it had used a swarm of weaponized drones in a
coordinated offensive.

Turkey is not the only State racing to develop low-cost, Al-piloted
and networked weapon platforms. Manned fifth-generation aircraft
like the F-35 Joint Strike Fighter have production costs close to USD
100 million per aircraft. To augment expensive, low-volume platforms,
lower-cost, autonomous aircraft such as the XQ-58 Valkyrie are being
prototyped. For example, Assistant Secretary of the US Air Force Will
Roper stated that the US is developing a program known as Skyborg
in order to prototype an Al-piloted wingman capability. The publicly
stated goal of the Skyborg program is to have autonomous and attritable
systems ready by 2023.5

Airbus, ‘Future Combat Air System (FCAS)’ (2020) <https://www.airbus.com/defence/fcas.html>.

48 Scharre (n 42) 93.

49 Selcan Hacaoglu, ‘Turkey’s Killer Drone Swarm Poses Syria Air Challenge to Putin’ (Bloomberg, 1
March 2020) <https://www.bloomberg.com/news/articles/2020-03-01/turkey-s-killer-drone-
swarm-poses-syria-air-challenge-to-putin>.

50 See Baykar Defence technical description of the Bayraktar TB2 unmanned aerial vehicle and its
capabilities including fully autonomous taxiing, take-off, landing, and cruise. Baykar, ‘Bayraktar
TB2’ (2019) <https://baykardefence.com/uav-15.html>.

51 Valerie Insinna, ‘Under Skyborg Program, F-35 and F-15EX Jets could Control Drone
Sidekicks’ (Defense News, 22 May 2019) <https://www.defensenews.com/air/2019/05/22/
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These facts reinforce the urgent need for a method of ethically evalu-
ating not just individual, embodied and disembodied autonomous systems
but rather the combined effect of a network of autonomous systems coor-
dinated and controlled by Al as a system of systems. Though one could
classify a swarm of drones as one whole embodied autonomous system and
apply the Schema as it is, the lines begin to blur when autonomous cyber
systems play a role in coordination with embodied autonomous systems.
For example, it is conceivable that an autonomous software platform
that only exists in cyberspace could be used to command and control an
interconnected fleet of systems including drone swarms; associated logis-
tical support systems; and intelligence, surveillance, and reconnaissance
assets.>> The notion of a system of systems based entirely in cyberspace
also raises questions. For example, how could one determine where in
a cyber system of systems the ‘system’ to be evaluated begins or ends?

VI
CONCLUSION

Certain norms purportedly govern cyberspace, but the kind of consen-
sus supporting traditional law has so far proven elusive. Tools, such as
a modified version of the Schema, which can be used to identify ethi-
cal issues raised by disembodied autonomous systems, must be further
developed. Such tools can inform pragmatic discussions of ethical and
regulatory norms in a proactive way. There is a clear link between the
issues raised by autonomous embodied systems and those raised by dis-
embodied autonomous systems. Discussions about the norms and laws
governing these two distinct yet related manifestations of autonomy
should inform one another. Already much of our research focuses on how
the underlying software used in autonomous robotics manifests in the
physical world. The extension of our assessment tool to software systems
is an attempt at linking the two discussions and brings us into the legal
and ethical discussions of cyberspace.

under-skyborg-program-f-35-and-f-15ex-jets-could-control-drone-sidekicks/>.

52 For an example of a currently operational system of systems that uses a software platform to
command and control multiple interlinked hardware systems see the US Navy’s Aegis Combat
System. The Aegis system features fully-autonomous and semi-autonomous functions. Lockheed
Martin, ‘Aegis: The Shield of the Fleet’ (2 May 2020) <https://www.lockheedmartin.com/en-us/
products/aegis-combat-system.html>.
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Chapter 5

Will Cyber Autonomy
Undercut Democratic
Accountability?

Ashley Deeks!

I
INTRODUCTION

In recent years, democratic legislatures have struggled to maintain a
role for themselves in government decisions to conduct extraterritorial
military operations, including those that involve the use of force. The US
Congress offers a prime example of this phenomenon, but other legisla-
tures such as the British Parliament and the French National Assembly
face similar challenges.? Some of these challenges are due to constitu-
tional provisions, institutional structures and historical practice. Even

1 Thanks to Kristen Eichensehr, Duncan Hollis, John Hursh, Chris Spirito, Paul Stephan, and
participants in the NATO CCDCOE group that is examining the legal implications of cyber
autonomy for very helpful comments and conversations, and to Ben Doherty and Christopher
Kent for outstanding research.

2 See, eg, United Kingdom, House of Commons, Public Administration and Constitutional Affairs
Committee, ‘The Role of Parliament in the UK Constitution: Authorizing the Use of Military Force’ (6
August 2019) <https://publications.parliament.uk/pa/cm201719/cmselect/cmpubadm/1891/189102.
htm>; Delphine Deschaux-Dutard, ‘Parliamentary Scrutiny of Military Operations in France and
Germany’ (European Consortium for Political Research) <https://ecpr.eu/filestore/paperproposal/
ca1d8496-d4ic-47d7-96c7-d35ef4532c90.pdf> accessed 14 October 2020. Although legislatures
in non-democratic systems also face challenges in regulating and overseeing their executives,
that problem extends far beyond the cyber issues that I discuss here.


https://ecpr.eu/filestore/paperproposal/ca1d8496-d41c-47d7-96c7-d35ef4532c90.pdf
https://ecpr.eu/filestore/paperproposal/ca1d8496-d41c-47d7-96c7-d35ef4532c90.pdf
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constitutions that give legislatures a role in authorizing military force
ex ante often empower executives to respond to sudden attacks without
legislative blessing. Further, executive branches are necessarily better
structured than legislatures to collect classified information, respond
quickly to urgent security threats and direct military operations.3

Not all legislative limitations are linked to constitutional rules or
structures, however. These legislatures are also struggling to preserve
their roles because of the changing nature of conflict: a shift away from
large-scale, kinetic operations toward smaller-scale operations, including
operations in cyberspace, that are harder to detect publicly and do not
require the type of robust legislative support that large-scale conflicts
do.* These modern operations leave legislatures struggling to learn the
facts and engaging in ex post and sometimes ineffective efforts to hold
their executive branches accountable for offensive cyber operations that
could lead to hostilities with other States.

The introduction of increased autonomy into this setting has the
potential to further alter the existing relationships between executives
and legislatures in making decisions that implicate the use of force.
Because the use of autonomous cyber tools may lead States into serious
tensions — if not armed conflict — with other States without advance
notice, these capabilities pose particular hurdles for legislatures that
already struggle to stay relevant on use of force and cyber issues. Addi-
tionally, a State’s ability to employ autonomous cyber tools may alter
the dynamics among different actors within executive branches them-
selves — by, for instance, diverting deliberative input and oversight abil -
ities away from foreign, intelligence and justice ministries and toward
defense ministries in the lead-up to conflict.

This article explores how the use of increasingly autonomous cyber
tools may alter the current state of legislative oversight and internal exec-
utive decision-making about the resort to force. It also illustrates how
these changes may impact international peace and security; and it iden-
tifies ways in which States may prevent a further erosion of democratic
accountability for cyber-related jus ad bellum decisions. Unless legislatures
take steps now to preserve a role for themselves, and unless executive

3 Overclassification by executive branches, or an excessive unwillingness to share classified infor-
mation with legislative overseers, are persistent problems in checking executive national security
activities. This article assumes that legislatures will continue to face hurdles on this front, and
intends to highlight how cyber autonomy will create additional hurdles.

4 Jack Goldsmith and Matthew Waxman, ‘The Legal Legacy of Light-Footprint Warfare’ (2016)

37 The Washington Quarterly 7, 10 (noting that cyberattacks are low-visibility and arguing that
they ‘attract[] less public, congressional, and diplomatic scrutiny than the operations [they]
replaced’).
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branches ensure that an appropriate diversity of officials remains involved
in use of force decisions, key vestiges of democratic accountability for
those decisions may fall away. Executives will not wait long for their
legislatures to act, given the urgency of cyber threats.

Part II examines the likely trajectory of national security-related
cyber autonomy within various States. Part III briefly sets out the pow-
ers that various States have allocated to their legislatures on use of force
issues. Part IV synthesizes those analyses to contemplate the additional
challenges that growing levels of cyber autonomy will pose to legisla-
tures —and civilian actors within executive branches — that seek to retain
input into governmental decisions that may lead to interstate conflict.
Part V sets out some normative proposals for ways in which legislatures
and executive branches can meet these challenges. This Part argues that
legislatures should bolster their own technological expertise and con-
sider enacting laws that place appropriate parameters on the executive
branches’ development and use of cyber autonomy. Within executive
branches, civilian policymakers and lawyers from a range of agencies
should insist on a role for themselves in developing the rules of the road
for using autonomous cyber tools.

I1

THE PROSPECTS FOR CYBER
AUTONOMY

In national security settings, States are increasingly likely today to deploy
cyber tools that use heightened levels of autonomy. This Part describes
generally the prospects for burgeoning cyber autonomy within State mil-
itary and intelligence systems, and then details the ways in which cyber
autonomy may lead to situations of serious interstate tensions or even
armed conflict.

A DEFINING CYBER AUTONOMY

Before discussing why States have incentives to increase the levels of
autonomy that they build into their cyber tools, it is necessary to explain
what this article means by ‘autonomy’. Autonomy exists on a continuum:
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systems may be more or less autonomous, or not autonomous at all.5 As
Tim McFarland writes:

While there is no precise threshold [beyond which a system
becomes autonomous], the term is generally associated with
self-governing machines whose task requires higher levels of
‘algorithmic and hardware sophistication’ and the ability to
operate in the face of uncertainty .... [A] self-governing system
is more likely to be described as ‘autonomous’ where human
observers lack the ability to precisely foresee the exact sequence of
steps that the system must take in order to complete its assigned
task (or, equivalently, cannot foresee all events that will transpire
when the system is activated).®

Others have noted, ‘A system with a high level of autonomy is one that
can be neglected for a long period of time without [human] interaction’.”

There is a modest level of autonomy in any system that achieves
goals previously programmed by its operator without needing to receive
instructions from the operator on an ongoing basis.® As the task or the
environment in which the system is operating becomes more complex,
autonomous systems will require more complex coding to achieve the
operator’s desired result.® This might be the case, for instance, when a
State’s military expects that its system will encounter a ‘high degree of
uncertainty in the environment in which it operates’, perhaps because
it may confront an adversary’s autonomous system.® The more self-
adaptive a cyber system is, the more likely it is that the system will be
able to operate in those uncertain environments." It is possible to design
systems so that they do not need ‘detailed foreknowledge of all combina-
tions of circumstances which the software entity may encounter once it
is in operation’; other systems may learn ‘online’ once deployed.* Such
systems fall on the higher end of autonomy.

5  Tim McFarland, ‘The Concept of Autonomy’, this volume, ch 2, at 35 (‘Autonomy is inher-
ently a matter of degree’.); Defense Science Board, ‘The Role of Autonomy in DoD Systems’
(US Department of Defense 2012) 4 <https://fas.org/irp/agency/dod/dsb/autonomy.pdf> (noting
that ‘system autonomy is a continuum’).

6 McFarland (n 5) 16-17.

7  Michael A Goodrich and Alan C Schultz, ‘Human-Robot Interaction: A Survey’ in Youn-kyung Lim
(ed), Foundations and Trends in Human-Computer Interaction (Korea Advanced Institute of Science
and Technology 2007) 203, 217.

8  McFarland (n 5) 21-22.

9  ibid 22.

10 ibid 23.

11 ibid 23-24 (discussing self-adaptive systems).

12 ibid 25.
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B THE COMING OF INCREASED CYBER
AUTONOMY

The trend toward increasing autonomy across weapons and weapons
systems is pronounced. In his book Army of None, Paul Scharre predicts
that this same trend will manifest itself in cyberweapons. He writes,
‘Cyberweapons of the future — defensive and offensive — will incorporate
greater autonomy, just the same way that more autonomy is being inte-
grated into missiles, drones, and physical systems like Aegis’.’3 Indeed,
another scholar notes that States already are widely deploying autono-
mous cyberweapons.' Stuxnet is an example of a cyber operation that
entailed considerable autonomy: the cyber worm that the United States
and Israel reportedly directed against Iran’s nuclear centrifuges was
‘an autonomous goal-oriented intelligent piece of software capable of
spreading, communicating, targeting and self-updating’.'s

There are at least two reasons why States increasingly will rely on
autonomy in their cyber operations. First, and most obviously, the speed
of adversaries’ offensive cyber operations requires States to defend their
systems at the same battle speed — which may be faster than a human
can react. States will need to rely on some level of autonomy to have a
chance at successfully defending their systems.* In the United States, a
2016 Defense Science Board (DSB) report described existing autonomous
systems that ‘carry out real-time cyber defense’ while ‘also extract[ing]
useful information about the attacks and generat[ing] signatures that
help predict and defeat future attacks across the entire network’.'” It also
cited a tool called Tutelage, which autonomously inspects and analyzes
three million packets per second on an unclassified Defense Department
computer system to prevent attacks.'® The DSB report further imagined
the existence of autonomous systems ‘to control rapid-fire exchanges
of cyber weapons and defenses’, which would seem to require greater

13 Paul Scharre, Army of None: Autonomous Weapons and the Future of War (WW Norton 2018) 222.

14 Rebecca Crootof, ‘Autonomous Weapons and the Limits of Analogy’ (2018) 9 Harvard National
Security Journal 51, 81; see also Rain Liivoja, Maarja Naagel and Ann Viljataga, ‘Autonomous
Cyber Capabilities Under International Law’ (NATO CCDCOE 2019) 11-12 <https://ccdcoe.org/
library/publications/autonomous-cyber-capabilities-under-international-law/> (discussing
existing defensive and offensive cyber capabilities).

15  Stamatis Karnouskos, ‘Stuxnet Worm Impact on Industrial Cyber-Physical System Security’
(Paper presented at IECON 2011 — 37th Annual Conference of the IEEE Industrial Electronics
Society, Melbourne, 7-10 November 2011) <https://ieeexplore.ieee.org/document/6120048>.

16  Crootof (n 14) 81 (noting that ‘the speed of cyber will nearly always require that countermeasures
be automated or autonomous to be effective’).

17  Defense Science Board, ‘Summer Study on Autonomy’ (US Department of Defense 2016) 92
<https://www.hsdl.org/?view&did=794641>.

18 ibid 58.
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elements of autonomy than packet inspection systems.* The US gov-
ernment seems to have pursued those systems. In 2017, the Defense
Innovation Unit Experimental contracted for the Voltron project, which
uses artificial intelligence to ‘automatically detect, patch and exploit
existing software vulnerabilities’.>° The contract outlined defense use
cases, but the system also ‘has the potential to be used for offensive
hacking purposes’.*

Second, deploying offensive cyber systems that are increasingly auton-
omous will make it easier for States to identify and then exploit adver-
saries’ cyber vulnerabilities?> because the systems can take advantage of
machine-learning tools. These tools can identify patterns or abnormalities
among vast quantities of data, which is helpful when trying to detect flaws
in and infiltrate adversaries’ cyber defenses. As James Johnson and Eleanor
Krabill note, ‘The machine speed of AI-augmented cyber tools could enable
even a low-skilled attacker to penetrate an adversary’s cyber defenses. It
could also use advanced persistent threat tools to find new vulnerabilities’.?

Of course, defensive and offensive uses of autonomous cyber systems
are interconnected. Even if States would prefer to use autonomous cyber
systems solely in a defensive posture, Eric Messinger argues that the
development of cyber defenses means that ‘the development and deploy-
ment of offensive [autonomous cyber weapons] may well be unavoid-
able’.?* Messinger notes,

Powerful trends will exist toward optimizing offensive opera-
tions in cyber, and the paths of development for offensive mal-
ware could increasingly involve autonomous agents. Consider,
for instance, a Washington Post report on the NSA’s proposed
use of a system, ‘code-named TURBINE, that is capable of man-
aging “potentially millions of implants”’ —e.g., sophisticated
malware — ‘for intelligence gathering “and active attack”’.
Though the details would matter for classifying such a system

19 ibid 4.

20 Chris Bing, ‘The Tech Behind the DARPA Grand Challenge Winner Will Now Be Used by the
Pentagon’ (Cyberscoop, 11 August 2017) <https://www.cyberscoop.com/mayhem-darpa-cyber-
grand-challenge-dod-voltron/>.

21 ibid.

22 United Nations Institute for Disarmament Research (‘UNIDIR’), ‘The Weaponization of Increas-
ingly Autonomous Technologies: Autonomous Weapons and Cyber Operations’ (2017) 4 <https://
unidir.org/files/publications/pdfs/autonomous-weapon-systems-and-cyber-operations-en-690.
pdf>; Eric Messinger, ‘Is It Possible to Ban Autonomous Weapons in Cyberwar?’ (Just Security,

15 January 2015) <https://www.justsecurity.org/19119/ban-autonomous-weapons-cyberwar/>.

23 James Johnson and Eleanor Krabill, ‘Al, Cyberspace, and Nuclear Weapons’ (War on the Rocks,

31 January 2020) <https://warontherocks.com/2020/01/ai-cyberspace-and-nuclear-weapons/>.

24 Messinger (n 22).
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as autonomous, as opposed to ‘semi-autonomous’ or automated,
it is easy to envision capabilities in the medium-term for which
no other description is possible.?

Scharre contemplates a world in which offensive cyber operations go
a step further. Instead of simply developing tools that actively man-
age implants or seek out enemy vulnerabilities, Scharre speculates that
States might develop cyber tools that, once deployed, can fix themselves
in the field and resist attack. He notes, ‘Adaptive malware that could
rewrite itself to hide and avoid scrutiny at superhuman speeds could be
incredibly virulent’.?¢ In the Defense Advanced Research Projects Agen-
cy’s 2016 Grand Cyber Challenge, ForAllSecure’s system was ‘capable of
automatically healing a friendly system while simultaneously scanning
and attacking vulnerabilities in adversary systems’.>” The US National
Security Agency reportedly developed, or at least sought to develop, a sys-
tem that would employ algorithms that constantly analyze metadata to
detect malicious patterns, stop those attacks and autonomously initiate
retaliatory counterattacks.?® Others have envisioned decentralized swarms
of autonomous agents that could attack systems without the need for
centralized command and control.?®

The United States is not the only State interested in bolstering the
autonomy of its cyber operations. The United Kingdom has expressed
an interest in pursuing autonomous cyber weapons as well.3° Russian
officials have stated that they view artificial intelligence as ‘a key to
dominating cyberspace and information operations’, which suggests they
intend to rely on certain levels of autonomy to achieve that goal.3 China,
too, appears committed to developing autonomous cyber capabilities.3?

25 ibid.

26  Scharre (n 13) 226; see also Alessandro Guarino, ‘Autonomous Intelligent Agents in Cyber
Offense’ in Karlis Podins and others (eds), 2013 5th International Conference on Cyber Conflict (NATO
CCDCOE 2013) (envisioning autonomous agents that are able to identify ‘possible threats from
defenders’ and ‘prevent and react to countermeasures’).

27 Bing (n 20).

28 Nicholas Sambaluk (ed), Conflict in the 21st Century: The Impact of Cyber Warfare, Social Media,
and Technology (ABC-CLIO 2019) 55.

29 Guarino (n 26).

30 United Kingdom, National Cyber Security Strategy 2016—2021 (2016) [7.3.6] <https://assets.
publishing.service.gov.uk/government/uploads/system/uploads/attachment_ data/file/567242/
national__cyber_security_ strategy_ 2016.pdf>.

31 Peter Apps, ‘Are China, Russia Winning the AI Arms Race?’ (Reuters, 15 January 2019) <https://
www.reuters.com/article/us-apps-ai-commentary/commentary-are-china-russia-winning-
the-ai-arms-race-idUSKCN1P91NM>.

32 Bill Gertz, ‘US and China Racing to Weaponize AI’ (Asia Times, 7 November 2019) <https://
asiatimes.com/2019/11/us-and-china-racing-to-weaponize-ai/> (stating that ‘Chinese
multi-domain Al warfare will expand the battlespace from traditional air, sea, and land, to ...
cyberspace’ and discussing military operations to include ‘electronic countermeasures’ and
‘cybertakeover’).
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Although fully autonomous offensive cyber systems may remain specu-
lative today, they lie within the realm of possibility. It is therefore worth
considering how these tools — or even systems with moderate levels of
autonomy — might escalate low-level cyber exchanges into uses of force
that implicate international and domestic laws, or at least leave States
poised on the brink of armed conflict.

C HOW CYBER AUTONOMY COULD LEAD TO
HOSTILITIES

Cyber operations have the capacity to cause physical damage and, poten-
tially, human harm. To date, very few of the known cyber operations have
caused levels of damage that constitute uses of force or armed attacks
under the UN Charter.3 Yet States clearly have contemplated that cyber
operations could produce such a result. Former US State Department Legal
Adviser Harold Koh noted, for instance, ‘Commonly cited examples of
cyber activity that would constitute a use of force include, for example:
(1) operations that trigger a nuclear plant meltdown; (2) operations that
open a dam above a populated area causing destruction; or (3) operations
that disable air traffic control resulting in airplane crashes’.3* These types
of operations, though still unrealized, are well within the realm of the
possible, whether States or non-state actors commit them using cyber
attacks with low or high levels of autonomy.

Even if an initial offensive cyber operation does not rise to the level
of a use of force, some scholars have argued that the cyber domain is one
in which escalation is likely.35 Because it is harder to predict the impact
of a given cyber operation than to predict the impact of a missile, there
is greater room for miscalculation, even if the victim State intends to
respond in a proportionate manner. As Scharre notes, ‘You can have an
accident that spirals out of control very badly that has a widespread effect

33 Gary Corn and Eric Jensen, ‘The Use of Force and Cyber Countermeasures’ (2018) 32 Temple
International & Comparative Law Journal 127 (noting that ‘most unfriendly acts between nations
fall below the use of force’).

34 Harold Hongju Koh, ‘International Law in Cyberspace’ (US Department of State, Remarks at the
USCYBERCOM Inter-Agency Legal Conference, 18 September 2012) <https://2009-2017.state.
gov/s/l/releases/remarks/197924.htm>.

35 See, eg, Herbert Lin, ‘Escalation Dynamics and Conflict Termination in Cyberspace’ (2012) 6
Strategic Studies Quarterly 46; Michéle Flournoy, Avril Haines and Gabrielle Chefitz, ‘Building
Trust through Testing’ (WestExec, October 2020) 8 <https://cset.georgetown.edu/wp-content/
uploads/Building-Trust-Through-Testing.pdf> (‘The potential for unintended engagement
or escalation is even greater when US and/or adversary systems have the sorts of advanced
autonomy features that deep learning can enable, and their interaction cannot be studied or fully
tested in advance of deployment’.).
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in ways that are not possible with people’ because humans cannot make
the same number of errors as fast.3¢ It also can be hard for States to signal
their intentions in cyberspace, and those signals are an important way
to avoid inadvertent escalation.3”

Other scholars have suggested that concerns about cyber escalation
are overblown. One pair of scholars, for instance, notes the world has
seen little such escalation to date, perhaps because the tools and knowl-
edge about vulnerabilities that a State needs to retaliate in cyberspace
may not exist at the time the responding State needs them.® Further,
decision-makers may be hesitant to respond to hostile cyber operations
in some circumstances.3?

Some of these constraints on escalation may weaken, however, when
a State employs highly autonomous cyber systems. First, highly auton-
omous systems might by their nature be able to penetrate adversary
systems more quickly and deftly than human-in-the-loop systems,
requiring fewer advanced manual efforts to develop targets. Second,
assuming that clear signaling is a good way to avoid unintended esca-
lation, it may be harder for State operators to signal their intent to
adversaries in advance of or during an autonomous cyber operation when
those specific operations may happen without human pre-planning and
possibly without knowledge of the opponent’s identity. Third, highly
autonomous cyber tools may act less predictably than human-in-the-
loop systems, especially when confronting other autonomous systems.
A UN report noted,

As with the occasional stock market ‘flash crashes’, different
algorithms — and even systems with very little autonomy — may
interact in unforeseen ways before a human has time to intervene.
... Emergent effects (unplanned and unintended) arise from inter-
action between the systems, and these effects are by definition

36 Johanna Costigan, ‘Four Specialists Describe Their Diverse Approaches to China’s AI Devel-
opment’ (New America, 30 January 2020) <https://www.newamerica.org/cybersecurity-initiative/
digichina/blog/four-specialists-describe-their-diverse-approaches-chinas-ai-development/>.

37 Brandon Valeriano, ‘Managing Escalation Under Layered Cyber Deterrence’ (Lawfare, 1 April 2020)
<https://www.lawfareblog.com/managing-escalation-under-layered-cyber-deterrence>.

38 See Erica Borghard and Shawn Lonergan, ‘Cyber Operations as Imperfect Tools of Escalation’
(2019) 13 Strategic Studies Quarterly 122; see also Sarah Kreps and Jacquelyn Schneider,
‘Escalation Firebreaks in the Cyber, Conventional, and Nuclear Domains: Moving Beyond Effects-
Based Logics’ (2019) 5 Journal of Cybersecurity 1; Valeriano (n 37) (arguing that the cyber domain
is not ‘escalation dominant’ but noting that there is ‘no uniform view of how escalation should
work in cyberspace’).

39 See Borghard and Lonergan (n 38); Thomas Rid, Cyber War Will Not Take Place (Oxford University
Press 2013) (arguing that the real threats are espionage, sabotage, and subversion, not armed
conflict initiated in cyberspace); Jon Randall Lindsay, ‘Restrained by Design: The Political
Economy of Cybersecurity’ (2017) 19 Digital Policy, Regulation & Governance 493.
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unpredictable, so our ability to plan for how to mitigate their
consequences is poor.4°

Fourth, even if a State itself takes steps to avoid a ‘flash conflict’ between
its own cyber algorithm and another actor’s algorithm, a third State
could deliberately design a cyber operation to trigger this type of event
between two of its adversaries.4 Particularly for autonomous systems
driven by artificial intelligence, ‘autonomy itself will likely increase a
military’s vulnerability to cyberattacks’ because artificial intelligence can
increase the anonymity of attacks in cyberspace and thus facilitate an
adversary’s efforts to ‘use malware to take control, manipulate, or fool
the behavior and pattern-recognition systems of autonomous systems’.+
These factors, taken together, suggest that autonomous systems may be
susceptible to escalating cyber hostilities, even if States do not engineer
them to be so.

None of this is to suggest that the developers of highly autonomous
systems lack control over the parameters of their systems; after all, the
‘behaviour of an autonomous system ultimately depends upon actions of
people in relevant positions, notably its designer and operator, due to the
nature of computers and software’.4> What it does suggest is that a highly
autonomous system may not act entirely predictably on its own, especially
if it relies on machine learning, and it may act especially unpredictably
when it confronts another actor’s autonomous system. It is this situa-
tion — when the system deviates in problematic ways from decisions that
a human would have made had the human undertaken the task — that
gives rise to new types of democratic and strategic concerns.

D AUTONOMY AND INTERNATIONAL LAW

Notwithstanding these looming problems with increased autonomy,
international law does not expressly prohibit States from using autono-
mous cyber tools. Although many States have agreed that existing bodies
of international law — including the UN Charter and the laws of armed
conflict — apply in cyberspace, those laws do not specifically preclude the

40 UNIDIR (n 22) 9.

41 ibid 10.

42 Johnson and Krabill (n 23).

43 McFarland (n 5) 20; see also Defense Science Board (n 5) 1-2 (‘[A]ll autonomous systems are
supervised by human operators at some level, and autonomous systems’ software embodies the
designed limits on the actions and decisions delegated to the computer’.).
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use of autonomous systems or weapons. Instead, States are governed by
the traditional jus ad bellum rules that regulate their resort to force and jus
in bello rules that regulate the conduct of armed conflict, whether they
use autonomous cyber tools or not. This means that States have a legal
obligation to ensure that they deploy autonomous cyber systems in a way
that comports with those rules. It would be lawful, for instance, for a State
to ‘produce and rely on machine-learning algorithms that allow them to
defend’ against cyber armed attacks ‘at the speed of light, in what may
come to look like automatic self-defense’ 4+ as long as those algorithms
act consistent with the customary international law rules of necessity
and proportionality.4 States that deploy autonomous cyber tools during
armed conflict will need to ensure that those tools can comply with the
jus in bello requirements of distinction, proportionality, and precautions.
Finally, concepts of state responsibility may help deter States from engag-
ing in internationally wrongful acts while using autonomous cyber tools.

That said, building autonomous cyber systems that are able to detect
when an incoming operation rises to the level of an armed attack, deter-
mine whether a cyber use of force is necessary in response, and initiate a
cyber self-defense operation that is proportional to the incoming attack
is easier said than done, as both a legal and practical matter. Former
US Deputy Secretary of Defense Robert Work was willing to accept the
possibility that the United States might need to deploy automated cyber
counterattacks but recognized that delegating authority to autonomous
or automated systems comes with risks. He noted that a ‘machine might
launch a counter cyber attack’ and inadvertently cause an airplane to
crash, for example, something that might violate the rules of the jus ad
bellum and jus in bello.4® Further, because cyberattacks are likely to be
‘disguised by being routed through third-party machines, such as an
unwittingly infected botnet or third-party private or public servers’,
autonomous responses risk targeting entities other than the State that
initiated the attack.4 An unwitting third-party State that suddenly faces

44 Ashley Deeks, Noam Lubell and Daragh Murray, ‘Machine Learning, Artificial Intelligence, and
the Use of Force by States’ (2019) 10 Journal of National Security Law & Policy 1, 7.

45 Although most states have accepted that the UN Charter and the right to self-defense attach in
the cyber setting, a few States have resisted this idea, including Cuba. See Michael Schmitt and
Liis Vihul, ‘International Cyber Law Politicized: The UN GGE’s Failure to Advance Cyber Norms’
(Just Security, 30 June 2017) <https://www.justsecurity.org/42768/international -cyber-law-politi-
cized-gges-failure-advance-cyber-norms/>.

46 See Liivoja, Naagel and Viljataga (n 14) 23 (discussing autonomous responses that could violate
the jus ad bellum and jus in bello).

47 Thomas Remington and others, ‘Toward US-Russian Bilateral Cooperation in the Sphere of
Cybersecurity’ (Working Group on Future of US-Russia Relations 2016) 14 <https://futureofusrus-
siarelations.files.wordpress.com/2016/06/wg_working_paper7_ cybersecurity_ final.pdf>. This is
not to suggest that such mistakes could never happen in human-in-the-loop cyber responses.
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hostile cyber operations from the original victim may well respond in
kind, setting the stage for unintended conflict.

Autonomous activities in cyberspace thus risk escalating cyber inter-
actions to levels that violate international law, and possibly even to levels
that constitute armed attacks that would trigger the adversary’s right to
self-defense. Delegating the authority to an autonomous system to decide
when to respond to incoming attacks and effectively go on the counter-
offensive ‘could be very dangerous’.4® This is especially true when States
have asserted that they will only decide that something constitutes an
armed attack based on a range of factors, including the apparent intent
of the attacker and its identity.4 It would be virtually impossible for an
autonomous cyber system today to ascertain and evaluate factors such
as intent before taking a response in national self-defense.

This all assumes that States would launch offensive or counter-
offensive autonomous systems into the ether without plans to maintain
meaningful control over them. It is far from clear that States such as
the United States would do so. For instance, to help avoid consequences
such as unintentional airplane crashes as the result of autonomous cyber
operations, then-Deputy Secretary Work envisioned a role for scientists,
lawyers and ethicists; automated safeties; and human oversight of the
autonomous systems.>° Others have noted that ‘command and control of
a true autonomous agent, especially a purely computational one ... would
have to translate chiefly in precise specifications of the agent’s target
and objectives — the goals — or, in military terms, in precise briefings
before any mission’.>* In short, there are strategic measures that States
should take to avoid unintended escalation and conflict when deploying
highly autonomous cyber systems.5? The fact remains, however, that
unless carefully managed, autonomous cyber exchanges risk escalating
offensive and counteroffensive operations to a point that could trigger
one State’s right of self-defense and bring two States into hostilities
without considered governmental decisions to do so.

48 Scharre (n 13) 223.

49 See Koh (n 34) (‘In assessing whether an event constituted a use of force in or through cyber-
space, we must evaluate factors: including the context of the event, the actor perpetrating the
action (recognizing challenging issues of attribution in cyberspace), the target and location,
effects and intent, among other possible issues.’).

50 Scharre (n 13) 228.

51  Guarino (n 26).

52 See Part V.
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II1

LEGISLATIVE ROLES IN USES OF FORCE
AND OTHER MILITARY OPERATIONS

Part II illustrated that a range of States are likely to pursue high levels
of cyber autonomy in an effort to protect their military systems and that
such autonomy, unless carefully managed, raises the prospect of delib-
erate or unplanned escalation into hostilities. In light of this, how can
States ensure that their governments deploy cyber autonomy in a manner
consistent with their constitutions and laws?53 In particular, how should
legislatures regulate autonomous cyber tools to ensure that their executive
branches remain faithful to domestic and international law regulating
the resort to interstate force or other military operations?s+ This Part
considers the several roles that legislatures play today in authorizing or
overseeing their executives’ military operations, to set the stage for Part
IV’s analysis of how cyber autonomy may alter those dynamics.

A DEMOCRACIES AND MILITARY
OPERATIONS

Several scholars have examined the extent to which legislatures play
a role in States’ decisions to use interstate force and therefore provide
democratic accountability for those choices. In 1996, Lori Damrosch,
for instance, identified a trend toward a greater legislative role in State
decisions to resort to force.5> In 2003, she asserted that ‘democratic
parliaments [] play active roles in determining the scope and terms of
national commitments to multilateral peace operations’ such as the

53 We should also care about the extent to which the use of autonomous cyber tools comports with
international law — and in particular the jus ad bellum and jus in bello. See, eg, Liivoja, Naagel and
Vdljataga (n 14); Guarino (n 26) (discussing the applicability of those bodies of law to autonomous
cyber agents).

54 Some scholars argue that remote warfare technologies are intended to subvert democratic
control of war. See, eg, Peter Singer, ‘Do Drones Undermine Democracy?’ (Brookings Institution,
22 January 2012) <https://www.brookings.edu/opinions/do-drones-undermine-democracy/>
(arguing that ‘new technology is short-circuiting the decision-making process for what used
to be the most important choice a democracy could make’). This article assumes, however, that
democratic states such as those in NATO wish to retain democratic accountability for their use of
autonomous military systems.

55 Lori Damrosch, ‘Is There a General Trend in Constitutional Democracies Toward Parliamentary
Control over War-and-Peace Decisions?’ (1996) 90 Proceedings of the ASIL Annual Meeting 36.
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operations in the First Gulf War and Kosovo.5¢ Other scholars have argued
that since 1990, legislatures, at least in Europe, have sought to expand
their involvement in decisions to use force abroad.5’

One reason why it matters whether legislatures play a role in a State’s
decisions to deploy forces abroad or resort to force outside its territory is
that mature democracies usually do not go to war with each other; they
also are more likely to win the wars that they fight against autocratic
states.5® This suggests that there are virtues to retaining a healthy role
for democratic legislatures in war-making decisions because they may
help their States avoid ‘bad’ wars and fight only ‘good’ wars.5® Tom
Ginsburg notes,

The democratic advantage in war, some theorize, results from the
need to mobilize support among the public before going to war.
Legislatures can play a role here, most obviously ... by requiring
evidence to justify wars .... Another source of democratic advan-
tage is signaling: when the debate about going to war takes place
in public and results in a decision to fight, the counterparty can
more reliably assume that the state in question is really commit-
ted. This might lead the counterparty to back down ....%°

In other words, the legislative role in making decisions to use force may
play an important role in determining whether and when States go to
war and whether they win those wars.

B SPECIFIC LEGISLATIVE ROLES IN WAR-MAKING

Even if many State constitutions and laws assign legislatures some role
in making decisions about initiating and conducting war, not all systems

56 Lori Damrosch, ‘The Interface of National Constitutional Systems with International Law and
Institutions on Using Military Forces: Changing Trends in Executive and Legislative Powers’ in
Charlotte Ku and H Jacobsen (eds), Democratic Accountability and the Use of Force in International
Law (Cambridhe University Press 2003) 39, 58 (noting that ‘(o]nly when military policies are fully
debated and understood through the constitutional processes of democratic societies will there be
sufficient assurance of public support for them’).

57 Anne Peters, ‘The (Non-)Judicialisation of War: German Constitutional Court Judgment on Rescue
Operation Pegasus in Libya of 23 September 2015 (Part 1)’ (EJIL Talk!, 21 October 2015) <https://
www.mpil.de/files/pdf4/Peters_EJILTalk-The_Non-Judicialisation_of War_ Pegasusi.pdf>.

58 Tom Ginsburg, ‘Chaining the Dog of War: Comparative Data’ (2014) 15 Chicago Journal of Inter-
national Law 138, 139 (discussing the democratic peace literature).

59 This is particularly true for multi-party systems, where legislatures are more likely to serve as a veto
point. Legislatures in single-party systems or parliamentary systems in which the executive comes
from a strong majority party may play a weaker role in checking the executive’s resort to force.

60 Ginsburg (n 58) 146.
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work identically. Some constitutions envision a role for legislatures to
approve the use of force or troop deployments ex ante, while others autho-
rize legislatures to approve or condemn executive decisions ex post. Leg-
islatures also may oversee the executive’s military strategy, hold votes of
‘no confidence’ and approve conflict-related expenditures. This section
briefly details these distinct roles to set the stage for understanding how
cyber autonomy might affect these roles in the future.®

1 Authorizing Force ex ante

Some constitutional systems envision a role for legislatures in autho-
rizing force ex ante. The Czech Republic, Denmark, Germany, Hungary,
Italy, Norway, Netherlands, Sweden and Mexico all ostensibly require
prior parliamentary approval before the executive may send troops
abroad.®> In Sweden, for instance, the government can only send armed
forces abroad in accordance with a specific law that sets forth the grounds
for such action.®® The German Constitutional Court has held that German
armed forces can only be deployed abroad for non-defensive purposes
with prior legislative approval.®* In contrast, the legislatures of Belgium,
Canada, France, Spain, the United Kingdom and the United States lack
the right of prior authorization in most cases.®

In the United States, for instance, the executive currently inter-
prets the Constitution to allow it to use force abroad without advance
congressional authorization except in a limited set of cases in which
the number of troops and the circumstances in which they would be
deployed rise to the level of ‘war in a constitutional sense’.%® In the
United Kingdom, the British government possesses prerogative powers
to deploy the UK armed forces, and therefore historically did not seek
legislative permission in advance to do so. In 2011, however, the govern-
ment acknowledged that a new expectation had emerged that the House

61 Hans Born and Heiner Hanggi, ‘The Use of Force under International Auspices: Strengthening
Parliamentary Accountability’ (Geneva Centre of the Democratic Control of Armed Forces 2005)
<https://www.dcaf.ch/sites/default/files/publications/documents/pp07_ use-of-force.pdf>.

62 ibid 8 (including citations to relevant provisions). For Mexico, see Constitucidon Politica de los
Estados Unidos Mexicanos [Constitution] art 89, § VIII (giving the President the power to declare
war, ‘having the previous authorization of the Congress’) art 73, § XII (giving Congress the power
to declare war). Of course, the start of a cyber conflict would not entail sending troops abroad,
but could quickly transition to that.

63 Born and Hanggi (n 61) 7; Government of Sweden, Sveriges Riksdag, The Constitution of Sweden:
The Fundamental Laws and the Riksdag Act (2016) 50 <https://www.riksdagen.se/globalassets/07.-
dokument--lagar/the-constitution-of-sweden-160628.pdf>.

64 Russ Miller, ‘Germany’s Basic Law and the Use of Force’ (2010) 17 Indiana Journal of Global Legal
Studies 197, 202.

65 Born and Hanggi (n 61) 6 and 7.

66 See, eg, Memorandum from Assistant Attorney General Steven A Engel to Counsel to the
President, April 2018 Airstrikes Against Syrian Chemical-Weapons Facilities (31 May 2018)
<https://www.justice.gov/olc/opinion/file/1067551/download>.
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of Commons would have the chance to debate the deployment of military
forces in advance, except in an emergency.®’ That new convention was
put to the test when the UK government sought legislative approval in
2013 for military action in Syria and Parliament voted it down. However,
the UK undertook limited airstrikes against Syrian chemical weapons
capabilities in 2018 without consulting Parliament first, suggesting that
the government will only follow the convention where possible military
action is premeditated and will entail the deployment of military forces
in an offensive capacity.®®

One obvious benefit to legislative participation in decisions to resort
to force in the first instance is that legislatures can constrain ‘overzealous
executives by requiring evidence to justify wars’.®® As Ginsburg notes,
the Framers of the US Constitution believed that congressional involve-
ment in decisions related to force would slow down war-making except
in true emergencies. For democracies today, such deliberation may help
‘“screen” wars: ensuring that the conflicts that the nation enters into
are “good” wars, while eschewing “bad” wars’.7

A constitutional requirement of ex ante authorization is a powerful
tool for legislatures compared to ex post powers because the introduction
of troops often operates as a one-way ratchet. Once a State has committed
troops to a conflict, legislatures have a hard time voting to withdraw those
troops because doing so may be seen by the public as unpatriotic or a
sign of weakness.” Therefore, legislatures that have a role in authorizing
force ex ante have far more leverage in the decision-making process than
do those whose only authorizing role arises after the fact.

Nevertheless, most systems that give their legislature ex ante powers
include an exception that allows the executive to respond to imminent
attacks or emergencies without advance legislative approval.’> Even the

67 United Kingdom, House of Commons, Parliamentary Approval for Military Action (17 April 2018)
<https://commonslibrary.parliament.uk/research-briefings/cbp-7166/>.

68 ibid. Most uses of highly autonomous cyber operations would not meet that test.

69 Ginsburg (n 58) 146.

70 ibid 142, 145; Yasuo Hasebe, ‘War Powers’ in Michel Rosenfeld and Andras Sajo (eds), Oxford
Handbook of Comparative Constitutional Law (Oxford University Press 2012) 465 (noting that legis-
lative approval for armed force provides more legitimacy and popular support for the operations).

71  See, eg, Mitchell v Laird, 488 F2d 611 (DC Cir 1973) (discussing why members of Congress who
opposed the continuation of the Vietnam War might nevertheless vote to appropriate money,
to avoid abandoning the forces already fighting).

72 See, eg, Regeringsformen [Constitution] 15:13 (Sweden) (giving the government the right to deploy
Swedish armed forces to meet an armed attack on Sweden or prevent a violation of Sweden’s
territory); The Prize Cases, 67 US (2 Black) 635 (1863) (implying a presidential ‘repel attacks’ power);
Grondwet voor het Koninkrijk der Nederlanden [Constitution] art 96, sub 2 (Netherlands) (‘approval
[for a declaration of a state of war] shall not be required in cases where consultation with Parliament
proves to be impossible as a consequence of the actual existence of a state of war’), Glasilo Uradni List
Republike Slovenije [Constitution] art 92 (Slovenia); Eesti Vabariigi pohiseadus [Constitution] arts 65,
sub 15, 128 (Estonia); Tiirkiye Cumhuriyeti Anayasasi [Constitution] art 92 (Turkey).
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laws of a State such as Germany, in which both the legislature and the
judiciary play significant roles in decisions about the resort to force, con-
template that there will be situations of ‘imminent danger’ in which the
executive must act on its own without pre-approval by the legislature.”
In such cases, however, the executive must promptly seek approval from
the German parliament afterwards.?+

One way that legislatures can implement their ex ante authority is to
enact laws that stipulate the settings in which and adversaries against
whom the executive is authorized to use force. In the United States, these
often take the form of Authorizations to Use Military Force (AUMFs). In a
little-noticed statute in 2018, Congress accorded the President authority
akin to an AUMF for certain cyber operations. Section 1642 of the John
McCain National Defense Authorization Act (NDAA) for FY 2019 states,

In the event that the National Command Authority [i.e., the
President and the Secretary of Defense] determines that the
Russian Federation, People’s Republic of China, Democratic
People’s Republic of Korea, or Islamic Republic of Iran is con-
ducting an active, systematic, and ongoing campaign of attacks
against the Government or people of the United States in cyber-
space, ... the National Command Authority may authorize the
Secretary of Defense, acting through the Commander of the
United States Cyber Command, to take appropriate and pro-
portional action in foreign cyberspace to disrupt, defeat, and
deter such attacks ....7s

When the Defense Department employs this authority, the Secretary of
Defense must report to the congressional defense committees no later
than forty-eight hours after the operation; must include the actions in
a quarterly report to the defense committees; and must report annually
to the congressional defense, intelligence and foreign affairs committees
about the ‘scope and intensity’ of the cyber attacks on the United States.?®
Although the provision does not resemble most of Congress’s ex ante force

73  Peters (n 57).

74 Parlamentsbeteiligungsgesetz [Parliamentary Participation Act] 8 5 (Germany); see also Hasebe
(n 70) 478 (noting that the Japanese Self-Defense Forces Act provides that the Diet (national
legislature) must authorize force in advance, except when there is no time to obtain such autho-
rization, and that the Prime Minister ‘may order the engagement of the [Self-Defence Forces]
when an attack is clearly imminent and the necessity of the engagement is recognized’).

75 John S McCain National Defense Authorization Act for Fiscal Year 2019, Pub L No 115-232,
§ 1642(a)(2), 1642(c), 132 Stat 1636 (2018) (‘2019 NDAA’).

76 ibid.
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authorizations, ‘it is an AUMF of a very narrow and specific variety’.”” Part
IV considers the effect of cyber autonomy on authorizations like this one.

2 Ratifying Force ex post

Another role for legislatures is to ratify or shape the executive’s use
of force ex post. Ginsburg, who reviewed 745 constitutions that entered
into force since 1789, noted that since the early 1800s, constitutions have
tended to assign the executive the power to resort to force. However, ‘leg-
islatures retain a major role in war policy’ because they retain the power
after the fact to approve or strike down the executive’s decision to resort
to force or to deploy troops.” France’s current constitution, for instance,
anticipates that its National Assembly must authorize declarations of war
but ‘includes no requirement that parliamentary authorization be prior
to the declaration of war’.7? For uses of force short of war, which include
many forcible acts, the French executive must notify the Assembly of its
decision to forcibly intervene abroad no later than three days after the
intervention. The Assembly can debate the question, but does not actually
vote on it, though if the intervention exceeds four months, the executive
must ask the Assembly to authorize that extension.® Some States envision
greater legislative control ex post. The laws of Denmark, Germany and the
Netherlands, for example, contemplate not only that those legislatures
will have powers of prior authorization but also that they will have the
opportunity to subsequently approve the mission’s mandate, operational
guidelines and duration.®

Under a model of ex post legislative approval, it is possible that the
executive will reject or ignore subsequent legislative condemnation of its
troop deployments or other military operations. As noted above, though,
the more likely scenario is that legislatures will find it hard not to support
executive decisions, at least where the executive is responding to an actual
attack on the country or where it has committed troops already. There is
more political room for a legislature to condemn after the fact the exec-
utive’s decision to use force or deploy troops where the forcible episode
is completed quickly or there are few troops on the ground overseas.

77 Robert Chesney, ‘The Law of Military Cyber Operations and the New NDAA’ (Lawfare, 26 July
2018) <https://www.lawfareblog.com/law-military-cyber-operations-and-new-ndaa> (noting
that the US Congress has enacted at least two other provisions that bolster the Defense Depart-
ment’s ability to undertake cyber operations when appropriately authorized to do so); see 2019
NDAA (n 75) § 1632; 10 USC § 394 (2019); National Defense Authorization Act for Fiscal Year 2012,
Pub L 112-81, § 954 (2011), 125 Stat 1551.

78 Ginsburg (n 58) 149-50.

79 Hasebe (n 70) 473 (discussing Article 35 of the French Constitution).

80 Hasebe (n 70) 474-5.

81 Born and Hanggi (n 61) 8.
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3 Funding and oversight

In addition to helping to regulate the initiation, conduct and cessa-
tion of military operations, legislatures play at least two other significant
force-related roles. First, legislatures fund the military operations. This
power of the purse can provide significant leverage over how and where
the executive conducts those operations and the length of time for which
the executive can fight. Like ex post ratifications, however, legislators may
feel pressure to continue to fund conflicts they do not support because
withholding funds from the troops risks seeming unpatriotic.5?

Second, legislatures can conduct oversight for the duration of the
conflict, to examine how the executive is conducting the conflict, whether
it is exceeding its mandate, whether it is using resources wisely and
whether the armed forces are complying with international and domestic
laws.? Depending on the capacity of the legislative committees tasked
with oversight responsibilities, these legislators can play an import-
ant role in holding the executive accountable for illegal, incompetent or
unwise military and policy decisions.®

Even though most States authorize their executives to act without
legislative approval in the face of imminent attacks, legislatures have
a range of roles to play in authorizing their executives to use force,
demanding justifications from the executives about the decision to enter
into a conflict and generally enhancing democratic accountability for
warfighting. A legislature’s ability to enhance its executive’s compli-
ance with public law values — including international law — depends on
a reliable flow of information between the executive and the legislature;
on the legislature’s competence to understand the strategy, tactics and
tools that the executive is using; and on adequate time to make informed
decisions. The introduction of significant levels of cyber autonomy into
the mix is likely to complicate these already-challenging tasks.

82 See Mitchell v Laird, 488 F2d 611 (DC Cir 1973).

83 One salient example here is the US Congress’s decision to try to terminate President Reagan’s
funding of the Contras in Nicaragua. See Boland Amendment, Pub L No 98-473, § 8066(a), 98
Stat 1837 (1984).

84 Ashley Deeks, ‘Secrecy Surrogates’ (2020) 106 Virginia Law Review 1395 (discussing these
qualities as public law values).
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1A%

THE EFFECT OF CYBER AUTONOMY
ON DEMOCRATIC ACCOUNTABILITY

Burgeoning cyber autonomy may affect democratic accountability for the
use of force — as well as domestic checks and balances — in at least three
ways. First, it may alter the balance of power between legislatures and
executives, further empowering executives at the expense of legislative
input about the timing, scope and legality of particular uses of force or
offensive cyber operations. Second, it may alter the balance among a
state’s executive agencies. Third, it may alter power dynamics among
different types of officials within those agencies. If obtaining the input of
a diversity of executive officials and securing a legislative role in decisions
about the use of force helps improve the quality of decision-making, the
overall effect of robust uses of cyber autonomy may be to increase the
potential for ‘bad’ conflicts between States.®

A ALTERING THE BALANCE BETWEEN
LEGISLATURES AND EXECUTIVES

There are several ways in which autonomous cyber capabilities might
further empower executives at the expense of the legislative role in force
decisions, an imbalance that seems to dominate most governmental
regimes today.®¢ First, legislatures may suffer from information deficits
about the existence and capabilities of the cyber systems. Second, there
may be fewer opportunities temporally for legislators to weigh in about
the wisdom of forcible responses. Third, executive reliance on highly
autonomous systems may make it very hard for legislators to provide
meaningful oversight ex post.

85 See Ginsburg (n 58) 145.

86 I do not mean to suggest that the growing autonomy of cyber operations is the only aspect
of these operations that poses a threat to legislative capacity and oversight. For instance,
the increased precision of cyber tools means that they can produce a more potent effect on
the intended victim, which could increase the risks of escalation. Further, the growth of the
Internet of Things and the interconnectedness of many publicly- and privately-owned systems
means that there are more ways for a State’s cyber operations to go wrong and have cascading,
unintended effects. As with the growing autonomy of cyber systems, both of these developments
make it critical for Congress to retain a role in oversight.
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1 Information Deficits

Assume that a State’s military develops autonomous cyber systems
that can operate offensively or counter-offensively. An initial concern
might be that legislators are unaware that the autonomous systems
exist. Although legislatures sometimes appropriate money for specific
programs, appropriations laws may not necessarily articulate in detail the
types and nature of weapons that militaries are and are not authorized
to develop. Legislators may also have difficulty obtaining information
about executive cyber doctrines that will guide how the executives will
utilize their cyber tools — including autonomous tools. In the United
States, even though Congress has well-staffed committees that oversee
the defense and intelligence agencies, and recently has legislated with
particularity in the cyber area, Congress had difficulty gaining access
to a classified US executive policy that sets out the approval process
for conducting offensive cyber operations.®” It stands to reason that
Congress — let alone the legislatures of other States — might also have
problems obtaining information about the extent of the human role in
those cyber operations.

As a related matter, even if militaries share information with legisla-
tors about their cyber capabilities or doctrines, legislators may have dif-
ficulty understanding particular cyber capabilities, including autonomous
capabilities and the risks attendant thereto. There are many reasons to
think that the average legislator is not particularly savvy about technol-
ogy.® In one salient example, several US senators proposed legislation
in 2016 that would have required companies to provide the government
with access to encrypted data when a court had so ordered. Critics savaged
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that members of Congress lack sophisticated understandings of how new technologies work);
Matthew Scherer, ‘Regulating Artificial Intelligence Systems: Risks, Challenges, Competencies,
and Strategies’ (2016) 29 Harvard Journal of Law & Technology 353, 380 (noting that ‘only
the small subset of the legislature that sits of the relevant committee will hear the experts’
testimony, and even those legislators cannot afford to spend an inordinate amount of time
conducting hearings on any on particular issue’); Karen Hao, ‘Congress Wants to Protect You
from Biased Algorithms, Deep Fakes, and Other Bad A’ (MIT Technology Review, 15 April 2019)
<https://www.technologyreview.com/2019/04/15/1136/congress-wants-to-protect-you-from-
biased-algorithms-deepfakes-and-other-bad-ai/> (noting that ‘only a handful of members
of Congress have a deep enough technical grasp of data and machine learning to approach
regulation in an appropriately nuanced manner’); Julia Black and Andrew Murray, ‘Regulating
AI and Machine Learning: Setting the Regulatory Agenda’ (2019) 10 European Journal of Law and
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the bill, not only because they objected to the policy but also because the
bill seemed to reflect a flawed understanding of encryption technology.®

To counter this deficit, the US Government Accountability Office —
an agency within the legislative branch — has proposed setting up a new
office to help Congress understand the impacts of technology-related
policies that it pursues,?° and others have suggested reviving the now-
defunct Office of Technology Assessment, which provided Congress with
scientific expertise to match that of the Executive Branch.? In the UK,
a joint parliamentary committee has recommended that the Govern-
ment Office for Artificial Intelligence and the Centre for Data Ethics and
Innovation — which will consist of technical and ethics experts — should
identify for Parliament any gaps in existing regulations, suggesting that
Parliament itself must rely on outside experts for artificial intelligence-
related analysis.?> Legislatures with small defense committees may face
particular challenges in overseeing cyber operations generally — to say
nothing of highly autonomous cyber operations — because their legis-
lators presumably are spread more thinly across issue areas. Further, if
they have small budgets, they will be able to employ fewer staffers and
can convene fewer hearings in which outside experts could help them
understand the issues and technologies they confront.

Even legislators with a basic understanding of cyber operations may
not have a full appreciation for the risks of autonomous operations and
may not be positioned to ask the right questions of the executive branch.
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Indeed, not all of the executive branch officials involved in decision-
making may understand the capabilities and risks of complex, highly
autonomous cyber systems. In the context of electronic surveillance sys-
tems, for example, in 2013 the US Director of National Intelligence (DNI)
declassified a set of documents that revealed a lack of compliance with
judicial mandates. The DNI explained that the compliance problems

stemmed in large part from the complexity of the technology
employed in connection with the bulk telephony metadata col-
lection program, interaction of that technology with other NSA
systems, and a lack of a shared understanding among various NSA
components about how certain aspects of the complex architec-
ture supporting the program functioned. These gaps in under-
standing led, in turn, to unintentional misrepresentations in the
way the collection was described to the FISC.%

If some intelligence officials within a single agency were unclear about
how the technology supporting an electronic surveillance program
worked, it is easy to imagine how legislators would have had trouble
understanding that program and — likewise — how they might struggle
to understand very technical cyber tools that include significant levels
of autonomy.

To some extent, this lack of understanding reflects a broader societal
challenge posed by systems that rely on machine-learning tools. Those
systems are often described as ‘black boxes’ because the weight that they
give to factors within the data to reach predictions or recommendations is
generally opaque. As a result, not only legislators but humans generally
find it difficult to interpret or explain the outputs of systems that oper-
ate with high levels of autonomy. Computer scientists and militaries are
keenly aware of this problem and are working to produce ‘explainable’ or
‘interpretable’ artificial intelligence, sometimes referred to as ‘white box’
models. As discussed below, legislatures have an opportunity to shape
the level of explainability of the executives’ cyber algorithms. Requiring
executives to produce algorithms that are more transparent might also
make it easier for legislators to hold executive actors accountable because

94  Office of the Director of National Intelligence, ‘DNI Clapper Declassifies Intelligence Community
Documents Regarding Collection Under Section 501 of the Foreign Intelligence Surveillance
Act (FISA)’ (Press Release, 10 September 2013) <https://www.dni.gov/index.php/newsroom/
press-releases/press-releases-2013/item/927-dni-clapper-declassifies-intelligence-community -
documents-regarding-collection-under-section-501-of-the-foreign-intelligence-surveillance-
act-fisa>.
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transparent algorithms might be easier to audit after the fact than human
decisions are.

2 Limited Opportunity for Legal and Policy Input

In some States, legislatures can constrain ‘overzealous executives
by requiring evidence to justify wars’.? This is primarily true when the
State’s system contemplates legislative approval for the use of force
ex ante. It also assumes that there is time for legislative input before the
executive makes a decision to resort to force. But the US executive branch,
for one, has taken the view that very few uses of force require congressio-
nal pre-authorization. If the only time ex ante congressional authorization
for military operations is legally necessary is when the United States
plans to deploy hundreds of thousands of troops abroad, cyber opera-
tions — whether human-in-the-loop or out-of-the-loop — will almost
never reach the threshold of ‘war in a constitutional sense’.%¢ Hostile cyber
exchanges, at least when the salvos remain within the cyber realm, are
unlikely to pose an immediate and significant threat to US troops and will
not trigger the need for congressional authorization under the ‘Declare
War’ clause. Yet autonomous cyber systems may pose a reasonable chance
of escalation — whether intended or unintended — such that legislative
input might be normatively desirable ex ante. Even for States whose legal
systems contain a clear ex ante requirement for legislative authorization,
that authorization may be limited to troop deployments, which will not
cover cyber exchanges, or may contain an emergency carveout, which
would cover responses to sudden cyber attacks.9’

As noted above, the US Congress has already provided limited ex ante
authorization for the executive to ‘take appropriate and proportional
action in foreign cyberspace to disrupt, defeat, and deter such attacks’
when those systematic attack campaigns come from Iran, North Korea,
Russia or China.® This provision may actually serve as a limitation on
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the War Powers Resolution’ (2015) 29 Emory International Law Review 499, 541 (noting that the
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98 See 2019 NDAA (n 75) § 1642.



91 Will Cyber Autonomy Undercut Democratic Accountability?

the use of autonomous cyber systems, as it requires the executive to
identify the source of the hostile cyber campaign. Unless the executive’s
autonomous cyber system is crafted to respond only to hostile operations
that bear attack signatures from the named States, the executive would
have difficulty relying on this authorization to support the use of such a
system.? As discussed in Part V, legislatures should consider providing
this kind of advance authorization, which can both serve as permission
for and constraint on the use of cyber autonomy.

3 Time Constraints

As a related matter, highly autonomous cyber systems narrow sig-
nificantly whatever consultative role legislatures may retain for them-
selves, at least in the window before a specific forcible cyber exchange
takes place. The most significant reason to deploy autonomous cyber
tools is to allow the system to operate at lightning speeds. Yet it is
already the case today — before the widespread use of highly autonomous
cyber tools — that executives, acting in response to perceived imminent
threats of armed attacks on their States, employ force without legislative
approval or even consultation. These threats may mostly come from ter-
rorists today, but it is increasingly possible to conceive of cyber attacks
as creating situations in which executive officials will need to respond
in a very short time frame.

Purely defensive autonomous cyber operations — those that use
autonomy only to identify and fend off hostile cyber operations within
one’s own system — are unlikely to implicate congressional prerogatives,
as these settings will fall within the executives’ ‘repel attacks’ powers
found in many States’ constitutions. But ‘offensive’ cyber capabilities that
leave one’s own system,'*° even in an act of self-defense, are more likely to
implicate those prerogatives because they increase the chance of escalation
and error. Further, autonomous systems ‘may operate at speeds that make
it impossible for the operator to meaningfully intervene’.* Thus, once
a State deploys an autonomous cyber tool that has the capacity to reach
outside that State’s own system and inflict substantial harm, there will
be no opportunity for congressional consultation on particular operations.

99 However, the US executive might conclude that it could rely on its broad Article II powers,
including the commander-in-chief power, under the Constitution, even if it lacked specific
statutory authority to act. It is also possible that providing legislative authorization for the
executive to use autonomous responses to cyber operations only when they come from certain
States will stimulate other States to engage in false-flag attacks from one of the named States in
an effort to escalate cyber hostilities between the victim State and the named State.
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4 Challenges to ex post Oversight

One of the more reliable roles for legislatures during a conflict is the
provision of oversight. A legislative body can help unearth how conflicts
started, whether the State is achieving its military and strategic goals and
whether it is complying with domestic and international laws during the
fight. Legislatures often rely on executive actors to provide information
about the conflict, but legislators can also convene hearings of outside
experts and collect open-source intelligence about the situation from
journalists on the ground.

Cyber hostilities, particularly those conducted by highly autono-
mous systems, will be far harder to understand and oversee. Conducting
forensic audits that recreate what happened during a cyber exchange and
translate them into language that congressional overseers can understand
will be more challenging than reviewing radar patterns or identifying
the source of limpet mines found on oil tankers.*> The use of artificial
intelligence to facilitate autonomy will pose ‘black box’ problems for
legislators who seek to audit how the cyber operations played out. Fur-
ther, there will be no ‘war zone’ to which journalists or outside analysts
can travel to talk to troops on the ground about what they are seeing.
As a result, there will be far fewer open-source reports about what has
transpired during these ‘invisible’ cyber operations, unless and until they
morph into Kinetic conflicts.

In the United States, Congress has begun to address this potential
lack of visibility by mandating that the executive report to it after con-
ducting certain types of cyber operations. As Matthew Waxman notes,

Congress has mandated special reporting requirements for offen-
sive and ‘sensitive’ cyber-operations to the armed services com-
mittees.*> Cyber-attacks conducted as covert action by the CIA
would be reported separately to the intelligence committees, as
would other intelligence activities that might fit within the defi-
nition here of cyber-attacks. Such reporting is foundational to
other congressional roles, because it keeps Congress — or at least
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certain committees — informed of executive branch actions that
would otherwise be largely invisible.04

Existing statutes require the US military to report to the congressional
defense committees within forty-eight hours when it conducts a cyber
operation determined to have a medium or high probability of political
retaliation, detection or collateral effects and is intended to cause effects
in an area in which the United States is not already involved in hostili-
ties.’s This kind of requirement is helpful — at least on its face —because
it puts some members of Congress on notice of situations that might
lead to conflict. But a situation between two States could escalate sig-
nificantly within forty-eight hours, particularly if the States involved are
using autonomous systems that are not adequately engineered to avoid
escalation and to minimize risks of misdirecting responses. Further, it
is not yet clear how these reporting rules are functioning and whether
Congress is receiving the information that it believes it needs to provide
adequate oversight.1o

B ALTERING THE BALANCE AMONG
EXECUTIVE AGENCIES

The growth of autonomous cyber systems is likely to further alter the
current balance between executives and legislatures in use of force deci-
sions. But the use of autonomous cyber tools also has the potential to
affect the balance of power within executive branches themselves. One
interesting question is whether the use of high levels of cyber autonomy
will continue to push power out to the militaries as the creators and
operators of these autonomous tools, or whether it offers an unexpected
opportunity to readjust and centralize the locus of some of the deci-
sion-making associated with these tools.

On its face, it might appear that highly autonomous cyber tools will
empower militaries at the expense of other executive agencies that have
important equities in foreign policy decision-making, such as foreign and
justice ministries. Even if these other agencies are involved in discussions
about cyber strategy, they likely lack the technological sophistication that
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Series Paper No 2003, Hoover Institution 2020) 15 <https://www.hoover.org/sites/default/files/
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military coders and cyber operators possess and so may have difficulty
understanding whether highly autonomous cyber tools advance or hin-
der certain policy objectives and what level of risk these systems pose.
Further, as with any military operation, those who sit closest to the point
of execution have the greatest power to make last-minute decisions and
adjustments. Although autonomous systems will take some of that con-
trol from those cyber operators, those operators nevertheless have more
direct ‘eyes on’ the operations and their effects. In the United States,
Congress’s recent legislative acts seem to have enabled this. As Waxman
notes, ‘Congress has clarified the Defense Department’s authority to
conduct offensive cyber-operations, thereby strengthening its position
within the executive branch and facilitating action by alleviating legal
doubts about its mandate’.»?

However, there is a possibility that increased autonomy could reverse
this flow of power to militaries. Increased autonomy in warfighting tasks
may — perhaps ironically — offer the opportunity to centralize deci-
sion-making, as the process of building machine-learning algorithms
for warfighting systems, including cyber systems, seeks to incorporate
the commander’s intent and remain sensitive to legal constraints. These
centripetal forces may even mean that other national security agencies
begin to play a role in developing the policies undergirding those algo-
rithms.°® In the United States, the National Security Council and the State
Department, for instance, may seek to inform the algorithms’ contents
and structure to ensure that they comply with the laws of armed conflict
and the UN Charter.

Today, the US military has a well-established weapons review pro-
cess; non-military lawyers are not involved. Likewise, judge advocates
provide legal advice to commanders during armed conflict without con-
sulting the Defense Department’s Office of the General Counsel, let alone
the National Security Council or other executive agencies. And yet there
may be pressure to adjust the traditional process when the government
builds machine-learning systems that can undertake autonomous action
during conflict. If the use of the system will have significant foreign rela-
tions implications and if the system’s recommendations implicate legal
questions that already have been the subject of significant interagency

107 ibid 10-11 (referring to 2012 NDAA, Pub L No 112-81, § 954 (2011)); 10 USC § 111 (2011); National
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interest, other agencies’ policymakers and lawyers may demand a role.
The lawyers might want to craft guidance in advance about what types
of autonomous cyber tools would or would not meet underlying interna-
tional law standards, for instance. And because the coding process will
involve decisions about the nuances of that law and will happen before
the system is deployed, there may be greater opportunities for a broader
set of US government actors to claim a stake in those decisions than there
is in kinetic lethal operations downrange.

There would be both benefits and costs to such a development. Mili-
taries likely would perceive this potential centralization of decision-mak-
ing as unattractive and might resist sharing the authority to make algo-
rithmic choices about autonomous cyber tools. Interagency lawyers might
also struggle to reach consensus about what features to incorporate into
those tools. On the other hand, obtaining interagency understanding
and acceptance of autonomous cyber tools would bolster the military’s
confidence about their use and would also allow that State’s diplomats
and foreign ministry lawyers to engage more deeply with allies on what
may be controversial uses of machine learning and cyber tools.

Whether the growth in cyber autonomy ends up diminishing or
increasing the role of non-military executive agencies will depend on
decisions made by legislatures, choices by executive branch leadership, and
the efforts (or lack thereof) of civilian national security agencies to help
define the parameters of autonomous cyber tools as they are developed.

C ALTERING THE BALANCE WITHIN
EXECUTIVE AGENCIES

Finally, within individual executive agencies, autonomous cyber tools, like
other high-technology tools, will almost inevitably empower operators and
computer scientists over lawyers. As I have noted elsewhere, in contexts
driven by high-technology problems, data scientists will become relatively
more important to policymakers than they have been in the past, and
senior officials may start to treat their input as just as important to an
international law or foreign policy decision as that of their international
lawyers. *° In my view, ‘It will be the data scientists who can suggest
new text-as-data tools and interpret the results of existing models. This
means that the data scientists who embrace and understand the problems

109 Ashley Deeks, ‘High-Tech International Law’ (2020) 88 George Washington Law Review 574, 647.



96 Ashley Deeks

that international lawyers and diplomats face will be most effective in this
setting’."® Among officials who are not cyber experts, military and civilian
actors who are technologically literate will be empowered relative to those
who disdain technology or are unable to grasp its basic capabilities, limita-
tions, and risks.™ Thus, lawyers and policymakers who seek to work with
data scientists and programmers to understand autonomous cyber tools will
gain power relative to their counterparts who cannot or will not do so.™?

\Y
PRESERVING ACCOUNTABILITY

In light of the range of challenges to democratic accountability and over-
sight that high levels of cyber autonomy will pose, this Part considers
steps that States might take to meet some of those challenges. A State’s
legislature, its executive branch and its allies all can take actions to ensure
that the State’s use of autonomous cyber tools remains responsive to
democratic systems of governance.

A PRESERVING LEGISLATIVE PARTICIPATION

Legislatures could take at least two steps to help preserve a role for
themselves in a world of autonomous cyber tools. First, they could bolster
their own technological expertise and access to high-tech experts. Second,
they could embrace the possibilities for legislation that sets appropriate
parameters on the executive branch’s development and use of highly
autonomous cyber systems.

1 Developing Expertise

A range of scholars have suggested ways in which legislatures could
improve their understanding of technology and thus enhance their abil-
ity to legislate intelligently about such issues. One underlying issue is
a lack of resources: if legislatures want to be able to hire and retain
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(2020) 96 International Law Studies 274.
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technologically savvy staff, and conduct hearings that bring in a range
of expert views on issues such as autonomous cyber tools, they need the
funds to do so. In the United States, one think tank notes, ‘Congress has
simply not given itself the resources needed to efficiently and effectively
absorb new information — particularly on complex [science and tech-
nology] topics’.™3 Others have advocated that the US Congress establish
an internal body that is nimble, bipartisan and focused on providing
options rather than recommendations.4 Various European States have
already established bodies that provide science and technology advice to
legislatures; the United States could draw ideas from some of the differ-
ent models represented there.”> The European bodies should also ensure
that they have experts at hand who understand machine learning and
autonomous cyber systems, which will facilitate the legislators’ ability to
regulate such systems as they come online. Outside experts can be very
useful here, both to educate legislatures and to surface and articulate
competing views about the benefits and costs of this technology.

Legislatures should also consider setting up ‘machine learning boot
camps’ for staffers who work on national security-related committees, to
expose them to the basics of machine learning and cyber tools. Sessions
run by outside tech experts who can present the information in clear,
non-partisan, policy-relevant ways would be a helpful tool to ensure
basic competence among policy and legal staff. In the United States, for
example, Stanford University runs a ‘Cyber and Artificial Intelligence Boot
Camp’ for congressional staffers. The boot camp draws on the experience
of cybersecurity professionals, scholars, business leaders and lawyers to
provide staffers with basic technical instruction, threat perspectives and
exposure to simulated attacks."® Legislatures might also ask to observe
actual testing and verification processes that take place inside the mili-
taries, to understand how militaries decide that they have confidence in
a particular autonomous system before deploying it.

2 Updating Legislative Structures and Authorities

In addition to raising their level of technological fluency, legislators
should resist further erosion of their roles in overseeing the use of force
and offensive cyber operations by updating their own ability to oversee
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cyber operations. One way to do this is to establish oversight committees
dedicated specifically to cyber issues, as the recent Cyber Solarium project
in the United States recommended. The Solarium report proposes that
the US Congress create House and Senate committees on cybersecurity ‘to
provide integrated oversight of the cybersecurity efforts dispersed across
the federal government’.”’” The committees, which presumably would
draw their membership from existing armed services, intelligence and
homeland security committees, could develop a deeper expertise on cyber
issues — including the functions of autonomy in cyber settings — while
building on their members’ past experiences with war powers, use of
force and technological questions.

Legislatures could also direct new regulatory efforts at autonomous
cyber systems. For States in which existing statutes (rather than the
constitution) allocate powers between the executive and legislatures,
those legislatures should evaluate whether the statutes adequately reach
cyber operations that either constitute or could quickly lead to interna-
tional uses of force. In the United States, for example, the War Powers
Resolution (WPR) creates a structure for executive consultation with and
reporting to Congress before deploying armed forces into hostilities, but
it quite clearly would not apply to the bulk of cyber operations, whether
autonomous or not. One scholar has suggested amending the WPR to
trigger the executive’s notice requirement not only upon the introduction
of troops but also upon the effectuation of military capabilities (such as
cyber tools) in a situation that violates the sovereignty of another State."®
This proposal might capture too many operations, however, especially if
Congress’s real interest lies in retaining some input into cyber operations
that have the potential for escalation.

In any event, amending the WPR will be difficult, because the Pres-
ident would likely veto such changes. Thus, Congress would need to
assemble a veto-proof majority that favors the bill."? But there may be
more modest fixes that could achieve similar goals: in the United States,
one adjustment might be to expand the list of committees that receive
the forty-eight hour reports from the Defense Department under section
1642 of the 2019 NDAA.**>° That is, when the military has undertaken a
‘sensitive military cyber operation’ against Russia, China, North Korea
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May 2020) <https://www.lawfareblog.com/cyberspace-solarium-commission-makes-its-case-
congress>.

118 Jensen (n 96) 553-54.

119 ibid (discussing legislative proposals to amend the War Powers Resolution).
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or Iran, Congress should amend section 1642 to require that the military
provide its written report not just to the armed services committees, but
also to the intelligence and foreign affairs committees. Congress should
also expand this notice requirement to cover sensitive military cyber
operations against any State, not just these four States. Other legislatures
should ensure that they are receiving adequate notice of significant cyber
operations that implicate their regulatory and oversight powers.

Legislatures might also turn their attention specifically to the grow-
ing use of autonomous cyber tools, erecting guard rails around their use.
Even if, as argued above, legislatures are not particularly well-suited to
legislate in high-tech areas, legislatures should be able to navigate core
legal and policy questions associated with autonomy.* First, legislatures
should evaluate whether they are willing to accept their militaries’ use of
highly autonomous cyber tools generally. Some legislatures may accept
the potential risks of such tools because they believe that the benefits
are considerable. Others may not.

Second, those legislatures that accept in theory the use of autono-
mous cyber tools should define the basic contexts in which those tools
are permissible, identify the adversaries against which the military may
use the tools, define what kinds of foreseeable effects they are willing
to tolerate, require the tools to be deployed in a way that is consistent
with international legal requirements and require the executive to build
in hard stops on escalation. Tim McFarland suggests, for instance, that
a ‘cyber weapon might be trusted to locate and identify potential tar-
gets autonomously, but be required to seek human confirmation before
attacking them’.:>> The US Defense Department’s Defense Innovation
Board suggested that the department consider setting ‘limitations on
the types or amounts of force particular systems are authorized to
use, the decoupling of various AI cyber systems from one another, or
layered authorizations for various operations’.'?3 Legislatures might fix
in statute rules that require militaries to avoid uncontrolled escalation
or impose the need for the effects of autonomous cyber operations to
be reversible. They also could require that their executive branches
only employ software in their cyber systems that is explainable or
interpretable.
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