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PREFACE



The second volume of Frameworks for International Cyber Security (FICS) compiles
case law from the European Court of Human Rights and the European Court of
Justice. The reader will find judicial insights into concepts such as personal data
protection, access to documents, surveillance and others, which shape national ap-
proaches to cyber security. The courts’ interpretation of the balance of fundamen-
tal rights and freedoms, public interests and security will offer arguments for legal
analysis, advice, but also legislative drafting and expert discussions.

Growing cyber security challenges introduce new ways of interpreting laws and
regulations. This case law compilation is intended to support a systematic and in-
tegrated approach to implementing and reshaping the existing legal framework.

For a comprehensive cyber security, skillful co-application of legal areas and con-
cepts that for a long time have been developing in stove-pipes is needed. Under-
standing the background and limitations of existing information security regula-
tion, one can better foresee and devise the changes and adjustments needed to
deter and respond to cyber incidents. These twelve hundred pages of case law are
a good starting point for those interested in how information society and telecoms
law, criminal law, national security legal framework and the law of armed conflict
merge and interact in the cyber domain.

Similarly to FICS 1: International Cyber Security Law and Policy Instruments, this set
of case law is a subjective choice of the editor and feedback, comments and refer-
ences to additional materials are most welcome.

Special thanks go to Yaroslav Shiryaev, Maria Teder and Marbel Vaino who helped
gather, systemize, filter, edit, proofread and update this material. Thanks for all the
comments, feedback and interest so far!

Tallinn, December 2010
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CONTENTS

PRE R A CE L 4
ECHR CASES

CASE OF DENISOVA AND MOISEYEVA V. RUSSIA ... e 9
CASE OF FATULLAYEV V. AZERBAIJAN ... e 23
CASE OF KENNEDY V. THE UNITED KINGDOM ... 59
CASEOF KU VL FINLAND L. e 99
CASE OF TIMES NEWSPAPERS LTD (NOS. T AND 2) V. THE UNITED KINGDOM. .........oooiiiiiiii 1
CASE OF LIBERTY AND OTHERS V. THE UNITED KINGDOM ..., 121
CASE OF S. AND MARPER V. THE UNITED KINGDOM ... 141
CASE OF MEGADAT.COM SRLV. MOLDOVA. ... 167
CASE OF RAMANAUSKAS V. LITHUANIA L. 181
CASE OF WIESER AND BICOS BETEILIGUNGEN GMBH V. AUSTRIA. ..., 197
CASE OF COPLAND V. THE UNITED KINGDOM. ... 209
CASE OF SMIRNOV V. RUSSIA ...t ....219
CASE OF PETRI SALLINEN AND OTHERS V. FINLAND ... 231
CASE OF MALONE V. THE UNITED KINGDOM ... 247
CASE OF BYKOV V.RUSSIA..........oooo, ... 275
CASE OF IORDACHI AND OTHERS V.MOLDOVA. ... e 305
CASE OF KVASNICA V. SLOVAKIA Lo, 321
CASE OF VOLOKHY V.UKRAINE........................ ....335
CASE OF TAYLOR-SABORI V. THE UNITED KINGDOM. ... 347
CASE OF AMANN V. SWITZERLAND ..., 353
CASE OF KOPP V. SWITZERLAND . ... 371
CASE OF LAMBERT V. FRANCE L. e 387
CASE OF VALENZUELA CONTRERAS V. SPAIN ... e 397
CASE OF AUTRONIC AG V. SWITZERLAND ..., 411
CASEOF HUVIG V. FRANCE ... 429
CASE OF KRUSLIN V. FRANCE. ... e e 445
CASE OF KLASS AND OTHERS V. GERMANY ... 461
CASEOF GUIAV.MOLDOVA L. 483
CASE OF SATIK V. TURKEY (NO2).... o 503
CASE OF STOLL V. SWITZERLAND. ... ..o, 517
CASE OF SEGERSTEDT-WIBERG AND OTHERS V. SWEDEN. ..., 553
CASE OF PASKO V. RUSSIA. .o 579
CASE OF DOWSETT V. THE UNITED KINGDOM . ..o 599
CASE OF OZGUR GUNDEM V. TURKEY ...t 613
CASE OF GERGER V. TURKEY ... 633
CASE OF ZANA V. TURKEY L. 655
CASE OF AL AND OTHERS V. THE UNITED KINGDOM ..o 673
CASE OF NURAY SEN V. TURKEY L. 733
CASE OF BRANNIGAN AND MCBRIDE V. THE UNITED KINGDOM ... 741

CASE OF LAWLESS V. IRELAND (NO. 3) .o, 769



CASE OF VAINATV. HUNGARY L., 795

CASE OF ZDANOKA V. LATVIA. ...ttt 809
INDEX ..o 848
ECJ CASES

CASE 72/83 CAMPUS OIL LIMITED AND OTHERS v MINISTER FOR INDUSTRY AND ENERGY AND OTHERS . .................. 851
CASE C-70/94 FRITZ WERNER INDUSTRIE-AUSRUSTUNGEN GMBH v FEDERAL REPUBLIC OF GERMANY .................... 860
CASE T-174/95 SVENSKA JOURNALISTFORBUNDET V COUNCIL OF THE EUROPEAN UNION ...........oooviirini, 866
CASE C-274/99P BERNARD CONNOLLY v COMMISSION ... 884
CASE C-369/98 THE QUEEN v MINISTER OF AGRICULTURE, FISHERIES AND FOOD, EX PARTE TREVOR ROBERT

FISHER AND PENNY FISHER ...ttt 908
JOINED CASES C-465/00, C-138/01 AND C-139/01 RECHNUNGSHOF v OSTERREICHISCHER RUNDFUNK AND

OTHERS AND CHRISTA NEUKOMM AND JOSEPH LAUERMANN v OSTERREICHISCHER RUNDFUNK ..............oooooo... 916
CASE C-101/01 CRIMINAL PROCEEDINGS AGAINST BODIL LINDQVIST ... 932
CASE C-243/01 CRIMINAL PROCEEDINGS AGAINST PIERGIORGIO GAMBELLI AND OTHERS. .............coooiioir. 948
CASE C-71/02 HERBERT KARNER INDUSTRIE-AUKTIONEN GMBH v TROOSTWUK GMBH. ... 960
CASE T-253/02 CHAFIQ AYADI V COUNCIL OF THE EUROPEAN UNION ... 968
CASE C-176/03 COMMISSION OF THE EUROPEAN COMMUNITIES v COUNCIL OF THE EUROPEAN UNION .. ................ 996
CASE C-89/04 MEDIAKABEL BV v COMMISSARIAAT VOOR DE MEDIA ... 1004
CASE T-99/04 AC-TREUHAND AG v COMMISSION OF THE EUROPEAN COMMUNITIES .........oooooiiiirine, 1014
CASE T-194/04 THE BAVARIAN LAGER CO. LTD v COMMISSION OF THE EUROPEAN COMMUNITIES ....................... 1050
JOINED CASES C-317/04 AND C-318/04. ...t 1074

EUROPEAN PARLIAMENT v COUNCIL OF THE EUROPEAN UNION AND COMMISSION OF THE EUROPEAN
COMMUNITIES ...

JUDGMENT OF THE COURT OF FIRST INSTANCE (SECOND CHAMBER), 31 JANUARY 2007
CASE T-362/04 LEONID MININ v COMMISSION OF THE EUROPEAN COMMUNITIES ...

CASE C-150/05 JEAN LEON VAN STRAATEN v STAAT DER NEDERLANDEN AND REPUBLIEK ITALIE..........oooooiriiiin. 1104
CASE C-306/05 SOCIEDAD GENERAL DE AUTORES Y EDITORES DE ESPANA (SGAE) v RAFAEL HOTELES SA .............. 1114
JOINED CASES C-402/05 P AND C-415/05P YASSIN ABDULLAH KADI AND AL BARAKAAT INTERNATIONAL

FOUNDATION v COUNCIL OF THE EUROPEAN UNION AND COMMISSION OF THE EUROPEAN COMMUNITIES .......... 1122
CASE C-467/05 CRIMINAL PROCEEDINGS AGAINST GIOVANNI DELL'ORTO. ... 1166
CASE C-244/06 DYNAMIC MEDIEN VERTRIEBS GMBH v AVIDES MEDIA AG ... 1176
CASE C-275/06 PRODUCTORES DE MUSICA DE ESPANA (PROMUSICAE) v ELEFONICA DE ESPANASAU.................. 1184
CASE C-301/06 IRELAND v EUROPEAN PARLIAMENT AND COUNCIL OF THE EUROPEAN UNION ................... 1198

JOINED CASES C 399/06 P AND C-403/06 P FARAJ HASSAN v COUNCIL OF THE EUROPEAN UNION AND
EUROPEAN COMMISSION (C-399/06 P) AND CHAFIQ AYADI v COUNCIL OF THE EUROPEAN UNION (C-403/06 P) ...... 1210

VAREC SAVBELGIAN STATE o e 1222
T4 FEBRUARY 2008 .. ... 1222
CASE C-524/06 HEINZ HUBER v BUNDESREPUBLIK DEUTSCHLAND ... 1230
CASE C-73/07 TIETOSUOJAVALTUUTETTU v SATAKUNNAN MARKKINAPORSSI OY AND SATAMEDIA OY.............c.... 1244
CASE C-421/07 CRIMINAL PROCEEDINGS AGAINST FREDE DAMGAARD ..o 1254
CASE C-553/07 COLLEGE VAN BURGEMEESTER EN WETHOUDERS VAN ROTTERDAM V M.EEE.RUKEBOER ................ 1260
LSG-GESELLSCHAFT ZUR WAHRNEHMUNG VON LEISTUNGSSCHUTZ-RECHTEN GMBH V TELE2

TELECOMMUNICATION GMBH. ... e 1270



ECHR

CASES



CASE OF DENISOVA AND MOISEYEVA V RUSSIA 9

FIRST SECTION

CASE OF DENISOVA AND
MOISEYEVA v RUSSIA

(Application no. 16903/03)
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10 CASE OF DENISOVA AND MOISEYEVA V RUSSIA

COMPUTER, ENJOYMENT OF POSSESSIONS, INVESTIGA-
TION, SEIZURE, CONFISCATION, PROPERTY.

IN THE CASE OF DENISOVA AND MOISEYEVAV.
RUSSIA,

The European Court of Human Rights (First Sec-
tion), sitting as a Chamber composed of:

Christos Rozakis, President,

Nina Vaji¢,

Anatoly Kovler,

Khanlar Hajiyev,

Dean Spielmann,

Giorgio Malinverni,

George Nicolaou, judges,

and André Wampach, Deputy Section Registrar,
Having deliberated in private on 11 March 2010,

Delivers the following judgment, which was
adopted on that date:

PROCEDURE

1.

The case originated in an application (no.
16903/03) against the Russian Federation
lodged with the Court under Article 34 of
the Convention for the Protection of Human
Rights and Fundamental Freedoms (“the Con-
vention”) by two Russian nationals, Ms Nataliya
Mikhaylovna Denisova and Ms Nadezhda Val-
entinovna Moiseyeva (“the applicants”), on 8
July 2002.

The applicants were represented by Ms K. Kos-
tromina, a lawyer with International Protection
Centre in Moscow. The Russian Government
(“the Government”) were represented by Mr P.
Laptev, former Representative of the Russian
Federation at the European Court of Human
Rights.

The applicants alleged, in particular, a violation
of their right to peaceful enjoyment of posses-
sions.

On 9 September 2005 the Court decided to
communicate the complaint concerning the
alleged violation of the applicants' property
rights to the Government. It was also decided
to examine the merits of the application at the
same time as its admissibility (Article 29 § 3).

THE FACTS

L

8.

11.

THE CIRCUMSTANCES OF THE
CASE

The applicants were born in 1949 and 1978
respectively and live in Moscow. They are wife
and daughter of Mr Valentin Moiseyev, who
was also an applicant before the Court (see
Moiseyev v. Russia, no. 62936/00 62936/00,
9 October 2008).

. Criminal proceedings against Mr

Moiseyev

On 3 July 1998 the Investigations Department
of the Federal Security Service of the Russian
Federation (the FSB) opened criminal pro-
ceedings against Mr Moiseyev. At 11.30 p.m.
a search was conducted at the applicants' flat.
Foreign currency, the keys and registration pa-
pers for a VAZ car, and the second applicant's
personal computer were seized. Simultane-
ously a search was carried out at Mr Moiseyev's
office. In total, the investigators seized 5,747 US
dollars.

On 10 July 1998 the investigator seized from
the first applicant the keys to garage no. 178.

On 13 July 1998 Mr Moiseyev was formally
charged with high treason, an offence under
Article 275 of the Criminal Code.

On 22 July 1998 the investigator ordered a
charge to be placed on the VAZ car with a view
to “securing possible forfeiture of the defend-
ant's property in accordance with Article 175 of
the RSFSR Code of Criminal Procedure”.

. On 1 September 1998 the investigator in-

formed the director of the SBS-Agro bank of
the freezing of Mr MoiseyeV's foreign currency
and Russian rouble accounts.

On 16 September and 12 November 1998 the
investigator issued charging orders in respect
of the garage and the computer. On 16 No-
vember 1998 the computer was physically
removed from the applicants' flat and placed
in the material evidence room of the Federal
Security Service.

. On 29 March 1999 the second applicant asked

the investigator to return the computer, which
was her personal property. On 12 April 1999
the investigator replied that the computer had
been seized with a view to securing possible
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forfeiture of Mr Moiseyev's property and that
certain files edited by Mr Moiseyev had been
discovered on the hard disc. The second ap-
plicant was informed that, if necessary, her text
files would be copied and handed over to her.

. On 8 June 1999 the investigator ordered at-

tachment of the seized 5,747 US dollars as a
material exhibit. On 15 June 1999 the Finance
and Planning Department of the “USSR State
Security Committee”" issued a receipt for the
money.

. On 14 August 2001 the Moscow City Court con-

victed Mr Moiseyev of high treason committed
between 1992 and 1998, sentenced him to
four years and six months' imprisonment and
issued a confiscation order in respect of his
property. The parts of the judgments relevant
to the determination of the property matters
read as follows:

“Mr Moiseyev's pre-trial deposition that he
had received remuneration for information
transmitted to a representative of a foreign
state has been confirmed by the search
records, noting the discovery of US dollars
both in his office and at his place of residence.
The witness B. confirmed that the search had
uncovered 4,647 US dollars sorted into non-
standard envelopes.

Both Mr Moiseyev and his wife Ms Denisova
who was interviewed as an additional witness
at trial, had been present during the search
but raised no objections. Accordingly, the
court considers that the decision attaching the
1,100 US dollars seized in Mr MoiseyeV's office,
the 4,647 US dollars, and seven envelopes as
material exhibits was justified...

Having regard to the public dangerousness
of the committed crime, the court orders
confiscation of Mr Moiseyev's property. The
court decides on the destiny of the material
exhibits in accordance with Article 86 of the
RSFSR Code of Criminal Procedure...

A confiscation order is issued in respect of
the property that has been seized: [the VAZ
car, foreign currency and Russian rouble bank
accounts, garage no. 178, and the computer],
as well as the cash funds of 5,747 US dollars
which have been criminally acquired.”

On 3 January 2002 the first applicant asked
the Supreme Court to order the return of her
spousal property and to remove the garage

1

According to the heading of the document. The State Se-
curity Committee ("KGB") is the predecessor of the Federal
Security Service.

16.

18.

20.

21.

22.

from the list because it was rented rather than
owned. She did not receive a response to her
request.

On 9 January 2002 the Supreme Court upheld
the conviction.

Enforcement of the confiscation order

. On 4 March 2002 the Moscow City Court sent

an excerpt from the judgment of 14 August
2001 to the FSB's Finance and Economic De-
partment for enforcement of the confiscation
order in respect of the cash funds. The covering
letter read as follows:

“Confiscation order to be executed in
respect of Mr Moiseyev's cash funds in the
amount of [unreadable] US dollars as having
been criminally acquired and stored at the
Department [according to] receipt no. 1013 of
15 June 1999."

On 18 March 2002 the Moscow City Court is-
sued five writs of execution for enforcement
of the confiscation order in respect of Mr Moi-
seyev's property at his place of residence, the
VAZ car, the garage, the bank accounts and the
computer.

. On 27 March 2002 the cash funds in the

amount of 5,747 US dollars were received by
the Vneshtorgbank from the FSB's Finance and
Economic Department and credited to the
State.

On 25 May 2002 a bailiff discontinued enforce-
ment in respect of Mr Moiseyev's property lo-
cated in his flat because no chargeable items
had been found.

By a decision of 20 June 2002, a bailiff ordered
the removal and sale of the computer and
declared enforcement completed. On 31 July
2002 the computer was evaluated at 2,500
Russian roubles (RUB) and subsequently sold
for RUB 1,609.05.

On 17 September 2002 a bailiff discontinued
enforcement in respect of Mr Moiseyev's for-
eign currency and Russian rouble bank ac-
counts. He determined that no accounts in his
name were listed in the bank's database.

. On 27 November 2003 a bailiff determined

that the garage was in fact a collapsible metal
structure located on a rented plot, in respect
of which the rent agreement had expired. Ac-
cordingly, he held that its removal or sale were
impossible.

=
O
Ll
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24. Following the amendments of the Criminal in the part concerning the contested
Code (see paragraph 34 below), Mr Moiseyev property.”

asked the Moscow City Court to relieve him 28. On 18 June 2003 the Moscow City Court up-

from the auxiliary penal sanction in the form ) ’
of the confiscation order. On 14 February 2005 hel‘d the judgment on appeal, noting that the
claimed property had been found to have

the Moscow City Court found that the enforce- b irminall ired by the M Cit
ment of the confiscation order had been dis- CeenIVC(lrrzjlna Y ?[C%'f/_\ Y tgoo]oscow 1y
continued or terminated in respect of every- ourts judgment o ugus :

thing but the VAZ car. Since the auxiliary penal - 29, On 20 November 2003 the applicants sued the

sanction of confiscation had been removed Federal Property Fund of the Russian Federa-
from the Criminal Code, the City Court decided tion, seeking the lifting of the charging orders
to return the car to Mr Moiseyev. On 6 July 2005 and recognition of the first applicant's right to
the Supreme Court of the Russian Federation one half of the spousal property and the sec-

upheld that judgment on appeal. ond applicant's ownership of the computer.
C. Civil proceedings for return of family 30. On 9 August 2005 the Khoroshevskiy District
property Court of Moscow dismissed their claim, finding

as follows:

25. On 13 May 2002 the first applicant sued the
court bailiffs and the Federal Security Service “It follows from the judgment of 14 August
before the Khoroshevskiy District Court of 2001 that the cash funds in the amount
Moscow, seeking to have the charging orders of 5747 US dollars had been criminally
lifted and to have her right to one half of the gcqu"?da‘ Or.]htha(/Ch iooz bthelz \éveri
marital property, excluding the bank deposits, gaomtg wit tf‘e nes t(()jrg ag. a;
recognised. She submitted that she had been with a view to confiscation and credit to the

- ; ) State... Accordingly, the court cannot agree
married to Mr Moiseyev since 1978 and that with Ms Denisova's claim to one half of the

the Civil and Family Codes provided for equal- spousal part of the said cash funds. No other
ity of spouses’ portions of the marital property. judicial documents relating to the origin of
Relying on Mr Moiseyev's pay statements, she the contested cash funds have been produced
argued that from 1992 to 1998 he had earned before the court, whereas, pursuant to Article
more than five thousand dollars and thus the 61 § 2 of the Code of Civil Procedure, the facts
amount of 5,747 US dollars could not be con- established by a final judicial decision in an
sidered to have been unlawfully acquired. She earlier case bind the court.

indicated that the garage had been rented in
1988, and that the computer had been the sec-
ond applicant's property.

As to Ms Moiseyeva's claims for recognition
of her ownership of the computer and
peripherals, it cannot likewise be satisfied
26. On 11 October 2002, 14 and 27 February 2003 because they have not been corroborated
the court heard the parties. As the first appli- during the examination of the merits of the
cant withheld consent to the substitution of case%: At p(riesencti theldsa|d E‘rohpe'rty hasf‘beeg
the Federal Property Fund for the FSB and to confiscated and solc, which s confirme

; 4 by the bailiffs' information about the
Mr Moiseyev as cp-defendaqt, Mr Moiseyev enforcement of the confiscation order in that
joined the proceedings as a third party.

respect.”

27. On 27 February 2003 the Khoroshevskiy District 31 on 13 October 2005 the Moscow City Court

_Court delivered ajL'Jdgment. The entire reason- upheld, in a summary fashion, the City Court's
ing read as follows: judgment.

-
O
w

“Having assessed the collected evidence, the

court dismisses [the first applicant's] claim II. RELEVANT DOMESTIC LAW AND
because the judgment of the Moscow City

Court established that the contested property PRACTICE

had been criminally acquired, which makes

it impossible to recognise the plaintiff's right A. Spousal and donated property

to one half of the seized property, and also ) ) . )
[because] the FSB is not a proper defendant 32. Property acquired by spouses in marriage is
in this case. Neither [the first applicant] presumed to be jointly owned (Article 256 §
nor Mr Moiseyev have been deprived of an 1 of the Civil Code, Article 34 § 1 of the Fam-

opportunity to appeal against the conviction ily Code). A child owns property which he or
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33.

34.

35.

she has received as a gift (Article 60 § 1 of the
Family Code). Giving does not require a writ-
ten agreement, handover of the gift being suf-
ficient (Article 574 § 1 of the Civil Code).

Criminal law and procedure

The Criminal Code provides that “penalty shall
be imposed on a person found guilty of com-
mission of a crime” (Article 44). Confiscation of
property is a form of penal sanction which is
auxiliary to the main sanction and defined as
“compulsory withdrawal, in whole or in part,
without compensation, of the property owned
by the convicted person” (Article 52). On 8 De-
cember 2003, Article 52 was removed from the
Criminal Code.

As worded at the time of Mr Moiseyev's con-
viction, Article 275 of the Criminal Code pro-
vided that high treason carried a punishment
of up to twenty years' imprisonment that may
or may not be accompanied by a confiscation
order in respect of the convict's property. On 8
December 2003 the reference to the possibility
of issuing a confiscation order was deleted.

The RSFSR Code of Criminal Procedure, as
worded at the time of Mr Moiseyev's convic-
tion, provided as follows:

Article 86. Measures taken in respect of the
exhibits in criminal proceedings

“The judgment... must decide on the destiny
of the exhibits, and:

(1) instruments of crime which belong to the
accused shall be confiscated and passed on to
a competent agency or destroyed;

(4) criminally acquired money and other
assets shall be confiscated to the profit of the
State; other items shall be returned to their
lawful owners, or, if the owners cannot be
established, shall become the State's property.
In case of a dispute over the ownership of such
items, the dispute shall be resolved in civil
proceedings...”

Article 175. Charging of property

“With a view to securing a civil claim or a
possible confiscation order, the investigator
must charge the property of the suspect,
defendant... or of the other persons who keep
criminally acquired property... If necessary, the

charged property may be impounded...”

C. Rules of civil procedure
36. Article 442 § 2 of the Code of Civil Procedure

provides:

“A dispute over the ownership of the charged
property initiated by persons who were not
parties to the case shall be examined as a civil
claim.

A claim for having the charging order lifted
shall be made against the debtor and creditor.
If the property has been charged or seized
in connection with a confiscation order, the
person whose property is to be confiscated,
and the competent State authority shall be
co-defendants...”

37. Resolution no. 7 of the Plenary Supreme Court

of the USSR “On the case-law concerning con-
fiscation of property” (of 29 September 1953, as
amended on 29 August 1980) provided:

“4. ..The court should bear in mind that in
case of confiscation of the convict's property
in its entirety, the confiscation order should
only apply to his or her personal property
and to his or her part of the jointly owned
property, it may not extend to the part of
other persons who own that property jointly
with the convict. Rights and lawful interests of
the convict's family members living with him,
must be respected...

9. The courts should bear in mind that even
if the criminal judgment contained a list of
specific property items liable to confiscation,
third parties still may claim their title to that
property in civil proceedings.. The courts
must consider such claims and the criminal
judgment does not bind the civil court in
its determination of the dispute over the
contested property.

However, if the criminal judgment established
that the listed property items had been
criminally acquired or paid for with criminally
acquired assets, but registered in other
persons' names with a view to concealing
them from confiscation... then the claim
for lifting of the charging order shall be
dismissed.”

38. Resolution no. 4 of the Plenary Supreme Court

of the USSR “On legal requirements for exami-
nation of claims for lifting of charging orders”
(of 31 March 1978, as amended on 30 Novem-
ber 1990) provided:

“9. When considering a spouse's claim for
lifting the charging order in respect of his

=
O
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or her part in the joint marital property, the
court must bear in mind that... the property
acquired in marriage is jointly owned by the
spouses and in case of division their parts are
presumed equal...

The court must determine the actual size of
the spouse's portion of the marital property
and the specific items allocated to him or her,
having regard to the entirety of the jointly
acquired property, including the property
that is not — by operation of law or otherwise
- liable to confiscation. Each spouse's
portion shall include both the property
liable to confiscation and that not liable to
confiscation...”

THE LAW

39.

41.

ALLEGED VIOLATION OF ARTICLE
1 OF PROTOCOL NO. 1

The applicants complained under Article 1 of
Protocol No. 1 that their property rights had
been violated as regards the domestic courts'
refusal to lift the charging order in respect of
the spousal portion of the first applicant and of
the computer owned by the second applicant.
Article 1 of Protocol No. 1 provides as follows:

“Every natural or legal person is entitled to
the peaceful enjoyment of his possessions.
No one shall be deprived of his possessions
except in the public interest and subject to
the conditions provided for by law and by the
general principles of international law.

The preceding provisions shall not, however,
in any way impair the right of a State to
enforce such laws as it deems necessary to
control the use of property in accordance with
the general interest or to secure the payment
of taxes or other contributions or penalties.”

. Admissibility
40.

The parties did not comment on the admissi-
bility of the complaint.

41. The Court notes that the this complaint is
not manifestly ill-founded within the meaning
of Article 35 § 3 of the Convention. It further
notes that it is not inadmissible on any other
grounds. It must therefore be declared admis-

B

sible.

. Merits

1. Submissions by the parties

42

43.

44,

45

(a) The applicants

. The applicants submitted that the finding of
the criminal origin in the judgment of 14 Au-
gust 2001 had related solely to the cash funds
rather than to all the other property objects
mentioned in the text. This was evident from
the use of the plural form in the text (“cash
funds... which have been criminally acquired”);
otherwise, the sentence should have been in
the singular (“property... which has been crimi-
nally acquired”) (see paragraph 14 above). Fur-
thermore, the writs of execution issued by the
Moscow City Court had not mentioned that
the property items — as opposed to the cash
funds — had been criminally acquired. Finally,
the applicants pointed out that the garage had
been rented in 1988, that is before the begin-
ning of Mr MoiseyeV's alleged criminal activi-
ties, and that his accounts at the Sbs-Agro bank
had only been used to withdraw the salary paid
by the Ministry of Foreign Affairs.

The applicants pointed out that the Khoro-
shevskiy District Court had not given them an
effective opportunity to vindicate their prop-
erty rights because it had merely referred back
to the criminal judgment, without carrying
out an independent assessment of the facts.
The District Court had failed to indicate which
authority — the Federal Security Service or the
Federal Property Fund — had been the proper
defendant.

The applicants disputed the legal basis for the
domestic courts' decisions and emphasised
that Resolution no. 7 of the Plenary Supreme
Court of the USSR required the courts to con-
fine the scope of confiscation measures to the
convict's personal property and to take into ac-
count the lawful interests of the convict's fam-
ily members. However, the Russian courts had
refused to exempt the first applicant's spousal
portion and the second applicant's personal
property from confiscation.

(b) The Government

. The Government claimed that, according to

the operative part of judgment of 14 August
2001, all of Mr Moiseyev's property, including
the cash funds, car, garage, and computer had
been criminally acquired. In support of their
claim they referred to the last paragraph of the
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judgment cited in paragraph 14 above. The
Government maintained that the value of the
cash funds and computer as the items which
had actually been confiscated had not ex-
ceeded the amount of 14,000 US dollars, which
Mr Moiseyev had received in remuneration for
his spying activities.

The Government submitted that there had
been no violation of the applicants' property
rights. The confiscation order had been issued
in strict compliance with the domestic law
provisions. In case of mercenary crimes there
existed the presumption of the criminal origin
of the defendant's property and a confiscation
order could be issued without examination of
further evidence of its criminal origin. As the
property had been criminally acquired, the
Khoroshevskiy District Court had correctly re-
fused the first applicant's claim for recognition
of her spousal portion.

2. The Court's assessment

47

48.

(a) Whether the applicants had a legitimate claim
to property

. The Court reiterates that the concept of “pos-
sessions” in the first part of Article 1 of Protocol
No. 1 has an autonomous meaning which is
not limited to ownership of physical goods and
is independent from the formal classification in
domestic law: the concept of “possessions” is
not limited to “existing possessions” but may
also cover assets, including claims, in respect of
which the applicant can argue that he has at
least a reasonable and “legitimate expectation”
of obtaining effective enjoyment of a property
right or a proprietary interest (see Oneryildiz
v. Turkey [GC], no. 48939/99 48939/99, § 124,
ECHR 2004-Xll, and Prince Hans-Adam Il of
Liechtenstein v. Germany [GC], no. 42527/98,
§ 83, ECHR 2001-VIIl). Where the proprietary
interest is in the nature of a claim it may be
regarded as an “asset” only where it has a suf-
ficient basis in national law, for example where
there is settled case-law of the domestic courts
confirming it (see Kopecky v. Slovakia [GC],
no. 44912/98 44912/98, § § 52, ECHR 2004-
IX; Draon v. France [GC], no. 1513/03, § 68, 6
October 2005; Anheuser-Busch Inc. v. Portugal
[GC], no. 73049/01 73049/01, § 65, 11 January
2007).

On the facts, it is noted that in the course of
criminal proceedings against Mr Moiseyev a
large number of household items, including
cash currency, keys and registration papers
of a passenger car, keys to the garage and a

49.

50.

51

computer, were seized by the investigation
and subsequently confiscated pursuant to the
confiscation order issued by the Moscow City
Court on 14 August 2001 (see paragraph 14
above). Enforcement of the order proved to be
impossible in respect of the garage (see para-
graph 23 above) or was discontinued, owing to
legislative changes, in respect of the car (see
paragraph 24 above). The confiscation meas-
ure was eventually carried out in respect to the
cash funds and the computer which had been
sold by the bailiffs.

As regards the cash funds, it transpires from the
Moscow City Court'sjudgment that the amount
of 1,100 US dollars was seized in Mr Moiseyev's
office and the remaining amount of 4,467 US
dollars in the Moiseyevs family's home. The
computer had been removed from the second
applicant's room and the parties did not dis-
pute that she had been its primary user.

The first applicant argued that she had been
entitled to the spousal portion of the confiscat-
ed money and the second applicant asserted
her ownership of the computer. The crux of
the applicants' complaint was that the domes-
tic courts had not provided them with an ef-
fective opportunity to claim their ownership
to that property. Accordingly, in determining
the existence of an interference with the right
guaranteed by Article 1 of Protocol No. 1, the
Court is called upon to verify in the light of the
above-cited case-law whether the applicants
had at least a reasonable and legitimate expec-
tation to regain possession of the confiscated
property.

The Court observes, firstly, that the Russian
Civil and Family Codes stipulated joint owner-
ship of property acquired by spouses in mar-
riage. In the absence of evidence of any other
arrangement between the first applicant and
her husband in relation to the marital property,
this default legal regulation was applicable in
their case. Furthermore, by virtue of the rel-
evant provisions of the Family and Civil Codes,
children were legitimate owners of the objects
which they had received from their parents as
gifts. The change of ownership occurred at the
moment of handing over the gift and there
was no requirement of a written form (see
paragraph 32 above). Thus, the first applicant
could legitimately assert her entitlement to a
portion of the family property equal to that of
her husband and the second applicant to the
computer which had been given to her by her
parents.
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52

53.

54.

55

. The domestic case-law, as codified in the
binding resolutions of the Supreme Court,
indicated that confiscation orders could not
“extend to the part of other persons who own
[the] property jointly with the convict” and
required the courts of general jurisdiction to
respect the “rights and lawful interests of the
convict's family members living with him”. Only
if it was found in subsequent civil proceed-
ings — irrespective of the findings made in the
criminal proceedings - that the property was
criminally acquired but registered in other per-
sons' names with a view to concealing it from
confiscation, the claim was to be rejected (see
paragraph 37 above). In the instant case the in-
tention to mislead the courts as to the actual
ownership of the property for the purpose of
avoiding its confiscation was not established in
any proceedings.

A further resolution by the Supreme Court
required the civil courts to have regard to the
entirety of the marital property and, taking ac-
count of the presumption of equality of spous-
es' portion, determine the actual size of each
spouse's portion which was to include both
items liable to confiscation and those not liable
to confiscation (see paragraph 38 above). It
therefore appears that the first applicant could
legitimately rely on those provisions to claim
an equal share of the marital property.

In the light of the above considerations, the
Court finds that the first applicant's claim to
the spousal portion and the second applicant's
claim to the computer had a basis in the statu-
tory law, such as provisions of the Russian Civil
and Family Codes, and the case-law codified by
the Supreme Court. They could reasonably and
legitimately argue that the confiscation order
of 14 August 2001 amounted to an interfer-
ence with their right to peaceful enjoyment
of possessions and the Court is called upon to
determine whether their claim was examined
by the domestic courts in compliance with the
requirements of Article 1 of Protocol No. 1.

(b) Whether the applicants' claim was examined
in accordance with the requirements of Arti-
cle 1 of Protocol No. 1

. Article 1 of Protocol No. 1 comprises three
distinct rules: the first rule, set out in the first
sentence of the first paragraph, is of a gen-
eral nature and enunciates the principle of the
peaceful enjoyment of property; the second
rule, contained in the second sentence of the
first paragraph, covers deprivation of pos-

sessions and subjects it to certain conditions;
the third rule, stated in the second paragraph,
recognises that the Contracting States are en-
titled, inter alia, to control the use of property
in accordance with the general interest (see, as
a recent authority, Broniowski v. Poland [GC],
no. 31443/96, § 134, ECHR 2004-V). The par-
ties did not take a clear stance on the question
of the rule of Article 1 of Protocol No. 1 under
which the case should be examined. The Court
considers that there is no need to resolve this
issue because the principles governing the
question of justification are substantially the
same, involving as they do the legitimacy of
the aim of any interference, as well as its pro-
portionality and the preservation of a fair bal-
ance.

56. The Court emphasises that the first and most

important requirement of Article 1 of Protocol
No. 1 is that any interference by a public au-
thority with the peaceful enjoyment of posses-
sions should be “lawful”: the second paragraph
recognises that the States have the right to
control the use of property by enforcing “laws”.
Moreover, the rule of law, one of the funda-
mental principles of a democratic society, is in-
herentin all the Articles of the Convention. The
issue of whether a fair balance has been struck
between the demands of the general interest
of the community and the requirements of
the protection of the individual's fundamental
rights only becomes relevant once it has been
established that the interference in question
satisfied the requirement of lawfulness and
was not arbitrary (see, among other authori-
ties, Baklanov v. Russia, no. 68443/01 68443/01,
§ 39, 9 June 2005, and Frizen v. Russia, no.
58254/00, § 33,24 March 2005).

57. The Court notes that the specific legal provi-

sions for the confiscation measure were not
mentioned in the Moscow City Court's judg-
ment of 14 January 2001 or in any other do-
mestic decisions. This omission requires it to
conjecture as to the legal basis for the interfer-
ence. However, even though the decision itself
did not refer explicitly to the provisions that
formed its basis, it may be understood that the
confiscation order was imposed as an auxiliary
penal sanction on the basis of Articles 52 and
275 of the Criminal Code, read in conjunction
with Article 86 § 4 of the RSFSR Code of Crimi-
nal Procedure (see paragraphs 33, 34 and 35
above). The interference at issue may therefore
be regarded as “lawful”.

58. The Court considers that the confiscation mea-
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60.

sures in criminal proceedings pursue a general
interest of the community because the forfei-
ture of money or assets obtained through il-
legal activities or paid for with the proceeds
from crime is a necessary and effective means
of combating criminal activities (see Raimondo
v. Italy, judgment of 22 February 1994, Series
A no. 281-A, p. 17, § 30). Such confiscation
measures are in keeping with the goals of the
Council of Europe Convention on Laundering,
Search, Seizure and Confiscation of the Pro-
ceeds from Crime, which requires State Parties
to introduce confiscation of instrumentalities
and proceeds from crime in respect of serious
offences (Article 3 § 3). Thus, the making of a
confiscation order in respect of criminally ac-
quired property operates in the general inter-
est as a deterrent to those considering engag-
ing in criminal activities and also guarantees
that crime does not pay (compare Phillips
v. the United Kingdom, no. 41087/98, § 52,
ECHR 2001-VIl, and Dassa Foundation and Oth-
ers v. Liechtenstein (dec.), no. 696/05, 10 July
2007).

The Court further reiterates that, although the
second paragraph of Article 1 of Protocol No. 1
contains no explicit procedural requirements,
it has been its constant requirement that the
domestic proceedings afford the aggrieved
individual a reasonable opportunity of putting
his or her case to the responsible authorities
for the purpose of effectively challenging the
measures interfering with the rights guaran-
teed by this provision. In ascertaining whether
this condition has been satisfied, a comprehen-
sive view must be taken of the applicable pro-
cedures (see Jokela v. Finland, no. 28856/95,
§ 45, ECHR 2002-1V, and AGOS! v. the United
Kingdom, judgment of 24 October 1986, Series
Ano. 108, § 55).

In the instant case the seizure and subsequent
confiscation were ordered and carried out in
the framework of criminal proceedings against
Mr Moiseyev. The applicants were not party
to those proceedings and had no standing
to lodge requests or make any submissions
in them. When issuing the confiscation order,
the sentencing court did not examine whether
any property objects affected by the seizure
order could have belonged to the first and/
or second applicant. The first applicant made
representation to the appeal court for removal
of her spousal portion and the garage from the
confiscation order but she did not receive any
reply or an opportunity to take part in the ap-
peal proceedings (see paragraph 15 above).

61.

62.

The Khoroshevskiy District Court's judgment of
27 February 2003 indicated that the first appli-
cant had had an opportunity to appeal against
the criminal judgment in the part concerning
the contested property, but it did not refer
to any legal provisions which would have al-
lowed a person who had no standing in crimi-
nal proceedings to lodge such an appeal. The
Government, for their part, did not indicate any
provisions of the Russian law that would have
enabled the spouse or daughter of the con-
victed person to make submissions to the trial
or appeal court.

In a situation where the ownership of property
subject to a confiscation order was contested
by persons who were not parties to the crimi-
nal proceedings, Article 442 of the Code of Civil
Procedure allowed such persons to vindicate
their property rights in civil proceedings. The
applicants availed themselves of that remedy
by introducing two civil claims, firstly against
the bailiffs' service and the Federal Security
Service, the latter having been the prosecut-
ing authority in Mr MoiseyeV's case, and sub-
sequently against the Federal Property Fund.
In examining their claims, the courts should
have directed their attention to the possibility
that the confiscated property items could have
belonged to family members rather than to Mr
Moiseyev himself and should have examined
whether the applicants could have been their
owners. However, the civil courts refused to
take cognisance of the merits of the vindica-
tion claims or make any independent findings
of fact, and they merely referred back to the
judgment in Mr Moiseyev's criminal case. Thus,
on 27 February 2003 the Khoroshevskiy District
Court dismissed the first applicant's claim on
the ground that the Moscow City Court had al-
ready established that “the contested property
had been criminally acquired” (see paragraph
27 above). On 9 August 2005 the same District
Court dismissed her renewed claim, by hold-
ing that the “facts established by a final judicial
decision in an earlier case bind the court”, and
rejected the second applicant's claim because
the computer had already been “confiscated
and sold” (see paragraph 30 above).

The Khoroshevskiy District and the Moscow
City Courts' persistent failure to take cogni-
sance of the merits of the applicants' claim for
vindication of their property was at variance
with the requirements of the Russian law. In a
series of binding rulings the Plenary Supreme
Court consistently reminded the courts of
general jurisdiction that a confiscation order
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64.

may only apply to the convict's portion of the
jointly owned property and may not affect the
property rights of cohabiting family members,
unless it has been established that the prop-
erty was criminally acquired and registered in
family members' names with a view to avoid-
ing confiscation. To achieve the proper balance
of interests, the courts examining claims for
release of the spousal portion from confisca-
tion were required to determine the portion of
each spouse by reference to the family prop-
erty in its entirety, so that each spouse's por-
tion comprises both confiscated and non-con-
fiscated property items (see paragraphs 37 and
38 above). The first applicant supported her
claim to one half of the spousal property with
evidence capable of showing the legitimate
origin of at least a part of the family property,
such as Mr MoiseyeV's pay statements from the
Ministry of Foreign Affairs and the rental agree-
ment in respect of the car garage. Although
the domestic courts did not declare that evi-
dence inadmissible, it was not mentioned in
their judgments, which moreover did not
contain any analysis of the composition of the
family property. It follows that the domestic
courts did not carry out a global assessment of
the family property and the balancing exercise
of the rights of family members, which were
both required under the applicable domestic
law provisions.

After Mr Moiseyev had regained possession
of the car following a legislative amendment
of Russian criminal law and after the bailiffs
had determined that confiscation of bank as-
sets, personal property and the garage was not
physically possible, the first applicant reintro-
duced her claim for the spousal portion of the
contested cash funds and the second applicant
sought to vindicate her right to the computer.
However, the second civil claim was likewise
dealt with in a summary fashion. The domestic
courts did not give heed to the evidence and
submissions by the applicants or make a global
assessment of the family property with a view
to determining the spousal portions. As to the
second applicant's claim to the computer, it
was likewise dismissed without any explana-
tion why her submission that the computer
had been given to her by her parents as a gift
appeared implausible. The Khoroshevskiy Dis-
trict and Moscow City Courts did not mention
or refer in their judgments to any provisions of
the Civil or Family Code.

In the light of the foregoing considerations, the
Court finds that the applicants “bore an indi-

65.

IL

66.

67.

68.

69.

IIL

70.

vidual and excessive burden” which could have
been rendered legitimate only if they had had
the opportunity to challenge effectively the
confiscation measure imposed in the criminal
proceedings to which they were not parties;
however, that opportunity was denied them
in the subsequent civil proceedings and there-
fore the “fair balance which should be struck
between the protection of the right of prop-
erty and the requirements of the general inter-
est” was upset (compare Hentrich v. France,
judgment of 22 September 1994, Series A
no.296-A, § 49).

Accordingly, there has been a violation of Arti-
cle 1 of Protocol No. 1.

OTHER ALLEGED VIOLATIONS OF
THE CONVENTION

The first applicant further complained under
Article 8 of the Convention about the night
search of their flat on 3 July 1998. The ap-
plicants also complained under Article 6 § 1
of the Convention that the proceedings that
lasted from 3 July 1998 to 18 June 2003 had
exceeded a “reasonable time”.

The Court reiterates that it has already dis-
missed the complaint about the search at Mr
MoiseyeV's flat on 3 July 1998 for non-exhaus-
tion of domestic remedies (see Moiseyev v.
Russia (dec.), no.62936/00 62936/00, 9 Decem-
ber 2004). It finds no reason to depart from that
conclusion in the present case.

The Court further observes that there was no
continuous set of proceedings that lasted from
3 July 1998 to 18 June 2003. The applicants
were not parties to the criminal proceedings
against Mr Moiseyev and the first applicant
introduced her first civil claim only on 13 May
2002. That claim was finally dismissed on 18
June 2003, that is one year and one month
later. That period was short and there was no
appearance of a violation of the “reasonable
time” requirement.

It follows that this part of the application is
manifestly ill-founded and must be rejected in
accordance with Article 35 § § 3 and 4 of the
Convention.

APPLICATION OF ARTICLE 41 OF
THE CONVENTION

Article 41 of the Convention provides:
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“If the Court finds that there has been a
violation of the Convention or the Protocols
thereto, and if the internal law of the High
Contracting Party concerned allows only
partial reparation to be made, the Court shall,
if necessary, afford just satisfaction to the
injured party.”

71. The first applicant claimed the following
amounts in respect of pecuniary damage:

6,657.50 euros (EUR) for the loss of rental in-
come from the car garage and the land tax
she was liable to pay on it;

EUR 2,712.60 for one half of the deprecia-
tion cost of the VAZ car and the transport
tax she was liable to pay on it; and

EUR 3,537.80 for one half of the cash funds
plus interest at the statutory lending rate.

72. The second applicant claimed EUR 800, repre-
senting the approximate value of a computer
similar to hers.

73. The applicants further claimed EUR 30,000
and EUR 20,000 respectively in respect of
non-pecuniary damage. Finally, they claimed
jointly EUR 374.60 for legal fees in the domes-
tic proceedings, EUR 122.20 for court fees and
EUR 3,000 for their representation before the
Court.

74. The Government pointed out that the obliga-
tion to pay taxes, such as land and transport
tax, was a corollary of the right of ownership.
Neither Mr Moiseyev's nor the first applicant's
right of ownership to the car garage and the
car itself had ever been disputed and they had
been therefore liable to tax imposition. The
claim for rental income was speculative and
the depreciation cost of the car was not sup-
ported with any documents. The second ap-
plicant's claim for the computer value was ex-
cessive, in view of the small amount which the
sale of the computer fetched. Finally, the Gov-
ernment considered that the claim in respect
of non-pecuniary damage was unreasonable
as to quantum and that the applicants had not
submitted appropriate documents in support
of their claims for costs and expenses.

75. The Court considers that the question of the
application of Article 41 is not ready for deci-
sion. Accordingly, it shall be reserved and the
subsequent procedure fixed having regard
to any agreement which might be reached
between the Government and the applicants
(Rule 75 § 1 of the Rules of Court).

FOR THESE REASONS, THE COURT

1. Declares unanimously the complaint concern-
ing an alleged violation of the applicants' property
rights admissible and the remainder of the appli-
cation inadmissible;

2. Holds, by six votes to one, that there has been a
violation of Article 1 of Protocol No. 1;

3. Holds, by six votes to one, that the question of
the application of Article 41 is not ready for deci-
sion and accordingly:

(a) reserves the said question;

(b) invites the Government and the applicants
to submit, within three months from the
date on which the judgment becomes fi-
nal in accordance with Article 44 § 2 of
the Convention, their written observations
on the matter and, in particular, to notify
the Court of any agreement that they may
reach;

(c) reserves the further procedure and dele-
gates to the President of the Chamber the
power to fix the same if need be.

Done in English, and notified in writing on 1 April
2010, pursuant to Rule 77 § § 2 and 3 of the Rules
of Court.

André Wampach, Deputy Registrar
Christos Rozakis, President

In accordance with Article 45 § 2 of the Conven-
tion and Rule 74 § 2 of the Rules of Court, the dis-

senting opinion of Ms N. Vaji¢ is annexed to this
judgment.
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DISSENTING OPINION OF
JUDGE VAJIC

I'am unable to find that there has been a violation
of the applicants' property rights under Article 1
of Protocol No. 1 to the Convention in the present
case.

According to national law a criminal court in Rus-
sia has the power to confiscate criminally acquired
property; the finding as to its criminal origin is of
a factual nature. In the present case that question
was examined in the criminal proceedings, which
determined the matter (see paragraphs 14-16 of
the judgment) and simply precluded any further
claims. In this regard, Resolution no. 7 of the Plenary
Supreme Court of the USSR states as follows: “How-
ever, if the criminal judgment established that the
listed property items had been criminally acquired
or paid for with criminally acquired assets, but reg-
istered in other persons' names with a view to con-
cealing them from confiscation ... then the claim for
lifting of the charging order shall be dismissed” (see
paragraph 37 of the judgment). (emphasis added)

As in most countries, Russian civil law basically
denies any legal protection to criminally acquired

property.

It follows that in the given circumstances the appli-
cants could not and had not become the owners of
the property in question and thus could not claim
their share of the property, as their claim had no ba-
sis in domestic law (contrary to the assertion in par-
agraph 52 of the judgment). This was also stated by
the national courts (see paragraphs 27-28 and 30
of the judgment). Therefore, in view of the Court's
case-law, the applicants — contrary to the majority's
view (see paragraphs 51-54 of the judgment) - did
not have a sufficiently established claim to qualify
as an asset protected by Article 1 of Protocol No. 1.

For the above-mentioned reasons it is my opinion
that the applicants did not have a right or a legiti-
mate expectation that was protected by the Con-
vention and | do not agree with the majority that
there has been a violation of Article 1 of Protocol
No. 1.
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INTERNET, FORUM, POSTING, FREEDOM OF EXPRES-
SION, NAGORNO-KARABAKH, HOLOCAUST DENIAL.

IN THE CASE OF FATULLAYEV V. AZERBAIJAN,

The European Court of Human Rights (First Sec-
tion), sitting as a Chamber composed of:
Christos Rozakis, President,

Nina Vaji¢,

Dean Spielmann,

Sverre Erik Jebens,

Giorgio Malinverni,

George Nicolaou, judge,

Latif Hiiseynov, ad hoc judge,

and Seren Nielsen, Section Registrar,

Having deliberated in private on 25 March 2010,

Delivers the following judgment, which was
adopted on that date:

PROCEDURE

1.

The case originated in an application (no.
40984/07) against the Republic of Azerbai-
jan lodged with the Court under Article 34 of
the Convention for the Protection of Human
Rights and Fundamental Freedoms (“the Con-
vention”) by an Azerbaijani national, Mr Ey-
nulla Emin oglu Fatullayev (Eynulla Emin oglu
Fatullayev — "the applicant”), on 10 September
2007.

The applicant was represented by MrI. Ashurov,
a lawyer practising in Baku. The Azerbaijani
Government (“the Government”) were repre-
sented by their Agent, Mr C. Asgarov.

The applicant alleged, in particular, that his
criminal convictions for statements made in
newspaper articles authored by him had con-
stituted a violation of his freedom of expres-
sion, that he had not been heard by an inde-
pendent and impartial tribunal established by
law, and that his right to the presumption of
innocence had not been respected.

On 3 September 2008 the President of the First
Section decided to give notice of the applica-
tion to the Government. It was also decided to
examine the merits of the application at the
same time as its admissibility (Article 29 § 3 of

the Convention).

Mr K. Hajiyev, the judge elected in respect of
Azerbaijan, withdrew from sitting in the Cham-
ber (Rule 28 of the Rules of Court). The Govern-
ment accordingly appointed Mr L. Hiseynov to
sit as an ad hoc judge in his place (Article 27
§ 2 of the Convention and Rule 29 § 1 of the
Rules of Court).

THE FACTS

L

6.

7.

10.

THE CIRCUMSTANCES OF THE
CASE

The applicant was born in 1976 and lives in
Baku.

The applicant was the founder and chief edi-
tor of the newspapers Glndalik Azarbaycan,
published in the Azerbaijani language, and
Realny Azerbaijan (“PeanbHbiii Asepbarigxar’),
published in the Russian language. The news-
papers were widely known for often publishing
articles harshly criticising the Government and
various public officials.

Prior to the events complained of in this appli-
cation, the applicant had been sued for defa-
mation in a number of sets of civil and criminal
proceedings instituted following complaints
by various high-ranking government officials,
including cabinet ministers and members of
parliament. In the most recent set of proceed-
ings, on 26 September 2006 the applicant was
convicted of defamation of a cabinet minister
and conditionally sentenced to two years' im-
prisonment. Moreover, according to the ap-
plicant, at various times he and his staff had
received numerous threatening phone calls
demanding him to stop writing critical articles
about high-ranking officials or even to com-
pletely cease the publication of his newspa-
pers.

In 2007 two sets of criminal proceedings were
brought against the applicant in connection
with, inter alia, two articles published by him in
Realny Azerbaijan.

First set of proceedings

. Statements made by the applicant

In 2005 the applicant visited, as a journalist,
the area of Nagorno-Karabakh and other ter-
ritories controlled by the Armenian military
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forces. This was one of a few exceptionally al-
lowed and organised visits by Azerbaijani na-
tionals to those territories and to Armenia in
the years following the Nagorno-Karabakh war,
as movement across the front line in Nagorno-
Karabakh and across the Armenian-Azerbaijani
border remains severely restricted to this day
from both sides. During his visit he met, among
others, some officials of the self-proclaimed,
unrecognised “Nagorno-Karabakh Republic”
and some ordinary people. In the aftermath of
this visit, in April 2005 the applicant published
an article called “The Karabakh Diary” (Russian:
"Kapabaxck ni gHesHuK") in Realny Azerbaijan.

. In the article, styled as a diary, the applicant

described his visits to several towns, including
Lachin, Shusha, Agdam and Khojaly, which had
formerly been inhabited primarily by ethnic
Azerbaijanis who had been forced to flee their
homes during the war. He described both the
ruins of war and the new construction sites
that he had seen in those towns, as well as his
casual conversations with a number of local Ar-
menians he had met during his visit.

. One of the topics discussed in “The Karabakh

Diary” concerned the Khojaly massacre of 26
February 1992. Discussing this topic, the appli-
cant made certain statements which could be
construed as differing from the commonly ac-
cepted version of the Khojaly events according
to which hundreds of Azerbaijani civilians had
been killed by the Armenian armed forces, with
the reported assistance of the Russian (for-
merly Soviet) 366th Motorised Rifle Regiment,
during their assault on the town of Khojaly in
the course of the war in Nagorno-Karabakh.
Specifically, the article contained the following
passages:

“Having seen Khojaly, | could not hide my
astonishment. This Azerbaijani town, which
had been razed to the ground, has been com-
pletely reconstructed and converted into a
town called Ivanovka, named after an Arme-
nian general who had actively participated in
the occupation of Khojaly. The Khojaly trag-
edy and the deep wounds inflicted on our
soul by the Armenian expansionism on this
long-suffering Azerbaijani land permeated all
my meetings in Askeran [a town in Nagorno-
Karabakh close to Khojaly]. How so? Can it
be true that nothing human is left in these
people? However, for the sake of fairness |
will admit that several years ago | met some
refugees from Khojaly, temporarily settled in
Naftalan, who openly confessed to me that,
on the eve of the large-scale offensive of the

Russian and Armenian troops on Khojaly, the
town had been encircled [by those troops].
And even several days prior to the attack, the
Armenians had been continuously warning
the population about the planned operation
through loudspeakers and suggesting that the
civilians abandon the town and escape from
the encirclement through a humanitarian cor-
ridor along the Kar-Kar River. According to the
Khojaly refugees' own words, they had used
this corridor and, indeed, the Armenian sol-
diers positioned behind the corridor had not
opened fire on them. Some soldiers from the
battalions of the NFA [the National Front of
Azerbaijan, a political party], for some reason,
had led part of the [refugees] in the direction
of the village of Nakhichevanik, which during
that period had been under the control of
the Armenians' Askeran battalion. The other
group of refugees were hit by artillery volleys
[while they were reaching] the Agdam Region.

When | was in Askeran, | spoke to the deputy
head of the administration of Askeran, Slavik
Arushanyan, and compared his recollection of
the events with that of the Khojaly inhabitants
who came under fire from the Azerbaijani side.

| asked S. Arushanyan to show me the corridor
which the Khojaly inhabitants had used [to
abandon the town]. Having familiarised my-
self with the geographical area, | can say, fully
convinced, that the conjectures that there had
been no Armenian corridor are groundless.
The corridor did indeed exist, otherwise the
Khojaly inhabitants, fully surrounded [by the
enemy troops] and isolated from the outside
world, would not have been able to force their
way out and escape the encirclement. Howev-
er, having crossed the area behind the Kar-Kar
River, the row of refugees was separated and,
for some reason, a group of [them] headed in
the direction of Nakhichevanik. It appears that
the NFA battalions were striving not for the
liberation of the Khojaly civilians but for more
bloodshed on their way to overthrow A. Mu-
talibov [the first President of Azerbaijan] ...”

13. More than a year after the publication of the

above article, during the period from Decem-
ber 2006 to January 2007, a person registered
under the username “Eynulla Fatullayev”, iden-
tifying himself as the applicant, made a num-
ber of postings on the publicly accessible Inter-
net forum of a website called AzeriTriColor. The
postings were made in a specific forum thread
dedicated to other forum members' questions
to the forum member named “Eynulla Fatul-
layev” about the contents of “The Karabakh Di-
ary”. In his various answers to those questions,
the person posting under the username “Ey-
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nulla Fatullayev” made, inter alia, the following
statements:

“|'have visited this town [Naftalan] where |
have spoken to hundreds (I repeat, hundreds)
of refugees who insisted that there had been a
corridor and that they had remained alive ow-
ing to this corridor ...

You see, it was wartime and there was a front
line... Of course, Armenians were killing [the
civilians], but part of the Khojaly inhabitants
had been fired upon by our own [troops]...
Whether it was done intentionally or not is to
be determined by investigators. ...

[They were killed] not by [some] mysterious
[shooters], but by provocateurs from the NFA
battalions ... [The corpses] had been mutilated
by our own .."

2. Civil action against the applicant

14.

On 23 February 2007 Ms T. Chaladze, the
Head of the Centre for Protection of Refugees
and Displaced Persons, brought a civil action
against the applicant in the Yasamal District
Court. She claimed that the applicant had “for
a long period of time insulted the honour and
dignity of the victims of the Khojaly Tragedy,
persons killed during those tragic events and
their relatives, as well as veterans of the Kara-
bakh War, soldiers of the Azerbaijani National
Army and the entire Azerbaijani people”. She
alleged that the applicant had done so by mak-
ing the above-mentioned statements in his ar-
ticle “The Karabakh Diary” as well as by making
similar insulting statements on the forum of
the AzeriTriColor website. Ms Chaladze attrib-
uted the authorship of the Internet forum post-
ings made from the forum account with the
username “Eynulla Fatullayev” to the applicant.

. In his submissions to the court, the applicant

argued that the forum postings at the Azeri-
TriColor website had not been written by him
and denied making these statements. He also
argued that, in “The Karabakh Diary”, he had
merely reported the information given to him
by persons whom he had interviewed.

. The Yasamal District Court, sitting as a single-

judge formation composed of Judge I. Ismay-
ilov, heard evidence from a number of refugees
from Khojaly, all of whom testified about their
escape from the town and noted that they had
not been fired upon by Azerbaijani soldiers
and that the applicant's assertions concerning
this were false. Furthermore, having examined
electronic evidence and witness statements,

17.

3.

18.

20.

21.

the court established that the postings on the
AzeriTriColor forum had indeed been made by
the applicant himself and that they had been
posted in response to various questions by
readers of Realny Azerbaijan. The court found
that the applicant and the newspaper had dis-
seminated false and unproven statements tar-
nishing the honour and dignity of the survivors
of the Khojaly events.

In view of the above findings, on 6 April 2007
the Yasamal District Court upheld Ms Cha-
ladze's claim and ordered the applicant to
publish, in Realny Azerbaijan and on related
websites, a retraction of his statements and
an apology to the refugees from Khojaly and
the newspaper's readers. The court also or-
dered the applicant and Realny Azerbaijan
to pay 10,000 New Azerbaijani manats (AZN
— approximately 8,500 euros) each in respect
of non-pecuniary damage. This total award of
AZN 20,000 was to be spent on upgrading the
living conditions of the refugees from Khojaly
temporarily residing in Naftalan.

Criminal conviction

Thereafter, on an unspecified date, a group of
four Khojaly survivors and two former soldiers
who had been involved in the Khojaly battle,
represented by Ms Chaladze, lodged a criminal
complaint against the applicant with the Yasa-
mal District Court, under the private prosecu-
tion procedure. They asked that the applicant
be convicted of defamation and of falsely ac-
cusing Azerbaijani soldiers of having commit-
ted an especially grave crime.

. At a preliminary hearing held on 9 April 2007

the applicant filed an objection against the en-
tire judicial composition of the Yasamal District
Court. He claimed that all of the judges of that
court had been appointed to their positions in
September 2000 for a fixed five-year term and
that their term of office had expired in 2005. He
therefore argued that the composition of the
court meant that it could not be regarded as
a “tribunal established by law". This objection
was dismissed.

20. The hearing of the criminal case took place
on 20 April 2007 and was presided over by
Judge I. Ismayilov, sitting as a single judge.

In his oral submissions to the court, the appli-
cant pleaded his innocence. In particular, he
denied making the statements on the forum of
the AzeriTriColor website and maintained that
those statements had been made by some un-
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22.

23.

24.

25.

known impostor who had used his name for
this purpose.

The court heard a linguistic expert who gave
an opinion on the applicant's statements. The
expert testified, inter alia, that, owing to the
specific style in which “The Karabakh Diary”
had been written, it was difficult to differenti-
ate whether the specific statements and con-
clusions made concerning the Khojaly events
could be attributable to the applicant person-
ally or to those persons whom he had alleg-
edly interviewed in Nagorno-Karabakh. He also
noted that it was difficult to analyse separately
the specific phrases taken out of the context
of the article as a whole, and that it appeared
from the context that the author had attempt-
ed to convey the positions of both sides to the
conflict. The court also heard several witnesses
who testified about the Khojaly events and
stated that there had been no escape corridor
for the civilians and that the civilians had been
shot at from the enemy's positions. The court
further found that the Internet forum of the
AzeriTriColor website, in essence, had replaced
the Internet forum of the Realny Azerbaijan
website, which had become defunct in 2006,
and that the statements posted on that forum
under the username “Eynulla Fatullayev” had
indeed been made by the applicant himself.
Lastly, the court found that, through his state-
ments made in “The Karabakh Diary” and his
Internet forum postings, the applicant had
given a heavily distorted account of the histori-
cal events in Khojaly and had deliberately dis-
seminated false information which had dam-
aged the reputation of the plaintiffs and had
accused the soldiers of the Azerbaijani Army
(specifically, the two plaintiffs who had fought
in Khojaly) of committing grave crimes which
they had not committed. The court convicted
the applicant under Articles 147.1 (defamation)
and 147.2 (defamation by accusing a person of
having committed a grave crime) of the Crimi-
nal Code and sentenced him to two years and
six months' imprisonment.

The applicant was arrested in the courtroom
and taken to Detention Facility No. 1 on the
same day (20 April 2007).

On 6 June 2007 the Court of Appeal upheld the
Yasamal District Court's judgment of 20 April
2007.

On 21 August 2007 the Supreme Court dis-
missed a cassation appeal by the applicant and

—_

26.

27.

28.

29.

upheld the lower courts' judgments.

Second set of proceedings

. “The Aliyevs Go to War”

In the meantime, on 30 March 2007, Realny
Azerbaijan had published an article entitled
"The Aliyevs Go to War” (Russian: ‘AsmeBsi ugyt
Ha Bo#Hy"). The article was written by the ap-
plicant but published under the pseudonym
"Rovshan Bagirov”.

This analytical article was devoted to the pos-
sible consequences of Azerbaijan's support for
a recent “anti-lranian” resolution of the United
Nations (UN) Security Council, which had called
for economic sanctions against that country.
The article referred to the current Azerbaijani
government as “the Aliyev clan” and “the gov-
erning Family” and expressed the view that the
government had sought United States (US)
support for President llham Aliyev's “remaining
in power” in Azerbaijan in exchange for Azer-
baijan's support for the US “aggression” against
Iran.

The article continued as follows:

“It is also known that, immediately after the
UN [Security Council] had voted for this reso-
lution, [the authorities] in Tehran began to
seriously prepare for the beginning of the
'anti-lranian operation'. For several years, the
military headquarters of the Islamic regime
had been developing plans for repulsing the
American aggression and counter-attacking
the US and their allies in the region. After 24
March 2007 Azerbaijan, having openly sup-
ported the anti-Iranian operation, must pre-
pare for a lengthy and dreadful war which will
result in large-scale destruction and loss of hu-
man life. According to information from sourc-
es close to official Paris, the Iranian General
Staff has already developed its military plans
concerning Azerbaijan in the event that Baku
takes part in the aggression against Iran. Thus,
the Iranian long-range military air force, thou-
sands of insane kamikaze terrorists from the
IRGC [the Islamic Revolution's Guardian Corps]
and hundreds of Shahab-2 and Shahab-3 mis-
siles will strike the following main targets on
the territory of Azerbaijan ..."

The article continued with a long and detailed
list of such targets, which included, inter alia,
active petroleum platforms on the shelf of the
Caspian Sea, the Sangachal Oil Terminal and
other petroleum plants and terminals, the Ba-
ku-Thilisi-Ceyhan petroleum pipeline and the
Baku-Thilisi-Erzurum gas pipeline, the building
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30.

31

of the Presidential Administration, the building
of the US Embassy in Azerbaijan, buildings of
various ministries, the Baku seaport and airport,
and a number of large business centres hous-
ing the offices of major foreign companies do-
ing business in Azerbaijan.

Further, it was noted in the article that the
Azerbaijani Government should have main-
tained neutrality in its relations with both the
US and Iran, and that its support of the US posi-
tion could lead, in the event of a war between
those two States, to such grave consequences
as loss of human life among Azeris in both
Azerbaijan and lIran. In this connection, the
author noted that the US military forces were
already operating four airbases on the territory
of Azerbaijan and had expressed an interest in
operating the Gabala Radar Station, which was
then operated by Russia.

The article also discussed the issue of possible
unrest, in the event of a conflict with Iran, in
the southern regions of Azerbaijan populated
by the Talysh ethnic minority, who are ethni-
cally and linguistically close to the Persians.
Among other things, the article appeared to
imply that the current ruling elite, a large num-
ber of whom allegedly came from the region
of Nakhchivan, was engaging in regional nepo-
tism by appointing people from Nakhchivan
to government posts in southern areas of the
country, including the Lenkoran region. In par-
ticular, the article stated:

“Thus, the Talysh have long been expressing
their discontent with the fact that [the central
authorities] always appoint to administrative
positions in Lenkoran persons hailing from
Nakhchivan who are alien to the mentality and
problems of the region. ... The level of unem-
ployment in the region is terribly high, drug
abuse is flourishing, every morning hundreds
of unemployed Talysh cluster together at the
'slave’ [that is, cheap labour] market in Baku. Is
this not a powder keg?

But the authorities, seemingly unaware of the
danger of the developing situation, are giving
preference to their standard methods - re-
pressive measures and paying off the Talysh
elite. It seems as if the authorities are deliber-
ately pushing the Talysh into the embrace of
Iranian radicals.”

32. The article noted that certain high-ranking

Iranian officials and ayatollahs were of Talysh
ethnicity, and that there were “several million”
Talysh living across the Iranian border who
could “support their kin” living in Azerbaijan in

33.

34.

35.

36.

37.

the event of a war. Lastly, the article concluded
that the Azerbaijani authorities did not realise
all the dangerous consequences of the geopo-
litical game they were playing.

. Criminal conviction

On 16 May 2007 the investigation depart-
ment of the Ministry of National Security (“the
MNS") commenced a criminal investigation in
connection with the publication of the article
under Article 214.1 of the Criminal Code (ter-
rorism or threat of terrorism).

On 22 May 2007 the investigation authori-
ties conducted searches in the applicant's flat
and in the office of the Realny Azerbaijan and
Glindalik Azarbaycan newspapers. They found
and seized certain photographs and computer
disks from the applicant's flat and twenty com-
puter hard drives from the newspaper's office.

On 29 May 2007 the applicant was transferred
to the MNS detention facility.

On 31 May 2007 the Prosecutor General made
a statement to the press, noting that the article
published in Realny Azerbaijan contained in-
formation which constituted a threat of terror-
ism and that a criminal investigation had been
instituted in this connection by the MNS. This
statement was reported on Media Forum, an
Internet news portal, as follows:

“Today, the Prosecutor General ... provided
an explanation concerning the criminal case
instituted by the Ministry of National Security
in respect of Eynulla Fatullayev, the editor-in-
chief of Glndoalik Azarbaycan and Realny
Azerbaijan newspapers, and stated that the
Internet site [of the newspapers] had indeed
contained information threatening acts of ter-
rorism. According to Azadlig Radio, the Pros-
ecutor General stated: 'The site mentions spe-
cific State facilities and addresses which would
allegedly be bombed by the Islamic Republic
of Iran. This information constitutes a threat of
terrorism.' [He] noted that, in connection with
this, the MNS had instituted criminal proceed-
ings under Article 214.1 of the Criminal Code.
The Prosecutor General stated that the MNS
would shortly make a statement concerning
the results of the investigation.”

Another Internet news portal, Day.Az, reported
as follows:

“The Internet site of Realny Azerbaijan,
founded by Eynulla Fatullayev, indeed con-
tains a threat of terrorism. The Prosecutor Gen-
eral ... made this statement. According to him,
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38.

39.

40.

41.

42.

the Internet site of Realny Azerbaijan men-
tions specific addresses of certain State facili-
ties and asserts that, according to available in-
formation, they will be bombed by the Islamic
Republic of Iran. 'This information constitutes
a threat of terrorism. Therefore, the Ministry
of National Security (the MNS) has instituted
criminal proceedings under Article 214.1 of
the Criminal Code and is taking investigative
measures.' [The Prosecutor General] noted
that the MNS would keep the public informed
about the progress in the case...”

On 3 July 2007, by a decision of an MNS investi-
gator, the applicant was formally charged with
the criminal offences of threat of terrorism (Ar-
ticle 214.1 of the Criminal Code) and inciting
ethnic hostility (Article 283.2.2 of the Criminal
Code).

On the same day, 3 July 2007, pursuant to a
request by the Prosecutor General's Office, the
Sabail District Court remanded the applicantin
custody for a period of three months in con-
nection with this criminal case. The applicant
appealed. On 11 July 2007 the Court of Appeal
upheld the Sabail District Court's decision.

On 4 September 2007 the applicant was also
charged with tax evasion under Article 213.2
of the Criminal Code on account of his alleged
failure to duly declare taxes on his personal
earnings as a newspaper editor.

During the trial, among other evidence, the
prosecution produced evidence showing
that in May 2007 the full electronic version of
"The Aliyevs Go to War” had been forwarded
by e-mail to the offices of a number of foreign
and local companies in Baku. A total of eight
employees of these companies testified dur-
ing the trial that, after reading the article, they
had felt disturbed, anxious and frightened. The
court found that the publication of this article
had pursued the aim of creating panic among
the population. The court further found that,
in the article, the applicant had threatened the
Government with destruction of public prop-
erty and acts endangering human life, with
the aim of exerting influence on the Govern-
ment to refrain from taking political decisions
required by national interests.

On 30 October 2007 the Assize Court found the
applicant guilty on all charges and convicted
him of threat of terrorism (eight years' impris-
onment), incitement to ethnic hostility (three
years' imprisonment) and tax evasion (four
months' imprisonment). The partial merger of

43.

44,

45.

46.
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47.

these sentences resulted in a sentence of eight
years and four months' imprisonment. Lastly,
the court partially merged this sentence with
the sentence of two years and six months' im-
prisonment imposed on the applicant in the
previous criminal case, which resulted in a
total sentence of eight years and six months'
imprisonment. In imposing this final sentence,
the court found that, on account of his previ-
ous convictions, the applicant was a repeat
offender and assessed this as an aggravating
circumstance. The court also ordered that 23
computers and several compact discs, previ-
ously seized as material evidence from the
newspapers' offices, be confiscated in favour
of the State. Lastly, the court ordered that AZN
242,522 (for unpaid taxes) and AZN 17,800 (for
unpaid social security contributions) be with-
held from the applicant.

On 16 January 2008 the Court of Appeal up-
held the Assize Court's judgment of 30 Octo-
ber 2007.

On 3 June 2008 the Supreme Court upheld the
lower courts' judgments.

In his defence speech at the trial and in his ap-
peals to the higher courts, the applicant had
complained, inter alia, of a breach of his pre-
sumption of innocence on account of the Pros-
ecutor General's statement to the press, relying
directly on Article 6 § 2 of the Convention. His
arguments under the Convention in this re-
spect had been summarily rejected.

It appears that, on an unspecified date during
the period when the above-mentioned crimi-
nal proceedings were taking place, the publi-
cation and distribution of Glindalik Azarbaycan
and Realny Azerbaijan were halted, in circum-
stances which are not entirely clear from the
material available in the case file.

RELEVANT DOMESTIC LAW

Criminal Code of 2000

Article 147 of the Criminal Code, in force at the
relevant time, provided as follows:

“147.1. Defamation, that is, dissemination, in
a public statement, publicly exhibited work of
art or through the mass media, of knowingly
false information discrediting the honour and
dignity of a person or damaging his or her
reputation,

shall be punishable by a fine in the amount
of one hundred to five hundred conditional
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financial units, or by community service for a
term of up to two hundred and forty hours,
or by corrective labour for a term of up to one
year, or by imprisonment for a term of up to
six months.

147.2. Defamation by accusing [a person] of
having committed a serious or especially seri-
ous crime

shall be punishable by corrective labour for a
term of up to two years, or by restriction of lib-
erty for a term of up to two years, or by impris-
onment for a term of up to three years.”

48. Article 214.1 of the Criminal Code provided as

follows:

“Terrorism, that is, perpetration of an explo-
sion, arson or other acts creating a danger to
human life or significant material damage or
other grave consequences, if such acts are
carried out for the purpose of undermining
public security, frightening the population or
exerting influence on the State authorities or
international organisations to take certain de-
cisions, as well as the threat to carry out the
above-mentioned acts with the same pur-
poses,

shall be punishable by deprivation of liberty
for a term of eight to twelve years together
with confiscation of property.”

49. Article 283 of the Criminal Code provided as

follows:

“283.1. Acts aimed at incitement to ethnic,
racial or religious hostility or humiliation of
ethnic dignity, as well as acts aimed at restrict-
ing citizens' rights or establishing citizens' su-
periority on the basis of their ethnic or racial
origin, if committed openly or by means of the
mass media,

shall be punishable by a fine in the amount
of one thousand to two thousand conditional
financial units, or by restriction of liberty for a
term of up to three years, or by imprisonment
for a term of two to four years.

283.2. The same acts, if committed:

283.2.1. with the use of violence or the threat
of use of violence;

283.2.2. by a person using his official position;
283.2.3. by an organised group;

shall be punishable by imprisonment for a

B.
50.
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term of three to five years.”
Code of Criminal Procedure of 2000

Under Article 449 of the Code of Criminal Pro-
cedure (“the CCrP"), an accused or suspected
person can lodge a complaint against proce-
dural steps or decisions of the prosecuting
authorities (preliminary investigator, investiga-
tor, supervising prosecutor, etc.) with the court
supervising the pre-trial investigation. Article
4493 of the CCrP provides that such a com-
plaint may be lodged, inter alia, in the event of
a violation of a detainee's rights.

Articles 450 and 451 of the CCrP provide for the
procedure for examining such complaints and
outline the supervising court's competence. In
particular, under Article 451.1 of the CCrP, the
supervising court may take one of the follow-
ing two decisions in respect of a complaint
under Article 449 of the CCrP: (a) declaring the
impugned procedural step or decision lawful;
or (b) declaring the impugned procedural step
or decision unlawful and quashing it. Article
451.3 of the CCrP provides that in the event of
a finding that the impugned step or decision
is unlawful, the prosecutor supervising the in-
vestigation or a superior prosecutor is to take
immediate measures aimed at stopping the
violations of the complainant's rights.

Code of Civil Procedure of 2000

Chapter 27 of the Code of Civil Procedure (“the
CCP"), consisting of Articles 296-300, provides
for the procedure for examining civil lawsuits
concerning decisions and acts (or omissions)
of “the relevant executive authorities, local self-
administration authorities, other authorities
and organisations and their officials”. In par-
ticular, in accordance with Article 297.1 of the
CCP, decisions and acts (or omissions) covered
by this procedure include those which violate a
person's rights or freedoms, impede a person's
exercise of his or her rights or freedoms, or im-
pose an unlawful obligation or liability upon a
person.

Appointment and tenure of judges

The relevant provisions of the Law on Courts
and Judges of 10 June 1997, in force before
the amendments adopted on 28 December
2004, and the relevant domestic law concern-
ing the status and composition of the Judicial
Legal Council, in force prior to the enactment
of the Law on the Judicial Legal Council of 28
December 2004, are summarised in Asadov
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and Others v. Azerbaijan ((dec.), no. 138/03, 12
January 2006).

Law No. 817-QD on Additions and Amend-
ments to the Law on Courts and Judges, of 28
December 2004 (“Law No. 817-11QD"), in force
from 30 January 2005, introduced a number
of amendments concerning, inter alia, the
process for the selection and appointment of
candidates for judicial office, terms of office of
judges, the code of judicial ethics, disciplinary
procedures in respect of judges and the immu-
nity of judges. Specifically, Articles 93-1 to 93-4
of the Law on Courts and Judges, as amended
by Law No. 817-I1QD, provide that candidates
for judicial office are selected by the Judge
Selection Committee, established by the Ju-
dicial Legal Council, according to a procedure
involving written and oral examinations and
long-term training courses where each candi-
date's performance is subsequently graded by
the Judge Selection Committee. In accordance
with Article 96 of the Law on Courts and Judg-
es, as amended by Law No. 817-1IQD, judges
are initially appointed for a five-year term and,
during this term, must attend a judicial training
course at least once. If following the initial five-
year term no professional shortcomings are
detected in the judge's work, he or she is reap-
pointed to an indefinite term of office (expir-
ing at the age of 65 or, in exceptional cases, 70)
pursuant to a recommendation by the Judicial
Legal Council. Prior to the latter amendment,
judges were appointed for fixed terms of five
or ten years, depending on the court in which
they served.

Clause 1 of the Transitional Provisions of Law
No. 817-11QD provided as follows:

“The terms of office of judges of the courts
of the Republic of Azerbaijan who were ap-
pointed before 1 January 2005 shall expire on
the date of the appointment of new judges to
those courts ..."

The Law on the Judicial Legal Council of 28
December 2004 provides that the Judicial Le-
gal Council has 15 members (including rep-
resentatives of the executive and legislative
authorities, judges of various courts, and rep-
resentatives of the prosecution authorities and
the Bar Association) and is a body competent
to organise the process of selecting candidates
for judicial office and submitting recommen-
dations to the President on judicial appoint-
ments, and to perform other tasks including
organising training courses for judges, provid-
ing logistical support to the courts and taking
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disciplinary measures against judges.

COUNCIL OF EUROPE
DOCUMENTS

The following are extracts from Resolution
1614 (2008) of the Parliamentary Assembly of
the Council of Europe on the functioning of
democratic institutions in Azerbaijan:

“19. As regards freedom of expression, the
Azerbaijani authorities should:

19.1.initiate the legal reform aimed at decrim-
inalising defamation and revise the relevant
civil law provisions to ensure respect for the
principle of proportionality, as recommended
in Resolution 1545 (2007); in the meantime, a
political moratorium should be reintroduced
so as to put an end to the use of defamation
lawsuits as a means of intimidating journalists

The following are extracts from the report by
the Council of Europe Commissioner for Hu-
man Rights, Mr Thomas Hammarberg, on his
visit to Azerbaijan, from 3 to 7 September 2007
(CommDH(2008)2, 20 February 2008):

“B. A matter of urgency: the decriminalisation
of defamation

69. At the time of the Commissioner's visit, it
was reported that there were seven journalists
in prison, out of whom four were for libel or
defamation under Articles 147 and 148 of the
Criminal Code. Both international monitoring
bodies and local NGOs claimed that charg-
ing individuals for defamation was used as
a means to avoid the dissemination of news
that could be detrimental to high-ranking of-
ficials or to other influential people. According
to the parliamentary assembly of the Council
of Europe rapporteurs, the number of charges
has grown in the last few years. Out of fear of
imprisonment journalists are compelled to re-
sort to self-censorship. In 2005, the President,
Mr Ilham Aliyev had called for abandoning
the use of criminal provisions in matters of
defamation, but this was not respected. Some
cases, which the Commissioner was informed
about point to abusive or unfair imprisonment
of journalists.

70. ... Indeed, many journalists remain incar-
cerated. Mr Eynulla Fatullayev, who was held
at the pre-trial detention centres on the prem-
ises of the Ministry for National Security is still
incarcerated. This journalist had criticised the
authorities' and armed forces' conduct dur-
ing the siege of Khojaly. His critical analysis of

=
O
Ll



32

CASE OF FATULLAYEV V AZERBAIJAN

the handling of the crisis cost him a two and
half year sentence for libel. Furthermore, in a
concerning stacking of incriminations, he was
sentenced on 30 October 2007 to an addition-
al eight and a half years, this time on charges
of terrorism and incitement to racial hatred.
When this journalist met the Commissioner,
he said that the fact that he had been jailed
was evidence of political pressure on him as
a journalist. After the decision on this second
sentence, he reiterated this comment. The
Commissioner mentioned his imprisonment
for libel to the authorities and called for his
immediate release. The Commissioner once
again urges the authorities to release Mr Ey-
nulla Fatullayev.

71. The authorities' response to questions
regarding this issue is that actions against
journalists are caused by their lack of profes-
sionalism, which leads them to writing in a

73. The Commissioner was encouraged by
talks he had on this issue with the Minister of
Justice. He recommends the launching of an
open public debate that would help define
a rights-based approach that would remove
defamation from the criminal books and of-
fer alternative protection to other rights and
interests. Council of Europe experts could
provide assistance in that respect. In order to
support the holding of that debate, the Presi-
dent could reiterate his 2005 declaration on a
moratorium on the use of the criminal provi-
sion. The Commissioner recommends, as a
first step, the release of all those, who have
been criminally prosecuted under the relevant
provisions of the criminal code.”

IV. INFORMATION NOTE ON THE

KHOJALY EVENTS

non-responsible manner and ignoring their 59
legal and ethical duties. There should indeed
be proper training and education of journal-
ists, who have a responsibility in the exercise
of their profession and should follow a code of
ethics in line with European standards. At the
same time, officials should allow easy access
to information and accept criticism inherent
to their position of accountability in society.

. Most of the facts of the reported massacre of
Azerbaijani civilians in Khojaly are contested
by the Azerbaijani and Armenian sides. As for
third-party sources, the following are extracts
from reports of international organisations and
human-rights NGOs concerning these events.

60. The background paper prepared by the Direc-
torate General of Political Affairs of the Council
of Europe, appended to the report by the Par-
liamentary Assembly's Political Affairs Commit-
tee on the conflict over the Nagorno-Karabakh
region dealt with by the OSCE Minsk Confer-
ence (rapporteur Mr D. Atkinson, 29 November

72. Nevertheless, the fundamental issue here
is whether people, in particular but not only
journalists, should be deprived of liberty and
other criminal law consequences on account
of views expressed. The supplementary issue,
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as already dealt with, is whether, where it still
exists as an offence under criminal law, as it
is the case in Azerbaijan, the prosecution of
defamation does not in fact lead to instanc-
es of abusive prosecution and/or excessive
sentences. There is clearly a general trend to
move towards a decriminalisation of defama-
tion in Europe today. International standards
allow the penalisation of defamation through
criminal law but only in cases of hate speech
directly intended at inciting violence. To cor-
roborate the requirement of intention, there
has to be a direct link between the intention
and the likeliness of the violence. ... In most
countries, the criminal route is not used: there
is @ moratorium on such laws. The criminali-
sation of defamation has a chilling effect on
freedom of expression. The legal framework
in Azerbaijan provides for a wide range of
possibilities for criminalisation, notably for
‘damage to honour and reputation'. Work on a
draft law on defamation has been going on for
more than a year, involving a working group
of parliamentarians and media experts, with
the support of the OSCE. Emphasis would be
shifted from criminal law to civil law.

61.

2004, Doc. 10364), states:

“In February 1992, almost day-to-day four
years after the Sumgait events, the ethnic
Armenian forces attacked the only airport in
[Nagorno-Karabakh], in Khojali, to the North
of the local capital. At the time, the population
of Khojali was 7000. The Azerbaijani view is
that the taking of Khojali, which left some 150
defenders of the airport dead, was followed
by unprecedented brutalities against the ci-
vilian population. In one day, reportedly 613
unarmed people were massacred and close
to 1300 were captured — many of them while
trying to flee through an alleged humanitarian
corridor. The Armenian side contests this view
and the number of casualties.

The Khojali massacre sparked an exodus of
Azerbaijanis and precipitated a political crisis
in Baku. Five years later, in 1997, President Ali-
yev issued a Decree referring to the tragedy as
the 'Khojali genocide'”
The following are extracts from the Human
Rights Watch World Report 1993 on the former
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Soviet Union:

“During the winter of 1992, Armenian forces
went on the offensive, forcing almost the
entire Azerbaijani population of the enclave
to flee, and committing unconscionable acts
of violence against civilians as they fled. The
most notorious of these attacks occurred on
February 25 in the village of Khojaly. A large
column of residents, accompanied by a few
dozen retreating fighters, fled the city as it fell
to Armenian forces. As they approached the
border with Azerbaijan, they came across an
Armenian military post and were cruelly fired
upon. At least 161 civilians are known to have
been murdered in this incident, although
Azerbaijani officials estimate that about 800
perished. Armenian forces killed unarmed
civilians and soldiers who were hors de
combat, and looted and sometimes burned
homes.”

ascertained number of civilians were killed on
the territory of Khojaly during the assault. The
Armenian side practically refused to provide
information about the number of people who
so perished. ...

According to the officials of the NKR [the self-
proclaimed 'Nagorno-Karabakh Republic], a
'free corridor' was provided for fleeing civil-
ians..., which began at the eastern side of the
town, passed along the river and continued to
the north-east, leading to Agdam and passing
Askeran to its left. ... According to the officials
of the NKR and those taking part in the assault,
the Khojaly population was informed about
the existence of this 'corridor' through loud-
speakers mounted on armoured personnel
carriers. ... NKR officials also noted that, sev-
eral days prior to the assault, leaflets had been
dropped on Khojaly from helicopters, urging
the Khojaly population to use the 'free corri-
dor'. However, not a single copy of such a leaf-

62. The Memorial Human Rights Centre, based in
Moscow, dispatched its observers to Nagorno-
Karabakh during the war. The following are ex-
tracts from the report by the Memorial Human
Rights Centre “On Mass Violations of Human
Rights in Connection with the Armed Capture
of the Town of Khojaly on the Night of 25 to 26

let has been provided to Memorial's observers
in support of this assertion. Likewise, no traces
of such leaflets have been found by Memo-
rial's observers in Khojaly. When interviewed,
Khojaly refugees said that they had not heard
about such leaflets. In Agdam and Baku, Me-
morial's observers have interviewed 60 per-

February 1992" (translated from Russian):

“As practically all refugees from Khojaly
claimed, military personnel from the 366th
Regiment took part in the assault on the
town. According to the information received
from the Armenian side, combat vehicles of
the 366th Regiment which took part in the
assault on the town shelled Khojaly but did
not actually enter the town. As the Armenian
side asserts, the participation of the military
personnel [from the 366th Regiment] was not
sanctioned by a written order from the Regi-
ment's command. ...

Part of the population started to leave Khojaly
soon after the assault began, trying to flee in
the direction of Agdam. There were armed
people from the town's garrison among some
of the fleeing groups. People left in two direc-
tions: (1) from the eastern side of the town in
the north-east direction along the river, pass-
ing Askeran to their left (this specific route,
according to Armenian officials, was provided
as a 'free corridor'); (2) from the northern side
of the town in the north-east direction, pass-
ing Askeran to their right (it appears that a
smaller number of refugees fled using this
route). Thus, the majority of civilians left Kho-
jaly, while around 200-300 people stayed in
Khojaly, hiding in their houses and basements.
As a result of the shelling of the town, an un-

sons who had fled Khojaly during the assault
on the town. Only one person out of those
interviewed said that he had known about
the existence of the 'free corridor' (he had
been told about it by a 'military man' from the
Khojaly garrison). ... Several days prior to the
assault, the representatives of the Armenian
side had, on repeated occasions, informed the
Khojaly authorities by radio about the upcom-
ing assault and urged them to immediately
evacuate the population from the town. The
fact that this information had been received
by the Azerbaijani side and transferred to Baku
is confirmed by Baku newspapers (Bakinskiy
Rabochiy). ...

A large column of inhabitants [of Khojaly]
rushed out of town along the river (route 1 -
[see above]). There were armed people from
the town garrison in some of the groups of
refugees. These refugees, who walked along
the 'free corridor'..., were fired upon, as a result
of which many people were killed. Those who
remained alive dispersed. Running [refugees]
came across Armenian military posts and were
fired upon. Some refugees managed to escape
to Agdam, some, mainly women and children
(the exact number is impossible to determine),
froze to death while wandering around in
mountains, some ... were captured ... The site
of the mass killing of refugees, as well as their
corpses, was filmed on videotape when the
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Azerbaijani units carried out an operation to
evacuate the corpses to Agdam by helicopter.
...Among the corpses filmed on the videotape,
the majority were those of women and elderly
people; there were also children among those
killed. At the same time, there were also peo-
ple in uniform among those killed. ... Within
four days, about 200 corpses were evacuated
to Agdam. A few score of corpses bore signs
of mutilation. ...

Official representatives of the NKR and mem-
bers of the Armenian armed forces explained
the death of civilians in the zone of the 'free
corridor' by the fact that there were armed
people fleeing together with the refugees,
who were firing at Armenian outposts, thus
drawing return fire, as well as by an attempt-
ed breakthrough by the main Azerbaijani
forces. According to members of the Arme-
nian armed forces, the Azerbaijani forces at-
tempted to battle through from Agdam in the
direction of the 'free corridor'. At the moment
when the Armenian outposts were fighting off
this attack, the first groups of Khojaly refugees
approached them from the rear. The armed
people who were among the refugees began
firing at the Armenian outposts. During the
battle, one outpost was destroyed ..., but the
fighters from another outpost, of whose exist-
ence the Azerbaijanis were unaware, opened
fire from a close distance at the people com-
ing from Khojaly. According to testimonies of
Khojaly refugees (including those published in
the press), the armed people inside the refu-
gee column did exchange gunfire with Arme-
nian outposts, but on each occasion the fire
was opened first from the Armenian side. ..."

THE LAW

ALLEGED VIOLATIONS OF ARTICLE
10 OF THE CONVENTION

63. The applicant complained under Articles 6,

10 and 13 of the Convention that each of his
criminal convictions for the statements he had
made in the newspaper articles and Internet
forums had amounted to an unjustified inter-
ference with his right to freedom of expression
and that, in this connection, his rights to a fair
trial and an effective remedy had also been
infringed in the relevant criminal proceedings.
Having regard to the circumstances of the
case, the Court considers that these complaints
fall to be examined solely under Article 10 of
the Convention, which reads as follows:

A

64.

65.

1

66

67.

“1. Everyone has the right to freedom of ex-
pression. This right shall include freedom to
hold opinions and to receive and impart in-
formation and ideas without interference by
public authority and regardless of frontiers.
This Article shall not prevent States from re-
quiring the licensing of broadcasting, televi-
sion or cinema enterprises.

2. The exercise of these freedoms, since it car-
ries with it duties and responsibilities, may be
subject to such formalities, conditions, restric-
tions or penalties as are prescribed by law and
are necessary in a democratic society, in the
interests of national security, territorial integ-
rity or public safety, for the prevention of dis-
order or crime, for the protection of health or
morals, for the protection of the reputation or
rights of others, for preventing the disclosure
of information received in confidence, or for
maintaining the authority and impartiality of
the judiciary.”

. Admissibility

The Court notes that these complaints are not
manifestly ill-founded within the meaning of
Article 35 § 3 of the Convention. It further
notes that they are not inadmissible on any
other grounds. They must therefore be de-
clared admissible.

Merits

The Court notes that the applicant was con-
victed and sentenced to prison terms in two
unrelated sets of criminal proceedings con-
cerning two separate sets of statements made
in different publications. Therefore, the Court
will examine separately whether there has
been a violation of Article 10 in respect of each
of the convictions.

. First criminal conviction

(a) The parties' submissions

. The Government submitted that the appli-

cant's conviction in the first set of criminal pro-
ceedings had been prescribed by law and had
been aimed at protecting the reputation and
rights of the plaintiffs.

As to the necessity of the interference, the Gov-
ernment submitted that the applicant's convic-
tion had been justified on account of the na-
ture of his statements concerning the Khojaly
events, a very sensitive issue for the Azerbaijani
people as a whole, and in particular for those
who lived and fought in that region. During the
events in question, at least 339 inhabitants of
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68.

69.

70.

Khojaly, including 43 children and 109 women,
had been killed, 371 persons had been taken
hostage, 200 had disappeared and 421 had
been wounded. The applicant's publications
asserted that some of those who had per-
ished had been killed by Azerbaijani fighters
and that, moreover, the corpses of the victims
had been mutilated by the Azerbaijanis. These
statements ran counter to the overwhelming
evidence indicating that those acts had been
committed by Armenian fighters who had
been assisted by the soldiers of the former So-
viet 366th Motorised Rifle Regiment stationed
in Nagorno-Karabakh. As such, the applicant's
statements damaged the reputation of those
plaintiffs who were former Khojaly inhabit-
ants and also accused those plaintiffs who had
fought in the battle of having committed seri-
ous crimes against humanity. The Government
maintained that, in making those statements,
the applicant had not acted in good faith and
had breached the ethics of journalism.

In the Government's submission, the appli-
cant's conviction served the purpose of pro-
tecting the right to respect for private life of the
plaintiffs, which was guaranteed by Article 8 of
the Convention. Article 17 of the Convention
prevented a person from relying on his or her
Convention rights (in the present case, on Ar-
ticle 10) in order to engage in activities aimed
at the destruction of any of the rights and free-
doms set forth in the Convention. In that con-
nection, the Government referred to the case
of D.. v. Germany (no. 26551/95, Commission
decision of 26 June 1996), in which the inter-
ference with the applicant's freedom of expres-
sion had been found to be compatible with the
Convention owing to the nature of his remarks,
in which he had denied the existence of gas
chambers at Auschwitz. In view of the above,
the Government concluded that, similarly, the
decisions of the domestic courts in the present
case had been based on the striking of a bal-
ance between a right protected under Article
8 of the Convention and a right protected un-
der Article 10 of the Convention, and that they
had correctly found that the reputation of the
survivors of the Khojaly events outweighed the
applicant's freedom to impart information of a
revisionist nature.

The applicant maintained that the domestic
courts had failed to provide any reasonable jus-
tification for the interference with his freedom
of expression.

The applicant agreed with the Government

71.

that the topic of the Khojaly massacre was
indeed a very sensitive issue. However, the
applicant noted that certain issues concern-
ing the events in question had not been fully
investigated. For example, he pointed out
that the figures produced by the Government
in the present case as to the total number of
Khojaly victims were inconsistent with other
official government sources, which estimated
the number of people killed at 613, including
106 women and 23 children, and the num-
ber of people wounded and missing at 487
and 1,257. Some private publications provided
different estimates. The applicant also noted
that former President Mutalibov, who himself
had been accused of failure to defend Khojaly,
had implied that some Azerbaijani military
units might have been responsible for failing
to prevent the high number of civilian casual-
ties. Some Azerbaijani military commanders,
including the former Commander of Internal
Troops F. Hajiyev, had been either accused or
even convicted of failing to organise the prop-
er defence of Khojaly and, thus, to prevent or
reduce losses among the civilian population.
According to the applicant, the main reason
why different sources provided divergent in-
formation concerning the exact number of
victims and the exact course of events during
the fall of Khojaly was that a thorough and con-
clusive investigation of the events in question
from the factual and historical point of view
had not yet been completed. Accordingly, the
applicant contended that, precisely because
the issue was very sensitive and important, a
public debate about these events was neces-
sary in order to establish the complete truth
and the responsibility of all the culprits of this
massacre. Likewise, in connection with these
events, there was also a need for a public de-
bate in the context of internal politics in Azer-
baijan, as the topic of the Khojaly massacre had
been used by former President Mutalibov, the
National Front Party and other political forces
in their political struggle for power.

The applicant noted that “The Karabakh Diary”
was an article written in the style of a report-
age, in which he had merely conveyed what
he had seen himself and what he had heard
from the people whom he had met during
his visit, and which contained only very brief
conclusions of his own on the basis of what
he had seen and heard from others. The appli-
cant argued that, in the article, he had merely
conveyed the statements of Slavik Arushanyan,
who had told the applicant his version of the
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72.

73.

74.

events during the interview. The article did not
directly accuse any of the plaintiffs or any other
specific Azerbaijani national of committing any
crime. Likewise, it did not contain any slander-
ous or humiliating remarks in respect of any
specific person and in respect of the people of
Khojaly in general.

The applicant noted that, in his article, there
was no statement asserting that any of the
Khojaly victims had been killed or mutilated by
Azerbaijani fighters. These specific statements
had been made by an unidentified person on
the Internet forums of the AzeriTriColor web-
site. The applicant insisted that these state-
ments had not been made by him and that,
despite his submissions to this effect before
the domestic courts, he had been convicted
mainly on the basis of these statements, which
had been made by someone else. In any event,
the statements did not deny the fact of the
"Khojaly tragedy”; they simply made assump-
tions as to what could possibly have caused it.
Even though these assumptions might have
been made in the absence of sufficient factual
basis, they should have been regarded as re-
course to a degree of exaggeration allowed by
the freedom of expression.

The applicant stressed that, while he had been
found to have provided a distorted historical
account of the Khojaly events, there was no
provision in Azerbaijani law defining any type
of liability for having suspicions about the Kho-
jaly massacre or even denying it. Therefore,
he could not be held liable on that account.
Instead, it had been found that his statements
had allegedly defamed the six plaintiffs in his
criminal case, even though neither “The Kara-
bakh Diary” nor the Internet forum postings
had specifically mentioned any of those per-
sons by name or otherwise.

The applicant argued that it was inappropriate
and unethical to draw analogies between the
present case and D.l. v. Germany (cited above).
He contended that, since the Khojaly events
had not yet received a conclusive legal assess-
ment, it was incorrect to equate them to the
Holocaust. There was a difference between a
State policy on deliberate murders of prisoners
in death camps and the loss of civilians who
had fallen victim to military operations during
a single battle. In the latter case, it could be ar-
gued that the Azerbaijani authorities shared a
part of the responsibility for casualties among
civilians, as they had not been able to prevent
the massacre by the Armenian troops. The ap-

75.

76

77.

plicant stressed that, in “The Karabakh Diary”,
he had been far from denying the fact of the
massacre and had not attempted to exonerate
those responsible. He had simply attempted
to convey to the Azerbaijani readers the views
of the Armenian population of Nagorno-Kara-
bakh on this subject. The article itself was moti-
vated by good will and constituted an attempt
at thawing the relations between the conflict-
ing parties.

Lastly, the applicant submitted that his criminal
convictions should be viewed in the context of
the Government's “aggressive policy” aimed at
suppressing the freedom of speech. He noted
that the situation in respect of the freedom of
expression had seriously deteriorated in recent
years and that an increasing number of journal-
ists were being attacked, arrested or convicted.
This had been reflected in a number of reports
by various international organisations. These
persecutions had resulted in self-censorship
among a number of critics of the Government.
The applicant further claimed that, in his case,
by convicting him, the authorities had been
primarily driven by the desire to suppress his
journalistic activity in general, as his writings
constantly criticised the Government's policies
and exposed public officials' involvement in
corruption and violations of civil and political
rights. His ongoing journalistic investigation
into the case of E. Huseynov (a journalist assas-
sinated in 2005) had implicated certain high-
ranking State officials, and as a result, prior to
the events of the present case, he had received
threats of arrest and conviction.

(b) The Court's preliminary remarks

. The discussion in the present judgment of the

applicant's statements on the Khojaly events is
intended solely for the purposes of the present
case, and is made in the context of the Court's
review of restrictions on debates of general
interest, in so far as relevant for determining
whether the national courts of the respondent
State overstepped their margin of appreciation
in interfering with the applicant's freedom of
expression. This judgment is not to be under-
stood as containing any factual or legal assess-
ment of the Khojaly events or any arbitration of
historical claims relating to those events.

Furthermore, the Court observes that, in con-
nection with his statements in “The Karabakh
Diary” and the related statements made in the
Internet forum postings, the applicant was
held liable in the civil proceedings and was
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78

79.

80.

81.

subsequently convicted on the basis of the
same statements in the criminal proceedings.
The Court notes, however, that the applicant
did not specifically complain under Article 10
about the civil action against him. Therefore,
the Court will examine solely the compatibility
with Article 10 of the applicant's criminal con-
viction; however, for the purposes of such ex-
amination, it will, where necessary, have regard
to the entirety of the factual circumstances
surrounding the alleged interference with the
applicant's rights.

(c) The Court's assessment

. The Court considers, and it was not disputed
by the Government, that the applicant's con-
viction by the national courts amounted to
an “interference” with his right to freedom of
expression. Such interference will infringe the
Convention if it does not satisfy the require-
ments of paragraph 2 of Article 10. It should
therefore be determined whether it was “pre-
scribed by law”, whether it pursued one or
more of the legitimate aims set out in that
paragraph and whether it was “necessary in a
democratic society” in order to achieve those
aims.

The applicant's conviction was indisputably
based on Articles 147.1 and 147.2 of the Crimi-
nal Code and was designed to protect “the rep-
utation or rights of others”, namely the group
of soldiers and civilian survivors of the Khojaly
events who had lodged the criminal complaint
against the applicant. Accordingly, the Court
accepts that the interference was “prescribed
by law” and had a legitimate aim under Article
10 § 2 of the Convention.

Consequently, the Court's remaining task is to
determine whether the interference was “nec-
essary in a democratic society”.

At the outset, the Court notes that it cannot ac-
cept the Government's reliance on Article 17 of
the Convention or their argument that the pre-
sent case is somehow similar to D.I. v. Germany
(cited above). The situation in the present case
is not the same as situations where the pro-
tection of Article 10 is removed by virtue of
Article 17 owing to the negation or revision of
clearly established historical facts such as the
Holocaust (see, mutatis mutandis, Lehideux
and Isorni v. France, 23 September 1998, §
47, Reports of Judgments and Decisions 1998-
VI). In the present case, the specific issues
discussed in “The Karabakh Diary” were the
subject of an ongoing debate (see paragraph

82.

83.

87 below). As the Court will discuss further be-
low, it does not appear that the applicant at-
tempted to deny the fact that the mass killings
of the Khojaly civilians had taken place or that
he expressed contempt for the victims of these
events. Rather, the applicant was supporting
one of the conflicting opinions in the debate
concerning the existence of an escape corridor
for the refugees and, based on that, expressing
the view that some Azerbaijani fighters might
have also borne a share of the responsibility for
the massacre. By doing so, however, he did not
seek to exonerate those who were commonly
accepted to be the culprits of this massacre,
to mitigate their respective responsibility or to
otherwise approve of their actions. The Court
considers that the statements that gave rise to
the applicant's conviction did not amount to
any activity infringing the essence of the values
underlying the Convention or calculated to de-
stroy or restrict the rights and freedoms guar-
anteed by it. It follows that, in the present case,
the applicant's freedom of expression cannot
be removed from the protection of Article 10
by virtue of Article 17 of the Convention.

The Court reiterates that, as a matter of general
principle, the “necessity” for any restriction on
freedom of expression must be convincingly
established. Admittedly, it is in the first place
for the national authorities to assess whether
there is a “pressing social need” for the restric-
tion and, in making their assessment, they en-
joy a certain margin of appreciation. In cases,
such as the present one, concerning the press,
the national margin of appreciation is circum-
scribed by the interest of the democratic soci-
ety in ensuring and maintaining a free press.
Similarly, that interest will weigh heavily in
the balance in determining, as must be done
under paragraph 2 of Article 10, whether the
restriction was proportionate to the legitimate
aim pursued (see Fressoz and Roire v. France
[GC], no. 29183/95, § 45, ECHR 1999-I).

The Court's task in exercising its supervisory
function is not to take the place of the com-
petent domestic courts but rather to review
under Article 10 the decisions they have taken
pursuant to their power of appreciation. This
does not mean that the supervision is limited
to ascertaining whether the respondent State
exercised its discretion reasonably, carefully or
in good faith; what the Court has to do is to
look at the interference complained of in the
light of the case as a whole, including the con-
tent of the comments held against the appli-
cant and the context in which he or she made
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84.

85.

86.

them (see Cumpdana and Mazare v. Romania
[GC], no.33348/96, § 89, ECHR 2004-XI).

In particular, the Court must determine wheth-
er the reasons adduced by the national author-
ities to justify the interference were “relevant
and sufficient” and whether the measure taken
was “proportionate to the legitimate aims pur-
sued”. In doing so, the Court has to satisfy itself
that the national authorities, basing them-
selves on an acceptable assessment of the
relevant facts, applied standards which were
in conformity with the principles embodied in
Article 10 (see, among many other authorities,
Chauvy and Others v. France, no. 64915/01, §
70, ECHR 2004-VI).

In the present case, the statements held
against the applicant concerned the Khojaly
massacre which took place in the course of the
war in Nagorno-Karabakh. More specifically, he
was found to have baselessly accused Azerbai-
jani fighters of killing some of the Khojaly vic-
tims and mutilating their corpses and, by do-
ing so, to have damaged the reputation of the
specific individuals who had lodged a criminal
complaint against him.

Owing to the fact that the Nagorno-Karabakh
war was a fairly recent historical event which
resulted in significant loss of human life and
created considerable tension in the region
and that, despite the ceasefire, the conflict is
still ongoing, the Court is aware of the very
sensitive nature of the issues discussed in the
applicant's article. The Court is aware that, es-
pecially, the memory of the Khojaly victims is
cherished in Azerbaijani society and that the
loss of hundreds of innocent civilian lives dur-
ing the Khojaly events is a source of deep na-
tional grief and is generally considered within
that society to be one of the most tragic mo-
ments in the history of the nation. In such
circumstances, it is understandable that the
statements made by the applicant may have
been considered shocking or disturbing by the
public. However, the Court reiterates that, sub-
ject to paragraph 2 of Article 10, the freedom of
expression is applicable not only to “informa-
tion” or “ideas” that are favourably received or
regarded as inoffensive or as a matter of indif-
ference, but also to those that offend, shock or
disturb the State or any sector of the popula-
tion. Such are the demands of pluralism, tol-
erance and broadmindedness without which
there is no “"democratic society” (see Handyside
v. the United Kingdom, 7 December 1976, §
49, Series A no. 24).

87. Moreover, the Court notes that it is an integral

part of freedom of expression to seek histori-
cal truth. At the same time, it is not the Court's
role to arbitrate the underlying historical is-
sues which are part of a continuing debate
between historians that shapes opinion as to
the events which took place and their interpre-
tation (see Chauvy and Others, cited above, §
69). The Court accordingly considers that it is
not its task to settle the differences in opinions
about the historical facts relating to the Khojaly
events. Therefore, without aiming to draw any
definitive conclusions in that respect, the Court
will limit itself to making the following observa-
tions, for the purposes of its analysis in the pre-
sent case. It appears that the reports available
from independent sources indicate that at the
time of the capture of Khojaly on the night of
25 to 26 February 1992 hundreds of civilians of
Azerbaijani ethnic origin were reportedly killed,
wounded or taken hostage, during their at-
tempt to flee the captured town, by Armenian
fighters attacking the town, who were report-
edly assisted by the 366th Motorised Rifle Regi-
ment (see paragraphs 60-62 above). However,
apart from this aspect, there appears to be a
lack of either clarity or unanimity in respect
of certain other aspects and details relating
to the Khojaly events. For example, there are
conflicting views as to whether a safe escape
corridor was provided to the civilians fleeing
their town (see, for example, the extracts from
the Memorial report in paragraph 62 above).
Likewise, there exist various opinions about
the role and responsibility of the Azerbaijani
authorities and military forces in these events,
with some reports suggesting they could have
done more to protect the civilians or that their
actions could have somehow contributed to
the gravity of the situation. Questions have
arisen whether the proper defence of the town
had been organised and, if not, whether this
was the result of a domestic political struggle
in Azerbaijan. Having regard to the above, the
Court considers that various matters related
to the Khojaly events still appear to be open
to ongoing debate among historians, and as
such should be a matter of general interest in
modern Azerbaijani society. In this connection,
the Court also reiterates that it is essential in a
democratic society that a debate on the causes
of acts of particular gravity which may amount
to war crimes or crimes against humanity
should be able to take place freely (see, muta-
tis mutandis, Lehideux and Isorni, cited above,
§ § 54-55).
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Another factor of particular importance for the
Court's determination of the present case is the
vital role of “public watchdog” which the press
performs in a democratic society (see Goodwin
v. the United Kingdom, 27 March 1996, § 39,
Reports 1996-11). Although it must not overstep
certain bounds, in particular in respect of the
reputation and rights of others, its duty is nev-
ertheless to impart — in @ manner consistent
with its obligations and responsibilities — in-
formation and ideas on political issues and on
other matters of general interest (see, among
many other authorities, De Haes and Gijsels
v. Belgium, 24 February 1997, § 37, Reports
1997-1, and Colombani and Others v. France,
no.51279/99, § 55, ECHR 2002-V).

The Court will first assess the statements made
by the applicant in “The Karabakh Diary”, and
thereafter proceed to assess the Internet forum
postings attributed to the applicant. As to “The
Karabakh Diary”, it is necessary to first have
regard to the general context and aim of this
newspaper article. Having examined the arti-
cle, the Court considers that it was written in
a generally descriptive style and had the aim of
informing Azerbaijani readers of the realities of
day-to-day life in the area in question. This, in
itself, constituted a matter of general interest,
as there was not much information of this type
available to average members of the public in
the circumstances of the ongoing conflict and
the public were entitled to receive information
about what was happening in the territories
over which their country had lost control in the
aftermath of the war. It also appears that the
author attempted to convey, in a seemingly
unbiased manner, various ideas and views of
both sides of the conflict. It was in this context
that the statements which were ultimately
held against the applicant were made.

Having regard to the passages containing the
statements held against the applicant (see
paragraph 12 above), it is generally not very
easy to differentiate the reported speech at-
tributable to other persons from the remarks
directly constituting the author's own point
of view. Specifically, the applicant stated that
the forces attacking Khojaly had left a corridor
for the civilians to escape. He further noted
that, while they had been using this corridor
for this purpose, some of them had been led
by Azerbaijani soldiers in another direction
where other Armenian units were located. He
also stated that the remainder of the escap-
ing refugees were hit by artillery fire from the
Azerbaijani side. It appears that these were not

9.

the applicant's own views, but that he was re-
porting what he had heard from other persons
(some unnamed Khojaly refugees whom he
had allegedly met earlier, and a representative
of the Nagorno-Karabakh Armenians). While he
reported the statements of these interviewees,
it does not necessarily mean that he did so
with the aim of proving the truth of what was
asserted in those statements; rather, he merely
conveyed other persons' opinions. However,
it can be argued that, as the topic progressed,
the author began mingling his own opinions
with those of his sources, as is evidenced by
phrases like "I can say, fully convinced, that...".
Here, he accepted that a corridor indeed ex-
isted and introduced a novel suggestion that
“it appears that the NFA battalions strived not
for the liberation of the Khojaly civilians but for
more bloodshed on their way to overthrow A.
Mutalibov”. However, this statement, whether
taken alone or in conjunction with the earlier
statements, left much room for speculation as
to what specifically the “NFA battalions” had
done to contribute to “more bloodshed”, and
did not contain any specific allegations as to
any acts they had carried out to this end.

[t must be noted in this context that it may
appear that the narration in the impugned
portion of the article was rather erratic, as a
result of which many statements appear to
be elusive, incomplete or even lacking a logi-
cal connection with one another. It is at times
difficult to follow the author's train of thought
and what specifically he meant to say, espe-
cially for a reader who is not very familiar with
the various intricacies of the topic under dis-
cussion. For example, after the statement that
part of the refugees were led by the Azerbaijani
soldiers in the direction of Nakhichevanik, the
narration immediately jumps to discussing the
other group of refugees, so it does not clearly
transpire what happened to the first group
next. It might have been implied that, having
been led in another direction (whether delib-
erately or not), the refugees had been unable
to escape through the designated corridor,
but came under enemy fire after they had ap-
proached unrelated enemy units which were
located near Nakhichevanik, while the other
group walked into friendly fire (whether delib-
erate or not). But none of the above was un-
ambiguously stated, and other interpretations
are also possible. As demonstrated by this
example, the statements made and conclu-
sions reached in the article were rather scant,
vague, unclearly worded and open-ended.

=
O
Ll



-
O
Ll

40

CASE OF FATULLAYEV V AZERBAIJAN

92.

93.

94.

The Court notes that “The Karabakh Diary” did
not constitute a piece of investigative journal-
ism focusing specifically on the Khojaly events
and considers that the applicant's statements
about these events were made rather in pass-
ing, parallel to the main theme of the article.
In this context, based on quite limited informa-
tion sources, the applicant advanced rather un-
clearly worded ideas to the effect that certain
Azerbaijani units had been partly responsible
for the plight of the Khojaly victims.

Accordingly, although the article contained
remarks that some of the Azerbaijani military
units (referred to as “NFA battalions”) had, to
a certain degree, shared responsibility with
the perpetrators of the mass killings, it did
not contain any statements directly accusing
the Azerbaijani military or specific individuals
of committing the massacre and deliberately
killing their own civilians, as such. As the role
and responsibility of the Azerbaijani authori-
ties in either failing to prevent or contributing
to the Khojaly events is the subject of ongo-
ing debate (see paragraph 87 above), the ap-
plicant as a journalist had a right under Article
10 to impart ideas concerning this matter. The
Court notes, in this connection, that journalis-
tic freedom also covers possible recourse to a
degree of exaggeration, or even provocation
(see, among other authorities, Bladet Tromsg
and Stensaas v. Norway [GC], no. 21980/93, §
59, ECHR 1999-lll). Even assuming that, in view
of the possible scarcity or questionable nature
of the applicant's information sources, his re-
marks in “The Karabakh Diary” concerning the
responsibility of some of the Azerbaijani de-
fenders of Khojaly might have been exagger-
ated, they nevertheless fell well short of directly
and specifically accusing them of committing
any war crimes.

As to the remarks made in postings on the
Internet forum of the AzeriTriColor website
which were attributed to the applicant, the
Court notes that the applicant denied making
them. Nevertheless, having regard to the en-
tirety of the evidence examined by the domes-
tic courts in order to determine the applicant's
authorship of these postings, the Court notes
that it appears to be quite convincing. In such
circumstances, the Court will accept that the
applicant's authorship of these statements had
been proved beyond reasonable doubt.

The following specific statements were made
in the forum postings: “... part of the Khojaly
inhabitants had been fired upon by our own
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[troops]... Whether it was done intentionally
or not is to be determined by investigators ...
[They were killed] not by [some] mysterious
[shooters], but by provocateurs from the NFA
battalions ... [The corpses] had been mutilated
by our own ..". The Court considers that these
assertions were very specific in that they ac-
cused unidentified “provocateurs” from “NFA
battalions” of shooting at their own civilians
and mutilating their bodies. The Court notes
that the author has not supported these state-
ments with any evidence and has not relied
on any specific sources. These statements
contained assertions which were different
from those made in “The Karabakh Diary”, in
that they accused some Azerbaijani fighters of
killing some of the victims (although perhaps
not intentionally), and of deliberately mutilat-
ing the corpses of victims. As such, they were
not of the same nature as mere hypothesising,
as in “The Karabakh Diary”, about Azerbaijani
soldiers' possible responsibility for failure to
prevent large-scale bloodshed, based on the
sourced information that an escape corridor
had existed and that the refugees had been
prevented from using it. In respect of these
Internet forum postings, the applicant has
not claimed that either the Khojaly refugees
or the Armenian officials interviewed by him,
who were his primary sources in “The Kara-
bakh Diary”, had ever specifically accused the
Azerbaijani military of mutilating the corpses
of their own civilians. In such circumstances, it
could be argued that the statements made in
the Internet forum postings could not be taken
as an example of the “degree of exaggeration”
or “provocation” permissible in the exercise of
journalistic freedom.

In this regard, the Court reiterates that the ex-
ercise of freedom of expression carries with it
duties and responsibilities, and the safeguard
afforded by Article 10 to journalists is subject
to the condition that they are acting in good
faith in order to provide accurate and reliable
information in accordance with the ethics of
journalism (see, among other authorities, Ra-
dio France and Others v. France, no. 53984/00,
§ 37, ECHR 2004-1l, and Colombani and Oth-
ers, cited above, § 65). In the present case, it
is not clear whether the applicant intended
to post these statements in his capacity as a
journalist providing information to the public,
or whether he simply expressed his personal
opinions as an ordinary citizen in the course of
an Internet debate. Nevertheless, it is clear that,
by posting under the username “Eynulla Fatul-
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layev”, the applicant, being a popular journalist,
did not hide his identity and that he publicly
disseminated his statements by posting them
on a freely accessible popular Internet forum,
a medium which in modern times has no less
powerful an effect than the print media. The
disseminated statements did not constitute
value judgments, but were of a specific factual
nature. While the truth of value judgments is
not susceptible to proof, the existence of facts
can be demonstrated (see De Haes and Gijsels,
cited above, § 42). Moreover, directly accusing
specific individuals of a specific form of mis-
conduct entails an obligation to provide a suf-
ficient factual basis for such an assertion (see,
mutatis mutandis, Mahmudov and Agazade v.
Azerbaijan, no. 35877/04 35877/04, § 45, 18
December 2008).

However, the Court considers that, in the cir-
cumstances of the present case, it is not re-
quired to reach any definitive conclusions as to
whether the above statements were support-
ed by a sufficient factual basis or whether they
were objectively true or false, for the following
reasons. The Court stresses that the applicant
was not convicted merely for having dissemi-
nated the above statements. Indeed, he was
not held liable for the act of, per se, disseminat-
ing allegedly revisionist statements concerning
historical events. Rather, the interference com-
plained of in the present case took the form of
a criminal conviction based on a finding that
the statements disseminated by the applicant
defamed specific individuals. Therefore, having
accepted that the statements in the Internet
forum postings were attributable to the appli-
cant and that they were false or unverified, it is
necessary to determine whether the domestic
courts provided sufficient and relevant reasons
for finding that those statements damaged the
reputation of those specific individuals.

The individuals in question were four Khojaly
refugees and two former soldiers who par-
ticipated in the criminal proceedings in the
capacity of private prosecutors. They claimed
that the statements made by the applicant
were slanderous and tarnished their honour
and dignity. Moreover, the two former soldiers
claimed that, by stating that the Azerbaijani
soldiers had killed civilians and mutilated their
corpses, the applicant had directly and falsely
accused them personally of having committed
grave crimes.

As to the alleged defamation of the Khojaly
refugees, the Court considers that there was

99.

nothing in “The Karabakh Diary” or the Internet
forum postings to suggest that the applicant
aimed to deny the fact of the mass killing of the
civilians or exculpate any suspected actual per-
petrators, be they Armenian fighters, person-
nel of the 366th Regiment or any other indi-
viduals or military units. None of the impugned
statements could be interpreted as doubting
the gravity of the suffering inflicted on the
Khojaly victims. While the author blamed the
“NFA battalions” of having shot at some of the
refugees and mutilated victims' bodies, it can-
not be said that this assertion was calculated to
humiliate or debase the victims of the Khojaly
events or to somehow imply that their fate was
less unfortunate. On the contrary, the applicant
expressed feelings of grief and deep sorrow
for the plight of the victims and the survivors
of what he referred to as the “Khojaly tragedy”.
For these reasons, the Court cannot agree with
the domestic courts' finding that the article
contained any statements undermining the
dignity of the Khojaly victims and survivors in
general and, more specifically, the four private
prosecutors who were Khojaly refugees.

As to the alleged false accusation that the
remaining two private prosecutors had com-
mitted grave crimes, the Court notes that
the applicant did indeed make accusatory
statements in respect of unidentified “provo-
cateurs” from “NFA battalions”. Even assum-
ing that these assertions lacked a sufficient
factual basis, the Court notes, firstly, that it is
clear that these statements did not appear to
implicate the entire Azerbaijani army or all of
the Azerbaijani military units who fought in
the region during the war or even all of those
who participated in the defence of Khojaly dur-
ing the battle of 25 to 26 February 1992. The
statements appeared to concern only a part
of the town's defenders, referred to as “NFA
battalions”. Secondly, the Court notes that
these statements did not accuse any specific
individuals by identifying them by name or
otherwise. In particular, neither of the two pri-
vate prosecutors who claimed to have fought
in the Khojaly battle was named or otherwise
identified either in “The Karabakh Diary” or in
the Internet forum postings. No reasoning was
advanced by the plaintiffs or by the domes-
tic courts to show that these two individuals
could be somehow identified as, or considered
otherwise representative of, the “provocateurs”
implicated in the applicant's statements. In
such circumstances, the Court considers that
it has not been convincingly established that
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the applicant's statements directly accused the
two plaintiffs of having personally committed
grave crimes.

100.Having regard to the above, the Court consid-
ers that, although “The Karabakh Diary” might
have contained certain exaggerated or provoc-
ative assertions, the author did not cross the
limits of journalistic freedom in performing his
duty to impart information on matters of gen-
eral interest. On the other hand, while certain
assertions in the Internet forum postings at-
tributed to the applicant might have arguably
lacked sufficient factual basis, it was not con-
vincingly shown that they were defamatory in
respect of the specific individuals acting as pri-
vate prosecutors in the applicant's case. In such
circumstances, the Court finds that the reasons
given by the domestic courts in support of the
applicant's conviction cannot be regarded as
relevant and sufficient and that, therefore, his
conviction on charges of defamation did not
meet a “pressing social need”.

101.Moreover, in any event, even assuming that
the interference met a “pressing social need”,
the Court considers that the requirement of
proportionality was not satisfied in the present
case.

102.The Court reiterates that the nature and sever-
ity of the penalties imposed are factors to be
taken into account when assessing the propor-
tionality of an interference with the freedom of
expression guaranteed by Article 10 (see, for
example, Ceylan v. Turkey [GC], no. 23556/94,
§ 37, ECHR 1999-IV; Skatka v. Poland, no.
43425/98 43425/98, § § 41-42, 27 May 2003;
and Pedersen and Baadsgaard v. Denmark
[GC], no. 49017/99, § 93, ECHR 2004-XI). The
Court must also exercise the utmost caution
where the measures taken or sanctions im-
posed by the national authorities are such as to
dissuade the press from taking part in the dis-
cussion of matters of legitimate public concern
(see Cumpdna and Mazare, cited above, §
111). Although the Contracting States are per-
mitted, or even obliged, by their positive ob-
ligations under Article 8 of the Convention to
regulate the exercise of freedom of expression
so as to ensure adequate protection by law of
individuals' reputations (see Pfeifer v. Austria,
no. 12556/03, § 35, ECHR 2007-XIl), they must
not do so in a manner that unduly deters the
media from fulfilling their role of informing the
public on matters of general public interest. In-
vestigative journalists are liable to be inhibited
from reporting on matters of general interest if

they run the risk, as one of the standard sanc-
tions imposable for unjustified attacks on the
reputation of private individuals, of being sen-
tenced to imprisonment. A fear of such a sanc-
tion inevitably has a chilling effect on the exer-
cise of journalistic freedom of expression (see
Mahmudov and Agazade, cited above, § 49).

103.In the instant case, the applicant was sentenced
to two years and six months' imprisonment.
This sanction was undoubtedly very severe, es-
pecially considering that the applicant had al-
ready been sued for the exact same statements
in the civil proceedings and, as a consequence,
had paid a substantial amount in damages. The
Court reiterates that, although sentencing is in
principle a matter for the national courts, the
imposition of a prison sentence for a press of-
fence will be compatible with journalists' free-
dom of expression as guaranteed by Article 10
of the Convention only in exceptional circum-
stances, notably where other fundamental
rights have been seriously impaired, as, for ex-
ample, in cases of hate speech or incitement
to violence (ibid., § 50; see also Cumpana and
Mazdre, cited above, § 115). The Court consid-
ers that the circumstances of the instant case
disclose no justification for the imposition of a
prison sentence on the applicant.

104. In view of the above, the Court finds that the
interference with the applicant's exercise of
his right to freedom of expression cannot be
considered “necessary in a democratic society”.

105. There has accordingly been a violation of Arti-
cle 10 of the Convention in respect of the ap-
plicant's first criminal conviction.

2. Second criminal conviction
(a) The parties' submissions

106.The Government submitted that the appli-
cant's conviction in the second set of criminal
proceedings had also been prescribed by law
and justified by “the interests of public safety”.

107.The Government agreed with the domestic
courts' assessment of the statements made by
the applicant in “The Aliyevs Go to War”. They
noted that this article, which concerned pos-
sible attacks on various facilities in Azerbaijan,
had appeared at a time of rising tension be-
tween Iran and a number of other members of
the international community, which had led to
widespread reports about possible military op-
erations against Iran, Azerbaijan's geographical
neighbour. In that context, the applicant had
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published a number of unverified and inaccu-
rate statements of fact. He had failed to com-
ply with the duties and responsibilities which
went hand in hand with journalistic freedom
and had failed to act in good faith and in com-
pliance with the ethics of journalism in order
to provide accurate and reliable information.
The information published by the applicant
had been obtained from various, sometimes
unidentified, sources which the applicant had
not verified by independent research.

108.For the above reasons, the Government con-

cluded that the domestic courts' decisions had
been based on striking a balance between the
interests of public safety and the applicant's
right protected by Article 10.

109.The applicant observed that the Government's

submissions concerning this part of the com-
plaint were “superficial and perfunctory”, in
the light of the seriousness of the offences of
which he had been convicted as a result of
merely publishing an analytical article.

110.The applicant submitted that, indeed, at the
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time when the article had been published
there had been tension in the region as a re-
sult of the deterioration in US-Iranian relations.
The worsening relations between Iran and the
US and the probability of a war between these
States were not the product of the applicant's
imagination; they could be deduced from nu-
merous statements by high-ranking US and
Iranian officials and politicians, including the
Presidents of those States. In their interviews at
the time, Iranian officials had unambiguously
stated that, in the event of a US attack on Iran,
various facilities in Azerbaijan would be subject
to an Iranian counter-attack.

."The Aliyevs Go to War” was analytical in nature

and derived information from many other arti-
cles concerning this matter, published in vari-
ous media outlets. The applicant noted that the
subject matter of the article was clearly a mat-
ter of public concern. The fact that Azerbaijan
was an active member of the US-led “anti-ter-
ror” coalition and had already sent peacekeep-
ing forces to Iraq and Afghanistan reinforced
the probability of Azerbaijan's involvement in
the US-Iranian war, if it were to take place. The
applicant noted that “hundreds of similar arti-
cles”, reflecting opinions and conclusions con-
cerning the possibility of an attack on Azerbai-
jan, had been published both before and after
the publication of his article. In support of this,
the applicant submitted several articles pub-

lished by local and foreign print media and on
Internet news sites in 2006 and 2007 (including
Zerkalo, Nash Vek, Russian Newsweek, Moscow
News and Kavkazskiy Uzel). All of these articles
discussed Azerbaijan's geopolitical role in the
context of US-Iranian relations and, on the ba-
sis of several remarks by Iranian officials, specu-
lated that, in the event of a US-Iranian war, it
was likely that Azerbaijan would also be in-
volved and that Iran could even attack certain
strategic facilities in Azerbaijani territory, such
as petroleum and gas pipelines and airports.

112.Moreover, the applicant noted that his article

had merely criticised the political decisions
of the Government, including the authorities'
personnel policies in the southern region of
the country, and had suggested that, by ap-
pointing officials from outside the region to
governing posts, the central authorities were
alienating the region's local population, con-
sisting largely of the Talysh minority. The article
touched upon the difficult social and econom-
ic situation in this region which, coupled with
potential separatist tendencies, were relevant
considerations in the context of a possible war
with neighbouring Iran. The applicant main-
tained that the publication of this article had
been the result of his obligation to provide the
newspaper's readers with comprehensive in-
formation about the events taking place in the
country and in the region.

113.The applicant noted that he had been convict-

ed under Articles 214.1 and 283 of the Criminal
Code, despite the fact that he had committed
none of the acts proscribed by those provi-
sions. He had neither been involved in any ter-
rorist activities, nor had he incited ethnic hos-
tility. He had not aimed to create fear among
the population or exert pressure on State au-
thorities by committing or threatening to com-
mit terrorist acts. He had merely published an
analysis of possible future events, based on the
information he had obtained from numerous
other sources. The applicant also noted that
the charges of tax evasion against him had
been fabricated and that this should also be
regarded as an interference with his freedom
of expression.

114.The applicant reiterated that the actual, under-

lying reason for his conviction was his journal-
istic activity in general, as he was a harsh critic
of the Government's policies, corruption and
violations of citizens' civil and political rights.

(b) The Court's assessment
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115.The applicant's conviction for publication of

the second article indisputably amounted to
an interference with the exercise of his right
to freedom of expression. The Court accepts
that this interference was prescribed by law;
in particular, by Articles 214.1 and 283.2.2 of
the Criminal Code. For the purposes of the fol-
lowing analysis, the Court will also accept the
Government's submission that the interfer-
ence pursued the legitimate aim of maintain-
ing public safety. Accordingly, it remains to
be determined whether the interference was
“necessary in a democratic society”.

116.In this connection, the Court reiterates the

general principles on the necessity of restric-
tions on the freedom of expression and its
own task in exercising its supervisory func-
tion under Article 10 § 2 of the Convention
(see paragraphs 82-84 above), as well as the
general principles concerning the role of the
press in a democratic society (see paragraph
88 above). Specifically, the Court again stresses
that there is little scope under Article 10 § 2
for restrictions on political speech or on debate
on questions of public interest. The Court also
reiterates that the limits of permissible criticism
are wider with regard to the government than
in relation to a private citizen or even a poli-
tician. In a democratic system the actions or
omissions of the government must be subject
to the close scrutiny not only of the legislative
and judicial authorities but also of public opin-
ion. Moreover, the dominant position which
the government occupies makes it necessary
for it to display restraint in resorting to criminal
proceedings when replying even to the unjus-
tified attacks and criticisms of its adversaries,
particularly where other means are available
(see Incal v. Turkey, 9 June 1998, § 54, Reports
1998-1V). Furthermore, where a publication
cannot be categorised as inciting to violence
or instigating ethnic hatred, Contracting States
cannot restrict, with reference to maintaining
public order and safety, the right of the public
to be informed of matters of general interest,
by bringing the weight of the criminal law to
bear on the media (see Stirek and Ozdemir
v. Turkey [GC], nos. 23927/94 and 24277/94,
§ 63, 8 July 1999, and Erdogdu v. Turkey, no.
25723/94, § 71, ECHR 2000-VI).

117.The Court notes that “The Aliyevs Go to War”

was an analytical article focusing on Azerbai-
jan's specific role in the greater picture of the
dynamics of international politics relating to
US-Iranian relations, which were relevant at the
time of the publication of the article. As such,

the publication was part of a political debate
on a matter of general and public concern. The
Court notes in this connection that it has been
its constant approach to require very strong
reasons for justifying restrictions on political
speech, since broad restrictions imposed in
individual cases would undoubtedly affect re-
spect for the freedom of expression in general
in the State concerned (see Feldek v. Slovakia,
no. 29032/95, § 83, ECHR 2001-VIll, and Kar-
man v. Russia, no. 29372/02, § 36, 14 Decem-
ber 2006).

118.The Court observes, more specifically, that the

applicant criticised the foreign and domestic
political moves made by the Azerbaijani Gov-
ernment, noting that the country's continued
close alliance with the US was likely to lead to
Azerbaijan's involvement in a possible US-Irani-
an war, which at the time of the publication in
question appeared to be a hot topic of the day
and was seriously discussed by various analysts
as a probable scenario in which a confronta-
tion between the US and Iran could devel-
op. The author further proposed a hypothetical
scenario of such a war, according to which Iran
would respond by bombing a number of fa-
cilities on the territory of Azerbaijan, which was
allegedly considered by Iran to be one of the
allies of the US in the region. The Court notes
that, indeed, the applicant was not the only
one to comment on the probability of this sce-
nario, as a number of other media sources had
also suggested during that period that, in the
event of a war, Azerbaijan was also likely to be
involved and, referring to specific statements
by Iranian officials, speculated about possible
specific targets for Iranian attacks, including
the Baku-Thilisi-Ceyhan pipeline and various
government facilities.

119.Arguably, the list of such “targets” provided by

the applicant was longer and more detailed.
However, in the Court's view, even assuming
that the applicant's sources concerning the al-
leged existence of such a “target list” had not
been fully verified, the fact that the applicant
published this list, in itself, neither increased
nor decreased the chances of a hypothetical
Iranian attack. Moreover, it has never been
claimed by the domestic authorities that, by
publishing this list, the applicant revealed any
State secrets or undermined any efforts of the
national military defence authorities. In the
context of the article as a whole, the inclusion
of this "target list” could be construed simply
as an attempt to convey to the readers a more
dramatic picture of the specific consequences
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of the country's possible involvement in a pos-
sible future war.

120.In this connection, the Court cannot accept

the Government's argument that the applicant
failed to support his “statements of fact” with
references to reliable sources. Firstly, as men-
tioned above, similar statements had been
made in numerous other publications. Sec-
ondly, the applicant's article contained the ap-
plicant's opinions about hypothetical scenarios
of possible future events and, as such, those
opinions were not susceptible of proof. Any
opinions about future events involve, by their
nature, a high degree of speculation. Whether
the scenarios proposed by the applicant were
likely or unlikely to happen was a matter of
public debate, and any reasonable reader
could be expected to understand the hypo-
thetical nature of the applicant's remarks about
the possible course of events in a future war.

121.The Court observes that the scope of the inter-

ference in the present case appeared to extend
to the publication in its entirety. In particular,
the domestic courts found inter alia that, by
criticising Azerbaijan's support for the “anti-
Iranian” UN resolution and writing about the
possibility of Iran bombing certain targets in
Azerbaijan, the applicant had committed the
offence of threat of terrorism under Article
214.1 of the Criminal Code. The Court notes
thatitis not for it to rule on the constituent ele-
ments of the offences under domestic law of
terrorism and threat of terrorism, by reviewing
whether the corpus delicti of “threat of terror-
ism” actually arose from the applicant's actions.
Itisin the first place for the national authorities,
notably the courts, to interpret and apply do-
mestic law (see, among many other authorities,
Lehideux and Isorni, cited above, § 50). The
Court's task is merely to review under Article 10
the decisions they delivered pursuant to their
power of appreciation. In so doing, it must
satisfy itself that the national authorities based
their decisions on an acceptable assessment of
the relevant facts (see paragraph 84 above; see
also Incal, cited above, § 48).

122.Having regard to the domestic courts' assess-

ment of the facts, the Court notes that, based
on a few (seemingly random) persons' testi-
monies, they found that the applicant's state-
ments were aimed at “frightening the popula-
tion” and had created panic among the public.
In this regard, the Court reiterates that the free-
dom of expression is applicable not only to
“information” or “ideas” that are favourably re-

ceived or regarded as inoffensive or as a matter
of indifference, but also to those that offend,
shock or disturb the State or any sector of the
population (see paragraph 86 above). It was
the applicant's task, as a journalist, to impart
information and ideas on the relevant political
issues and express opinions about possible fu-
ture consequences of specific decisions taken
by the Government. The Court considers that,
in doing so, he did not overstep any bounds set
by Article 10 § 2 of the Convention.

123.Furthermore, the Court notes that the domes-

tic courts characterised the applicant's state-
ments as threatening the Government with
destruction of public property and with acts
endangering human life, with the aim of ex-
erting influence on the Government to refrain
from taking political decisions required by na-
tional interests. However, having regard to the
circumstances of the case, the Court cannot
but conclude that the domestic courts' finding
that the applicant threatened the State with
terrorist acts was nothing but arbitrary. The ap-
plicant, as a journalist and a private individual,
clearly was not in a position to influence any of
the hypothetical events discussed in the article
and could not exercise any degree of control
over any possible decisions by the Iranian au-
thorities to attack any facilities in Azerbaijani
territory. Neither did the applicant voice any
approval of any such possible attacks, or argue
in favour of them. As noted above, the Court
considers that the article had the aim of in-
forming the public of possible consequences
(however likely or unlikely they might seem)
of the Government's foreign policy and, more
specifically, criticising the latter for making
certain decisions, such as supporting the “anti-
Iranian” UN Security Council Resolution. How-
ever, there is nothing in the article to suggest
that the applicant's statements were aimed at
threatening or “exerting influence” on the Gov-
ernment by any illegal means. In fact, the only
means by which the applicant could be said to
have “exerted influence” on the State authori-
ties in the present case was by exercising his
freedom of expression, in compliance with the
bounds set by Article 10, and voicing his disa-
greement with the authorities' political deci-
sions, as part of a public debate which should
take place freely in any democratic society.

124. In view of the above, the Court finds that the

domestic courts arbitrarily applied the criminal
provisions on terrorism in the present case.
Such arbitrary interference with the freedom
of expression, which is one of the fundamental
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freedoms serving as the foundation of a demo-
cratic society, should not take place in a state
governed by the rule of law.

125.Similarly, the Court is not convinced by the

reasons advanced by the domestic courts to
justify the applicant's conviction under Arti-
cle 283.2.2 of the Criminal Code. It notes that,
in the context of discussing the Government's
policies in connection with relations with the
US and Iran, the applicant voiced an opinion
that these policies, coupled with the central
authorities' alleged mistakes in domestic ad-
ministration, could result in political unrest
among the inhabitants of the country's south-
ern regions. The author mentioned that those
regions faced a number of social and economic
problems, such as unemployment and rising
drug use. He also noted that the local popula-
tion had expressed discontent with the central
authorities' tendency to appoint people from
outside the region to official positions within
the regional administration.

126.In the Court's view, the above issues raised in

the relevant passages of the applicant's article
could be considered a matter of legitimate
public concern which the applicant was enti-
tled to bring to the public's attention through
the press. The mere fact that he discussed the
social and economic situation in regions popu-
lated by an ethnic minority and voiced an opin-
jon about possible political tension in those
regions cannot be regarded as incitement to
ethnic hostility. Although the relevant pas-
sages may have contained certain categorical
and acerbic opinions and a certain degree of
exaggeration in criticising the central authori-
ties' alleged treatment of the Talysh minor-
ity, the Court considers nevertheless that they
contained no hate speech and could not be
said to encourage inter-ethnic violence or to
disparage any ethnic group in any way.

127.Having regard to the above, the Court finds

that the domestic courts failed to provide any
relevant reasons for the applicant's conviction
on charges of threat of terrorism and incite-
ment to ethnic hostility.

128.The Court also considers that the gravity of the

interference in the present case is exacerbated
by the particular severity of the penalties im-
posed on the applicant. Specifically, he was
sentenced to eight years' imprisonment on the
charge of threat of terrorism and to three years'
imprisonment on the charge of incitement to
ethnic hostility, which resulted, together with

previous sentences, in a merged sentence of
eight years and six months' imprisonment. The
circumstances of the case disclose no justifica-
tion for the imposition of a prison sentence on
the applicant. The Court considers that both
the applicant's conviction and the particularly
severe sanction imposed were capable of pro-
ducing a chilling effect on the exercise of jour-
nalistic freedom of expression in Azerbaijan
and dissuading the press from openly discuss-
ing matters of public concern.

129.In sum, the Court considers that the domestic

courts overstepped the margin of appreciation
afforded to them for restrictions on debates
on matters of public interest. The applicant's
conviction did not meet a “pressing social
need” and was grossly disproportionate to any
legitimate aims invoked. It follows that the in-
terference was not “necessary in a democratic
society”.

130.In view of this finding, the Court considers it

unnecessary to examine whether the appli-
cant's conviction for a tax offence could also be
linked to the interference with his freedom of
expression.

131.There has accordingly been a violation of Arti-

IL

cle 10 of the Convention in respect of the ap-
plicant's second criminal conviction.

ALLEGED VIOLATIONS OF ARTICLE
6 § 1 OF THE CONVENTION

132.Firstly, the applicant complained that, in the

first set of criminal proceedings, he had not
received a fair hearing by an impartial tribunal,
because Judge I. Ismayilov, who had heard the
criminal case, was the same judge who had
previously examined the civil action against
him. Secondly, he complained that he had not
been tried by a “tribunal established by law”",
because the term of office of the Yasamal Dis-
trict Court judges had expired prior to his trial,
and that, in both sets of criminal proceedings,
the domestic courts were not independent
from the executive. Article 6 § 1 of the Con-
vention provides as follows:

“In the determination of ... any criminal charge
against him, everyone is entitled to a fair ...
hearing ... by an independent and impartial
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tribunal established by law.”
“Impartial tribunal”

1. The parties' submissions

133.The Government submitted that the fact that

the same judge had examined a civil claim
against a person and later examined a criminal
case against that same person did not, in itself,
lead to the conclusion that the judge was not
independent and impartial.

134.The applicant submitted that the judge who

had already examined specific allegations
against him in the context of a civil action could
not have an impartial position when examining
the same allegations in subsequent criminal
proceedings. The applicant maintained that, in
the criminal proceedings, Judge Ismayilov had
routinely rejected his “lawful requests” and had
“by all possible means defended” the position
of the private prosecutors.

2. The Court's assessment

135.The Court notes that this complaint is not man-

ifestly ill-founded within the meaning of Article
35 § 3 of the Convention. It further notes that
it is not inadmissible on any other grounds. It
must therefore be declared admissible.

136.The Court further reiterates that the existence

of impartiality for the purposes of Article 6 §
1 must be determined according to a subjec-
tive test, that is, on the basis of the personal
conviction of a particular judge in a given
case, and also according to an objective test,
that is, ascertaining whether the judge offered
guarantees sufficient to exclude any legitimate
doubt in this respect (see Fey v. Austria, 24
February 1993, § 28, Series A no. 255-A). As to
the subjective test, the personal impartiality of
a judge must be presumed until there is proof
to the contrary (see Hauschildt v. Denmark, 24
May 1989, § 47, Series A no. 154). The mere
fact that the judge rejected all or most of the
applicant's requests does not constitute such
proof. Accordingly, the objective test should be
applied in the present case.

137.Under the objective test, it must be determined

whether, quite apart from the judge's personal
conduct, there are ascertainable facts which
may raise doubts as to his impartiality. In this
respect even appearances may be of a certain
importance. What is at stake is the confidence
which the courts in a democratic society must
inspire in the public and, above all, in the ac-
cused. This implies that in deciding whether in

a given case there is a legitimate reason to fear
that a particular judge lacks impartiality, the
standpoint of the accused is important but not
decisive. What is decisive is whether this fear
can be held to be objectively justified (see Fey,
cited above, § 30).

138.The Court notes, inter alia, that the nature of

liability under civil law is different from that
under criminal law, that different standards of
proof apply in civil and criminal cases, that a
criminal conviction does not preclude a find-
ing of civil liability arising from the same facts
and that, conversely, the existence of civil li-
ability does not necessarily entail a finding of
guilt under criminal law in respect of the same
actions by the defendant. For these reasons,
the Court considers that a situation where the
same judge examines the questions of both
civil liability and criminal liability arising from
the same facts does not necessarily affect the
judge's impartiality. Nevertheless, the Court
notes that whether the accused's fear of a lack
of impartiality can be considered to be objec-
tively justified depends on the special features
of each particular case (see Hauschildt, cited
above, § 49).

139.The Court considers that, in the assessment of

the special features of the present case, impor-
tance should be attached to the fact that the
proceedings in question concerned alleged
defamation of private individuals. Owing to
this specific subject matter of the proceedings,
the present case is not necessarily comparable
to other situations where both criminal and
civil liability may arise from the same facts. The
Court further notes that the applicant's fear
of a lack of impartiality was based on the fact
that Judge Ismayilov dealt with the questions
of his civil and criminal liability not simultane-
ously, but in two separate sets of proceedings,
with the civil case preceding the criminal case.
The Court notes that both sets of proceedings
concerned exactly the same set of allegedly
defamatory statements made by the applicant.
Ms Chaladze was the plaintiff in the first set of
proceedings, while in the second set of pro-
ceedings she was a representative of several
Khojaly refugees acting as private prosecutors.
She made essentially the same submissions in
both sets of proceedings. In each set of pro-
ceedings, in order to determine whether the
applicant was liable under either the civil or
criminal law on defamation, the judge had to
satisfy himself, inter alia, that the statements
made by the applicant were “false” (or unprov-
en) and that, as such, they tarnished the dignity
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of the survivors of the Khojaly events. In doing
50, the judge was called upon to assess essen-
tially the same or similar evidentiary material.
It appears that, under criminal law on defama-
tion, the judge had to additionally establish
the element of criminal intent by determining
whether the applicant “knowingly” dissemi-
nated defamatory statements (see paragraph
47 above). Nevertheless, the Court considers
that, having decided the civil case against the
applicant, the judge had already given an as-
sessment to the applicant's statements and
reached a conclusion that they constituted
false information tarnishing the dignity of Kho-
jaly survivors. In such circumstances, where the
applicant was subsequently prosecuted under
criminal law on defamation, doubts could be
raised as to the appearance of impartiality of
the judge who had already pronounced his
opinion concerning the same allegedly de-
famatory statements made by the applicant.
Accordingly, the Court considers that, in the
light of the special features of this particular
case, the applicant's fear of the judge's lack of
impartiality could be considered as objectively
justified.

140.There has accordingly been a violation of Ar-

ticle 6 § 1 of the Convention in this respect.

“Independent ... tribunal established by
law”

1. The parties' submissions

141.The Government noted that Judge Ismayilov

had indeed been appointed on 2 Septem-
ber 2000 for a five-year term. Under the Law
on Courts and Judges, effective at the mate-
rial time, his term had been due to expire on
3 September 2005. However, Law No. 817-11QD
of 28 December 2004, which entered into force
on 30 January 2005, had introduced amend-
ments to the Law on Courts and Judges which
concerned, inter alia, new provisions regulat-
ing the procedure for selection and appoint-
ment of judges and their terms of office. In
accordance with the Transitional Provisions of
the Law No. 817-1IQD, the terms of office of all
judges appointed before 1 January 2005 had
been extended until the date on which new
judges were appointed to the relevant courts
pursuant to the new amendments to the Law
on Courts and Judges. New judges had been
appointed to the Yasamal District Court on 28
July 2007. Until that date, the old judges of the
court, including Judge Ismayilov, had carried
out their judicial functions in accordance with

Law No. 817-QD. Therefore, the applicant's
case had been heard by a “tribunal established
by law”.

142.Lastly, the Government submitted that the ap-

plicant's allegations concerning the domestic
courts' lack of independence were unsubstan-
tiated.

143.The applicant reiterated his complaints. He also

challenged the “quality” of Law No. 817-11QD.
He noted that, coupled with the enactment
of the new Law on the Judicial Legal Council,
which had given the Judicial Legal Council
substantial powers in the process of selecting
judges, the Transitional Provisions of Law No.
817-QD made the judges “fully dependent
on the Judicial Legal Council’, because their
subsequent reappointment depended on the
latter.

2. The Court's assessment

144.The Court reiterates that the object of the term

“established by law" in Article 6 of the Conven-
tion is to ensure “that the judicial organisation
in a democratic society does not depend on
the discretion of the executive, but that it is
regulated by law emanating from Parliament”
(see Gurov v. Moldova, no. 36455/02, § 34,11
July 2006). The phrase “established by law" cov-
ers not only the legal basis for the very exist-
ence of a “tribunal” but also the composition of
the bench in each case (see Posokhov v. Russia,
no. 63486/00 63486/00, § 39, ECHR 2003-1V).

145.The Court notes that, in the present case, Law

No. 817-1lQD introduced amendments to the
domestic law regulating, inter alia, the pro-
cedure of appointment and terms of office of
judges. During the period of transition to this
reformed system and pending the finalisation
of new appointment procedures, the terms of
office of all judges appointed prior to 1 Janu-
ary 2005 were extended in accordance with
the Transitional Provisions of Law No. 817-11QD,
ostensibly with the purpose of ensuring the
uninterrupted functioning of the judicial sys-
tem. Thus, the term of office of Judge Ismayilov
had been extended by virtue of a parliamen-
tary enactment before the date when it was
due to expire under the law effective prior to
the reform and, contrary to what the applicant
claimed, did not expire until 28 July 2007, well
after the examination of the applicant's case
in the Yasamal District Court had been com-
pleted. Accordingly, in view of the fact that the
extension of Judge Ismayilov's term of office
had been necessitated by the transition to new
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rules on the appointment and terms of office
of judges, that he had initially been appointed
in accordance with all the requirements of the
Law on Courts and Judges (contrast Posokhov,
cited above, § 43, and Fedotova v. Russia, no.
73225/0173225/01, § § 41-42, 13 April 2006),
and that the extension of his term of office was
regulated by a law emanating from Parliament
(contrast Gurov, cited above, § 37), the Court
considers that the applicant was tried by a “tri-
bunal established by law”.

146.In so far as the applicant claimed that the exten-

sion of the judges' terms of office for an indefi-
nite “transitional” period compromised their
independence vis-a-vis the executive authori-
ties (whose representatives formed part of the
Judicial Legal Council, vested with the task of
selecting candidates for judicial office) during
that period, the Court notes that the applicant
appeared to be suggesting that certain execu-
tive authorities (which the applicant failed to
identify precisely) were somehow interested
in having him convicted and, therefore, had
unduly influenced Judge Ismayilov, whose
independence was allegedly compromised
following the enactment of Law No. 817-1IQD.
However, the Court notes that the first set of
criminal proceedings against the applicant was
instituted not by the State, but by private per-
sons under the private prosecution procedure.
In any event, the Court notes that the material
in its possession does not contain sufficient
evidence in support of the applicant's allega-
tions of undue pressure being exerted on the
domestic courts by the executive authorities.
Likewise, there is insufficient evidence of the
alleged lack of independence of the domestic
courts in the second set of criminal proceed-
ings.

147.1t follows that this part of the application is

manifestly ill-founded and must be rejected in
accordance with Article 35 § § 3 and 4 of the
Convention.

ITII. ALLEGED VIOLATION OF ARTICLE

6 § 2 OF THE CONVENTION

148.The applicant complained that the statement

made by the Prosecutor General to the press
on 31 May 2007 (see paragraphs 36 and 37
above) amounted to an infringement of his
right to the presumption of innocence secured
in Article 6 § 2 of the Convention, which pro-
vides as follows:

“Everyone charged with a criminal offence
shall be presumed innocent until proved
guilty according to law.”

A. Admissibility
1. The parties' submissions

149.The Government submitted that the applicant

had not exhausted all the available domestic
remedies in respect of this complaint. Firstly,
they noted that, pursuant to Articles 449-451 of
the CCrP, the applicant could have lodged with
the supervising court a complaint concerning
the “procedural steps or decisions of the prose-
cuting authority”, whereby he could have chal-
lenged the Prosecutor General's statements to
the press. Secondly, the applicant could have
alleged a violation of his presumption of inno-
cence by bringing a separate court action un-
der Article 147 of the Criminal Code or Chapter
27 of the CCP.

150.The applicant submitted that the remedies

mentioned by the Government were ineffec-
tive.

2. The Court's assessment

151.The Court reiterates that the purpose of the

domestic-remedies rule in Article 35 § 1 of the
Convention is to afford the Contracting States
the opportunity of preventing or putting right
the violations alleged before they are submit-
ted to the Court. However, the only remedies
to be exhausted are those that relate to the
breaches alleged and that, at the same time,
are available and sufficient. The existence of
such remedies must be sufficiently certain not
only in theory but also in practice, failing which
they will lack the requisite accessibility and ef-
fectiveness; it falls to the respondent State to
establish that these various conditions are sat-
isfied (see Vernillo v. France, 20 February 1991,
§ 27, Series A no. 198). The rule of exhaustion
of domestic remedies must be applied with
some degree of flexibility and without exces-
sive formalism. This rule is neither absolute nor
capable of being applied automatically. For the
purposes of reviewing whether it has been ob-
served, it is essential to have regard to the cir-
cumstances of the individual case. This means,
amongst other things, that the Court must
take realistic account not only of the existence
of formal remedies in the legal system of the
Contracting Party concerned, but also of the
general context in which they operate, as well
as the personal circumstances of the applicant
(see Akdivar and Others v. Turkey, 16 Septem-
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ber 1996, § 69, Reports 1996-1V).

152.As to the Government's argument that the

applicant had failed to make use of the proce-
dure specified in Articles 449-451 of the CCrP,
the Court notes that the relevant provisions
concern the possibility of lodging a complaint
against “procedural steps or decisions” of the
prosecuting authorities. In the present case,
the impugned statements were made by the
Prosecutor General not in the context of the
criminal proceedings themselves, but by way
of a statement to the press. Therefore, the
Court is not convinced that this statement to
the press constituted a “procedural step” or
“procedural decision” taken in the context of
the relevant criminal proceedings, and the
Government have not demonstrated by any
evidence (such as court decisions in similar
cases) that it qualified as such within the mean-
ing of Articles 449-451 of the CCrP.

153.Likewise, the Court is not convinced by the

Government's argument that the applicant
had failed either to institute separate criminal
proceedings accusing the Prosecutor General
of defamation under Article 147 of the Crimi-
nal Code, or to bring a separate civil lawsuit
complaining of a violation of his rights and ob-
ligations. The Court notes that, in the present
case, the applicant specifically complained to
the first-instance and higher courts about the
Prosecutor General's statements and alleged a
violation of his right under Article 6 § 2 of the
Convention. His complaints under the Conven-
tion were summarily rejected. In this connec-
tion, the Court reiterates that an individual is
not required to try more than one avenue of
redress when there are several available. It is for
the applicant to select the legal remedy that is
most appropriate in the circumstances of the
case (see, among other authorities, Airey v. Ire-
land, 9 October 1979, § 23, Series Ano. 32, and
Boicenco v. Moldova, no. 41088/05, § 80, 11
July 2006). The Government have not contest-
ed the effectiveness of the avenue of redress
which the applicant tried in the present case,
namely raising the issue of the presumption
of innocence before the courts called upon to
determine the criminal charges against him.
Even assuming that the remedies suggested
by the Government were capable of provid-
ing adequate redress, the Court considers that,
having raised the issue of the presumption of
innocence in the context of the criminal pro-
ceedings in question, the applicant should not
be required to embark on another attempt to
obtain redress by lodging a separate defama-

tion claim under criminal law or bringing a
civil action for damages (see, mutatis mutandis,
Hajibeyli v. Azerbaijan, no. 16528/05, § 43, 10
July 2008).

154.For these reasons, the Court dismisses the Gov-

ernment's objections as to the exhaustion of
domestic remedies.

155.Moreover, the Court notes that Article 6 § 2

applies to persons “charged with a criminal of-
fence”. At the time of the Prosecutor General's
interview to the press of 31 May 2007, the
criminal investigation under Article 214.1 of
the Criminal Code had already been instituted
by the MNS on 16 May 2007, and the applicant
had been transferred to the MNS detention
facility on 29 May 2007 pending the Sabail
District Court's decision to remand him in cus-
tody. Although the applicant had not been
formally indicted until 3 July 2007, his transfer
to the MNS detention facility formed part of
the investigation commenced on 16 May 2007
by the investigation department of the MNS
and thus made him a person “charged with a
criminal offence” within the meaning of Article
6 § 2. The Prosecutor General's remarks, made
in parallel with the MNS investigation, were ex-
plained by the existence of that investigation
and had a direct link with it (compare Allenet
de Ribemont v. France, 10 February 1995, § 37,
Series A no. 308). Therefore, Article 6 § 2 of the
Convention applies in this case.

156.The Court further notes that this complaint is

not otherwise manifestly ill-founded within the
meaning of Article 35 § 3 of the Convention
and is notinadmissible on any other grounds. It
must therefore be declared admissible.

B. Merits
1. The parties' submissions

157.The Government noted that Article 6 § 2 of

the Convention could not prevent the authori-
ties from informing the public, with all the nec-
essary discretion and circumspection, about
criminal investigations in progress. They sub-
mitted that the applicant's presumption of in-
nocence had not been violated in the present
case. They noted that the Prosecutor General's
comments had not depicted the applicant as
a criminal. The Prosecutor General had simply
commented on the reasons for instituting a
criminal case and informed the public that an
investigation was being conducted.

158.The applicant reiterated his complaint.
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was made (see Butkevicius v. Lithuania, no.
48297/99 48297/99, § 49, ECHR 2002-I1).

161.The Court notes that in the present case the

2. The Court's assessment

159.The Court reiterates that Article 6 § 2, in its
relevant aspect, is aimed at preventing the

undermining of a fair criminal trial by preju-
dicial statements made in close connection
with those proceedings. The presumption of
innocence enshrined in paragraph 2 of Article
6 is one of the elements of the fair criminal trial
that is required by paragraph 1 (see Allenet de
Ribemont, cited above, § 35). It not only pro-
hibits the premature expression by the tribunal
itself of the opinion that the person “charged
with a criminal offence” is guilty before he has
been so proved according to law (see Minelli v.
Switzerland, 25 March 1983, § 38, Series A no.
62), but also covers statements made by other
public officials about pending criminal investi-
gations which encourage the public to believe
the suspect guilty and prejudge the assess-
ment of the facts by the competent judicial au-
thority (see Allenet de Ribemont, cited above,
§ 41, and Daktaras v. Lithuania, no. 42095/98,
§ § 41-43, ECHR 2000-X). The Court stresses
that Article 6 § 2 cannot prevent the authori-
ties from informing the public about criminal
investigations in progress, but it requires that
they do so with all the discretion and circum-
spection necessary if the presumption of inno-
cence is to be respected (see Allenet de Ribe-
mont, cited above, § 38).

160.1t has been the Court's consistent approach

that the presumption of innocence will be
violated if a judicial decision or a statement by
a public official concerning a person charged
with a criminal offence reflects an opinion that
he is guilty before he has been proved guilty
according to law. It suffices, even in the ab-
sence of any formal finding, that there is some
reasoning suggesting that the court or the
official regards the accused as guilty. A funda-
mental distinction must be made between a
statement that someone is merely suspected
of having committed a crime and a clear decla-
ration, in the absence of a final conviction, that
an individual has committed the crime in ques-
tion. The Court has consistently emphasised
the importance of the choice of words by pub-
lic officials in their statements before a person
has been tried and found guilty of a particular
criminal offence (see Khuzhin and Others v.
Russia, no. 13470/02, § 94, 23 October 2008,
with further references). Whether a statement
of a public official is in breach of the principle
of the presumption of innocence must be de-
termined in the context of the particular cir-
cumstances in which the impugned statement

impugned statement was made by the Pros-
ecutor General in an interview to the press, in a
context independent of the criminal proceed-
ings themselves. The Court acknowledges that
the fact that the applicant was a well-known
journalist required the State officials, including
the Prosecutor General, to keep the public in-
formed of the alleged offence and the ensuing
criminal proceedings. However, this circum-
stance cannot justify the lack of caution in the
choice of words used by officials in their state-
ments. Moreover, in the present case, the state-
ment at issue was made just a few days follow-
ing the institution of the criminal investigation.
[t was particularly important at this initial stage,
even before the applicant had been formally
charged, not to make any public allegations
which could have been interpreted as confirm-
ing the guilt of the applicant in the opinion of
an important public official.

162.The Prosecutor General's statement was re-

ported, with almost identical word-for-word
quotations, in at least two popular news me-
dia outlets. It is true that the statement was
very succinct and that it appeared to have
been aimed at informing the public about the
fact of, and the reasons for, the institution of
criminal proceedings against the applicant.
Nevertheless, the statement unequivocally de-
clared that the applicant's article published in
his newspaper “indeed contain[ed] a threat of
terrorism”. Moreover, following a brief explana-
tion as to the content of the applicant's publi-
cation, the Prosecutor General made a further
declaration that “this information constitutes
a threat of terrorism”. Given the high position
held by the Prosecutor General, particular cau-
tion should have been exercised in the choice
of words for describing the pending criminal
proceedings. The Court considers that these
specific remarks, made without any qualifica-
tion or reservation, amounted to a declaration
that the applicant had committed the criminal
offence of threat of terrorism. Thus, these re-
marks prejudged the assessment of the facts
by the competent judicial authority and could
not but have encouraged the public to believe
the applicant guilty before he had been proved
guilty according to law.

163.There has accordingly been a violation of Arti-

cle 6 § 2 of the Convention.
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IV. OTHER ALLEGED VIOLATIONS OF

THE CONVENTION

A. Article 3 of the Convention

164.The applicant complained about the condi-

tions of his pre-trial detention. In particular, he
alleged that, during his detention in Detention
Facility No. 1, he had not been allowed to re-
ceive newspapers and magazines. He had been
handcuffed and searched when taken out of
his cell for questioning or other purposes. As to
his conditions of detention after his transfer to
the MNS detention facility, he alleged that he
had not been allowed personal visits and that
he had been held alone in a cell measuring
8 square metres, which had been badly venti-
lated and in which an electric light had been
switched on throughout the day and night. He
had been allowed to take a hot shower once a
week and had had to wash his underwear him-
self using the cold water in his cell.

165.Even assuming that there were effective rem-

edies available to the applicant in respect of
the conditions of his detention and that he has
exhausted those remedies, the Court considers
that the applicant's description of his condi-
tions of detention does not disclose an appear-
ance of ill-treatment reaching the minimum
level of severity required under Article 3 of the
Convention. It follows that this complaint is
manifestly ill-founded and must be rejected in
accordance with Article 35 § § 3 and 4 of the
Convention.

peal against that conviction was pending the
Supreme Court's examination. In this connec-
tion, the Court notes that, in determining the
period of detention pending trial, the period
to be taken into consideration begins on the
day the accused is taken into custody and ends
on the day when the charge is determined,
even if only by a court of first instance (see, for
example, Hummatov v. Azerbaijan (dec.), nos.
9852/03 and 13413/04, 18 May 2006). In the
present case, the criminal charge in the first set
of criminal proceedings against the applicant
was determined on 20 April 2007 and, from
that date, he was detained “after conviction by
a competent court” within the meaning of Ar-
ticle 5 § 1 (a) of the Convention. Even though,
for whatever reason, an order for the appli-
cant's “pre-trial detention” was made in the
second set of proceedings subsequently to his
conviction in the first set of criminal proceed-
ings, no issue arises under Article 5 § § 1 (c)
and 3 of the Convention in respect of the ap-
plicant's detention after that date, as there was
already another “lawful” basis for his detention
during that period. The Court considers that no
issue arises in the present case under Article 5
§ 4 either.

168.1t follows that this complaint is manifestly ill-

founded and must be rejected in accordance
with Article 35 § § 3 and 4 of the Convention.

C. Other complaints

169.The applicant complained under Article 6 §
3 (a) of the Convention that he had not been
informed promptly of the nature and cause of

B. Article 5 of the Convention

166.The applicant complained under Article 5 § §
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1(c), 3 and 4 of the Convention about the Sabail
District Court's decision of 3 July 2007 remand-
ing him in custody, delivered in the context of
the second set of criminal proceedings. In par-
ticular, he complained that there had been no
reasonable suspicion that he had committed a
crime and that the domestic courts had failed
to give sufficient reasons for his detention on
remand.

167.The Court notes that, prior to the Sabail Dis-

trict Court's detention order of 3 July 2007,
the applicant had already been convicted and
sentenced to a prison term on 20 April 2007
in the first set of criminal proceedings. That
conviction had been upheld by the Court of
Appeal on 6 June 2007 and, at the time of the
detention order of 3 July 2007 in the second
set of criminal proceedings, a cassation ap-

the accusation against him in the second set of
proceedings. He also complained under Article
7 that, in both sets of criminal proceedings, the
acts for which he had been convicted did not
constitute a criminal offence. Lastly, he com-
plained under Article 8 of the Convention that
the searches conducted on 22 May 2007 in his
flat and the newspapers' office had violated his
right to respect for his home.

170.In the light of all the material in its possession,

and in so far as the matters complained of are
within its competence, the Court finds that
these complaints do not disclose any appear-
ance of a violation of the rights and freedoms
set out in the Convention or its Protocols. It
follows that these complaints are manifestly ill-
founded and must be rejected in accordance
with Article 35 § § 3 and 4 of the Convention.
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V. APPLICATION OF ARTICLES 46

AND 41 OF THE CONVENTION

A. Article 46 of the Convention
171.Article 46 of the Convention provides:

“1. The High Contracting Parties undertake to
abide by the final judgment of the Court in any
case to which they are parties.

2. The final judgment of the Court shall be
transmitted to the Committee of Ministers,
which shall supervise its execution.”

172.In the context of the execution of judgments in

accordance with Article 46 of the Convention,
a judgment in which the Court finds a breach
of the Convention imposes on the respondent
State a legal obligation under that provision to
put an end to the breach and to make repara-
tion for its consequences in such a way as to
restore as far as possible the situation existing
before the breach. If, on the other hand, nation-
al law does not allow — or allows only partial -
reparation to be made for the consequences
of the breach, Article 41 empowers the Court
to afford the injured party such satisfaction as
appears to it to be appropriate. It follows, inter
alia, that a judgment in which the Court finds
a violation of the Convention or its Protocols
imposes on the respondent State a legal ob-
ligation not just to pay those concerned the
sums awarded by way of just satisfaction, but
also to choose, subject to supervision by the
Committee of Ministers, the general and/or, if
appropriate, individual measures to be adopt-
ed in its domestic legal order to put an end to
the violation found by the Court and make all
feasible reparation for its consequences in such
a way as to restore as far as possible the situa-
tion existing before the breach (see Maestri v.
Italy [GC], no. 39748/98 39748/98, § 47, ECHR
2004-I; Assanidze v. Georgia [GC], no. 71503/01
71503/01, § 198, ECHR 2004-ll; and /lascu
and Others v. Moldova and Russia [GC], no.
48787/99 48787/99, § 487, ECHR 2004-VII).

173.The Court reiterates that its judgments are

essentially declaratory in nature and that, in
general, it is primarily for the State concerned
to choose, subject to supervision by the Com-
mittee of Ministers, the means to be used in
its domestic legal order in order to discharge
its obligation under Article 46 of the Conven-
tion, provided that such means are compat-
ible with the conclusions set out in the Court's
judgment (see, among other authorities, Oca-
lan v. Turkey [GC], no. 46221/99 46221/99, §

210, ECHR 2005-1V; Scozzari and Giunta v. ltaly
[GC], nos. 39221/98 39221/98 and 41963/98,
§ 249, ECHR 2000-VIll); and Brumdrescu v.
Romania (just satisfaction) [GC], no. 28342/95,
§ 20, ECHR 2001-I). This discretion as to the
manner of execution of a judgment reflects
the freedom of choice attached to the primary
obligation of the Contracting States under the
Convention to secure the rights and freedoms
guaranteed (Article 1) (see Papamichalopoulos
and Others v. Greece (Article 50), 31 October
1995, § 34, Series A no. 330-B).

174.However, exceptionally, with a view to help-

ing the respondent State to fulfil its obligations
under Article 46, the Court will seek to indicate
the type of measure that might be taken in or-
der to put an end to a violation it has found
to exist. In such circumstances, it may propose
various options and leave the choice of meas-
ure and its implementation to the discretion of
the State concerned (see, for example, Bronio-
wski v. Poland [GC], no. 31443/96, § 194, ECHR
2004-V). In certain cases, the nature of the vio-
lation found may be such as to leave no real
choice as to the measures required to remedy
it and the Court may decide to indicate only
one such measure (see, for example, Assanidze,
cited above, § 202).

175.The Court reiterates its above findings that

both instances of interference with the appli-
cant's freedom of expression were not justified
under Article 10 § 2 of the Convention. In par-
ticular, in both instances, there existed no jus-
tification for imposing prison sentences on the
applicant. The Court notes that, whereas the
applicant was also convicted of a (prima facie
unrelated) tax offence, by the date of delivery
of the present judgment he has already served
the part of the total sentence corresponding
to that offence (four months' imprisonment),
and that currently he is serving, in essence, the
heavier part of the sentence corresponding to
the press offences in respect of which the rel-
evant violations have been found.

176.In such circumstances, in view of the above

findings of violations of Article 10 of the Con-
vention, it is not acceptable that the applicant
still remains imprisoned. Accordingly, by its
very nature, the situation found to exist in the
instant case does not leave any real choice as
to the measures required to remedy the viola-
tions of the applicant's Convention rights.

177 Therefore, having regard to the particular cir-

cumstances of the case and the urgent need to
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put an end to the violations of Article 10 of the
Convention, the Court considers that, as one
of the means to discharge its obligation under
Article 46 of the Convention, the respondent
State shall secure the applicant's immediate
release.

or to explain the method of calculation of the
value of his media outlets and other estimated
figures. They also submitted that the applicant
had failed to provide any evidence that any of
his possessions had been confiscated; instead,
he had produced only a search record and a re-

cord confirming that one of his employees had
submitted two computers to the authorities for
investigation purposes.

B. Article 41 of the Convention
178.Article 41 of the Convention provides:

“If the Court finds that there has been a 183.The Court points out that under Rule 60 of the
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violation of the Convention or the Protocols
thereto, and if the internal law of the High
Contracting Party concerned allows only par-
tial reparation to be made, the Court shall, if
necessary, afford just satisfaction to the in-
jured party.”

1. Damage

(a) Pecuniary damage

179.The applicant claimed that, as a result of his

conviction, he had been forced to close down
several mass-media outlets which belonged to
him personally: two newspapers, two Internet
sites and one journal. He estimated the total
value of these businesses at 203,652 euros
(EUR), based on the initial capital invested to
start them. He also claimed that, as the sole
owner of the Realny Azerbaijan and Glindalik
Azarbaycan newspapers, he had sustained a
loss of personal profit, in the estimated total
amount of EUR 230,136 per year, for each year
the newspapers had not been produced. He
further claimed EUR 16,568 for advance rental
payments for the newspapers' offices, which
he had been unable to use after his conviction.

180.He further claimed pecuniary damage in re-

spect of certain possessions that had been al-
legedly “confiscated” by the authorities during
the searches of his flat and his editorial office,
including: (a) several “photo archives” and oth-
er “investigative journalistic materials”, which
he valued at EUR 27,098; (b) computer equip-
ment costing 23,000 US dollars; and (c) certain
pieces of furniture from the editorial office, es-
timated to cost EUR 7,287.

181.Lastly, the applicant claimed EUR 8,146 in re-

spect of the expenses that his parents had al-
legedly incurred in commuting to the prison
to visit him, in providing him with food parcels
in order to complement his prison diet, and for
telephone communications with him.

182.The Government submitted that the applicant

had failed to provide sufficient documentary
evidence in support of any of the above claims

Rules of the Court, any claim for just satisfac-
tion must be itemised and submitted in writing
together with the relevant supporting docu-
ments or vouchers, failing which the Court may
reject the claim in whole or in part.

184.As to the applicant's claims in respect of the

value of the media outlets he had to close
down and his loss of earnings, the Court notes
that the applicant has not raised a complaint
before the Court concerning the termination
of activities of his newspapers and other media
outlets. In any event, he has not submitted any
documents or any other evidence in support of
his claims in respect of the amounts invested in
those media outlets and in respect of his future
earnings from operating them as their owner
and editor-in-chief. In particular, no records
of past profits have been submitted. Likewise,
the applicant has not submitted sufficient evi-
dence in respect of the loss of advance rental
payments.

185.As to the claims in respect of the allegedly con-

fiscated property, the Court notes that, apart
from the 23 computers seized from the news-
papers' offices and confiscated pursuant to the
Assize Court's judgment, it is unable to deter-
mine from the material in its possession that
any of the other alleged property has indeed
been permanently confiscated and that all of
it had belonged personally to the applicant. As
to the claim in respect of the confiscated com-
puter equipment, the Court notes that the ap-
plicant has submitted no evidence in support
of his estimates as to its value.

186.As to the remaining claims, the Court does not

discern any causal link between the violations
found and the pecuniary damage alleged.

187.For the above reasons, the Court rejects the

applicant's claims in respect of pecuniary dam-
age.

(b) Non-pecuniary damage

188.The applicant claimed EUR 70,000 in respect of
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non-pecuniary damage.

189.The Government submitted that the finding of

a violation would constitute sufficient repara-
tion in respect of any non-pecuniary damage
suffered.

190.In the light of the specific circumstances of

the present case, the particular gravity of the
violations of the applicant's freedom of expres-
sion and the fact that he had been sentenced
to long-term imprisonment for press offences
without any relevant justification, and bearing
in mind that by the time of the examination
of the present application he had spent more
than two years in prison, the Court considers
that the applicant must have undoubtedly
endured serious moral suffering which can-
not be compensated solely by the finding of
violations. Moreover, although the Court has
found above that the alleged pecuniary dam-
age was unsupported or not fully supported
by relevant evidence, it does not find it unrea-
sonable to suppose that the applicantincurred
other forms of damage which were directly
due to the violations found (compare flascu
and Others, cited above, § 489). The Court
considers that, in this case, the above circum-
stance should also be taken into account when
assessing the award for damages.

191.Making its assessment on an equitable basis, as

required by Article 41 of the Convention, the
Court awards the applicant the sum of EUR
25,000 in respect of non-pecuniary damage,
plus any tax that may be chargeable on this
amount.

2. Costs and expenses

192.The applicant also claimed EUR 602 for the

costs and expenses incurred before the do-
mestic courts and EUR 2,200 for those incurred
before the Court. He also claimed EUR 520
for translation expenses. In support of these
claims, he submitted statements from a law of-
fice whose lawyers had represented him in the
domestic proceedings, a copy of the contract
for legal services in the Strasbourg proceed-
ings, and copies of receipts issued by a transla-
tion company.

193.The Government submitted that the evidence

submitted by the applicant was insufficient to
conclude that the expenses claimed had been
actually incurred.

194.According to the Court's case-law, an applicant

is entitled to the reimbursement of costs and

expenses only in so far as it has been shown
that these have been actually and necessarily
incurred and were reasonable as to quantum.
In the present case, regard being had to the in-
formation in its possession and the above crite-
ria, the Court considers it reasonable to award
the sum of EUR 2,822 covering costs under all
heads, plus any tax that may be chargeable to
the applicant on this amount.

3. Default interest

195.The Court considers it appropriate that the de-

fault interest should be based on the marginal
lending rate of the European Central Bank,
to which should be added three percentage
points.

FOR THESE REASONS, THE COURT

1.

Declares unanimously the complaints under
Article 10, Article 6 § 1 (concerning the al-
leged lack of impartiality) and Article 6 § 2 of
the Convention admissible and the remainder
of the application inadmissible;

Holds unanimously that there has been a
violation of Article 10 of the Convention in
respect of the applicant's first criminal convic-
tion;

Holds unanimously that there has been a
violation of Article 10 of the Convention in
respect of the applicant's second criminal
conviction;

Holds unanimously that there has been a vio-
lation of Article 6 § 1 of the Convention;

Holds unanimously that there has been a vio-
lation of Article 6 § 2 of the Convention;

Holds by six votes to one that the respondent
State shall secure the applicant's immediate
release;

Holds unanimously

(a) that the respondent State is to pay the
applicant, within three months from the
date on which the judgment becomes fi-
nal in accordance with Article 44 § 2 of
the Convention, EUR 25,000 (twenty-five
thousand euros), plus any tax that may be
chargeable, in respect of non-pecuniary
damage, and EUR 2,822 (two thousand
eight hundred and twenty-two euros),
plus any tax that may be chargeable to the
applicant, in respect of costs and expens-
es, to be converted into New Azerbaijani
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manats at the rate applicable at the date
of settlement;

(b) that from the expiry of the above-men-
tioned three months until settlement sim-
ple interest shall be payable on the above
amounts at a rate equal to the marginal
lending rate of the European Central Bank
during the default period plus three per-
centage points;

8. Dismisses unanimously the remainder of the
applicant's claim for just satisfaction.

Done in English, and notified in writing on 22 April
2010, pursuant to Rule 77 § § 2 and 3 of the Rules
of Court.

Seren Nielsen, Registrar
Christos Rozakis, President
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E-MAIL, SURVEILLANCE, SECRET, PRIVATE LIFE, DEMOC-
RACY, CORRESPONDENCE, MISUSE OF POWER.

tion at the same time as its admissibility (Article
29 § 3).

THE FACTS

L
IN THE CASE OF KENNEDY V. THE UNITED KINGDOM,

The European Court of Human Rights (Fourth Sec-
tion), sitting as a Chamber composed of:

Lech Garlicki, Preident, 5.
Nicolas Bratza,

Giovanni Bonello,

Ljiljana Mijovic,

Paivi Hirvela,

Ledi Bianku,

Nebojsa Vucini¢, judges,

and Lawrence Early, Section Registrar,

Having deliberated in private on 27 April 2010,

Delivers the following judgment, which was adopt-
ed on that date:

PROCEDURE

1. The case originated in an application (no.
26839/05) against the United Kingdom of
Great Britain and Northern Ireland lodged with
the Court under Article 34 of the Convention
for the Protection of Human Rights and Fun-
damental Freedoms (“the Convention”) by a
British national, Mr Malcolm Kennedy (“the ap-
plicant”), on 12 July 2005.

2. The applicant was represented by N. Mole of
the AIRE Centre, a non-governmental organi-
sation based in London. The United Kingdom
Government (“the Government”) were repre-
sented by their Agent, Ms E. Willmott of the
Foreign and Commonwealth Office.

3. The applicant complained about an alleged in-
terception of his communications, claiming a
violation of Article 8. He further alleged that the
hearing before the Investigatory Powers Tribu-
nal was not attended by adequate safeguards
as required under Article 6 and, under Article
13, that he had as a result been denied an ef-
fective remedy.

4. On 14 November 2008 the Vice-President of
the Fourth Section decided to give notice of 7.
the application to the Government. It was also
decided to examine the merits of the applica-

A.

THE CIRCUMSTANCES OF THE
CASE

Background facts

On 23 December 1990, the applicant was ar-
rested for drunkenness and taken to Hammer-
smith Police Station. He was held overnightin a
cell shared by another detainee, Patrick Quinn.
The next day, Mr Quinn was found dead with
severe injuries. The applicant was charged with
his murder. The applicant alleged that the po-
lice had framed him for the murder in order to
cover up their own wrongdoing. In September
1991, the applicant was found guilty of the
murder of Mr Quinn and was sentenced to life
imprisonment. In February 1993, his conviction
was overturned on appeal. At a first retrial, one
of the police officers, a key prosecution wit-
ness, failed to appear. He was subsequently de-
clared mentally unstable and was withdrawn
from the proceedings. Following a second
retrial, the applicant was convicted in 1994 of
manslaughter and sentenced to nine years' im-
prisonment. The case was controversial in the
United Kingdom on account of missing and
conflicting police evidence which led some -
including a number of Members of Parliament
- to question the safety of the applicant’s con-
viction.

In 1996, the applicant was released from pris-
on. Following his release, he became active in
campaigning against miscarriages of justice
generally. He subsequently started a removal
business called Small Moves, undertaking
small moves and van hire in London. Although
his business did well at the beginning, he sub-
sequently began to experience interference
with his business telephone calls. He alleged
that local calls to his telephone were not being
put through to him and that he was receiving a
number of time-wasting hoax calls. The appli-
cant suspected that this was because his mail,
telephone and email communications were
being intercepted. As a result of the interfer-
ence, the applicant’s business began to suffer.

The applicant believed that the interception of
his communications was directly linked to his
high profile case and his subsequent involve-
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ment in campaigning against miscarriages of
justice. He alleged that the police and security
services were continually and unlawfully re-
newing an interception warrant — originally au-
thorised for the criminal proceedings against
him - in order to intimidate him and under-
mine his business activities.

Domestic proceedings

On 10 July 2000 the applicant made subject
access requests to MI5 and GCHQ (the United
Kingdom's intelligence agencies responsible
for national security) under the Data Protec-
tion Act 1998 ("DPA" — see paragraphs 21 to
22 below). The object of the requests was to
discover whether information about him was
being processed by the agencies and to obtain
access to the content of the information. Both
requests were refused on the basis that the
information requested was exempt from the
disclosure requirements of the 1998 Act on the
grounds of national security under certificates
issued by the Secretary of State on 22 July 2000
(MI5) and 30 July 2000 (GCHQ).

On 6 July 2001 the applicant lodged two com-
plaints with the Investigatory Powers Tribunal
("IPT"). First, the applicant complained under
sections 65(2)(b) and 65(4) of the Regulation
of Investigatory Powers Act 2000 (“RIPA” — see
paragraphs 25 to 80 below) that his communi-
cations were being intercepted in “challenge-
able circumstances’, within the meaning of
section 65(7) RIPA (i.e. under an interception
warrant or in circumstances in which there
ought to have been an interception warrant or
where consideration ought to have been given
to obtaining an interception warrant). Second,
the applicant complained under sections 6(1)
and 7(1) of the Human Rights Act 1998 ("HRA")
and section 65(2)(a) RIPA that there was an un-
lawful interference with his rights under Article
8 of the Convention.

. The applicant’s Grounds of Claim and Com-

plaint outlined the grounds for bringing the
proceedings as follows:

“4(a) That the authorities’ conduct was, and s,
incompatible with his rights under Article 8 of
the Convention and a violation of equivalent
rights of his at common law. Such conduct is
unlawful as a result of HRA s. 6(1) and forms
the basis for a complaint under RIPA s. 65.

(b) To the extent any such conduct purports
to have the authority of a warrant issued or
renewed under RIPA Part | or the correspond-

1.

12.

ing predecessor provisions of the Interception
of Communications Act 1985 (“IOCA"), the is-
sue and renewal of that warrant, as well as the
conduct itself, has at all times lacked the nec-
essary justification, whether under the express
provisions of RIPA Part | (or IOCA), Article 8(2)
of the Convention, or the general law.

(c) Moreover the authorities’ conduct was and
is unlawful because in breach of the require-
ments of the Data Protection Act 1998 (“DPA").
Conduct in breach of those requirements
takes place in challengeable circumstances
under RIPA s. 65(4) and (7) and is also incom-
patible with the Complainant’s rights under
Article 8 of the Convention.

5. In addition, the Complainant relies in these
proceedings on his right to a fair hearing un-
der Article 6(1) of the Convention. In light of
that right, the Complainant makes certain
submissions about the way in which these
proceedings ought to be conducted ...

The applicant requested specific directions
regarding the conduct of the proceedings in
order to ensure the protection of his Conven-
tion rights under Article 6 § 1. In particular, he
requested that his arguments and evidence be
presented at an oral hearing; that all hearings
be conducted in public; that there be mutual
disclosure and inspection between the parties
of all witness statements and evidence upon
which parties sought to rely and exchange of
skeleton arguments in relation to planned le-
gal submissions; that evidence of each party be
heard in the presence of the other party or their
legal representatives, with oral evidence being
open to cross-examination by the other party;
that any opinion received from a Commission-
er be disclosed to the parties, who would have
the opportunity to make oral representations
in light of it; that each party be able to apply
for a derogation from any of the above in rela-
tion to a particular piece of evidence; and that,
following its final determination, the IPT state
its findings and give reasons for its conclusions
on each relevant issue. He argued that to the
extent that the IPT's rules of procedure (see
paragraphs 84 to 87 below) prevented the di-
rections sought, they were incompatible with
his right to a fair hearing.

The Grounds of Claim and Complaint referred
to the applicant’s belief that his communica-
tions were being intercepted and that any war-
rant in place was being continually renewed.

. Paragraph 13 of the Grounds of Claim and

Complaint noted:
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“So far as the proceedings are brought in reli-
ance on HRA s. 7(1)(a) or (b), the Complainant
submits that:

(@) The interception, and retention or other
processing of intercept product, by any of the
Respondents amounts to an interference with
the Complainant’s right to respect for private
life and correspondence protected by Article
8(1) of the Convention;

(b) The interception and processing have at
no time been in accordance with the law as
required by Article 8(2);

(c) The interception and its purported authori-
sation (if any), and processing, have at no time
been justified as necessary in a democratic so-
ciety as required by Article 8(2).”

16.

cedure, provided for by RIPA Part |;

(b) an order ... quashing or cancelling any war-
rant or authorisation relating to any such in-
terception;

(c) an order requiring the destruction of any
product of such interception ...

(d) an award of compensation ... and/or dam-
ages ... for the loss and damage sustained by
the Complainant in consequence of the mat-
ters complained of (including economic loss
resulting from interference with his business
communications).”

On 23 January 2003, the IPT, presided over by
Lord Justice Mummery, issued a joint Ruling on
Preliminary Issues of Law in the applicant’s case
together with a case involving a complaint by

14. Paragraph 14 of the Grounds of Claim and British-Irish Rights Watch and others in which a
Complaint expanded on the applicant’s sub- similar challenge to the IPT's Rules was made
missions: (see paragraphs 84 to 87 below).
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“In particular, the Complainant submits that:

(a) the proper inference from the circumstanc-
es described by the Complainant, amplified
by the refusal of the [authorities] to deny the
activities alleged, is that it is established on
the balance of probabilities that the intercep-
tion and processing took place. At minimum
there is a reasonable likelihood that intercep-
tion and processing ... has taken place and
continues to take place (Hewitt and Harman
v. UK, 12175/86, EComHR Report 9.5.89, paras.
26-32).

(b) The interception is not in accordance with
the law so far as involving a breach of any re-
quirement of the DPA (including the Data Pro-
tection Principles) ...

(c) The complainant poses no risk to national
security nor in his case could any other ground
for authorising interception of his communi-
cations reasonably be considered to exist. It
cannot be said that interception of his com-
munications has at any material time been
a necessary or proportionate interference ...
with his rights under Article 8(1).”

15. As to remedies, the Grounds of Claim and
Complaint noted the following:

“17. If the Tribunal finds that the Complainant
succeeds on the claim or complaint, it is asked
to make ...:

(a) a final order prohibiting each Respondent
from intercepting any communication by the
Complainant ... or retaining or otherwise pro-
cessing the product of any such interception,
except on the grounds, and subject to the pro-

17.

On 9 December 2004, the IPT, again presided
over by Lord Justice Mummery, issued a sec-
ond ruling on preliminary issues of law in the
applicant’s case. In the introduction to its rul-
ing, the IPT summarised the case before it as
follows:

“1.0n 6 July 2001 the Complainant made (a)
a complaint to the Tribunal under the Regu-
lation of Investigatory Powers Act ... and (b) a
claim under the Human Rights Act 1998 ... in
respect of alleged ongoing interception by
one or more of the respondent agencies (the
Security Service, GCHQ and the Commissioner
of Police for the Metropolis) over a period dat-
ing back to June 1996 ...

2. The Complainant also alleges harassment,
intrusive surveillance, interference with prop-
erty, removal of documents, interference with
a web site and e-mails and interception of
privileged communications by the respond-
ent agencies.

3. The Complainant seeks a final order prohib-
iting the agencies from intercepting any com-
munication by him in the course of its trans-
mission by means of a telecommunications
system or retaining or otherwise processing
the product of any such interception except
on the grounds and subject to the procedure
provided by RIPA Part I.

4. He also seeks an order requiring the de-
struction of any product of such interception
held by each respondent, whether or not ob-
tained pursuant to any warrant or authorisa-
tion; and an award of compensation under s
67(7) RIPA and/or damages sustained by the
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18.

20.

IL

21

22.

2.

23.

24.

Complainant in consequence of the matters
complained of.”

The ruling dealt with a number of matters relat-
ing to the extent of its jurisdiction in respect of
the applicant’s complaints relating to conduct
prior to the entry into force of RIPA.

. Following its ruling of 9 December 2004, the

IPT proceeded to examine the applicant’s spe-
cific complaints in private.

On 17 January 2005, the IPT notified the ap-
plicant that no determination had been made
in his favour in respect of his complaints. This
meant either that there had been no intercep-
tion or that any interception which took place
was lawful.

RELEVANT DOMESTIC LAW AND
PRACTICE

. Applicable legislation

. Subject access requests under the Data

Protection Act ("DPA”) 1998

Section 7(1) DPA grants individuals the right to
request details of any information about them
held by persons or organisations which record,
store, or process personal data.

Under section 28 DPA, personal data is exempt
from disclosure under section 7(1) if an exemp-
tion is required for the purpose of safeguarding
national security.

The Human Rights Act 1998

The HRA incorporates the Convention into
United Kingdom law. Section 6(1) provides that
it is unlawful for a public authority to act in a
way which is incompatible with a Convention
right, except where it is constrained to act in
that way as a result of primary legislation which
cannot be interpreted so as to be compatible
with Convention rights. Under section 7(1),
a person claiming that a public authority has
acted unlawfully under section 6(1) may bring
proceedings against it in the appropriate court
orrely on the Convention rightin any legal pro-
ceedings.

Under section 4(2), if a court is satisfied that a
provision of primary legislation is incompatible
with a Convention right, it may make a declara-
tion of that incompatibility. “Court”, in section
4, is defined as meaning the Supreme Court;
the Judicial Committee of the Privy Council;

w

25.

26.

27.

28.

29

30

the Court Martial Appeal Court; in Scotland,
the High Court of Justiciary (sitting otherwise
than as a trial court) or the Court of Session; or
in England and Wales or Northern Ireland, the
High Court or the Court of Appeal. Section 4(6)
clarifies that a declaration of incompatibility
does not affect the validity, continuing opera-
tion or enforcement of the legislative provision
in question and is not binding on the parties to
the proceedings in which it is made.

. Interception warrants

Since 2 October 2000, the interception of com-
munications has been regulated by the Regu-
lation of Investigatory Powers Act 2000 (“RIPA”").
The explanatory notes which accompany RIPA
explain that the main purpose of RIPA is to en-
sure that investigatory powers are exercised in
accordance with human rights.

Section 71 RIPA provides for the adoption of
codes of practice by the Secretary of State in
relation to the exercise and performance of his
powers and duties under the Act. Draft codes
of practice must be laid before Parliament and
are public documents. They can only enter into
force in accordance with an order of the Sec-
retary of State. The Secretary of State can only
make such an order if a draft of the order has
been laid before Parliament and approved by a
resolution of each House.

Under section 72(1) RIPA, a person exercising
or performing any power or duty relating to
interception of communications must have
regard to the relevant provisions of a code of
practice. The provisions of a code of practice
may, in appropriate circumstances, be taken
into account by courts and tribunals under
section 72(4) RIPA.

The Interception of Communications Code of
Practice (“the Code") entered into force on 1
July 2002. It is now available on the Home Of-
fice website.

(a) Theissue of an interception warrant

. Interception is permitted in several cases, ex-

haustively listed in section 1(5) RIPA. Section
1(5)(b), the relevant provision in the present
case, provides that interception is lawful if au-
thorised by an interception warrant. Any un-
lawful interception is a criminal offence under
section 1(1).

. Section 2(2) defines “interception” as follows:

“For the purposes of this Act, but subject to
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31

32.

33.

34.

the following provisions of this section, a per-
son intercepts a communication in the course
of its transmission by means of a telecommu-
nication system if, and only if, he—

(a) so modifies or interferes with the system,
or its operation,

(b) so monitors transmissions made by means
of the system, or

(c) so monitors transmissions made by wire-
less telegraphy to or from apparatus com-
prised in the system,

as to make some or all of the contents of the
communication available, while being trans-
mitted, to a person other than the sender or
intended recipient of the communication.”

Section 5(1) allows the Secretary of State to is-
sue a warrant authorising the interception of
the communications described in the warrant.
Under section 5(2), no warrant for interception
of internal communications (i.e. communica-
tions within the United Kingdom) shall be is-
sued unless the Secretary of State believes:

“(a) that the warrant is necessary on grounds
falling within subsection (3); and

(b) that the conduct authorised by the war-
rant is proportionate to what is sought to be
achieved by that conduct.

Section 5(3) provides:

“Subject to the following provisions of this
section, a warrant is necessary on grounds
falling within this subsection if it is necessary—

(a) in the interests of national security;

(b) for the purpose of preventing or detecting
serious crime; [or]

(c) for the purpose of safeguarding the eco-
nomic well-being of the United Kingdom ..."

The term “national security” is not defined in
RIPA. However, it has been clarified by the In-
terception of Communications Commissioner
appointed under RIPA’s predecessor (the Inter-
ception of Communications Act 1985) who, in
his 1986 report, stated that he had adopted the
following definition:

“[activities] which threaten the safety or well-
being of the State, and which are intended
to undermine or overthrow Parliamentary
democracy by political, industrial or violent
means.”

Section 81(2)(b) RIPA defines “serious crime”
as crime which satisfies one of the following

35.

36.

37.

38.

39.

criteria:

“(a) that the offence or one of the offences that
is or would be constituted by the conductis an
offence for which a person who has attained
the age of twenty-one and has no previous
convictions could reasonably be expected to
be sentenced to imprisonment for a term of
three years or more;

(b) that the conduct involves the use of vio-
lence, results in substantial financial gain or is
conduct by a large number of persons in pur-
suit of a common purpose.”

Section 81(5) provides:

“For the purposes of this Act detecting crime
shall be taken to include-

(a) establishing by whom, for what purpose,
by what means and generally in what circum-
stances any crime was committed; and

(b) the apprehension of the person by whom
any crime was committed;

and any reference in this Act to preventing or
detecting serious crime shall be construed ac-
cordingly ..."

Under section 5(4), the Secretary of State must,
when assessing whether the requirements
in section 5(2) are met, consider whether the
information sought to be obtained under the
warrant could reasonably be obtained by other
means.

Section 5(5) provides that a warrant shall not
be considered necessary for the purpose of
safeguarding the economic well-being of the
United Kingdom unless the information which
it is thought necessary to obtain is information
relating to the acts or intentions of persons
outside the British Islands.

Section 7(2)(a) requires the Secretary of State
personally to issue all warrants of the nature at
issue in the present case, except in cases of ur-
gency where he must nonetheless personally
authorise the issuing of the warrant. Section
6(2) provides an exhaustive list of those who
may apply for an interception warrant, includ-
ing the heads of national intelligence bodies,
heads of police forces and the Customs and
Excise Commissioners.

Paragraphs 2.4 to 2.5 of the Code provide addi-
tional guidance on the application of the pro-
portionality and necessity test in section 5(2):

“2.4 Obtaining a warrant under the Act will
only ensure that the interception authorised



CASE OF KENNEDY V THE UNITED KINGDOM

65

is a justifiable interference with an individual’s
rights under Article 8 of the European Conven-
tion of Human Rights (the right to privacy) if
it is necessary and proportionate for the inter-
ception to take place. The Act recognises this
by first requiring that the Secretary of State
believes that the authorisation is necessary
on one or more of the statutory grounds set
out in section 5(3) of the Act. This requires him
to believe that it is necessary to undertake the
interception which is to be authorised for a
particular purpose falling within the relevant
statutory ground.

2.5 Then, if the interception is necessary,
the Secretary of State must also believe that
it is proportionate to what is sought to be
achieved by carrying it out. This involves bal-
ancing the intrusiveness of the interference,
against the need for it in operational terms.
Interception of communications will not be
proportionate if it is excessive in the circum-
stances of the case or if the information which
is sought could reasonably be obtained by
other means. Further, all interception should
be carefully managed to meet the objective in
question and must not be arbitrary or unfair.”

(b) The contents of an application and an inter-
ception warrant

40. Section 8 sets out the requirements as to the
contents of an interception warrant as regards
the identification of the communications to be
intercepted:

“(1) An interception warrant must name or
describe either—

(a) one person as the interception subject; or

(b) a single set of premises as the premises in
relation to which the interception to which
the warrant relates is to take place.

(2) The provisions of an interception warrant
describing communications the interception
of which is authorised or required by the war-
rant must comprise one or more schedules
setting out the addresses, numbers, apparatus
or other factors, or combination of factors, that
are to be used for identifying the communica-

ed for transmission to, the premises so named
or described.”

1. Paragraph 4.2 of the Code provides:

“An application for a warrant is made to the
Secretary of State. Interception warrants,
when issued, are addressed to the person
who submitted the application. This person
may then serve a copy upon any person who
may be able to provide assistance in giving ef-
fect to that warrant. Each application, a copy
of which must be retained by the applicant,
should contain the following information:

- Background to the operation in question.

- Person or premises to which the application
relates (and how the person or premises fea-
ture in the operation).

- Description of the communications to be
intercepted, details of the communications
service provider(s) and an assessment of the
feasibility of the interception operation where
this is relevant.

- Description of the conduct to be authorised
as considered necessary in order to carry out
the interception, where appropriate.

- An explanation of why the interception is
considered to be necessary under the provi-
sions of section 5(3).

- A consideration of why the conduct to be
authorised by the warrant is proportionate to
what is sought to be achieved by that conduct.

- A consideration of any unusual degree of col-
lateral intrusion and why that intrusion is justi-
fied in the circumstances. In particular, where
the communications in question might affect
religious, medical or journalistic confidential-
ity or legal privilege, this must be specified in
the application.

- Where an application is urgent, supporting
justification should be provided.

- An assurance that all material intercepted
will be handled in accordance with the safe-
guards required by section 15 of the Act.”

=
O
Ll

tions that may be or are to be intercepted. (c) Safeguards

(3) Any factor or combination of factors set
out in accordance with subsection (2) must be
one that identifies communications which are
likely to be or to include-

42. Section 15 RIPA is entitled “Restrictions on use
of intercepted material etc.” and provides, in-
sofar as relevant to internal communications,
as follows:

(a) communications from, or intended for, the

person named or described in the warrant in

accordance with subsection (1); or

“(1) ... it shall be the duty of the Secretary of
State to ensure, in relation to all interception
warrants, that such arrangements are in force
(b) communications originating on, or intend- as he considers necessary for securing—
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43.

44,

(a) that the requirements of subsections (2)
and (3) are satisfied in relation to the inter-
cepted material and any related communica-
tions data;

(2) The requirements of this subsection are
satisfied in relation to the intercepted material
and any related communications data if each
of the following-

(a) the number of persons to whom any of
the material or data is disclosed or otherwise
made available,

(b) the extent to which any of the material or
data is disclosed or otherwise made available,

(c) the extent to which any of the material or
data is copied, and

(d) the number of copies that are made,

is limited to the minimum that is necessary for
the authorised purposes.

(3) The requirements of this subsection are
satisfied in relation to the intercepted material
and any related communications data if each
copy made of any of the material or data (if not
destroyed earlier) is destroyed as soon as there
are no longer any grounds for retaining it as
necessary for any of the authorised purposes.

(4) For the purposes of this section something
is necessary for the authorised purposes if, and
only if-

(a) it continues to be, or is likely to become,
necessary as mentioned in section 5(3);

(5) The arrangements for the time being in
force under this section for securing that the
requirements of subsection (2) are satisfied in
relation to the intercepted material or any re-
lated communications data must include such
arrangements as the Secretary of State consid-
ers necessary for securing that every copy of
the material or data that is made is stored, for
so long as it is retained, in a secure manner ..."

Section 16 sets out extra safeguards which ap-
ply in the case of interception of external com-
munications only.

Section 19 imposes a broad duty on all those
involved in interception under RIPA to keep se-
cret, among other matters, “everything in the
intercepted material” (section 19(3)(e)). Under
section 19(4), disclosure of such material is a

45.

46.

criminal offence punishable by up to five years’
imprisonment.

Paragraph 6.1 of the Code requires all material
intercepted under the authority of a section 8(1)
warrant to be handled in accordance with safe-
guards put in place by the Secretary of State
under section 15 of the Act. Details of the safe-
guards are made available to the Commission-
er (see paragraph 57 below) and any breach of
the safeguards must be reported to him.

Paragraphs 6.4 to 6.8 of the Code provide fur-
ther details of the relevant safeguards:

“Dissemination of intercepted material

6.4 The number of persons to whom any of
the material is disclosed, and the extent of
disclosure, must be limited to the minimum
that is necessary for the authorised purposes
set out in section 15(4) of the Act. This obliga-
tion applies equally to disclosure to additional
persons within an agency, and to disclosure
outside the agency. It is enforced by prohibit-
ing disclosure to persons who do not hold the
required security clearance, and also by the
need-to-know principle: intercepted material
must not be disclosed to any person unless
that person’s duties, which must relate to one
of the authorised purposes, are such that he
needs to know about the material to carry out
those duties. In the same way only so much of
the material may be disclosed as the recipient
needs; for example if a summary of the mate-
rial will suffice, no more than that should be
disclosed.

6.5 The obligations apply not just to the origi-
nal interceptor, but also to anyone to whom
the material is subsequently disclosed. In
some cases this will be achieved by requiring
the latter to obtain the originator’s permission
before disclosing the material further. In oth-
ers, explicit safeguards are applied to second-
ary recipients.

Copying

6.6 Intercepted material may only be copied
to the extent necessary for the authorised pur-
poses set out in section 15(4) of the Act. Cop-
ies include not only direct copies of the whole
of the material, but also extracts and summa-
ries which identify themselves as the product
of an interception, and any record referring to
an interception which is a record of the identi-
ties of the persons to or by whom the inter-
cepted material was sent. The restrictions are
implemented by requiring special treatment
of such copies, extracts and summaries that
are made by recording their making, distribu-
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tion and destruction.
Storage

6.7 Intercepted material, and all copies, ex-
tracts and summaries of it, must be handled
and stored securely, so as to minimise the
risk of loss or theft. It must be held so as to be
inaccessible to persons without the required
level of security clearance. This requirement to
store intercept product securely applies to all
those who are responsible for the handling of
this material, including communications ser-
vice providers ...

Destruction

6.8 Intercepted material, and all copies, ex-
tracts and summaries which can be identified
as the product of an interception, must be
securely destroyed as soon as it is no longer
needed for any of the authorised purposes.
If such material is retained, it should be re-
viewed at appropriate intervals to confirm that
the justification for its retention is still valid un-
der section 15(3) of the Act.”

47. Specific guidance is given as to the vetting of

those involved in intercept activities in para-
graph 6.9 of the Code:

“6.9 Each intercepting agency maintains a
distribution list of persons who may have ac-
cess to intercepted material or need to see
any reporting in relation to it. All such persons
must be appropriately vetted. Any person no
longer needing access to perform his duties
should be removed from any such list. Where
it is necessary for an officer of one agency to
disclose material to another, it is the former’s
responsibility to ensure that the recipient has
the necessary clearance.”

48. The Government's policy on security vetting

was announced to Parliament by the Prime
Minister on 15 December 1994. In his state-
ment, the Prime Minister explained the pro-
cedure for security vetting and the kinds of
activities which would lead to the exclusion of
an individual from participation in work vital to
the interests of the State.

49. The Security Service Act 1989 and the Intel-

ligence Services Act 1994 impose further
obligations on the heads of the security and
intelligence services to ensure the security of
information in their possession.

(d) Duration of an interception warrant

50. Section 9(1)(a) provides that an interception

warrant for internal communications ceases to
have effect at the end of the “relevant period”

5T.

52.

53.

54.

55.

The “relevant period” is defined in section 9(6)
as:

“(a) in relation to an unrenewed warrant is-
sued in a case [issued] under the hand of a
senior official, ... the period ending with the
fifth working day following the day of the war-
rant’s issue;

(b) in relation to a renewed warrant the lat-
est renewal of which was by an instrument
endorsed under the hand of the Secretary
of State with a statement that the renewal is
believed to be necessary on grounds falling
within section 5(3)(a) [national security] or
(c) [economic well-being], ... the period of six
months beginning with the day of the war-
rant’s renewal; and

(c) in all other cases, ... the period of three
months beginning with the day of the war-
rant’s issue or, in the case of a warrant that has
been renewed, of its latest renewal.”

Section 9(1)(b) provides that an interception
warrant may be renewed by the Secretary of
State at any time before its expiry where he be-
lieves that the warrant continues to be neces-
sary on grounds falling within section 5(3).

The Secretary of State is required under Section
9(3) to cancel an interception warrant if he is
satisfied that the warrant is no longer neces-
sary on grounds falling within section 5(3).

Section 10(2) imposes an obligation on the
Secretary of State to delete any factor set out
in a schedule to an interception warrant which
he considers is no longer relevant for identify-
ing communications which, in the case of that
warrant, are likely to be or to include communi-
cations from, or intended for, the interception
subject.

Paragraph 4.13 of the Code provides:

“The Secretary of State may renew a warrant at
any point before its expiry date. Applications
for renewals must be made to the Secretary
of State and should contain an update of the
matters outlined in paragraph 4.2 above. In
particular, the applicant should give an assess-
ment of the value of interception to the opera-
tion to date and explain why he considers that
interception continues to be necessary for one
or more of the purposes in section 5(3).”

Paragraph 4.16 of the Code provides:

“The Secretary of State is under a duty to
cancel an interception warrant if, at any time
before its expiry date, he is satisfied that the
warrant is no longer necessary on grounds

=
O
Ll



-
O
Ll

68

CASE OF KENNEDY V THE UNITED KINGDOM

56

falling within section 5(3) of the Act. Intercept-
ing agencies will therefore need to keep their
warrants under continuous review. In practice,
cancellation instruments will be signed by a
senior official on his behalf.”

(e) Duty to keep records

. Paragraph 4.18 of the Code imposes record-
keeping obligations on intercepting agencies
and provides:

“The oversight regime allows the Interception
of Communications Commissioner to inspect
the warrant application upon which the Sec-
retary of State based his decision, and the ap-
plicant may be required to justify the content.
Each intercepting agency should keep the
following to be made available for scrutiny by
the Commissioner as he may require:

-all applications made for warrants complying
with section 8(I) and applications made for the
renewal of such warrants;

- all warrants, and renewals and copies of
schedule modifications (if any);

-where any application is refused, the grounds
for refusal as given by the Secretary of State;

- the dates on which interception is started
and stopped.”

4. The Commissioner

57

58.

59.

(@) Appointment and functions

. Section 57 RIPA provides that the Prime Min-
ister shall appoint an Interception of Commu-
nications Commissioner (“the Commissioner”).
He must be a person who holds or has held
high judicial office. The Commissioner is ap-
pointed for a three-year, renewable term. To
date, there have been two Commissioners ap-
pointed under RIPA. Both are former judges of
the Court of Appeal.

The Commissioner’s functions include to keep
under review the exercise and performance by
the Secretary of State of powers and duties in
relation to interception conferred or imposed
on him by RIPA; the exercise and performance
of powers and duties in relation to interception
by the persons on whom such powers or duties
are conferred or imposed; and the adequacy of
the arrangements by virtue of which the duty
which is imposed on the Secretary of State
by section 15 (safeguards — see paragraph 42
above) is sought to be discharged.

Section 58 RIPA places a duty on those involved
in the authorisation or execution of intercep-

60.

61

62

tion warrants to disclose to the Commissioner
all documents and information which he re-
quires in order to carry out his functions. As
noted above (see paragraph 56), the Code re-
quires intercepting agencies to keep accurate
and comprehensive records for this purpose.

In his 2005-2006 report, the Commissioner de-
scribed his inspections as follows:

“12. In accordance with [my] duties | have
continued my practice of making twice yearly
visits to ... the intercepting agencies and the
departments of the Secretaries of State/Min-
isters which issue the warrants. Prior to each
visit, | obtain a complete list of warrants is-
sued or renewed or cancelled since my pre-
vious visit. | then select, largely at random,
a sample of warrants for inspection. In the
course of my visit | satisfy myself that those
warrants fully meet the requirements of RIPA,
that proper procedures have been followed
and that the relevant safeguards and Codes of
Practice have been followed. During each visit
| review each of the files and the supporting
documents and, when necessary, discuss the
cases with the officers concerned. | can view
the product of interception. It is of first impor-
tance to ensure that the facts justified the use
of interception in each case and that those
concerned with interception fully understand
the safeguards and the Codes of Practice.

13. 1 continue to be impressed by the quality,
dedication and enthusiasm of the personnel
carrying out this work on behalf of the Govern-
ment and the people of the United Kingdom.
They have a detailed understanding of the leg-
islation and are always anxious to ensure that
they comply both with the legislation and the
appropriate safeguards ...”

. The Commissioner is required to report to the

Prime Minister if he finds that there has been
a violation of the provisions of RIPA or if he
considers that the safeguards under section 15
have proved inadequate (sections 58(2) and (3)
RIPA). The Commissioner must also make an
annual report to the Prime Minister regarding
the exercise of his functions (section 58(4)). Un-
der section 58(6), the Prime Minister must lay
the annual report of the Commissioner before
Parliament. Finally, the Commissioner is re-
quired to assist the IPT with any request for in-
formation or advice it may make (section 57(3)
and paragraph 78 below)).

(b) Relevant extracts of reports

. In his 2000 report, the Commissioner noted,

as regards the discharge of their duties by the
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63.

64.

65.

66.

Secretaries of State:

“12. .. | have been impressed with the care
that they take with their warrantry work,
which is very time consuming, to ensure that
warrants are issued only in appropriate cases
and, in particular, in ensuring that the conduct
authorised is proportionate to what is sought
to be achieved by the intercepts.”

At paragraph 15, on the question of safe-

guards, he said:

“...my advice and approval were sought and
given in respect of the safeguard documents
either before or shortly after 2 October 2000.
The Home Secretary also sought my advice in
relation to them and they were approved by
him ...

As to the need for secret surveillance powers,

the Commissioner commented:

“45. The interception of communications is,
as my predecessors have expressed in their
Report, an invaluable weapon for the purpose
setoutin section 5(3) of RIPA and, in particular,
in the battle against serious crime ...”

In his report for 2001, the Commissioner noted:

“10. Many members of the public are suspi-
cious about the interception of communica-
tions, and some believe that their own conver-
sations are subject to unlawful interception
by the security, intelligence or law enforce-
ment agencies ... In my oversight work | am
conscious of these concerns. However, | am
as satisfied as | can be that the concerns are,
in fact, unfounded. Interception of an indi-
vidual’s communications can take place only
after a Secretary of State has granted a warrant
and the warrant can be granted on strictly lim-
ited grounds set out in Section 5 of RIPA, es-
sentially the interests of national security and
the prevention or detection of serious crime.
Of course, it would theoretically be possible
to circumvent this procedure, but there are in
place extensive safeguards to ensure that this
cannot happen, and it is an important part of
my work to ensure that these are in place, and
that they are observed. Furthermore, any at-
tempt to get round the procedures which pro-
vide for legal interception would, by reason
of the safeguards, involve a major conspiracy
within the agency concerned which | believe
would, for practical purposes, be impossible. |
am as satisfied as it is possible to be that de-
liberate unlawful interception of communica-
tions of the citizen does not take place ..

He said of the section 15 safeguards:

“31. In addressing the safeguards contained
within section 15 of RIPA, GCHQ developed a
new set of internal compliance documenta-
tion for staff, together with an extensive train-
ing programme that covered staff responsi-
bilities under both RIPA and the Human Rights
Act. This compliance documentation was
submitted to the Foreign Secretary who was
satisfied that it described and governed the ar-
rangements required under section 15. | have
also been told it also constituted the written
record of the arrangements required to be put
in place by the Director, GCHQ, under section
4(2)(a) of the Intelligence Services Act 1994 (to
ensure that no information is obtained or dis-
closed by GCHQ except so far as is necessary
for its statutory functions). In discharging my
functions under section 57(1)(d), | examined
the documentation and the processes which
underpin it and satisfied myself that adequate
arrangements existed for the discharge of
the Foreign Secretary’s duties under section
15 of RIPA. Of course, GCHQ recognises that
its compliance processes must evolve over
time, particularly as they become more famil-
iar with the intricacies of the new legislation
and develop new working practices, and that
the process of staff education remains a con-
tinuing one. To this end, GCHQ has developed
further training programmes and is issuing
revised compliance documentation as part of
the ongoing process (see also ... paragraph 56
under Safeguards).

32. In advance of the coming into force of
RIPA, GCHQ approached me as to the warrants
it would seek after that date and provided a
detailed analysis as to how those warrants
would be structured — this was helpful as it
gave me an insight into how GCHQ saw the
workings of RIPA/Human Rights Act and per-
mitted me to comment in advance. Since the
commencement of RIPA, in reviewing war-
rants | have looked carefully at the factors to
be considered by the Secretary of State when
determining whether to issue an interception
warrant, and especially the new requirement
to consider ‘proportionality’ under section
[5(2)(b)] of RIPA."

67. Again, he commented on the diligence of the
authorities in carrying out their duties under

the Act:

“56. Sections 15 and 16 of RIPA lay a duty on
the Secretary of State to ensure that arrange-
ments are in force as safeguards in relation to
dissemination, disclosure, copying, storage,
and destruction etc., of intercepted material.
These sections require careful and detailed
safeguards to be drafted by each of the agen-
cies referred to earlier in this Report and for
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those safeguards to be approved by the Sec-
retary of State. This had been done. | have
been impressed by the care with which these
documents have been drawn up, reviewed
and updated in the light of technical and ad-
ministrative developments. Those involved in
the interception process are aware of the inva-
sive nature of this technique, and care is taken
to ensure that intrusions of privacy are kept to
the minimum. There is another incentive to
agencies to ensure that these documents re-
main effective in that the value of interception
would be greatly diminished as a covert intel-
ligence tool should its existence and method-
ology become too widely known. The sections
15 and 16 requirements are very important. |
am satisfied that the agencies are operating
effectively within their safeguards.”

68. The Commissioner’s 2002 report noted:

“18. ... As | mentioned in my last Report | have
been impressed by the care with which [the
safeguard] documents have been drawn up.
My advice and approval was sought for the
documents and | am approached to agree
amendments to the safeguards when they are
updated in light of technical and administra-
tive developments.”

69. This was repeated in paragraph 16 of his 2004

report.

70. In his 2005-2006 report, the Commissioner ex-

plained his role as follows:

“7....essentially | see the role of Commissioner
as encompassing these primary headings:

(a) To protect people in the United Kingdom
from any unlawful intrusion of their privacy.
This is provided for by Article 8 of the Euro-
pean Convention on Human Rights. | must be
diligent to ensure that this does not happen,
and alert to ensure that there are systems in
place so that this does not and cannot hap-
pen. Over the long period that | have held my
present post, | have found no evidence what-
soever of any desire within the Intelligence or
the Law Enforcement Agencies in this field to
act wrongfully or unlawfully. On the contrary,
| have found a palpable desire on the part of

avoid legal requirements.

(b) To assist the Agencies to do the work en-
trusted to them and, bearing in mind the
number of organisations that | am now re-
quired to oversee, this occurs quite frequently.
My work is, of course, limited to the legal as
opposed to the operational aspects of their
work. They take great care with their work and
I have been impressed by its quality.

(c) To ensure that proper safeguards and
Codes of Practice are in place to protect the
public and the Agencies themselves. These
have to be approved by the Secretaries of
State. But every Secretary of State with whom
| have worked has required to be informed as
to whether the Commissioner has approved
them before he or she is willing to do so.

(d) To advise Ministers, and Government De-
partments, in relation to issues arising on the
interception of communications, the acquisi-
tion and disclosure of communications data,
to approve the safeguards documents and the
Codes of Practice.”

71. The Commissioner said of the Secretaries of

State whom he had met in the previous year:

“14. It is clear to me that each of them gives
a substantial amount of time and takes con-
siderable care to satisfy himself or herself that
warrants are necessary for the authorised
purposes, and that what is proposed is pro-
portionate. If the Secretary of State wishes to
have further information in order to be satis-
fied that he or she should grant the warrant
then it is requested and given. Outright and
final refusal of an application is comparatively
rare, because the requesting agencies and the
senior officials in the Secretary of State’s De-
partment scrutinise the applications with care
before they are submitted for approval. How-
ever, the Secretary of State may refuse to grant
the warrant if he or she considers, for example,
that the strict requirements of necessity or
proportionality are not met, and the agencies
are well aware that the Secretary of State does

o

not act as a ‘rubber stamp’.

72. In his 2007 report, The Commissioner com-
mented on the importance of interception
powers in tackling terrorism and serious crime:

all these Agencies to ensure that they do act
completely within the four walls of the law. To

this end, they welcome the oversight of the
Commissioner and over the years have fre-
quently sought my advice on issues that have
arisen, and they have invariably accepted it. In
any event, | believe that the legislation togeth-
er with the safeguards and Codes of Practice
that are in place make it technically virtually
impossible to deliberately intercept a citizen’s
communications unlawfully with intent to

“2.9 | continue to be impressed as to how in-
terception has contributed to a number of
striking successes during 2007. It has played a
key role in numerous operations including, for
example, the prevention of murders, tackling
large-scale drug importations, evasion of Ex-
cise duty, people smuggling, gathering intel-
ligence both within the United Kingdom and
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overseas on terrorist and various extremist
organisations, confiscation of firearms, serious
violent crime and terrorism. | have provided
fully detailed examples in the Confidential An-
nex to this Report. | think it is very important
that the public is re-assured as to the benefits
of this highly intrusive investigative tool par-
ticularly in light of the on-going debate about
whether or not intercept product should be
used as evidence in a court of law.

7.1 As | said in my first Report last year, the
interception of communications is an invalu-
able weapon for the purposes set out in sec-
tion 5(3) of RIPA. It has continued to play a vital
part in the battle against terrorism and serious
crime, and one that would not have been
achieved by other means ..."

73. As regards errors by the relevant agencies in
the application of RIPA’s provisions, he noted:

“2.10 Twenty-four interception errors and
breaches have been reported to me during
the course of 2007. This is the same number
of errors reported in my first Annual Report
(which was for a shorter period) and is a sig-
nificant decrease in the number reported by
my predecessor. | consider the number of er-
rors to be too high. By way of example, details
of some of these errors are recorded below. It
is very important from the point of view of the
public that | stress that none of the breaches
or errors were deliberate, that all were caused
by human error or procedural error or by tech-
nical problems and that in every case either
no interception took place or, if there was
interception, the product was destroyed im-
mediately on discovery of the error. The most
common cause of error tends to be the simple
transposition of numbers by mistake e.g., 1965
instead of 1956. The examples that | give are
typical of the totality and are anonymous so
far as the targets are concerned. Full details of
all the errors and breaches are set out in the
Confidential Annex.”

74. According to the statistics in the report, on 31
December 2007, 929 interception warrants is-
sued by the Home Secretary were in force.

5. The Investigatory Powers Tribunal

(@) The establishment of the IPT, its powers and
its procedures

75. The IPT was established under section 65(1)
RIPA to hear allegations by citizens of wrong-
ful interference with their communications as
a result of conduct covered by RIPA. Members
of the tribunal must hold or have held high ju-

76.

77.

78.

79.

80.

dicial office or be a qualified lawyer of at least
ten years’ standing. Any person may bring a
claim before the IPT and, save for vexatious or
frivolous applications, the IPT must determine
all claims brought before it (sections 67(1), (4)
and (5) RIPA).

Section 65(2) provides that the IPT is the only
appropriate forum in relation to proceedings
for acts incompatible with Convention rights
which are proceedings against any of the
intelligence services; and complaints by per-
sons who allege to have been subject to the
investigatory powers of RIPA. It has jurisdiction
to investigate any complaint that a person’s
communications have been intercepted and,
where interception has occurred, to examine
the authority for such interception. Sections
67(2) and 67(3)(c) provide that the IPT is to ap-
ply the principles applicable by a court on an
application for judicial review.

Under section 67(8) RIPA, there is no appeal
from a decision of the IPT “except to such ex-
tent as the Secretary of State may by order oth-
erwise provide”. No order has been passed by
the Secretary of State.

Under section 68(2), the IPT has the power to
require a relevant Commissioner to provide it
with all such assistance (including the Com-
missioner’s opinion as to any issue falling to be
determined by the IPT) as it thinks fit. Section
68(6) and (7) requires those involved in the
authorisation and execution of an intercep-
tion warrant to disclose or provide to the IPT
all documents and information it may require.

Section 68(4) deals with reasons for the IPT's
decisions and provides that:

“Where the Tribunal determine any proceed-
ings, complaint or reference brought before
or made to them, they shall give notice to the
complainant which (subject to any rules made
by virtue of section 69(2)(i)) shall be confined,
as the case may be, to either—

(a) a statement that they have made a deter-
mination in his favour; or

(b) a statement that no determination has
been made in his favour.”

The IPT has the power to award compensation
and to make such other orders as it thinks fit,
including orders quashing or cancelling any
section 8(1) warrant and orders requiring the
destruction of any records obtained under a
section 8(1) warrant (section 67(7) RIPA). In the
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event that a claim before the IPT is successful,
the IPTis generally required to make a report to
the Prime Minister (section 68(5)).

(b) The power to adopt rules of procedure

81. As to procedure, section 68(1) provides as fol-
lows:

“Subject to any rules made under section 69,
the Tribunal shall be entitled to determine
their own procedure in relation to any pro-
ceedings, complaint or reference brought be-
fore or made to them.”

82. Section 69(1) RIPA provides that the Secretary
of State may make rules regulating any matters
preliminary or incidental to, or arising out of,
the hearing or consideration of any proceed-
ings before it. Under section 69(2), such rules
may:

“(c) prescribe the form and manner in which
proceedings are to be brought before the
Tribunal or a complaint or reference is to be
made to the Tribunal;

(f) prescribe the forms of hearing or considera-
tion to be adopted by the Tribunal in relation
to particular proceedings, complaints or refer-
ences...;

(g) prescribe the practice and procedure to
be followed on, or in connection with, the
hearing or consideration of any proceedings,
complaint or reference (including, where ap-
plicable, the mode and burden of proof and
the admissibility of evidence);

(h) prescribe orders that may be made by the
Tribunal under section 67(6) or (7);

(i) require information about any determina-
tion, award, order or other decision made by
the Tribunal in relation to any proceedings,
complaint or reference to be provided (in ad-
dition to any statement under section 68(4))
to the person who brought the proceedings
or made the complaint or reference, or to the
person representing his interests.”

83. Section 69(6) provides that in making the rules
the Secretary of State shall have regard to:

“(a) the need to secure that matters which
are the subject of proceedings, complaints or
references brought before or made to the Tri-
bunal are properly heard and considered; and

(b) the need to secure that information is not
disclosed to an extent, or in a manner, that is
contrary to the public interest or prejudicial to

national security, the prevention or detection
of serious crime, the economic well-being of
the United Kingdom or the continued dis-
charge of the functions of any of the intelli-
gence services.”

(c) TheRules

84. The Secretary of State has adopted rules to gov-
ern the procedure before the IPT in the form of
the Investigatory Powers Tribunal Rules 2000
(“the Rules”). The Rules cover various aspects of
the procedure before the IPT. As regards disclo-
sure of information, Rule 6 provides:

“(1) The Tribunal shall carry out their functions
in such a way as to secure that information is
not disclosed to an extent, or in a manner, that
is contrary to the public interest or prejudicial
to national security, the prevention or detec-
tion of serious crime, the economic well-being
of the United Kingdom or the continued dis-
charge of the functions of any of the intelli-
gence services.

(2) Without prejudice to this general duty, but
subject to paragraphs (3) and (4), the Tribunal
may not disclose to the complainant or to any
other person:

(a) the fact that the Tribunal have held, or pro-
pose to hold, an oral hearing under rule 9(4);

(b) any information or document disclosed or
provided to the Tribunal in the course of that
hearing, or the identity of any witness at that
hearing;

(c) any information or document otherwise
disclosed or provided to the Tribunal by any
person pursuant to section 68(6) of the Act (or
provided voluntarily by a person specified in
section 68(7));

(d) any information or opinion provided to the
Tribunal by a Commissioner pursuant to sec-
tion 68(2) of the Act;

(e) the fact that any information, document,
identity or opinion has been disclosed or pro-
vided in the circumstances mentioned in sub-
paragraphs (b) to (d).

(3) The Tribunal may disclose anything de-
scribed in paragraph (2) with the consent of:

(a) in the case of sub-paragraph (a), the person
required to attend the hearing;

(b) in the case of sub-paragraphs (b) and (c),
the witness in question or the person who dis-
closed or provided the information or docu-
ment;

() in the case of sub-paragraph (d), the Com-
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missioner in question and, to the extent that
the information or opinion includes informa-
tion provided to the Commissioner by another
person, that other person;

(d) in the case of sub-paragraph (e), the per-
son whose consent is required under this rule
for disclosure of the information, document or
opinion in question.

(4) The Tribunal may also disclose anything
described in paragraph (2) as part of the in-
formation provided to the complainant under
rule 13(2), subject to the restrictions contained
in rule 13(4) and (5).

(5) The Tribunal may not order any person to
disclose any information or document which
the Tribunal themselves would be prohibited
from disclosing by virtue of this rule, had the
information or document been disclosed or
provided to them by that person.

(6) The Tribunal may not, without the consent
of the complainant, disclose to any person
holding office under the Crown (except a
Commissioner) or to any other person any-
thing to which paragraph (7) applies.

(7) This paragraph applies to any information
or document disclosed or provided to the
Tribunal by or on behalf of the complainant,
except for ... statements [as to the complain-
ant’s name, address and date of birth and the
public authority against which the proceed-
ings are brought].”

85. Rule 9 deals with the forms of hearings and

consideration of the complaint:

“(1) The Tribunal’s power to determine their
own procedure in relation to section 7 pro-
ceedings and complaints shall be subject to
this rule.

(2) The Tribunal shall be under no duty to hold
oral hearings, but they may do so in accord-
ance with this rule (and not otherwise).

(3) The Tribunal may hold, at any stage of their
consideration, oral hearings at which the com-
plainant may make representations, give evi-
dence and call witnesses.

(4) The Tribunal may hold separate oral hear-
ings which:

(a) the person whose conduct is the subject of
the complaint,

(b) the public authority against which the sec-
tion 7 proceedings are brought, or

(c) any other person specified in section 68(7)
of the Act,

may be required to attend and at which that
person or authority may make representa-
tions, give evidence and call witnesses.

(5) Within a period notified by the Tribunal
for the purpose of this rule, the complainant,
person or authority in question must inform
the Tribunal of any witnesses he or it intends
to call; and no other witnesses may be called
without the leave of the Tribunal.

(6) The Tribunal's proceedings, including any
oral hearings, shall be conducted in private.”

86. The taking of evidence is addressed in Rule 11:

“(1) The Tribunal may receive evidence in any
form, and may receive evidence that would
not be admissible in a court of law.

(2) The Tribunal may require a witness to give
evidence on oath.

(3) No person shall be compelled to give evi-
dence at an oral hearing under rule 9(3).”

87. Finally, Rule 13 provides guidance on notifica-
tion to the complainant of the IPT's findings:

“(1) In addition to any statement under sec-
tion 68(4) of the Act, the Tribunal shall provide
information to the complainant in accordance
with this rule.

(2) Where they make a determination in favour
of the complainant, the Tribunal shall provide
him with a summary of that determination in-
cluding any findings of fact.

(4) The duty to provide information under this
rule is in all cases subject to the general duty
imposed on the Tribunal by rule 6(1).

(5) No information may be provided under this
rule whose disclosure would be restricted un-
der rule 6(2) unless the person whose consent
would be needed for disclosure under that
rule has been given the opportunity to make
representations to the Tribunal.”

(d) The practice of the IPT

88. In its joint ruling on preliminary issues of law
(see paragraph 16 above), the IPT clarified a
number of aspects of its procedure. The IPT sat,
for the first time, in public. As regards the IPT
procedures and the importance of the cases
before it, the IPT noted:

“10. The challenge to rule 9(6) [requiring oral
hearings to be held in private] and to most
of the other rules governing the basic proce-
dures of the Tribunal have made this the most
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significant case ever to come before the Tri-
bunal. The Tribunal are left in no doubt that
their rulings on the legal issues formulated by
the parties have potentially important con-
sequences for dealing with and determining
these and future proceedings and complaints.
Counsel and those instructing them were
encouraged to argue all the issues in detail,
in writing as well as at the oral hearings held
over a period of three days in July and August
2002. At the end of September 2002 the writ-
ten submissions were completed when the
parties provided, at the request of the Tribu-
nal, final comments on how the Rules ought, if
permissible and appropriate, to be revised and
applied by the Tribunal, in the event of a ruling
that one or more of the Rules are incompatible
with Convention rights and/or ultra vires."

89. The IPT concluded (at paragraph 12) that:

90.

91.

"

... (@) the hearing of the preliminary issues
should have been conducted in public, and
not in private as stated in rule 9(6); (b) the
reasons for the legal rulings should be made
public; and (c) in all other respects the Rules
are valid and binding on the Tribunal and are
compatible with Articles 6, 8 and 10 of the
Convention.”

Specifically on the applicability of Article 6 §
1 to the proceedings before it, the IPT found:

“85. The conclusion of the Tribunal is that Arti-
cle 6 applies to a person’s claims under section
65(2)(a) and to his complaints under section
65(2)(b) of RIPA, as each of them involves ‘the
determination of his civil rights’ by the Tribu-
nal within the meaning of Article 6(1).”

After a review of the Court’s case-law on the
existence of a “civil right”, the IPT explained the

reasons for its conclusions:

“95. The Tribunal agree with the Respondents
that there is a sense in which the claims and
complaints brought by virtue of s 65(2) of RIPA
fall within the area of public law. They arise out
of the alleged exercise of very wide discretion-
ary, investigatory, state powers by public au-
thorities, such as the intelligence and security
agencies and the police. They are concerned
with matters of national security, of public or-
der, safety and welfare. The function of the Tri-
bunal is to investigate and review the lawful-
ness of the exercise of such powers. This is no
doubt intended to ensure that the authorities
comply with their relevant public law duties,
such as by obtaining appropriate warrants
and authorisations to carry out interception
and surveillance.

96. The public law element is reinforced by the

directions to the Tribunal in sections 67(2) and
67(3)(c) of RIPA to apply to the determinations
the same principles as would be applied by a
court in judicial review proceedings. Such pro-
ceedings are concerned with the procedural
and substantive legality of decisions and ac-
tions of public authorities.

97.The fact that activities, such as interception
of communications and surveillance, may also
impact on the Convention rights of individu-
als, such as the right to respect for private life
and communications in Article 8, does not of
itself necessarily mean that the Tribunal make
determinations of civil rights ...

98. Further, the power of the Tribunal to make
an award of compensation does not necessar-
ily demonstrate that the Tribunal determine
civil rights ...

99. Applying the approach in the Strasbourg
cases that account should be taken of the
content of the rights in question and of the
effect of the relevant decision on them .., the
Tribunal conclude that the public law or public
order aspects of the claims and complaints to
the Tribunal do not predominate and are not
decisive of the juristic character of the deter-
minations of the Tribunal. Those determina-
tions have a sufficiently decisive impact on the
private law rights of individuals and organisa-
tions to attract the application of Article 6.

100. The jurisdiction of the Tribunal is invoked
by the initiation of claims and complaints by
persons wishing to protect, and to obtain
redress for alleged infringements of, their
underlying rights of confidentiality and of
privacy for person, property and communica-
tions. There is a broad measure of protection
for such rights in English private law in the
torts of trespass to person and property, in the
tort of nuisance, in the tort of misfeasance in a
public office, in the statutory protection from
harassment and in the developing equitable
doctrine of breach of confidence ...

101. Since 2 October 2000 there has been
added statutory protection for invasion of Ar-
ticle 8 rights by public authorities. This follows
from the duties imposed on public authorities
by section 6 and the rights conferred on vic-
tims by section 7 of the [Human Rights Act].
The concept of ‘civil rights and obligations’is a
fair and reasonable description of those com-
mon law and statutory rights and obligations,
which form the legal foundation of a person’s
right to bring claims and make complaints by
virtue of section 65.

102. The fact that the alleged infringements
of those rights is by public authorities in pur-
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ported discretionary exercise of administrative
investigatory powers does not detract from
the ‘civil’ nature of the rights and obligations
inissue ...

107. For all practical purposes the Tribunal is
also the only forum for the effective investiga-
tion and determination of complaints and for
granting redress for them where appropriate

108. In brief, viewing the concept of determi-
nation of ‘civil rights’ in the round and in the
light of the Strasbourg decisions, the Tribunal
conclude that RIPA, which puts all intercep-
tion, surveillance and similar intelligence
gathering powers on a statutory footing,
confers, as part of that special framework, ad-
ditional ‘civil rights’ on persons affected by the
unlawful exercise of those powers. It does so
by establishing a single specialised Tribunal
for the judicial determination and redress of
grievances arising from the unlawful use of
investigatory powers.”

92. As to the proper construction of Rule 9 regard-

ing oral hearings, the IPT found:
“157.The language of rule 9(2) is clear:

‘The Tribunal shall be under no duty to hold
oral hearings but may do so in accordance
with this rule (and not otherwise).’

158. Oral hearings are in the discretion of the
Tribunal. They do not have to hold them, but
they may, if they so wish, do so in accordance
with Rule 9.

159. In the exercise of their discretion the Tri-
bunal ‘may hold separate oral hearings.’ That
exercise of discretion, which would be a de-
parture from normal adversarial procedures, is
expressly authorised by rule 9(4).

160. The Tribunal should explain that, con-
trary to the views apparently held by the Com-
plainants’ advisers, the discretion in rule 9(4)
neither expressly nor impliedly precludes the
Tribunal from exercising their general discre-
tion under rule 9(2) to hold inter partes oral
hearings. It is accepted by the Respondents
that the Tribunal may, in their discretion, di-
rect joint or collective oral hearings to take
place. That discretion was in fact exercised in
relation to this very hearing. The exercise of
discretion must take into account the relevant
provisions of other rules, in particular the Tri-
bunal’s general duty under rule 6(1) to prevent
the potentially harmful disclosure of sensitive
information in the carrying out of their func-
tions. As already explained, this hearing has

neither required nor involved the disclosure of
any such information or documents emanat-
ing from the Complainants, the Respondents
or anyone else. The hearing has only been
concerned with undiluted legal argument
about the procedure of the Tribunal.

161. The Tribunal have reached the conclusion
that the absence from the Rules of an abso-
lute right to either an inter partes oral hear-
ing, or, failing that, to a separate oral hearing
in every case is within the rule-making power
in section 69(1). It is also compatible with the
Convention rights under Article 6, 8 and 10.
Oral hearings involving evidence or a consid-
eration of the substantive merits of a claim or
complaint run the risk of breaching the [nei-
ther confirm nor deny] policy or other aspects
of national security and the public interest. It is
necessary to provide safeguards against that.
The conferring of a discretion on the Tribunal
to decide when there should be oral hearings
and what form they should take is a propor-
tionate response to the need for safeguards,
against which the tribunal, as a judicial body,
can balance the Complainants’ interests in a
fair trial and open justice according to the cir-
cumstances of the particular case.”

93. Regarding Rule 9(6) which stipulates that oral

hearings must be held in private, the IPT held:

“163. The language of rule 9(6) is clear and un-
qualified.

‘The Tribunal’s proceedings, including any oral
hearings, shall be conducted in private.’

164. The Tribunal are given no discretion in
the matter. Rule 6(2)(a) stiffens the strictness
of the rule by providing that the Tribunal may
not even disclose to the Complainant or to any
other person the fact that the Tribunal have
held, or propose to hold, a separate oral hear-
ing under rule 9(4). The fact of an oral hearing
is kept private, even from the other party ...

167. ... the very fact that this rule is of an abso-
lute blanket nature is, in the judgment of the
Tribunal in the circumstances, fatal to its valid-
ity ... the Tribunal have concluded that the very
width of the rule preventing any hearing of
the proceedings in public goes beyond what
is authorised by section 69 of RIPA.

171.There is no conceivable ground for requir-
ing legal arguments on pure points of proce-
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dural law, arising on the interpretation and
validity of the Rules, to be held in private ...

172.Indeed, purely legal arguments, conduct-
ed for the sole purpose of ascertaining what is
the law and not involving the risk of disclosure
of any sensitive information, should be heard
in public. The public, as well as the parties, has
a right to know that there is a dispute about
the interpretation and validity of the relevant
law and what the rival legal contentions are.

173. The result is that rule 9(6) is ultra vires
section 69. It does not bind the Tribunal. The
Secretary of State may exercise his discretion
under section 69(1) to make fresh rules on
the point, but, unless and until he does, the
Tribunal may exercise their discretion under
section 68(1) to hear the legal arguments in
public under rule 9(3), subject to their gen-
eral and specific duties, such as rule 6(1) in the
Rules and in RIPA. It is appropriate to exercise
that discretion to direct that the hearing of the
preliminary issues shall be treated as if it had
taken place under rule 9(3) in public, because
such a preliminary hearing of purely legal ar-
guments solely on procedural issues does not
pose any risk to the duty of the Tribunal under
rule 6(1) or to the maintenance of the [neither
confirm nor deny] policy. The transcripts of the
hearing should be made available for public
consumption.”

94. Regarding other departures from the normal
rules of adversarial procedure as regards the
taking of evidence and disclosure in Rule 6, the

IPT concluded:

“181. ... that these departures from the adver-
sarial model are within the power conferred
on the Secretary of State by section 69(1), as
limited by section 69(6). A reasonable rule-
making body, having regard to the mandatory
factors in section 69(6), could properly con-
clude that these departures were necessary
and proportionate for the purposes stated in
section 69(6)(b). In the context of the factors
set out in that provision and, in particular, the
need to maintain the [neither confirm nor
deny] policy, the procedures laid down in the
Rules provide a ‘fair trial’ within Article 6 for
the determination of the civil rights and obli-
gations arising in claims and complaints under
section 65 of RIPA.

182. They are also compatible with Conven-
tion rights in Articles 8 and 10, taking account
of the exceptions for the public interest and
national security in Articles 8(2) and 10(2), in
particular the effective operation of the legiti-
mate policy of [neither confirm nor deny] in re-
lation to the use of investigatory powers. The

95.

96.

97.

disclosure of information is not an absolute
right where there are competing interests,
such as national security considerations, and
it may be necessary to withhold information
for that reason, provided that, as in the kind of
cases coming before this Tribunal, it is strictly
necessary to do so and the restriction is coun-
terbalanced by judicial procedures which pro-
tect the interests of the Complainants ..."

Finally, as regards the absence of reasons fol-
lowing a decision that the complaint is unsuc-
cessful, the IPT noted:

“190. The Tribunal conclude that, properly in-
terpreted in context on ordinary principles of
domestic law, rule 13 and section 68(4) of RIPA
do not apply to prevent publication of the
reasons for the rulings of the Tribunal on the
preliminary issues on matters of procedural
law, as they are not a ‘determination’ of the
proceedings brought before them or of the
complaint made to them within the meaning
of those provisions. Those provisions concern
decisions of the Tribunal which bring the claim
or complaint to an end, either by a determina-
tion of the substantive claim or complaint on
its merits ...

191. ... In the circumstances there can be pub-
lication of the reasons for legal rulings on pre-
liminary issues, but, so far as determinations
are concerned, the Tribunal are satisfied that
section 68(4) and rule 13 are valid and binding
and that the distinction between information
given to the successful complainants and that
given to unsuccessful complainants (where
the [neither confirm nor deny] policy must be
preserved) is necessary and justifiable.”

In a second ruling on preliminary issues of law
in the British-Irish Rights Watch and others
case, which involved external communica-
tions (i.e. communications between the United
Kingdom and abroad), the IPT issued its find-
ings on the complaint in that case. The issue for
consideration was identified as:

“3. ... whether ... ‘the process of filtering in-
tercepted telephone calls made from the UK
to overseas telephones .. breaches Article
8(2) [of the European Convention on Human
Rights] because it is not ‘in accordance with
the law’..."

Given that the challenge in the case related
solely to the lawfulness of the filtering process
as set out in the RIPA legislation, the IPT issued
a public ruling which explained the reasons for
its findings in the case. In its ruling, it examined
the relevant legislative provisions and conclud-
ed that they were sufficiently accessible and
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98.

foreseeable to be in accordance with the law.

As the applicant’s case demonstrates, once
general legal issues have been determined, if
the IPT is required to consider the specific facts
of the case, and in particular whether intercep-
tion has taken place, any such consideration
will take place in private. Rule 6 prevents the
applicant participating in this stage of pro-
ceedings.

THE LAW

L

ALLEGED VIOLATION OF ARTICLE
8 OF THE CONVENTION

99. The applicant complained that his commu-

nications were being unlawfully intercepted
in order to intimidate him and undermine his
business activities, in violation of Article 8 of
the Convention, which reads as follows:

“1. Everyone has the right to respect for his
private and family life, his home and his cor-
respondence.

2. There shall be no interference by a public
authority with the exercise of this right except
such as is in accordance with the law and is
necessary in a democratic society in the inter-
ests of national security, public safety or the
economic well-being of the country, for the
prevention of disorder or crime, for the protec-
tion of health or morals, or for the protection
of the rights and freedoms of others.”

100.He further argued that the regime established

under RIPA for authorising interception of in-
ternal communications did not comply with
the requirements of Article 8 § 2 of the Con-
vention.

A. Admissibility

1. The parties’ submissions

(a) The Government

101.The Government argued that the applicant had

failed to advance a general challenge to the
Convention-compliance of the RIPA provisions
on interception of internal communications
before the IPT, and that he had accordingly
failed to exhaust domestic remedies in respect
of this complaint. They pointed out that at the
same time as the applicant was pursuing his
complaint with the IPT, the British-Irish Rights
Watch and others case was also under consid-

eration by the IPT. Pursuant to the arguments
of the parties in that case, the IPT issued a
general public ruling of the IPT on the compat-
ibility of the RIPA scheme as regards external
communications with Article 8 (see paragraphs
96 to 97 above). No such ruling on the subject
of internal communications was issued in the
applicant’s case.

102.The Government emphasised that the appli-

cant’s Grounds of Claim and Complaint alleged
interception of the applicant’s business calls
and a violation of Article 8 on the facts of the
applicant’s case. The Government noted that
the paragraphs of the Grounds of Claim and
Complaint relied upon by the applicant in his
submissions to this Court to support his allega-
tion that a general complaint was advanced
were misleading. It was clear from the de-
scription of his complaint and the subsequent
paragraphs particularising his claim that the
reference to interception was to an alleged in-
terception in his case, and not to interception
in general, and that the complaint that the in-
terception was not in accordance with the law
related to an alleged breach of the Data Protec-
tion Act, and not to any alleged inadequacies
of the RIPA regime (see paragraphs 12 and 14
above).

103.The Government submitted that Article 35 §

1 had a special significance in the context of
secret surveillance, as the IPT was specifically
designed to be able to consider and investi-
gate closed materials. It had extensive pow-
ers to call for evidence from the intercepting
agencies and could request assistance from
the Commissioner, who had detailed working
knowledge and practice of the section 8(1)
warrant regime.

104.As regards the applicant’s specific complaint

that his communications had been unlawfully
intercepted, the Government contended that
the complaint was manifestly ill-founded as
the applicant had failed to show that there had
been an interference for the purposes of Article
8. In their submission, he had not established
a reasonable likelihood, as required by the
Court’s case-law, that his communications had
been intercepted.

105.The Government accordingly invited the Court

to find both the general and the specific com-
plaints under Article 8 inadmissible.

(b) The applicant

106.The applicant refuted the suggestion that his
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complaint before the IPT had failed to chal-
lenge the Convention-compatibility of the
RIPA regime on internal communications and
that he had, therefore, failed to exhaust do-
mestic remedies in this regard. He pointed out
that one of the express grounds of his com-
plaint to the IPT had been that “the intercep-
tion and processing hald] at no time been in
accordance with the law as required by Article
8(2)" (see paragraph 13 above). He argued that
his assertion before the IPT was that any war-
rants issued or renewed under RIPA violated
Article 8.

107.The applicant further disputed that there had

been no interference in his case, maintaining
that he had established a reasonable likelihood
that interception had taken place and that, in
any event, the mere existence of RIPA was suf-
ficient to show an interference.

2. The Court’s assessment

108.As regards the Government's objection that

the applicant failed to exhaust domestic rem-
edies, the Court considers that the summary of
the applicant’s case set out by the IPT in its rul-
ing of 9 January 2004 (see paragraph 17 above)
as well as the Grounds of Claim and Complaint
themselves (see paragraphs 10 to 15 above)
support the Government’s contention that the
applicant’s complaint concerned only the spe-
cific allegation that his communications were
actually being intercepted. Further, it can be in-
ferred from the fact that the IPT issued a gener-
al public ruling on the compliance of the RIPA
provisions on external communications with
Article 8 in the British-Irish Rights Watch and
others case (see paragraphs 96 to 97 above)
that, had a similar argument in respect of inter-
nal communications been advanced by the ap-
plicant, a similar public ruling would have been
issued in his case. No such ruling was handed
down. The Court therefore concludes that the
applicant failed to raise his arguments as re-
gards the overall Convention-compatibility of
the RIPA provisions before the IPT.

109.However, the Court recalls that where the

Government claims non-exhaustion they must
satisfy the Court that the remedy proposed
was an effective one available in theory and
in practice at the relevant time, that is to say,
that it was accessible, was capable of provid-
ing redress in respect of the applicant's com-
plaints and offered reasonable prospects of
success (see, inter alia, Akdivar and Others v.
Turkey, 16 September 1996, § 68, Reports of

Judgments and Decisions 1996-1V; and Sej-
dovic v. Italy [GC], no. 56581/00 56581/00, §
46, ECHR 2006-1l). While the Government rely
on the British-Irish Rights Watch and others
case to demonstrate that the IPT could have
issued a general ruling on compatibility, they
do not address in their submissions to the
Court what benefit, if any, is gained from such
a general ruling. The Court recalls that it is in
principle appropriate that the national courts
should initially have the opportunity to deter-
mine questions of the compatibility of domes-
tic law with the Convention in order that the
Court can have the benefit of the views of the
national courts, as being in direct and continu-
ous contact with the forces of their countries
(see Burden v. the United Kingdom [GC], no.
13378/05, § 42, ECHR 2008-..; and A. and Oth-
ers v. the United Kingdom [GC], no. 3455/05,
§ 154, ECHR 2009-...). However, it is important
to note in this case that the applicant’s chal-
lenge to the RIPA provisions is a challenge to
primary legislation. If the applicant had made a
general complaint to the IPT, and if that com-
plaint been upheld, the tribunal did not have
the power to annul any of the RIPA provisions
or to find any interception arising under RIPA
to be unlawful as a result of the incompatibility
of the provisions themselves with the Conven-
tion (see paragraph 24 above). No submissions
have been made to the Court as to whether
the IPT is competent to make a declaration of
incompatibility under section 4(2) of the Hu-
man Rights Act. However, it would appear from
the wording of that provision that it is not. In
any event, the practice of giving effect to the
national courts’ declarations of incompatibility
by amendment of offending legislation is not
yet sufficiently certain as to indicate that sec-
tion 4 of the Human Rights Act is to be inter-
preted as imposing a binding obligation giving
rise to a remedy which an applicant is required
to exhaust (see Burden v. the United Kingdom,
cited above, § § 43 to 44). Accordingly, the
Court considers that the applicant was not
required to advance his complaint regarding
the general compliance of the RIPA regime for
internal communications with Article 8 § 2 be-
fore the IPT in order to satisfy the requirement
under Article 35 § 1 that he exhaust domestic
remedies.

110.The Court takes note of the Government's ar-

gument that Article 35 § 1 has a special sig-
nificance in the context of secret surveillance
given the extensive powers of the IPT to in-
vestigate complaints before it and to access
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confidential information. While the extensive
powers of the IPT are relevant where the tribu-
nal is examining a specific complaint of inter-
ception in an individual case and it is necessary
to investigate the factual background, their
relevance to a legal complaint regarding the
operation of the legislative regime is less clear.
In keeping with its obligations under RIPA and
the Rules (see paragraphs 83 to 84 above), the
IPT is not able to disclose information to an
extent, or in a manner, contrary to the public
interest or prejudicial to national security or
the prevention or detection of serious crime.
Accordingly, it is unlikely that any further eluci-
dation of the general operation of the intercep-
tion regime and applicable safeguards, such as
would assist the Court in its consideration of
the compliance with the regime with the Con-
vention, would result from a general challenge
before the IPT.

111.As regards the Government's second objection
that there has been no interference in the ap-
plicant’s case, the Court considers that this rais-
es serious questions of fact and of law which
cannot be settled at this stage of the examina-
tion of the application but require an examina-
tion of the merits of the complaint.

112.In conclusion, the applicant’s complaint under
Articles 8 cannot be rejected for non-exhaus-
tion of domestic remedies under Article 35 § 1
or as manifestly ill-founded within the meaning
of Article 35 § 3. The Court notes, in addition,
thatitis notinadmissible on any other grounds.
[t must therefore be declared admisible.

B. Merits
1. The existence of an “interference”
(a) The parties’ submissions
i The applicant

113.The applicant insisted that his communications
had been intercepted. He maintained that
there were reasonable grounds for believing
that he had been subject to interception and
submitted that objectively verifiable facts sup-
ported the possibility of interception, pointing
to his long campaign regarding the alleged
miscarriage of justice in his case and the allega-
tion of police impropriety made at his re-trial.

114.Noting the Government's submission that nei-
ther preventing calls from being put through
nor hoax calls amounted to interception for

the purposes of RIPA, the applicant empha-
sised that such conduct clearly amounted to
an interference for the purposes of Article 8
of the Convention. In the event that RIPA did
not apply to such measures, he argued that
the Government had failed to indicate the al-
ternative legal regime put in place to prevent
such interference with individuals’ private lives
as required by the positive obligations under
Article 8.

115.Finally, and in any event, relying on Weber

and Saravia v. Germany (dec.), no. 54934/00
54934/00, § 78, ECHR 2006-XI, the applicant
contended that he was not required to dem-
onstrate that the impugned measures had ac-
tually been applied to him in order to establish
an interference with his private life. He invited
the Court to follow its judgment in Liberty and
Others v. the United Kingdom, no. 58243/00,
§ § 56 to 57, 1 July 2008, and find that the
mere existence of a regime for surveillance
measures entailed a threat of surveillance for
all those to whom the legislation could be ap-
plied.

i The Government

116.The Government accepted that if the appli-

cant’s complaint regarding the general Con-
vention-compatibility of the RIPA scheme was
admissible, then he could claim to be a victim
without having to show that he had actu-
ally been the subject of interception, However,
they argued that the Court had made it clear
that, in a case argued on the basis that the in-
telligence authorities had in fact been engag-
ing in unlawful surveillance, the principles set
outin § § 34 to 38 of the Court’s judgment
in Klass and Others v. Germany, 6 September
1978, Series A no. 28 did not apply and, instead,
the applicant was required to substantiate his
claim with evidence sufficient to satisfy the
Court that there was a reasonable likelihood
that unlawful interception had occurred (citing
Halford v. the United Kingdom, 25 June 1997,
§ 57, Reports 1997-lll; and lliya Stefanov v.
Bulgaria, no. 65755/01, § 49, 22 May 2008). In
their view, the applicant had not established a
reasonable likelihood of unlawful interception
in his case, for four reasons: (i) there was no evi-
dence to support a claim that the applicant’s
communications were being intercepted; (ii)
the Government emphatically denied that any
unlawful interception had taken place; (ii) the
rejection of the applicant’s complaint by the
IPT supported this position (see paragraph
20 above); and (iv) the Commissioner’s 2001
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report also supported this position (see para-
graph 65 above).

117.The Government further argued that com-
plaints regarding calls not being put through
or hoax calls did not show that there had been
any interception in the applicant’s case. They
pointed out that, under section 2(2) RIPA, pre-
venting calls from being put through and hoax
calls were excluded from the definition of in-
terception (see paragraph 30 above). As such,
these activities would not fall within the remit
of RIPA. The Government further argued that
there was no factual foundation for the appli-
cant’s claims that any interception was intend-
ed to intimidate him.

(b) The Court’s assessment

118.It is not disputed that mail, telephone and
email communications, including those made
in the context of business dealings, are cov-
ered by the notions of “private life” and “cor-
respondence” in Article 8 § 1.

119.The Court has consistently held in its case-
law that its task is not normally to review the
relevant law and practice in abstracto, but to
determine whether the manner in which they
were applied to, or affected, the applicant gave
rise to a violation of the Convention (see, inter
alia, Klass and Others, cited above, § 33; N.C.
v. Italy [GC], no. 24952/94, § 56, ECHR 2002-X;
and Krone Verlag GmbH & Co. KG v. Austria (no.
4),no. 72331/01 72331/01, § 26, 9 November
2006). However, in recognition of the particular
features of secret surveillance measures and
the importance of ensuring effective control
and supervision of them, the Court has permit-
ted general challenges to the relevant legisla-
tive regime.

120.The Court's approach to assessing whether
there has been an interference in cases raising
a general complaint about secret surveillance
measures was set out in its Klass and Others
judgment, cited above, § § 34 to 38 and 41:

“34. ... The question arises in the present pro-
ceedings whether an individual is to be de-
prived of the opportunity of lodging an appli-
cation with the Commission because, owing
to the secrecy of the measures objected to,
he cannot point to any concrete measure spe-
cifically affecting him. In the Court’s view, the
effectiveness (I'effet utile) of the Convention
implies in such circumstances some possibil-
ity of having access to the Commission. If this
were not so, the efficiency of the Convention’s
enforcement machinery would be materially

weakened. The procedural provisions of the
Convention must, in view of the fact that the
Convention and its institutions were set up to
protect the individual, be applied in a manner
which serves to make the system of individual
applications efficacious.

The Court therefore accepts that an individual
may, under certain conditions, claim to be the
victim of a violation occasioned by the mere
existence of secret measures or of legislation
permitting secret measures, without having to
allege that such measures were in fact applied
to him. The relevant conditions are to be de-
termined in each case according to the Con-
vention right or rights alleged to have been
infringed, the secret character of the measures
objected to, and the connection between the
applicant and those measures.

35. In the light of these considerations, it has
now to be ascertained whether, by reason of
the particular legislation being challenged,
the applicants can claim to be victims ... of a
violation of Article 8 ... of the Convention ...

36. The Court points out that where a State
institutes secret surveillance the existence of
which remains unknown to the persons being
controlled, with the effect that the surveillance
remains unchallengeable, Article 8 ... could to
a large extent be reduced to a nullity. It is pos-
sible in such a situation for an individual to be
treated in a manner contrary to Article 8 ..., or
even to be deprived of the right granted by
that Article .., without his being aware of it
and therefore without being able to obtain a
remedy either at the national level or before
the Convention institutions.

The Court finds it unacceptable that the assur-
ance of the enjoyment of a right guaranteed
by the Convention could be thus removed
by the simple fact that the person concerned
is kept unaware of its violation. A right of re-
course to the Commission for persons poten-
tially affected by secret surveillance is to be
derived from Article 25 ..., since otherwise Arti-
cle 8 ... runs the risk of being nullified.

37. As to the facts of the particular case, the
Court observes that the contested legisla-
tion institutes a system of surveillance under
which all persons in the Federal Republic of
Germany can potentially have their mail, post
and telecommunications monitored, without
their ever knowing this unless there has been
either some indiscretion or subsequent notifi-
cation in the circumstances laid down in the
Federal Constitutional Court’s judgment ... To
that extent, the disputed legislation directly
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affects all users or potential users of the postal
and telecommunication services in the Fed-
eral Republic of Germany. Furthermore, as the
Delegates rightly pointed out, this menace of
surveillance can be claimed in itself to restrict
free communication through the postal and
telecommunication services, thereby consti-
tuting for all users or potential users a direct
interference with the right guaranteed by Ar-
ticle 8...

38. Having regard to the specific circum-
stances of the present case, the Court con-
cludes that each of the applicants is entitled
to ‘(claim) to be the victim of a violation’ of the
Convention, even though he is not able to al-
lege in support of his application that he has
been subject to a concrete measure of surveil-
lance ...

41. The first matter to be decided is whether
and, if so, in what respect the contested leg-
islation, in permitting the above-mentioned
measures of surveillance, constitutes an inter-
ference with the exercise of the right guaran-
teed to the applicants under Article 8 para. 1 ....

In its report, the Commission expressed the
opinion that the secret surveillance provided
for under the German legislation amounted to
an interference with the exercise of the right
set forth in Article 8 para. 1 ... Neither before
the Commission nor before the Court did the
Government contest this issue. Clearly, any
of the permitted surveillance measures, once
applied to a given individual, would result in
an interference by a public authority with the
exercise of that individual's right to respect for
his private and family life and his correspond-
ence. Furthermore, in the mere existence of
the legislation itself there is involved, for all
those to whom the legislation could be ap-
plied, a menace of surveillance; this menace
necessarily strikes at freedom of communica-
tion between users of the postal and telecom-
munication services and thereby constitutes
an ‘interference by a public authority’ with
the exercise of the applicants’ right to respect
for private and family life and for correspond-
ence.”

121.Subsequently, in Malone v. the United King-

dom, 2 August 1984, § 64, Series A no. 82, the
Court noted:

“Despite the applicant’s allegations, the Gov-
ernment have consistently declined to dis-

close to what extent, if at all, his telephone
calls and mail have been intercepted other-
wise on behalf of the police ... They did, how-
ever, concede that, as a suspected receiver
of stolen goods, he was a member of a class
of persons against whom measures of postal
and telephone interception were liable to be
employed. As the Commission pointed out
in its report ..., the existence in England and
Wales of laws and practices which permit and
establish a system for effecting secret surveil-
lance of communications amounted in itself
to an ‘interference ... with the exercise’ of the
applicant’s rights under Article 8 ..., apart from
any measures actually taken against him (see
the above-mentioned Klass and Others judg-
ment, ibid.). This being so, the Court, like the
Commission ..., does not consider it necessary
to inquire into the applicant’s further claims
that both his mail and his telephone calls were
intercepted for a number of years.”

122.Following Klass and Others and Malone, the for-

mer Commission, in a number of cases against
the United Kingdom in which the applicants
alleged actual interception of their communi-
cations, emphasised that the test in Klass and
Others could not be interpreted so broadly as
to encompass every person in the United King-
dom who feared that the security services may
have conducted surveillance of him. Accord-
ingly, the Commission required applicants to
demonstrate that there was a “reasonable like-
lihood” that the measures had been applied to
them (see, for example, Esbester v. the United
Kingdom, no. 18601/91, Commission decision
of 2 April 1993; Redgrave v. the United King-
dom, no. 202711/92, Commission decision of 1
September 1993; and Matthews v. the United
Kingdom, no. 28576/95, Commission decision
of 16 October 1996).

123.In cases concerning general complaints about

legislation and practice permitting secret sur-
veillance measures, the Court has reiterated
the Klass and Others approach on a number
of occasions (see, inter alia, Weber and Saravia,
cited above, § 78; Association for European
Integration and Human Rights and Ekimdzhiev
v. Bulgaria, no. 62540/00 62540/00, § § 58 to
60, 28 June 2007; lliya Stefanov, cited above,
§ 49; Liberty and Others, cited above, § §
56 to 57; and lordachi and Others v. Moldova,
no.25198/02, § § 30 to 35, 10 February 2009).
Where actual interception was alleged, the
Court has held that in order for there to be an
interference, it has to be satisfied that there was
a reasonable likelihood that surveillance meas-
ures were applied to the applicant (see Halford,
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cited above, § § 56to 57). The Court will make
its assessment in light of all the circumstances
of the case and will not limit its review to the
existence of direct proof that surveillance has
taken place given that such proof is generally
difficult or impossible to obtain (see lliya Ste-
fanov, cited above, § 50).

124.Sight should not be lost of the special rea-

sons justifying the Court's departure, in cases
concerning secret measures, from its general
approach which denies individuals the right
to challenge a law in abstracto. The principal
reason was to ensure that the secrecy of such
measures did not result in the measures being
effectively unchallengeable and outside the
supervision of the national judicial authori-
ties and the Court (see Klass and Others, cited
above, § § 34 and 36). In order to assess, in a
particular case, whether an individual can claim
an interference as aresult of the mere existence
of legislation permitting secret surveillance
measures, the Court must have regard to the
availability of any remedies at the national level
and the risk of secret surveillance measures
being applied to him. Where there is no possi-
bility of challenging the alleged application of
secret surveillance measures at domestic level,
widespread suspicion and concern among the
general public that secret surveillance powers
are being abused cannot be said to be unjusti-
fied. In such cases, even where the actual risk
of surveillance is low, there is a greater need for
scrutiny by this Court.

125.The Court observes that the present applicant

complained of an interference with his com-
munications both on the basis that, given the
circumstances of his particular case, he had es-
tablished a reasonable likelihood of intercep-
tion and on the basis of the very existence of
measures permitting secret surveillance.

126.The applicant has alleged that the fact that

calls were not put through to him and that he
received hoax calls demonstrates a reasonable
likelihood that his communications are being
intercepted. The Court disagrees that such alle-
gations are sufficient to support the applicant’s
contention that his communications have
been intercepted. Accordingly, it concludes
that the applicant has failed to demonstrate a
reasonable likelihood that there was actual in-
terception in his case.

127.Insofar as the applicant complains about the

RIPA regime itself, the Court observes, first, that
the RIPA provisions allow any individual who

alleges interception of his communications
to lodge a complaint with an independent tri-
bunal (see paragraph 75 above), a possibility
which was taken up by the applicant. The IPT
concluded that no unlawful, within the mean-
ing of RIPA, interception had taken place.

128.As to whether a particular risk of surveillance

arises in the applicant’s case, the Court notes
that under the provisions of RIPA on internal
communications, any person within the United
Kingdom may have his communications inter-
cepted if interception is deemed necessary on
one or more of the grounds listed in section
5(3) (see paragraphs 31 to 32 above). The ap-
plicant has alleged that he is at particular risk
of having his communications intercepted as a
result of his high-profile murder case, in which
he made allegations of police impropriety (see
paragraph 5 above), and his subsequent cam-
paigning against miscarriages of justice. The
Court observes that neither of these reasons
would appear to fall within the grounds listed
in section 5(3) RIPA. However, in light of the
applicant’s allegations that any interception is
taking place without lawful basis in order to
intimidate him (see paragraph 7 above), the
Court considers that it cannot be excluded
that secret surveillance measures were applied
to him or that he was, at the material time,
potentially at risk of being subjected to such
measures.

129.In the circumstances, the Court considers that

the applicant can complain of an interference
with his Article 8 rights. The Government's ob-
jection concerning the applicant’s lack of vic-
tim status is accordingly dismissed.

2. The justification for the interference

130.Any interference can only be justified under

Article 8 § 2 ifitis in accordance with the law,
pursues one of more of the legitimate aims
to which paragraph 2 of Article 8 refers and is
necessary in a democratic society in order to
achieve any such aim.

(a) The parties’ submissions

i The applicant

131.The applicant did not dispute that the surveil-

lance of internal communications in the United
Kingdom had a basis in domestic law, namely
the provisions of RIPA. Nor did he dispute that
both the relevant legislation and the Code
were publicly available. However, he argued
that the RIPA provisions, and in particular sec-
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tions 5, 8 and 15 on the issuing of warrants
and the relevant safeguards, were not in ac-
cordance with the law as required by Article 8
§ 2 of the Convention as they did not meet
the foreseeability requirement set out in the
Court's jurisprudence. In particular, he alleged
that section 8(1) RIPA, which stipulated the ba-
sic contents of an interception warrant, did not
indicate with sufficient clarity how decisions
as to which individuals were to be put under
surveillance were made; that RIPA did not de-
fine the categories of persons who could have
their telephones tapped; and that it did not
clarify the procedures in place to regulate the
interception and processing of intercept mate-
rial. He contended that the safeguards referred
to in section 15 RIPA were inadequate as they
were subject to unknown “arrangements” con-
sidered necessary by the Secretary of State. The
other procedural safeguards in place including
the possibility of launching proceedings before
the IPT, were, in the applicant’s view, also inad-
equate to protect against abuse.

132.The applicant relied on the Court’s judgment in

Liberty and Others, cited above, as to the lack
of clarity of the relevant provisions of RIPA's
predecessor, the Interception of Communica-
tions Act 1985, and argued that the changes
introduced to the surveillance regime by RIPA
were inadequate to address the flaws identi-
fied in that case. He concluded that any inter-
ference therefore automatically failed to meet
the requirement that it must be in accordance
with the law and relied in this regard on the
conclusions of a report by a surveillance law
expert instructed by him, Dr Goold, appended
to his submissions. He further highlighted the
conclusion of the Court in Liberty and Others,
cited above, § 68, that the fact that extracts
of the code of practice adopted under section
71 RIPA were in the public domain suggested
that it was possible for a State to make public
certain details about the operation of a scheme
for external surveillance without compromis-
ing national security.

133.The applicant argued that the Court’s decisions

in Valenzuela Contreras v. Spain, 30 July 1998,
Reports of Judgments and Decisions 1998-
V; Huvig v. France, 24 April 1990, Series A no.
176-B; Kruslin v. France, 24 April 1990, Series
A no. 176-A; Amann v. Switzerland [GC], no.
27798/95, ECHR 2000-II; Al-Nashif v. Bulgaria,
no. 50963/99 50963/99, 20 June 2002; and
Rotaru v. Romania [GC], no. 28341/95, ECHR
2000-V had expanded on the issue of “fore-
seeability” and indicated a departure from

the narrower scope of earlier decisions which
tolerated the restrictive extent to which na-
tional security had imposed blanket secrecy
on the publication of surveillance procedures.
This broader approach had been confirmed
by the Court’s recent ruling in Liberty and Oth-
ers, cited above. The applicant argued that the
RIPA scheme remained “unnecessarily opaque”
and that further details about the operation,
beyond those currently included in the Code,
should be made available in order to comply
with the Convention requirements regarding
clarity and precision.

134.As to the safeguards and the arrangements

put in place by the Secretary of State under
section 15 RIPA, the applicant contended that
there was a circularity in the fact that the per-
son responsible for issuing warrants was also
responsible for the establishment of the safe-
guards. He referred to the Court’s observation
in Liberty and Others, cited above, § 66, that
details of the arrangements were neither in
the legislation nor otherwise in the public do-
main. As regards the role of the Commissioner,
the applicant argued that, as the Court found
in Liberty and Others, cited above, § 67, the
existence of the Commissioner did not contrib-
ute towards the accessibility and clarity of the
arrangements under section 15 RIPA as he was
unable to reveal what the arrangements were.

135.More generally, the applicant alleged that the

Government had failed to address properly
the safeguards available to prevent abuse of
power. He argued that the legislation failed to
identify the nature of the offences which could
give rise to an interception order, to define per-
sons liable to have their telephones tapped, to
set limits on the duration of telephone tapping
and to explain the procedure to be followed
in examining and storing data obtained, the
precautions to be taken in communicating
the data and the circumstances in which data
could or should be destroyed (citing Weber
and Saravia, cited above, § 95).

136.He argued in particular that in Weber and

Saravia, the law under consideration set out
the precise offences the prevention and detec-
tion of which could give rise to an interception
order, which he alleged was not the case with
RIPA. He pointed to the opinion of his expert, Dr
Goold, that the definition of “serious crime” in
section 81(2)(b) RIPA (see paragraph 34 above)
was excessively broad and did not refer to
any specific offences by name, and Dr Goold’s
conclusion that it could not be said that the
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grounds for issuing a section 8(1) warrant, as
set out in section 5(3) RIPA, were sufficiently
clear so as to enable an individual to predict
what sorts of conduct might give rise to secret
surveillance. He further considered that there
was no information as to how the categories of
persons liable to have their telephones tapped
were “strictly controlled”, as the Government
suggested (see paragraph 142 below).

i The Government

137.The Government submitted that any interfer-

ence which may have arisen in the present case
satisfied the requirements of Article 8 § 2. The
Government emphasised the duty of demo-
cratic governments to uphold the criminal law
and protect citizens from terrorist threats and
organised crime. In order to discharge this duty,
the power to intercept the communications of
specific targets was necessary. They pointed
to the Commissioner’s consistent conclusions
that the interception powers under RIPA were
an invaluable weapon for the protection of
national security and the fight against organ-
ised crime (see paragraphs 64 and 72 above).
Further, in order for interception to yield useful
intelligence, the fact of the interception, as well
as the methods by which it could be effected,
had to be kept secret. If possible targets were
able to gain insight into sensitive interception
techniques and capabilities, then they would
be able to take steps to undermine the useful-
ness of any intelligence gathered against them.
The Government explained that they had had
experience of information about surveillance
techniques being put in the public domain,
which had led directly to the loss of important
sources of intelligence. They insisted that their
policy of “neither confirm nor deny” was im-
portant to ensure the overall effectiveness of
surveillance operations.

138.Generally, regarding the applicant’s reliance

on the Court’s judgment in Liberty and Others,
cited above, the Government emphasised that
that case concerned the Interception of Com-
munications Act 1985, and not RIPA. Accord-
ingly, they argued, the Court had not given
a view as to whether it considered that the
provisions of RIPA satisfied the requirements
of Article 8. In finding a violation of Article
8 in Liberty and Others as a result of the fail-
ure of the Government to provide any public
indication of the procedure for selecting for
examination, sharing, storing and destroying
intercepted data, the Court referred specifically
at § 68 of its judgment to the fact that under

RIPA, the Government had published a code
of practice giving details about the operation
of the scheme. In the Government's view, the
publication of the Code was a feature by which
the RIPA scheme could be distinguished from
its predecessor in a significant and relevant re-
spect. They also contrasted the finding of the
Court in Liberty and Others, § 66, as regards
the former arrangements regarding safeguards
under section 6 Interception of Communica-
tions Act with the section 15 RIPA arrange-
ments and the relevant provisions of the Code.

139.0n the question whether any interference was

in accordance with the law, the Government
considered, first, that the statutory provisions
of RIPA provided a sufficient basis in domestic
law for any interference. They noted that the
applicant did not appear to dispute this. As
to whether the law was accessible, the Gov-
ernment pointed out that both RIPA and the
Code were public accessible. They concluded
that the accessibility requirement was satisfied,
again noting the absence of any dispute on the
matter from the applicant.

140.Regarding foreseeability, the Government

highlighted at the outset the special context
of secret surveillance. Referring to, inter alia,
Weber and Saravia, cited above, § 93, the Gov-
ernment emphasised that foreseeability could
not mean that an individual should be able to
foresee when the authorities were likely to in-
tercept his communications so that he could
adapt his conduct accordingly. However, they
agreed that there needed to be clear, detailed
rules on interception, as outlined in § 95 of
the Court’s judgment in Weber and Saravia to
guard against the risk of arbitrary exercise of se-
cret surveillance powers. The Court had recent-
ly clarified in Liberty and Others, cited above,
§ § 67 to 69, that not every provision regu-
lating secret surveillance had to be set out in
primary legislation. The test was whether there
was a sufficient indication of the safeguards in
aform accessible to the publicin order to avoid
abuses of power (citing Weber and Saravia, §
95). The Government accordingly contended
that account should be taken of all relevant cir-
cumstances, including the nature, scope and
duration of possible measures, the grounds re-
quired for ordering them, the authorities com-
petent to permit, carry out and supervise them,
and the remedies provided by national law (cit-
ing Association for European Integration and
Human Rights and Ekimdzhiev v. Bulgaria, cited
above, § 77). They also argued that the Court
should consider any evidence as to the actual
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operation of the warrant system and whether
the system appeared to be working properly
or was in fact subject to abuse (referring to As-
sociation for European Integration and Human
Rights and Ekimdzhiev, § § 92 to 93).

.Addressing each of the individual safeguards

set out in Weber and Saravia in turn, the
Government contended, first, as regards the
nature of offences which could give rise to
an interception order, that section 5(3) RIPA,
supplemented by the Code and the relevant
definitions provided in the Act, was sufficiently
clear and precise in setting out the grounds on
which a section 8(1) warrant could be issued.
As to the applicant’s particular complaint that
the term “national security” lacked clarity, the
Government emphasised that the term was
not criticised by the Courtin Liberty and Others
when it was considered in the context of RIPA’s
predecessor, a fact which was unsurprising giv-
en that the term was a frequently-used legisla-
tive concept in the legal systems of many Con-
tracting States and appeared in Article 8 § 2 of
the Convention itself. The Government invited
the Court to follow the Commission in Christie
v. the United Kingdom, no. 21482/93, Commis-
sion decision of 27 June 1994, in finding that
the term “national security” was sufficiently
foreseeable for the purposes of Article 8, not-
ing that the applicant had cited no authority to
the contrary. The Government also contested
the applicant’'s complaint that “serious crime”
was not sufficiently specific and that RIPA failed
to clarify the exact offences for the prevention
of which a section 8(1) warrant could be is-
sued. They pointed out that nothing in Weber
and Saravia, cited above, § 27, supported the
proposition that the legislative framework had
to refer to the relevant offences by name in or-
der to comply with the foreseeability require-
ment. They concluded that “serious crime”, as
defined in the Act, provided an adequate indi-
cation of the circumstances in which intercep-
tion could be authorised.

142.Second, as regards the categories of persons

liable to have their telephones tapped, the
Government acknowledged that RIPA allowed
any type of communication transmitted over
a telecommunications system to be inter-
cepted. However, the categories of persons
liable to have their telephones tapped were
strictly controlled by RIPA. The factors by ref-
erence to which interception was undertaken
had to be specifically identified in the schedule
to the warrant. Further, a person would only
become a subject of interception, and a set

of premises would only be named in an inter-
ception warrant, if the interception operation
was necessary on one or more of the grounds
listed in section 5(3) (see paragraphs 31 to 32
above). The Government disputed that the
Court’s conclusion in Weber and Saravia, cited
above, § 97, was at odds with this approach
as, in their submission, that judgment merely
approved the approach taken in the G10 Act
without ruling out other possible methods of
satisfying the Article 8 § 2 requirements.

143.Third, RIPA set out strict limits regarding the

duration of any interception activity and the
circumstances in which a warrant could be re-
newed (see paragraphs 50 to 51 above).

144.Fourth, RIPA, supplemented by the Code, con-

tained detailed provisions on the procedure to
be followed for examining, using and storing
the data obtained and the precautions to be
taken when communicating the data to other
parties. Although in principle an intercepting
agency could listen to all intercepted mate-
rial in order to determine whether it contained
valuable intelligence, where it contained no
such intelligence the material would be swiftly
and securely destroyed. Section 15 RIPA pro-
vided an exhaustive definition of the “author-
ised purposes” and, in particular, section 15(4)
identified limits on the number of persons to
whom intercept material could be disclosed
(see paragraph 42 above). These provisions
were supplemented by the provisions of chap-
ter 6 of the Code (see paragraphs 45 to 47
above). In particular, paragraph 6.4 of the Code
specified that disclosure could only be made to
persons with security clearance and paragraph
6.9 provided for distribution lists of vetted per-
sons to be maintained. Disclosure was further
limited by the “need-to-know" principle, which
restricted both those who could gain access to
intercept material and the extent of any such
access. Paragraph 6.5 of the Code clarified that
the obligation not to disclose intercept infor-
mation applied to any person to whom such
information had been disclosed. Any breach of
these safeguards was an offence under section
19 RIPA (see paragraph 44 above). The require-
ment to keep records in respect of the making,
distribution and destruction of intercept mate-
rial also provided an important safeguard. Sec-
tion 15(3) made it clear that intercept material
had to be destroyed as soon as there were no
longer grounds for retaining it as “necessary”
for any of the exhaustively defined authorised
purposes. Where human or technical error had
resulted in material being gathered where it
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should not have been, the intercept material
was immediately destroyed. Finally, where in-
tercept material was retained, paragraph 6.8 of
the Code required it to be reviewed at appro-
priate intervals to ensure that the justification
for its retention remained valid.

145.The Government emphasised that informa-

tion concerning the arrangements put in place
under section 15 RIPA had been published
in the Code. However, in order to maintain
the operational effectiveness of interception
techniques, it was not possible to publish full
details of the arrangements. In the view of the
Government, the publication of any more de-
tail than had already been published would be
contrary to national security and prejudicial to
the prevention and detection of serious crime.
They argued that the decision as to how much
information on safeguards could safely be put
in the public domain without undermining
the interests of national security or prejudic-
ing the prevention and detection of serious
crime fell within their margin of appreciation.
It was also significant that the full details of
the arrangements in place were made avail-
able to the Commissioner, who was required
to keep them under review. The Government
emphasised that the Commissioner’s approval
was sought and given in respect of the safe-
guard documents either before or shortly after
the entry into force of RIPA (see paragraph 63
above). They further emphasised that the Com-
missioner had expressed his satisfaction with
the section 15 safeguards in every report pre-
pared since 2000. They referred in particular to
the Commissioner’s 2002 and 2004 reports (see
paragraphs 68 to 69 above).

146.In conclusion, the Government contended that

in light of the detail in the legislation and the
applicable code, the RIPA regime satisfied the
requirement of lawfulness.

147.The Government also insisted that any interfer-

ence pursued a legitimate aim. The Govern-
ment emphatically denied, in this regard, the
applicant’s allegation that interception was
being used to intimidate him and undermine
his business activities. The three relevant ob-
jectives set out in section 5(3) RIPA, namely
safeguarding national security, preventing or
detecting serious crime and safeguarding the
economic well-being of the United Kingdom,
were all legitimate aims for the purposes of
Article 8(2).

148.As to proportionality, the Government pointed

to the fact that the Court had already accepted
that secret surveillance could be necessary in a
democratic society (see Klass and Others, cited
above, § 48) and argued that the surveillance
regime in RIPA was necessary and propor-
tionate. The Government further argued that
States enjoyed a fairly wide margin of appre-
ciation when legislating in this field (citing We-
ber and Saravia, § 106). They reiterated that
the protection of national security in particular
was a heavy political responsibility affecting
the whole population. Decisions in this area
accordingly required a democratic legitimacy
which could not be provided by the Court. This
had been implicitly recognised by the Court in
its Klass and Others judgment, cited above, §
49.

149.The Government accepted that in order to

demonstrate respect for Article 8(2), there
had to be adequate and effective guarantees
against abuse of power. They reiterated that
the assessment of whether such guarantees
were present had to be made in light of all the
circumstances of the case. In respect of the
surveillance regime applicable in the United
Kingdom, the Government emphasised that
any interception without lawful authority was a
criminal offence under section 1 RIPA (see par-
agraph 29 above); that the Secretary of State
personally issued and modified warrants (see
paragraph 38 above); and that guidance was
publicly available in the form of the Code. They
further pointed to the additional safeguards
available in the form of the section 15 safe-
guards, the oversight of the Commissioner and
the jurisdiction of the IPT. They concluded that
the RIPA regime contained adequate and ef-
fective guarantees against abuse. The involve-
ment of Secretaries of State in the issuing of an
interception warrant provided a real and prac-
tical safeguard in the system, as demonstrated
by the findings of the Commissioner as to the
care and attention they demonstrated in their
warrantry work (see paragraphs 62, 67 and 71
above). Further, it was significant that none
of the Commissioners’ reports referred to any
deliberate breach of the RIPA provisions or any
unlawful use of interception powers to intimi-
date a person. Any errors or breaches which
had arisen had been the result of technical or
human error and had been promptly corrected
upon their discovery. As to the jurisdiction of
the IPT, the Government emphasised that a
challenge could be brought at any time by a
person who suspected that his communica-
tions were being intercepted. They contrasted
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this unlimited jurisdiction with the legal re-
gime at issue in Weber and Saravia where ju-
dicial oversight was limited to cases where an
individual had been notified that measures had
been taken against him. The applicant in the
present case was able to bring his complaint
before two senior judges, who ruled that there
was no unlawful interception in his case.

150.In conclusion, the Government invited the

Court to find that there had been no violation
of Article 8 in the present case.

(b) The Court’s assessment
i General principles

151.The requirement that any interference must
be “in accordance with the law” under Article
8 § 2 will only be met where three conditions
are satisfied. First, the impugned measure must
have some basis in domestic law. Second, the
domestic law must be compatible with the rule
of law and accessible to the person concerned.
Third, the person affected must be able to fore-
see the consequences of the domestic law for
him (see, among many other authorities, Ro-
taru v. Romania, cited above, § 52; Liberty and
Others, cited above, § 59; and lordachi and
Others, cited above, § 37).

152.The Court has held on several occasions that

the reference to “foreseeability” in the context
of interception of communications cannot be
the same as in many other fields (see Malone,
cited above, § 67; Leander v. Sweden, 26
March 1987, § 51, Series A no. 116; Associa-
tion for European Integration, cited above, §
79; and Al-Nashif, cited above, § 121).Inits ad-
missibility decision in Weber and Saravia, cited
above, § § 93 to 95, the Court summarised its
case-law on the requirement of legal “foresee-
ability” in this field:

"93. ... foreseeability in the special context of
secret measures of surveillance, such as the in-
terception of communications, cannot mean
that an individual should be able to foresee
when the authorities are likely to intercept
his communications so that he can adapt his
conduct accordingly (see, inter alia, [v. Swe-
den, judgment of 26 August 1987, Series A no.
116], p. 23, § 51). However, especially where
a power vested in the executive is exercised
in secret, the risks of arbitrariness are evident
(see, inter alia, Malone, cited above, p. 32, §
67, Huvig, cited above, pp. 54-55, § 29; and
Rotaru). It is therefore essential to have clear,
detailed rules on interception of telephone
conversations, especially as the technol-

ogy available for use is continually becoming
more sophisticated (see Kopp v. Switzerland,
judgment of 25 March 1998, Reports 1998l
pp. 542-43, § 72, and Valenzuela Contreras
v. Spain, judgment of 30 July 1998, Reports
1998-V, pp. 1924-25, § 46). The domestic law
must be sufficiently clear in its terms to give
citizens an adequate indication as to the cir-
cumstances in which and the conditions on
which public authorities are empowered to
resort to any such measures (see Malone,
ibid.; Kopp, cited above, p. 541, § 64; Huvig,
cited above, pp. 54-55, § 29; and Valenzuela
Contreras, ibid.).

94. Moreover, since the implementation in
practice of measures of secret surveillance
of communications is not open to scrutiny
by the individuals concerned or the public at
large, it would be contrary to the rule of law
for the legal discretion granted to the execu-
tive or to a judge to be expressed in terms of
an unfettered power. Consequently, the law
must indicate the scope of any such discre-
tion conferred on the competent authorities
and the manner of its exercise with sufficient
clarity to give the individual adequate protec-
tion against arbitrary interference (see, among
other authorities, Malone, cited above, pp. 32-
33, § 68; Leander, cited above, p. 23, § 57;
and Huvig, cited above, pp. 54-55, § 29).

95. In its case-law on secret measures of sur-
veillance, the Court has developed the follow-
ing minimum safeguards that should be set
out in statute law in order to avoid abuses of
power: the nature of the offences which may
give rise to an interception order; a defini-
tion of the categories of people liable to have
their telephones tapped; a limit on the dura-
tion of telephone tapping; the procedure to
be followed for examining, using and stor-
ing the data obtained; the precautions to be
taken when communicating the data to other
parties; and the circumstances in which re-
cordings may or must be erased or the tapes
destroyed (see, inter alia, Huvig, cited above,
p. 56, § 34; Amann, cited above, § 76; Valen-
zuela Contreras, cited above, pp. 1924-25, §
46; and Prado Bugallo v. Spain, no. 58496/00,
§ 30, 18 February 2003).”

153.As to the question whether an interference

was “necessary in a democratic society” in pur-
suit of a legitimate aim, the Court recalls that
powers to instruct secret surveillance of citi-
zens are only tolerated under Article 8 to the
extent that they are strictly necessary for safe-
guarding democratic institutions. In practice,
this means that there must be adequate and
effective guarantees against abuse. The assess-
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ment depends on all the circumstances of the
case, such as the nature, scope and duration of
the possible measures, the grounds required
for ordering them, the authorities competent
to authorise, carry out and supervise them, and
the kind of remedy provided by the national
law (see Klass and Others, cited above, § § 49
to 50; and Weber and Saravia, cited above, §
106).

154.The Court has acknowledged that the Con-

tracting States enjoy a certain margin of appre-
ciation in assessing the existence and extent of
such necessity, but this margin is subject to Eu-
ropean supervision. The Court has to determine
whether the procedures for supervising the
ordering and implementation of the restrictive
measures are such as to keep the “interference”
to what is “necessary in a democratic society”.
In addition, the values of a democratic society
must be followed as faithfully as possible in the
supervisory procedures if the bounds of neces-
sity, within the meaning of Article 8 § 2, are
not to be exceeded (see Kvasnica v. Slovakia,
no. 72094/01, § 80, 9 June 2009).

i Application of the general principles to the
facts of the case

155.The Court recalls that it has found there to be

an interference under Article 8 § 1 in respect
of the applicant’s general complaint about the
RIPA provisions and not in respect of any actual
interception activity allegedly taking place. Ac-
cordingly, in its examination of the justification
for the interference under Article 8 § 2, the
Court is required to examine the proportion-
ality of the RIPA legislation itself and the safe-
guards built into the system allowing for secret
surveillance, rather than the proportionality of
any specific measures taken in respect of the
applicant. In the circumstances, the lawful-
ness of the interference is closely related to the
question whether the “necessity” test has been
complied with in respect of the RIPA regime
and it is therefore appropriate for the Court to
address jointly the “in accordance with the law”
and “necessity” requirements (see Kvasnica, cit-
ed above, § 84). Further, the Court considers it
clear that the surveillance measures permitted
by RIPA pursue the legitimate aims of the pro-
tection of national security, the prevention of
crime and the protection of the economic well-
being of the country. This was not disputed by
the parties.

156.In order to assess whether the RIPA provisions

meet the foreseeability requirement, the Court

must first examine whether the provisions of
the Code can be taken into account insofar as
they supplement and further explain the rel-
evant legislative provisions. In this regard, the
Court refers to its finding in Silver and Others
v. the United Kingdom, 25 March 1983, § §
88 to 89, Series A no. 61 that administrative or-
ders and instructions concerning the scheme
for screening prisoners’ letters established
a practice which had to be followed save in
exceptional circumstances and that, as a con-
sequence, although they did not themselves
have the force of law, to the extent to which
those concerned were made sufficiently aware
of their contents they could be taken into ac-
count in assessing whether the criterion of
foreseeability was satisfied in the application of
the Prison Rules.

157.In the present case, the Court notes, first, that

the Code is a public document and is avail-
able on the Internet (see paragraphs 26 and
28 above). Prior to its entry into force, it was
laid before Parliament and approved by both
Houses (see paragraph 26 above). Those exer-
cising duties relating to interception of com-
munications must have regard to its provisions
and the provisions of the Code may be taken
into account by courts and tribunals (see para-
graph 27 above). In light of these considera-
tions, the Court finds that the provisions of the
Code can be taken into account in assessing
the foreseeability of the RIPA regime.

158.The Court will therefore examine the RIPA re-

gime with reference to each of the safeguards
and the guarantees against abuse outlined in
Weber and Saravia (see paragraphs 152 and
153 above) and, where relevant, to its findings
in respect of the previous legislation at issue in
Liberty and Others, cited above.

159.As to the nature of the offences, the Court em-

phasises that the condition of foreseeability
does not require States to set out exhaustively
by name the specific offences which may give
rise to interception. However, sufficient detail
should be provided of the nature of the of-
fences in question. In the case of RIPA, section 5
provides that interception can only take place
where the Secretary of State believes that it is
necessary in the interests of national security,
for the purposes of preventing or detecting
serious crime or for the purposes of safeguard-
ing the economic well-being of the United
Kingdom (see paragraphs 31 to 32 above). The
applicant criticises the terms “national secu-
rity” and “serious crime” as being insufficiently
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clear. The Court disagrees. It observes that the
term “national security” is frequently employed
in both national and international legislation
and constitutes one of the legitimate aims to
which Article 8 § 2 itself refers. The Court has
previously emphasised that the requirement of
"foreseeability” of the law does not go so far as
to compel States to enact legal provisions list-
ing in detail all conduct that may prompt a de-
cision to deport an individual on “national se-
curity” grounds. By the nature of things, threats
to national security may vary in character and
may be unanticipated or difficult to define in
advance (Al-Nashif, cited above, § 121). Similar
considerations apply to the use of the term in
the context of secret surveillance. Further, ad-
ditional clarification of how the term is to be
applied in practice in the United Kingdom has
been provided by the Commissioner, who has
indicated that it allows surveillance of activities
which threaten the safety or well-being of the
State and activities which are intended to un-
dermine or overthrow Parliamentary democra-
cy by political, industrial or violent means (see
paragraph 33 above). As for “serious crime”, this
is defined in the interpretative provisions of the
Act itself and what is meant by “detecting” seri-
ous crime is also explained in the Act (see para-
graphs 34 to 35 above). The Court is of the view
that the reference to serious crime, together
with the interpretative clarifications in the Act,
gives citizens an adequate indication as to the
circumstances in which and the conditions on
which public authorities are empowered to re-
sort to secret surveillance measures. The Court
therefore considers that, having regard to the
provisions of RIPA, the nature of the offences
which may give rise to an interception order
is sufficiently clear (compare and contrast /or-
dachi and Others, cited above, § 46).

160.The Court observes that under RIPA, it is pos-

sible for the communications of any person in
the United Kingdom to be intercepted. Howev-
er, it should be recalled that, in contrast to the
Liberty and Others case which concerned the
legislation on interception of communications
between the United Kingdom and any other
country, the present case concerns internal
communications, i.e. communications within
the United Kingdom. Further, the legislation
must describe the categories of persons who,
in practice, may have their communications
intercepted. In this respect, the Court observes
that there is an overlap between the condition
that the categories of persons be set out and
the condition that the nature of the offences

be clearly defined. The relevant circumstances
which can give rise to interception, discussed
in the preceding paragraph, give guidance as
to the categories of persons who are likely, in
practice, to have their communications inter-
cepted. Finally, the Court notes that in internal
communications cases, the warrant itself must
clearly specify, either by name or by descrip-
tion, one person as the interception subject
or a single set of premises as the premises in
respect of which the warrant is ordered (see
paragraphs 40 to 41 above). Names, addresses,
telephone numbers and other relevant infor-
mation must be specified in the schedule to
the warrant. Indiscriminate capturing of vast
amounts of communications is not permitted
under the internal communications provisions
of RIPA (cf. Liberty and Others, cited above,
§ 64). The Court considers that, in the circum-
stances, no further clarification in the legisla-
tion or the Code of the categories of persons li-
able to have their communications intercepted
can reasonably be required.

161.In respect of the duration of any telephone tap-

ping, the Act clearly stipulates, first, the period
after which an interception warrant will expire
and, second, the conditions under which a
warrant can be renewed (see paragraph 50 to
51 above). Although a warrant can be renewed
indefinitely, the Secretary of State himself must
authorise any renewal and, upon such authori-
sation, must again satisfy himself that the war-
rant remains necessary on the grounds stipu-
lated in section 5(3) (see paragraph 51 above).
In the context of national security and serious
crime, the Court observes that the scale of the
criminal activities involved is such that their
planning often takes some time. Subsequent
investigations may also be of some duration, in
light of the general complexity of such cases
and the numbers of individuals involved. The
Court is therefore of the view that the overall
duration of any interception measures will de-
pend on the complexity and duration of the
investigation in question and, provided that
adequate safeguards exist, it is not unreason-
able to leave this matter for the discretion of
the relevant domestic authorities. The Code
explains that the person seeking the renewal
must make an application to the Secretary of
State providing an update and assessing the
value of the interception operation to date. He
must specifically address why he considers that
the warrant remains necessary on section 5(3)
grounds (see paragraph 54 above). Further, un-
der section 9(3) RIPA, the Secretary of State is
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obliged to cancel a warrant where he is satis-
fied that the warrant is no longer necessary on
section 5(3) grounds (see paragraph 52 above).
There is also provision in the Act for specific
factors in the schedule to the warrant to be
deleted where the Secretary of State considers
that they are no longer relevant for identify-
ing communications from or to the intercep-
tion subject (see paragraph 53 above). The
Code advises that the duty on the Secretary of
State to cancel warrants which are no longer
necessary means, in practice, that intercepting
agencies must keep their warrants under con-
tinuous review (see paragraph 55 above). The
Court concludes that the provisions on dura-
tion, renewal and cancellation are sufficiently
clear.

162.As regards the procedure for examining, us-

ing and storing the data, the Government in-
dicated in their submissions that, under RIPA,
an intercepting agency could, in principle,
listen to all intercept material collected (see
paragraph 144 above). The Court recalls its
conclusion in Liberty and Others, cited above,
§ 65, that the authorities’ discretion to capture
and listen to captured material was very wide.
However, that case, unlike the present case,
involved external communications, in respect
of which data were captured indiscriminately.
Contrary to the practice under the Interception
of Communications Act 1985 concerning ex-
ternal communications, interception warrants
for internal communications under RIPA relate
to one person or one set of premises only (cf.
Liberty and Others, cited above, § 64), thereby
limiting the scope of the authorities’ discretion
to intercept and listen to private communica-
tions. Moreover, any captured data which are
not necessary for any of the authorised pur-
poses must be destroyed.

163.As to the general safeguards which apply to

the processing and communication of inter-
cept material, the Court observes that section
15 RIPA imposes a duty on the Secretary of
State to ensure that arrangements are in place
to secure any data obtained from interception
and contains specific provisions on communi-
cation of intercept material (see paragraph 42
above). Further details of the arrangements are
provided by the Code. In particular, the Code
strictly limits the number of persons to whom
intercept material can be disclosed, imposing a
requirement for the appropriate level of secu-
rity clearance as well as a requirement to com-
municate data only where there is a “need to
know". It further clarifies that only so much of

the intercept material as the individual needs
to know is to be disclosed and that where a
summary of the material would suffice, then
only a summary should be disclosed. The Code
requires intercept material, as well as copies
and summaries of such material, to be han-
dled and stored securely to minimise the risk of
threat or loss. In particular, it must be inacces-
sible to those without the necessary security
clearance (see paragraphs 46 to 47 above). A
strict procedure for security vetting is in place
(see paragraph 48 above). In the circumstanc-
es, the Court is satisfied that the provisions on
processing and communication of intercept
material provide adequate safeguards for the
protection of data obtained.

164.As far as the destruction of intercept material is

concerned, section 15(3) RIPA requires that the
intercept material and any related communica-
tions data, as well as any copies made of the
material or data, must be destroyed as soon as
there are no longer any grounds for retaining
them as necessary on section 5(3) grounds (see
paragraph 42 above). The Code stipulates that
intercept material must be reviewed at appro-
priate intervals to confirm that the justification
for its retention remains valid (see paragraph
55 above).

165.The Code also requires intercepting agen-

cies to keep detailed records of interception
warrants for which they have applied (see
paragraph 56 above), an obligation which the
Court considers is particularly important in the
context of the powers and duties of the Com-
missioner and the IPT (see paragraphs 166 to
167 below)

166.166. As regards supervision of the RIPA regime,

the Court observes that apart from the periodic
review of interception warrants and materials
by intercepting agencies and, where appropri-
ate, the Secretary of State, the Interception of
Communications  Commissioner established
under RIPA is tasked with overseeing the gen-
eral functioning of the surveillance regime and
the authorisation of interception warrants in
specific cases. He has described his role as one
of protecting members of the public from un-
lawful intrusion into their private lives, of assist-
ing the intercepting agencies in their work, of
ensuring that proper safeguards are in place to
protect the public and of advising the Govern-
ment and approving the safeguard documents
(see paragraph 70 above). The Court notes
that the Commissioner is independent of the
executive and the legislature and is a person
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who holds or has held high judicial office (see
paragraph 57 above). He reports annually to
the Prime Minister and his report is a public
document (subject to the non-disclosure of
confidential annexes) which is laid before Par-
liament (see paragraph 61 above). In under-
taking his review of surveillance practices, he
has access to all relevant documents, includ-
ing closed materials and all those involved in
interception activities have a duty to disclose
to him any material he requires (see para-
graph 59 above). The obligation on intercept-
ing agencies to keep records ensures that the
Commissioner has effective access to details of
surveillance activities undertaken. The Court
further notes that, in practice, the Commission-
er reviews, provides advice on and approves
the section 15 arrangements (see paragraphs
59 and 68 above). The Court considers that the
Commissioner's role in ensuring that the provi-
sions of RIPA and the Code are observed and
applied correctly is of particular value and his
biannual review of a random selection of spe-
cific cases in which interception has been au-
thorised provides an important control of the
activities of the intercepting agencies and of
the Secretary of State himself.

167.The Court recalls that it has previously indi-

cated that in a field where abuse is potentially
so easy in individual cases and could have such
harmful consequences for democratic society
as a whole, it is in principle desirable to en-
trust supervisory control to a judge (see Klass
and Others, cited above, § 56). In the present
case, the Court highlights the extensive juris-
diction of the IPT to examine any complaint
of unlawful interception. Unlike in many other
domestic systems (see, for example, the G 10
Law discussed in the context of Klass and Oth-
ers and Weber and Saravia, both cited above),
any person who suspects that his communica-
tions have been or are being intercepted may
apply to the IPT (see paragraph 76 above). The
jurisdiction of the IPT does not, therefore, de-
pend on notification to the interception sub-
ject that there has been an interception of his
communications. The Court emphasises that
the IPT is an independent and impartial body,
which has adopted its own rules of procedure.
The members of the tribunal must hold or have
held high judicial office or be experienced law-
yers (see paragraph 75 above). In undertaking
its examination of complaints by individuals,
the IPT has access to closed material and has
the power to require the Commissioner to pro-
vide it with any assistance it thinks fit and the

power to order disclosure by those involved in
the authorisation and execution of a warrant of
all documents it considers relevant (see para-
graph 78 above). In the event that the IPT finds
in the applicant’s favour, it can, inter alia, quash
any interception order, require destruction of
intercept material and order compensation to
be paid (see paragraph 80 above). The publica-
tion of the IPT's legal rulings further enhances
the level of scrutiny afforded to secret surveil-
lance activities in the United Kingdom (see
paragraph 89 above).

168.Finally, the Court observes that the reports of

the Commissioner scrutinise any errors which
have occurred in the operation of the legisla-
tion. In his 2007 report, the Commissioner
commented that none of the breaches or er-
rors identified were deliberate and that, where
interception had, as a consequence of human
or technical error, unlawfully taken place, any
intercept material was destroyed as soon as
the error was discovered (see paragraph 73
above). There is therefore no evidence that any
deliberate abuse of interception powers is tak-
ing place.

169.In the circumstances, the Court considers that

the domestic law on interception of internal
communications together with the clarifica-
tions brought by the publication of the Code
indicate with sufficient clarity the procedures
for the authorisation and processing of inter-
ception warrants as well as the processing,
communicating and destruction of intercept
material collected. The Court further observes
that there is no evidence of any significant
shortcomings in the application and opera-
tion of the surveillance regime. On the con-
trary, the various reports of the Commissioner
have highlighted the diligence with which the
authorities implement RIPA and correct any
technical or human errors which accidentally
occur (see paragraphs 62, 67,71 and 73 above).
Having regard to the safeguards against abuse
in the procedures as well as the more general
safeguards offered by the supervision of the
Commissioner and the review of the IPT, the
impugned surveillance measures, insofar as
they may have been applied to the applicantin
the circumstances outlined in the present case,
are justified under Article 8 § 2.

170.There has accordingly been no violation of Ar-

ticle 8 of the Convention.
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II. ALLEGED VIOLATION OF ARTICLE
6 § 1 OF THE CONVENTION

171.The applicant complained of a violation of his
right to a fair hearing in respect of the proceed-
ings before the Investigatory Powers Tribunal.
He relied on Article 6 of the Convention, which
provides insofar as relevant that:

“In the determination of his civil rights and
obligations ... everyone is entitled to a fair ...
hearing ... by [a] ... tribunal ...".

A. Admissibility

172.The Government contested the applicability
of Article 6 § 1 to the proceedings in ques-
tion, arguing that there was no “civil right” in
the present case. The Court considers, in light
of the parties’ submissions, that the complaint
raises serious issues of fact and law under the
Convention, the determination of which re-
quires an examination of the merits. It there-
fore concludes that the complaint is not mani-
festly ill-founded within the meaning of Article
35 § 3 of the Convention.. It further notes that
itis not inadmissible on any other grounds. The
complaint must therefore be declared admis-
sible.

B. Merits
1. The applicability of Article 6 § 1
(a) The parties’ submissions

173.The applicant alleged that the proceedings
before the IPT involved the determination of
his civil rights. This was the conclusion reached
by the IPT in its ruling on preliminary issues of
law, in which it found that Article 6 § 1 was ap-
plicable. The applicant referred to the Court's
practice whereby, where national courts had
conducted a comprehensive and convincing
analysis on the basis of relevant Convention
case-law and principles, as in the present case,
the Court would need very strong reasons to
depart from their conclusions and substitute its
own views for those of national courts in inter-
preting domestic law (citing, inter alia, Masson
and Van Zon v. the Netherlands, 28 September
1995, § 49, Series Ano.327-A; and Roche v. the
United Kingdom [GC], no. 32555/96 32555/96,
§ 120, ECHR 2005-X). He concluded that the
IPT was correct to find that Article 6 § 1 was
applicable to the proceedings before it.

174.The Government argued that although the
applicant had a right, as a matter of domestic

law, to complain to the IPT while the alleged
interception was ongoing, the right at issue
was not a “civil” right for the purposes of Ar-
ticle 6 § 1 (relying on the Court’s judgments
in Klass and Others, cited above, § § 57 to
58 and 75; and Association for European In-
tegration and Human Rights, cited above, §
106). They contended that, insofar as the use
of interception powers remains validly secret,
the requirements of Article 6 could not apply
to the dispute (referring to Klass and Others,
cited above, § 75). In the present case, the
applicant’s position before the IPT was that
the interception was continuing. As a result,
the Government considered that the validity
of the “neither confirm nor deny” stance taken
by the authorities could not be impugned.
The particular position taken by the Court in
interception cases (including Association for
European Integration and Human Rights) that
rights in the field of secret interception pow-
ers were not civil rights was, they argued, sup-
ported by the Court's general jurisprudence on
“civil rights” (citing Ferrazzini v. Italy [GC], no.
44759/98, § § 25, 28 and 30, ECHR 2001-VII;
and Maaouia v. France [GC], no. 39652/98, §
38, ECHR 2000-X).

175.The Government pointed to the Court’s con-

sistent case-law that the concept of “civil rights
and obligations” was autonomous and could
not be interpreted solely by reference to the
domestic law of the respondent State and
concluded that the fact that RIPA offered the
additional safeguard of an application to the
IPT at any time could not in itself make Article
6 § 1 apply to such disputes. As regards the
applicant’s argument that the Court should be
slow to interfere with the ruling of the IPT that
Article 6 § 1 was applicable, the Government
contested that the question whether Article
6 § 1 was applicable was a matter of domestic
law. In their view, Ferrazzini, cited above, § 24,
was support for the proposition that the appli-
cability of Article 6 § 1 was a matter of Con-
vention law and fell within the competence of
the Court.

176.The Government finally noted that the IPT's rul-

ing was issued before the Court's judgment in
Association for European Integration and Hu-
man Rights, cited above, § 106, in which the
Court reached the conclusion that Article 6 § 1
did not apply to such proceedings. It was clear
that secret powers of interception which were
used solely in the interests of national security
or in order to prevent and detect serious crime
formed part of the “hard core of public author-
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ity prerogatives”, such that it was inappropriate
to classify any related rights and obligations
as “civil” in nature (citing Ferrazzini, § 29; and
Vilho Eskelinen and Others v. Finland [GC], no.
63235/00, § 61, ECHR 2007-1V).

(b) The Court’s assessment

177.The Court in Klass and Others, cited above, did

not express an opinion on whether Article 6 §
1 applied to proceedings concerning a deci-
sion to place a person under surveillance (see
§ 75 of the Court’s judgment). However, the
matter was considered by the former Commis-
sion in its prior report (Klass and Others, no.
5029/71, Report of the Commission, Series B
no. 26, pp 351037, § § 57t061). In particular,
the Commission noted (§ 58):

“... Supervisory measures of the kind in ques-
tion are typical acts of State authority in the
public interest and carried out jure imperii.
They cannot be questioned before any courts
in many legal systems. They do not at all di-
rectly concern private rights. The Commission
concludes therefore, that [Article] 6 does not
apply to this kind of State interference on se-
curity grounds.”

178.Inits recent ruling on the applicability of Article
6 § 1 to proceedings concerning secret sur-
veillance in Association for European Integra-
tion and Human Rights, cited above, § 106,
the Court referred generally to the finding of
the Commission in its report in the case of Klass
and Others that Article 6 § 1 was not applica-
ble in either its civil or criminal limb. In the ab-
sence of submissions from the parties on the
matter, the Court concluded that nothing in
the circumstances of the case before it altered
the conclusion in the Klass and Others report
and that there was therefore no violation of
Article6 § 1.

179.The Court notes that, in the present case, the
IPT was satisfied that rights of confidential-
ity and of privacy for person, property and
communications enjoyed a broad level of
protection in English private law and that the
proceedings before the tribunal therefore in-
volved the determination of “civil rights” within
the meaning of Article 6 § 1. The Court recalls
that, according to its case-law, the concept
of “civil rights and obligations” cannot be in-
terpreted solely by reference to the domestic
law of the respondent State. It has on several
occasions affirmed the principle that this con-
cept is “autonomous”, within the meaning of
Article 6 § 1 of the Convention (see Ferrazzini

v. ltaly [GC], no. 44759/98, § 24, ECHR 2001-
VII; and Roche v. the United Kingdom [GC], no.
32555/96, § 119, ECHR 2005-X). However, in
the present case, it is unnecessary to reach a
conclusion as to whether Article 6 § 1 applies
to proceedings of this nature as, for the reasons
outlined below, assuming that Article 6 § 1 ap-
plies to the proceedings, the Court considers
that the IPT's rules of procedure complied with
the requirements of Article 6 § 1.

2. Compliance with Article 6 § 1

(a) The parties’ submissions

180.The applicant recalled that restrictions on

court proceedings could only be compatible
with Article 6 § 1 where they pursued a legiti-
mate aim and there was a reasonable relation-
ship of proportionality between the means
employed and the aim sought to be pursued.
Further, limitations could not impair the very
essence of fair trial rights and any restrictions
had to be sufficiently counterbalanced by the
procedures followed by the judicial authori-
ties (citing Rowe and Davis v. the United King-
dom [GC], no. 28901/95, § 61, ECHR 2000-II).
Although the applicant appeared to accept
that the restrictions on the procedure before
the IPT pursued the legitimate aim of securing
that information was not disclosed contrary
to the public interest, national security or the
detection and prevention of serious crime, he
argued that they were not proportionate and
impaired the very essence of his right to a fair
hearing. In particular, the applicant contended
that Rule 6(2) to (5) (restrictions on disclosure
and evidence), Rule 9 (secrecy of proceedings)
and section 68 RIPA together with Rule 13 (the
refusal to provide any reasons to unsuccessful
complainants) were contrary to the principle of
equality of arms.

181.The applicant submitted that even where na-

tional security was at stake, a domestic court
could not infringe the fair hearing principle in
a blanket and uncritical manner. He argued
that less restrictive measures were available to
achieve the aim pursued, including arrange-
ments to protect witnesses’ identities, disclo-
sure of documents with redactions approved
by the IPT, provision of a summary of particu-
larly sensitive material under the supervision
of the IPT and appointment of special advo-
cates to whom disclosure of sensitive material
could be made. He referred to a recent report
on secret evidence published in June 2009 by
the non-governmental organisation, JUSTICE,
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which called for the strengthening of disclo-
sure procedures and increased transparency in
court proceedings.

182.The Government emphasised that even where

Article 6 § 1applied to a field falling within the
traditional sphere of public law, this did not in
itself determine how the various guarantees of
Article 6 should be applied to such disputes
(citing Vilho Eskelinen and Others, cited above,
§ 64). The obligation to read the Convention
as a whole meant that the scope of the Article 6
guarantees in such a case should be in harmo-
ny with the Court’s approach to judicial control
under Article 8. The Government argued that
the overarching consideration was that an in-
dividual could not be notified of interception
measures while interception was ongoing or
where notification would jeopardise the capa-
bilities or operations of intercepting agencies.
They therefore disputed that the less restric-
tive measures proposed by the applicant were
appropriate. They noted that protection of
witnesses’ identities would not assist in keep-
ing secret whether interception had occurred.
Nor would disclosure of redacted documents
or summaries of sensitive material. Further,
unless they were appointed in every case, the
appointment of special advocates would also
allow a complainant to draw inferences about
whether his communications had been inter-
cepted.

183.The Government argued that the procedure

before the IPT offered as fair a procedure as
could be achieved in the context of secret
surveillance powers. In particular, a complain-
ant did not have to overcome any evidential
burden to apply to the IPT and any legal issues
could be determined in a public judgment af-
ter an inter partes hearing. Further, the IPT had
full powers to obtain any material it considered
necessary from relevant bodies and could call
upon the assistance of the Commissioner. It
could appoint an advocate to assist it at closed
hearings. Finally, in the event that the com-
plainant was successful, a reasoned decision
would be provided. The Government accord-
ingly disputed that the very essence of the ap-
plicant’s right to a fair trial had been impaired.

(b) The Court’s assessment

184.The Court reiterates that according to the prin-

ciple of equality of arms, as one of the features
of the wider concept of a fair trial, each party
must be afforded a reasonable opportunity to
present his case under conditions that do not

place him at a substantial disadvantage vis-a-
vis his opponent (see, for example, Jespers v.
Belgium, no. 8403/78, Commission decision of
15 October 1980, Decisions and Reports (DR)
27, p. 61; Foucher v. France, judgment of 18
March 1997, Reports 1997-Il, § 34; and Bulut
v. Austria, judgment of 22 February 1996, Re-
ports 1996-I, p. 380-81, § 47). The Court has
held nonetheless that, even in proceedings
under Article 6 for the determination of guilt
on criminal charges, there may be restrictions
on the right to a fully adversarial procedure
where strictly necessary in the light of a strong
countervailing public interest, such as national
security, the need to keep secret certain police
methods of investigation or the protection
of the fundamental rights of another person.
There will not be a fair trial, however, unless
any difficulties caused to the defendant by a
limitation on his rights are sufficiently coun-
terbalanced by the procedures followed by
the judicial authorities (see, for example, Door-
son v. the Netherlands, judgment of 26 March
1996, § 70, Reports 1996-I; Jasper v. the Unit-
ed Kingdom [GC], no. 27052/95, § § 51 to 53,
ECHR 2000-1l; and A. and Others v. the United
Kingdom [GC], no. 3455/05, § 205, ECHR 2009-
...). A similar approach applies in the context of
civil proceedings.

185.The Court notes that the IPT, in its preliminary

ruling of 23 January 2003, considered the ap-
plicant's complaints regarding the compliance
of the Rules with Article 6 § 1. It found that,
with the exception of Rule 9(6) which required
all oral hearings to be held in private, the Rules
challenged by the applicant were proportion-
ate and necessary, with special regard to the
need to preserve the Government's “neither
confirm nor deny policy” (see paragraphs 92 to
95 above).

186.At the outset, the Court emphasises that the

proceedings related to secret surveillance
measures and that there was therefore a need
to keep secret sensitive and confidential infor-
mation. In the Court’s view, this consideration
justifies restrictions in the IPT proceedings. The
question is whether the restrictions, taken as a
whole, were disproportionate or impaired the
very essence of the applicant’s right to a fair
trial.

187.In respect of the rules limiting disclosure, the

Court recalls that the entitlement to disclosure
of relevant evidence is not an absolute right.
The interests of national security or the need to
keep secret methods of investigation of crime
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must be weighed against the general right to
adversarial proceedings (see, mutatis mutan-
dis, Edwards and Lewis v. the United Kingdom
[GC], nos. 39647/98 and 40461/98, § 46, ECHR
2004-X). The Court notes that the prohibition
on disclosure set out in Rule 6(2) admits of ex-
ceptions, set out in Rules 6(3) and (4). Accord-
ingly, the prohibition is not an absolute one.
The Court further observes that documents
submitted to the IPT in respect of a specific
complaint, as well as details of any witnesses
who have provided evidence, are likely to be
highly sensitive, particularly when viewed in
light of the Government's “neither confirm nor
deny” policy. The Court agrees with the Gov-
ernment that, in the circumstances, it was not
possible to disclose redacted documents or to
appoint special advocates as these measures
would not have achieved the aim of preserv-
ing the secrecy of whether any interception
had taken place. It is also relevant that where
the IPT finds in the applicant’s favour, it can
exercise its discretion to disclose such docu-
ments and information under Rule 6(4) (see
paragraph 84 above).

188.As regards limitations on oral and public hear-

ings, the Court recalls, first, that the obligation
to hold a hearing is not absolute. There may
be proceedings in which an oral hearing is not
required and where the courts may fairly and
reasonably decide the case on the basis of the
parties’ submissions and other written materi-
als. The character of the circumstances that
may justify dispensing with an oral hearing es-
sentially comes down to the nature of the is-
sues to be decided by the competent national
court (see Jussila v. Finland [GC], no. 73053/01,
§ § 41 to 42, ECHR 2006-XIll). The Court notes
that Rule 9(2) provides that oral hearings are
within the IPT's discretion and it is clear that
there is nothing to prevent the IPT from hold-
ing an oral hearing where it considers that such
a hearing would assist its examination of the
case. As the IPT held in its preliminary ruling,
its discretion to hold oral hearings extends to
inter partes oral hearings, where such hear-
ings can take place without breaching the IPT's
duty to prevent the potentially harmful disclo-
sure of sensitive information (see paragraph 92
above). Finally, in respect of the stipulation in
Rule 9(6) that hearings must be held in private
(interpreted by the IPT not to apply to cases in-
volving the determination of preliminary issues
of law — see paragraph 93 above), the Court
notes that it is clear from the terms of Article 6
§ 1 itself that national security may justify the

exclusion of the public from the proceedings.

189.Concerning the provision of reasons, the Court

emphasises that the extent to which the duty
to give reasons applies may vary according to
the nature of the decision and must be deter-
mined in the light of the circumstances of the
case (see Ruiz Torija v. Spain, 9 December 1994,
§ 29, Series A no. 303-A). In the context of the
IPT's proceedings, the Court considers that the
“neither confirm nor deny” policy of the Gov-
ernment could be circumvented if an applica-
tion to the IPT resulted in a complainant being
advised whether interception had taken place.
In the circumstances, it is sufficient that an ap-
plicant be advised that no determination has
been in his favour. The Court further notes in
this regard that, in the event that a complaint is
successful, the complainant is entitled to have
information regarding the findings of fact in his
case (see paragraph 87 above).

190.In light of the above considerations, the Court

considers that the restrictions on the pro-
cedure before the IPT did not violate the ap-
plicant’s right to a fair trial. In reaching this
conclusion, the Court emphasises the breadth
of access to the IPT enjoyed by those com-
plaining about interception within the United
Kingdom and the absence of any evidential
burden to be overcome in order to lodge an
application with the IPT. In order to ensure the
efficacy of the secret surveillance regime, and
bearing in mind the importance of such meas-
ures to the fight against terrorism and serious
crime, the Court considers that the restrictions
on the applicant’s rights in the context of the
proceedings before the IPT were both neces-
sary and proportionate and did not impair the
very essence of the applicant’s Article 6 rights.

191.Accordingly, assuming that Article 6 § 1 ap-

plies to the proceedings in question, there has
been no violation of that Article.

III. ALLEGED VIOLATION OF ARTICLE

13 OF THE CONVENTION

192.The applicant further complained that he had

no effective remedy in respect of the alleged
violation of Articles 6 § 1 and 8 of the Conven-
tion. He relied on Article 13 of the Convention,
which provides insofar as relevant as follows:

“Everyone whose rights and freedoms as set
forth in [the] Convention are violated shall
have an effective remedy before a national
authority notwithstanding that the violation
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has been committed by persons acting in an
official capacity.”

A. Admissibility

193.The Court notes that the complaint is not man-
ifestly ill-founded within the meaning of Article
35 § 3 of the Convention. It further notes that
it is not inadmissible on any other grounds. It
must therefore be declared admissible.

B. Merits
1. The parties’ submissions

194.The applicant maintained that he had an “argu-
able claim” under Articles 6 § 1and 8, and that
the proceedings before the IPT did not afford
him a remedy as required by Article 13 of the
Convention as it did not comply with the re-
quirements of Article 6 § 1.

195.The Government contended that there was
no violation of Article 13 in the present case.
In particular, they argued that the applicant
had no arguable claim to be a victim of a viola-
tion of Article 6 § 1 or Article 8; that insofar
as the applicant’s complaints were in essence
ones that challenged the relevant legislative
scheme, the Article 13 complaint must fail
(citing Leander v. Sweden, 26 March 1987, §
77(d), Series A no. 116); and that in any event
the IPT offered an effective remedy.

2. The Court’s assessment

196. Having regard to its conclusions in respect of
Article 8 and Article 6 § 1 above, the Court
considers that the IPT offered to the applicant
an effective remedy insofar as his complaint
was directed towards the alleged interception
of his communications.

197.In respect of the applicant’s general complaint
under Article 8, the Court reiterates its case-law
to the effect that Article 13 does not require the
law to provide an effective remedy where the
alleged violation arises from primary legislation
(see James and Others v. the United Kingdom,
21 February 1986, § 85, Series A no. 98; and
Leander, cited above, § 77(d)).

198.There has accordingly been no violation of Ar-
ticle 13.

FOR THESE REASONS, THE COURT
UNANIMOUSLY

1. Joins to the merits the Government’s objec-

tion regarding the applicant’s lack of victim
status and declares the application admissi-
ble;

2. Holds that there has been no violation of
Article 8 of the Convention and dismisses in
consequence the Government’'s above-men-
tioned objection;

3. Holds that there has been no violation of Arti-
cle 6 § 1 of the Convention;

4. Holds that there has been no violation of Arti-
cle 13 of the Convention.

Done in English, and notified in writing on 18 May
2010, pursuant to Rule 77 § § 2 and 3 of the Rules
of Court.

Lawrence Early, Registrar
Lech Garlicki, President
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INTERNET, PEDOPHILIA, DATING, CHILD, FREEDOM OF
EXPRESSION, PRIVACY, POSITIVE OBLIGATIONS, SERVICE
PROVIDER

IN THE CASE OF K.U. V. FINLAND,

The European Court of Human Rights (Fourth Sec-
tion), sitting as a Chamber composed of:

Nicolas Bratza, President,

Lech Garlicki,

Giovanni Bonello,

Ljiljana Mijovi¢,

David Thér Bjorgvinsson,

Jan Sikuta,

Paivi Hirvela, judges,

and Lawrence Early, Section Registrar,

Having deliberated in private on 13 November

2008, Delivers the following judgment, which was
adopted on that date:

PROCEDURE

1.

The case originated in an application (no.
2872/02) against the Republic of Finland
lodged with the Court under Article 34 of the
Convention for the Protection of Human Rights
and Fundamental Freedoms (“the Conven-
tion”) by a Finnish national (“the applicant”) on
1 January 2002. The President of the Chamber
acceded to the applicant's request not to have
his name disclosed (Rule 47 § 3 of the Rules
of Court).

The applicant was represented by Mr P. Hut-
tunen, a lawyer practising in Helsinki. The
Finnish Government (“the Government”) were
represented by their Agent, Mr Arto Kosonen
of the Ministry for Foreign Affairs.

The applicant alleged, in particular, that the
State had failed in its positive obligation to pro-
tect his right to respect for private life under
Article 8 of the Convention.

By a decision of 27 June 2006, the Court de-
clared the application admissible.

The applicant and the Government each filed
further written observations (Rule 59 & 1). The
Chamber having decided, after consulting the
parties, that no hearing on the merits was re-

quired (Rule 59 § 3 in fine), the parties replied
in writing to each other's observations. In addi-
tion, third-party comments were received from
the Helsinki Foundation for Human Rights,
which had been given leave by the President
to intervene in the written procedure (Article
36 § 2and Rule 44 § 2).

THE FACTS

L

10.

11.

THE CIRCUMSTANCES OF THE
CASE

The applicant was born in 1986.

On 15 March 1999 an unknown person or per-
sons placed an advertisement on a dating site
on the Internet in the name of the applicant,
who was 12 years old at the time, without his
knowledge. The advertisement mentioned his
age and year of birth, gave a detailed descrip-
tion of his physical characteristics, a link to the
web page he had at the time, which showed
his picture, as well as his telephone number,
which was accurate save for one digit. In the
advertisement, it was claimed that he was look-
ing for an intimate relationship with a boy of
his age or older “to show him the way".

The applicant became aware of the announce-
ment on the Internet when he received an
e-mail from a man, offering to meet him and
“then to see what you want”.

The applicant's father requested the police to
identify the person who had placed the ad-
vertisement in order to prefer charges against
that person. The service provider, however, re-
fused to divulge the identity of the holder of
the so-called dynamic IP address in question,
regarding itself bound by the confidentiality of
telecommunications as defined by law.

The police then asked the Helsinki District Court
(kdrdjdoikeus, tingsratten) to oblige the service
provider to divulge the said information pursu-
ant to section 28 of the Criminal Investigations
Act (esitutkintalaki, férundersékningslagen; Act
no. 449/1987 449/1987, as amended by Act
no.692/1997 692/1997).

In a decision issued on 19 January 2001, the
District Court refused since there was no ex-
plicit legal provision authorising it to order the
service provider to disclose telecommunica-
tions identification data in breach of profes-
sional secrecy. The court noted that by virtue
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IL.

of Chapter 5a, section 3, of the Coercive Meas-
ures Act (pakkokeinolaki, tvangsmedelslagen;
Act no. 450/1987 450/1987) and section 18 of
the Protection of Privacy and Data Security in
Telecommunications Act (laki yksityisyyden-
suojasta  televiestinndssd ja teletoiminnan
tietoturvasta, lag om integritetsskydd vid tele-
kommunikation och dataskydd inom televerk-
samhet; Act no. 565/1999 565/1999) the police
had the right to obtain telecommunications
identification data in cases concerning certain
offences, notwithstanding the obligation to
observe secrecy. However, malicious misrepre-
sentation was not such an offence.

. On 14 March 2001 the Court of Appeal (hov-

ioikeus, hovrétten) upheld the decision and on
31 August 2001 the Supreme Court (korkein
oikeus, hdgsta domstolen) refused leave to ap-
peal.

. The person who answered the dating adver-

tisement and contacted the applicant was
identified through his e-mail address.

. The managing director of the company which

provided the Internet service could not be
charged, because in his decision of 2 April
2001 the prosecutor found that the alleged
offence had become time-barred. The alleged
offence was a violation of the Personal Data
Act  (henkildtietolaki, — personuppgiftslagen;
Act no. 523/99, which entered into force on
1 June 1999). More specifically, the service pro-
vider had published a defamatory announce-
ment on its website without verifying the iden-
tity of the sender.

RELEVANT DOMESTIC LAW AND
PRACTICE

. The Finnish Constitution Act (Suomen halli-

tusmuoto, Regeringsform for Finland; Act no.
94/1919, as amended by Act no. 969/1995) was
in force until 1T March 2000. Its section 8 cor-
responded to Article 10 of the current Finnish
Constitution (Suomen perustuslaki, Finlands
grundlag; Act no. 731/1999 731/1999), which
provides that everyone's right to private life is
guaranteed.

. At the material time, Chapter 27, Article 3, of

the Penal Code (rikoslaki, strafflagen; Act no.
908/1974) provided:

“A person who in a manner other than that
stated above commits an act of malicious mis-
representation against another by a deroga-

17. At the material time, Chapter 53, section 3, of

18.

19.

tory statement, threat or other degrading act
shall be sentenced for malicious misrepresen-
tation to a fine or to imprisonment for a maxi-
mum period of three months.

If the malicious misrepresentation is commit-
ted in public or in print, writing or a graphic
representation disseminated by the guilty par-
ty or which the guilty party causes, the person
responsible shall be sentenced to a fine or to
imprisonment for a maximum period of four
months.”

the Coercive Measures Act provided:

“Preconditions of telecommunications moni-
toring

Where there is reason to suspect a person of

1) an offence punishable by not less than four
months' imprisonment,

2) an offence against a computer system using
a terminal device, a narcotics offence, or

3) a punishable attempt to commit an offence
referred to above in this section,

the authority carrying out the criminal inves-
tigation may be authorised to monitor a tel-
ecommunications connection in the suspect's
possession or otherwise presumed to be in
his use, or temporarily to disable such a con-
nection, if the information obtained by the
monitoring or the disabling of the connection
can be assumed to be very important for the
investigation of the offence .."

Section 18, subsection 1(1) of the Protection
of Privacy and Data Security in Telecommu-
nications Act, which entered into force on
1 July 1999 and was repealed on 1 September
2004, provided:

“Notwithstanding the obligation of secrecy
provided for in section 7, the police have the
right to obtain:

(1) identification data on transmissions to a
particular transcriber connection, with the
consent of the injured party and the owner of
the subscriber connection, necessary for the
purpose of investigating an offence referred
to in Chapter 16, Article 9a, Chapter 17, Arti-
cle 13(2) or Chapter 24, Article 3a of the Penal
Code (Act no. 39/1889) ..."

Section 48 of the Personal Data Act provides
that the service provider is under criminal lia-
bility to verify the identity of the sender before
publishing a defamatory announcement on its
website. Section 47 provides that the service
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20.

21.

IIL

A.
22.

provider is also liable in damages.

At the material time, processing and publish-
ing sensitive information concerning sexual
behaviour on an Internet server without the
subject's consent was criminalised as a data
protection offence in section 43 of the Person-
al Files Act (Act no. 630/1995 630/1995) and
Chapter 38, Article 9 (Act no. 578/1995) of the
Penal Code, and as a data protection violation
in section 44 of the Personal Files Act. Further-
more, it could have caused liability in dam-
ages by virtue of section 42 (Act no. 471/1987
471/1987) of the said Act.

Section 17 of the Exercise of Freedom of Ex-
pression in Mass Media Act (laki sanavapauden
kdyttdmisestd joukkoviestinndssd, lagen om
yttrandefrihet i masskommunikation: Act no.
460/2003 460/2003), which came into force on
1 January 2004, provides:

“Release of identifying information for a net-
work message

At the request of an official with the power of
arrest, a public prosecutor or an injured party,
a court may order the keeper of a transmitter,
server or other similar device to release infor-
mation required for the identification of the
sender of a network message to the requester,
provided that there are reasonable grounds to
believe that the contents of the message are
such that providing it to the public is a crimi-
nal offence. However, the release of the identi-
fying information to the injured party may be
ordered only in the event that he or she has
the right to bring a private prosecution for the
offence. The request shall be filed with the
District Court of the domicile of the keeper of
the device, or with the Helsinki District Court,
within three months of the publication of the
message in question. The court may reinforce
the order by imposing a threat of a fine.”

RELEVANT INTERNATIONAL
MATERIALS

The Council of Europe

The rapid development of telecommunica-
tions technologies in recent decades has led
to the emergence of new types of crime and
has also enabled the commission of traditional
crimes by means of new technologies. The
Council of Europe recognised the need to re-
spond adequately and rapidly to this new chal-
lenge as far back as in 1989, when the Commit-
tee of Ministers adopted Recommendation No.

23.

R (89) 9 on computer-related crime. Resolved
to ensure that the investigating authorities
possessed appropriate special powers in in-
vestigating computer-related crimes, in 1995
the Committee of Ministers adopted Recom-
mendation No. R (95) 13 concerning problems
of criminal procedural law connected with in-
formation technology. In point 12 of the princi-
ples appended thereto, it recommended that:

“Specific obligations should be imposed on
service-providers who offer telecommunica-
tion services to the public, either through pub-
lic or private networks, to provide information
to identify the user, when so ordered by the
competent investigating authority.”

The other principles relating to the obligation
to co-operate with the investigating authori-
ties stated:

“9. Subject to legal privileges or protection,
most legal systems permit investigating au-
thorities to order persons to hand over objects
under their control that are required to serve
as evidence. In a parallel fashion, provisions
should be made for the power to order per-
sons to submit any specified data under their
control in a computer system in the form re-
quired by the investigating authority.

10. Subject to legal privileges or protection, in-
vestigating authorities should have the power
to order persons who have data in a computer
system under their control to provide all nec-
essary information to enable access to a com-
puter system and the data therein. Criminal
procedural law should ensure that a similar
order can be given to other persons who have
knowledge about the functioning of the com-
puter system or measures applied to secure
the data therein.”

24. In 1996, the European Committee on Crime

Problems set up a committee of experts to
deal with cybercrime. It was felt that, although
the previous two recommendations on sub-
stantive and procedural law had not gone
unheeded, only a binding international instru-
ment could ensure the necessary efficiency
in the fight against cyber-space offences. The
Convention on Cybercrime was opened for
signature on 23 November 2001 and entered
into force on 1 July 2004. It is the first and only
international treaty on crimes committed via
Internet and is open to all States. The Conven-
tion requires countries to establish as criminal
offences the following acts: illegal access to a
computer system, illegal interception of com-
puter data, interference with data or a com-
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puter system, misuse of devices, computer-re-
lated forgery and fraud, child pornography, the
infringement of copyright and related rights.
The additional protocol to the Convention,
adopted in 2003, further requires the criminali-
sation of hate speech, xenophobia and racism.
The scope of the Convention's procedural pro-
visions goes beyond the offences defined in
the Convention in that it applies to any offence
committed by means of a computer system:

“Article 14 - Scope of procedural provisions

1. Each Party shall adopt such legislative and
other measures as may be necessary to estab-
lish the powers and procedures provided for
in this section for the purpose of specific crimi-
nal investigations or proceedings.

2. .. each Party shall apply the powers and
procedures referred to in paragraph 1 of this
article to:

a) the criminal offences established in accord-
ance with Articles 2 through 11 of this Con-
vention;

b) other criminal offences committed by
means of a computer system; and

¢) the collection of evidence in electronic form
of a criminal offence.

3.

25. The procedural powers include the following:

expedited preservation of stored data, expe-
dited preservation and partial disclosure of
traffic data, production order, search and sei-
zure of computer data, real-time collection of
traffic data and interception of content data. Of
particular relevance is the power to order a ser-
vice provider to submit subscriber information
relating to its services; indeed, the explanatory
report describes the difficulty in identifying the
perpetrator as being one of the major chal-
lenges in combating crime in the networked
environment:

“Article 18 — Production order

1. Each Party shall adopt such legislative and
other measures as may be necessary to em-
power its competent authorities to order:

a) a person in its territory to submit specified
computer data in that person's possession or
control, which is stored in a computer system
or a computer-data storage medium; and

b) a service provider offering its services in the
territory of the Party to submit subscriber in-
formation relating to such services in that ser-

vice provider's possession or control.

2. The powers and procedures referred to in
this Article shall be subject to Articles 14 and
15.

3. For the purpose of this Article the term “sub-
scriber information” means any information
contained in the form of computer data or any
other form that is held by a service provider,
relating to subscribers of its services, other
than traffic or content data and by which can
be established:

a) the type of communication service used,
the technical provisions taken thereto and the
period of service;

b) the subscriber's identity, postal or geo-
graphic address, telephone and other access
number, billing and payment information,
available on the basis of the service agree-
ment or arrangement;

¢) any other information on the site of the in-
stallation of communication equipment, avail-
able on the basis of the service agreement or
arrangement.”

26. The explanatory report notes that, in the course

27.

of a criminal investigation, subscriber informa-
tion may be needed mainly in two situations.
Firstly, to identify which services and related
technical measures have been used or are be-
ing used by a subscriber, such as the type of
telephone service used, type of other associ-
ated services used (for example call forward-
ing, voice-mail), telephone number or other
technical address (for example e-mail address).
Secondly, when a technical address is known,
subscriber information is needed in order to
assist in establishing the identity of the person
concerned. A production order provides a less
intrusive and less onerous measure which law
enforcement authorities can apply instead of
measures such as interception of content data
and real-time collection of traffic data, which
must or can be limited only to serious offences
(Articles 20 and 21).

A global conference “Cooperation against Cy-
bercrime” held in Strasbourg on 1-2 April 2008
adopted “Guidelines for the cooperation be-
tween law enforcement and internet service
providers against cybercrime.” Their purpose
is to help law enforcement authorities and In-
ternet service providers structure their interac-
tion in relation to cybercrime issues. In order to
enhance cyber-security and minimise use of
services for illegal purposes, it was considered
essential that the two parties cooperate with
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28.

29.

30.

each other in an efficient manner. The guide-
lines outline practical measures to be taken by
law enforcement agencies and service provid-
ers, encouraging them to exchange informa-
tion in order to strengthen their capacity to
identify and combat emerging types of cyber-
crime. In particular, service providers were en-
couraged to cooperate with law enforcement
agencies to help minimise the extent to which
services are used for criminal activity as defined
by law.

The United Nations

Out of a number of resolutions adopted in the
field of cyberspace, the most pertinent for the
purposes of the present case are General As-
sembly resolutions 55/63 of 4 December 2000
and 56/121 of 19 December 2001 on “Combat-
ing the criminal misuse of information technol-
ogies”. Among the measures to combat such
misuse, it was recommended in Resolution
55/63 that:

“(f) Legal systems should permit the preserva-
tion of and quick access to electronic data per-
taining to particular criminal investigations;”

The subsequent resolution took note of the
value of the various measures and again invit-
ed member States to take them into account.

The European Union

On 15 March 2006 the European Parliament
and the Council of the European Union adopt-
ed Directive 2006/24/EC on the retention of
data generated or processed in connection
with the provision of publicly available elec-
tronic communications services or of public
communications networks, amending the pre-
vious data retention Directive 2002/58/EC. The
aim of the Directive is to harmonise member
States' provisions concerning the obligations
of communications providers with respect to
the retention of certain data, in order to ensure
that the data are available for the purpose of
the investigation, detection and prosecution
of serious crime, as defined by each member
State in its national law. It applies to traffic and
location data on both legal entities and natu-
ral persons and to the related data necessary
to identify the subscriber or registered user.
It does not apply to the content of electronic
communications. The Directive requires mem-
ber States to ensure that certain categories
of data are retained for a period between six
months and two years. Article 5 specifies the
data to be retained:

3.

V.

32.

V.
33.

34.

“1. Member States shall ensure that the follow-
ing categories of data are retained under this
Directive:

(a) data necessary to trace and identify the
source of a communication:

(2) concerning Internet access, Internet e-mail
and Internet telephony:

(iii) the name and address of the subscriber or
registered user to whom an Internet Protocol
(IP) address, user ID or telephone number was
allocated at the time of the communication;”

Member States had until 15 September 2007
toimplement the Directive. However, 16 states,
including Finland, made use of the right to
postpone their application to Internet access,
Internet telephony and Internet e-mail until 15
March 2009.

COMPARATIVE LAW

A comparative review of national legislation of
the member States of the Council of Europe
shows that in most countries there is a specific
obligation on the part of telecommunications
service providers to submit computer data,
including subscriber information, in response
to a request by the investigating or judicial
authorities, regardless of the nature of a crime.
Some countries have only general provisions
on the production of documents and other
data, which could in practice be extended to
cover also the obligation to submit specified
computer and subscriber data. Several coun-
tries have not yet implemented the provisions
of Article 18 of the Council of Europe Conven-
tion on Cybercrime.

THIRD PARTY SUBMISSIONS

The Helsinki Foundation for Human Rights sub-
mitted that the present case raises the question
of balancing the protection of privacy, honour
and reputation on the one hand and the exer-
cise of freedom of expression on the other. It
took the view that the present case offers the
Court an opportunity to define the State's posi-
tive obligations in this sphere and thereby to
promote common standards in the use of the
Internet throughout the member States.

It pointed out that the Internet is a very spe-
cial method of communication and one of the
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fundamental principles of its use is anonymity.
The high level of anonymity encourages free
speech and expression of various ideas. On
the other hand, Internet is a powerful tool for
defaming or insulting people or violating their
right to privacy. Due to the anonymity of the
Internet, the victim of a violation is in a vulner-
able position. Contrary to traditional media, the
victim cannot easily identify the defaming per-
son due to the fact that it is possible to hide be-
hind a nickname or even to use a false identity.

THE LAW

ALLEGED VIOLATIONS OF
ARTICLES 8 AND 13 OF THE
CONVENTION

35. The applicant complained under Article 8 of

the Convention that an invasion of his private
life had taken place and that no effective rem-
edy existed to reveal the identity of the person
who had put a defamatory text on the Internet
in his name, contrary to Article 13 of the Con-
vention.

Article 8 provides:

“1. Everyone has the right to respect for his
private and family life, his home and his cor-
respondence.

2. There shall be no interference by a public
authority with the exercise of this right except
such as is in accordance with the law and is
necessary in a democratic society in the inter-
ests of national security, public safety or the
economic well-being of the country, for the
prevention of disorder or crime, for the protec-
tion of health or morals, or for the protection
of the rights and freedoms of others.”

Article 13 provides:

“Everyone whose rights and freedoms as set
forth in [the] Convention are violated shall
have an effective remedy before a national
authority notwithstanding that the violation
has been committed by persons acting in an
official capacity.”

A. The parties' submissions

36. The applicant submitted that Finnish legisla-

tion at the time protected the criminal whereas
the victim had no means to obtain redress or
protection against a breach of privacy. Under
the Penal Code the impugned act was punish-

37.

able, but the Government had neglected to
ensure that the Protection of Privacy and Data
Security in Telecommunications Act and the
Coercive Measures Act were consistent with
each other. He argued that the random possi-
bility of seeking civil damages, particularly from
a third party, was not sufficient to protect his
rights. He emphasised that he did not have the
means to identify the person who had placed
the advertisement on the Internet. While com-
pensation might in some cases be an effective
remedy, this depended on whether it was paid
by the person who infringed the victim's rights,
which was not the case in his application. Ac-
cording to the Government, new legislation
was in place which, had it existed at the time
of the events, would have rendered this com-
plaint unnecessary. In the applicant's view, the
Government had not provided any justification
for the failure to afford him this protection at
the material time. He considered, therefore,
that there had been breaches of Articles 8 and
13.

The Government emphasised that in the pre-
sent case the interference with the applicant's
private life had been committed by another
individual. The impugned act was considered
in domestic law as an act of malicious misrep-
resentation and would have been punishable
as such, which had a deterrent effect. An inves-
tigation was started to identify the person who
had placed the advertisement on the Internet,
but was unsuccessful due to the legislation
in force at the time, which aimed to protect
freedom of expression and the right to anony-
mous expression. The legislation protected the
publisher of an anonymous Internet message
so extensively that the protection also covered
messages that possibly interfered with another
person's privacy. This side-effect of the protec-
tion was due to the fact that the concept of a
message interfering with the protection of pri-
vacy was not clear-cut, and therefore it had not
been possible to exclude clearly such messag-
es from the protection provided by law. There
were however other avenues of redress avail-
able, for example the Personal Data Act, which
provided protection against malicious misrep-
resentation in that the operator of the server,
on the basis of that Act's provisions on criminal
liability and liability in damages, was obliged to
ensure that sensitive data recorded by it were
processed with the consent of the data sub-
ject. Furthermore, although the personal data
offence had become time-barred the applicant
still had the possibility to seek compensation
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38.

39.

B.
40.

from the publisher of the advertisement. By
comparison with the case of X and Y v. the
Netherlands (judgment of 26 March 1985, Se-
ries A no. 91), in the present case liability in
damages in the context of a less serious of-
fence provided a sufficient deterrent effect. In
addition, there were other mechanisms avail-
able to the applicant, such as a pre-trial police
investigation, prosecution, court proceedings
and damages.

The Government submitted that it was impor-
tant to look at the legislative situation at the
material time in its social context, when a rapid
increase in the use of the Internet was just be-
ginning. The current legislation, the Exercise of
Freedom of Expression in Mass Media Act (sec-
tions 2 and 17), which took effect on 1 January
2004, gives the police more extensive powers
to break the protection of the publisher of an
anonymous Internet message for the purposes
of crime investigation. The new legislation re-
flects the legislator's reaction to social develop-
ment where increased use — and at the same
time abuse - of the Internet has required a re-
definition of the limits of protection. Thus, be-
cause of a changed situation in society, subse-
quent legislation has further strengthened the
protection of private life in respect of freedom
of expression, and especially the protection of
publishers of anonymous Internet messages.

However, most essential in the present case
was that even the legislation in force at the
material time provided the applicant with
means of action against the distribution of
messages invading privacy, in that the opera-
tor of the Internet server on which the message
was published was obliged by law to verify that
the person in question had consented to the
processing of sensitive information concerning
him or her on the operator's server. This obli-
gation was bolstered by criminal liability and
liability in damages. Thus, the legislation pro-
vided the applicant with sufficient protection
of privacy and effective legal remedies.

The Court's assessment

The Court notes at the outset that the appli-
cant, a minor of 12 years at the time, was the
subject of an advertisement of a sexual nature
on an Internet dating site. The identity of the
person who had placed the advertisement
could not, however, be obtained from the In-
ternet provider due to the legislation in place
at the time.

1. There is no dispute as to the applicability of

Article 8: the facts underlying the application
concern a matter of “private life”, a concept
which covers the physical and moral integrity
of the person (see X and Y v. the Netherlands,
cited above, § 22). Although this case is seen
in domestic law terms as one of malicious
misrepresentation, the Court would prefer to
highlight these particular aspects of the notion
of private life, having regard to the potential
threat to the applicant's physical and men-
tal welfare brought about by the impugned
situation and to his vulnerability in view of his
young age.

42. The Court reiterates that, although the object

of Article 8 is essentially to protect the indi-
vidual against arbitrary interference by the
public authorities, it does not merely compel
the State to abstain from such interference: in
addition to this primarily negative undertaking,
there may be positive obligations inherent in
an effective respect for private or family life
(see Airey v. Ireland, judgment of 9 October
1979, Series Ano. 32, § 32).

43. These obligations may involve the adoption

of measures designed to secure respect for
private life even in the sphere of the relations
of individuals between themselves. There are
different ways of ensuring respect for private
life and the nature of the State's obligation will
depend on the particular aspect of private life
that is at issue. While the choice of the means
to secure compliance with Article 8 in the
sphere of protection against acts of individuals
is, in principle, within the State's margin of ap-
preciation, effective deterrence against grave
acts, where fundamental values and essential
aspects of private life are at stake, requires effi-
cient criminal-law provisions (see X and Y'v. the
Netherlands, § § 23-24 and 27; August v. the
United Kingdom (dec.), no. 36505/02, 21 Janu-
ary 2003, and M.C. v. Bulgaria, no. 39272/98
39272/98, § 150, ECHR 2003-XII).

44. The limits of the national authorities' margin

of appreciation are nonetheless circumscribed
by the Convention provisions. In interpret-
ing them, since the Convention is first and
foremost a system for the protection of hu-
man rights, the Court must have regard to the
changing conditions within Contracting States
and respond, for example, to any evolving con-
vergence as to the standards to be achieved
(see Christine Goodwin v. the United Kingdom
[GC], no. 28957/95, § 74, ECHR 2002-VI).
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45.

46.

47.

The Court considers that, while this case might
not attain the seriousness of X and Y v. the
Netherlands, where a breach of Article 8 arose
from the lack of an effective criminal sanction
for the rape of a handicapped girl, it cannot be
treated as trivial. The act was criminal, involved
a minor and made him a target for approaches
by paedophiles (see, also, paragraph 41 above
in this connection).

The Government conceded that at the time
the operator of the server could not be ordered
to provide information identifying the offend-
er. They argued that protection was provided
by the mere existence of the criminal offence
of malicious misrepresentation and by the
possibility of bringing criminal charges or an
action for damages against the server opera-
tor. As to the former, the Court notes that the
existence of an offence has limited deterrent
effects if there is no means to identify the ac-
tual offender and to bring him to justice. Here,
the Court notes that it has not excluded the
possibility that the State's positive obligations
under Article 8 to safeguard the individual's
physical or moral integrity may extend to ques-
tions relating to the effectiveness of a criminal
investigation even where the criminal liability
of agents of the State is not at issue (see Osman
v. the United Kingdom, judgment of 28 Octo-
ber 1998, Reports of Judgments and Decisions
1998-VIll, § 128). For the Court, States have a
positive obligation inherent in Article 8 of the
Convention to criminalise offences against the
person, including attempted offences, and to
reinforce the deterrent effect of criminalisation
by applying criminal-law provisions in practice
through effective investigation and prosecu-
tion (see, mutatis mutandis, M.C. v. Bulgaria,
cited above, § 153). Where the physical and
moral welfare of a child is threatened such
injunction assumes even greater importance.
The Court recalls in this connection that sexual
abuse is unquestionably an abhorrent type of
wrongdoing, with debilitating effects on its
victims. Children and other vulnerable indi-
viduals are entitled to State protection, in the
form of effective deterrence, from such grave
types of interference with essential aspects of
their private lives (see Stubbings and Others v.
the United Kingdom, 22 October 1996, § 64,
Reports 1996-1V).

As to the Government's argument that the ap-
plicant had the possibility to obtain damages
from a third party, namely the service provider,
the Court considers that it was not sufficient in
the circumstances of this case. It is plain that

48.

49.

both the public interest and the protection of
the interests of victims of crimes committed
against their physical or psychological well-
being require the availability of a remedy ena-
bling the actual offender to be identified and
brought to justice, in the instant case the per-
son who placed the advertisement in the appli-
cant's name, and the victim to obtain financial
reparation from him.

The Court accepts that in view of the difficul-
ties involved in policing modern societies, a
positive obligation must be interpreted in a
way which does not impose an impossible or
disproportionate burden on the authorities or,
as in this case, the legislator. Another relevant
consideration is the need to ensure that pow-
ers to control, prevent and investigate crime
are exercised in a manner which fully respects
the due process and other guarantees which
legitimately place restraints on crime investi-
gation and bringing offenders to justice, in-
cluding the guarantees contained in Articles
8 and 10 of the Convention, guarantees which
offenders themselves can rely on. The Court is
sensitive to the Government's argument that
any legislative shortcoming should be seen in
its social context at the time. The Court notes
at the same time that the relevant incident
took place in 1999, that is, at a time when it
was well-known that the Internet, precisely
because of its anonymous character, could be
used for criminal purposes (see paragraphs 22
and 24 above). Also the widespread problem
of child sexual abuse had become well-known
over the preceding decade. Therefore, it can-
not be said that the respondent Government
did not have the opportunity to put in place a
system to protect child victims from being ex-
posed as targets for paedophiliac approaches
via the Internet.

The Court considers that practical and effective
protection of the applicant required that effec-
tive steps be taken to identify and prosecute
the perpetrator, that is, the person who placed
the advertisement. In the instant case such
protection was not afforded. An effective in-
vestigation could never be launched because
of an overriding requirement of confidentiality.
Although freedom of expression and confiden-
tiality of communications are primary consid-
erations and users of telecommunications and
Internet services must have a guarantee that
their own privacy and freedom of expression
will be respected, such guarantee cannot be
absolute and must yield on occasion to other
legitimate imperatives, such as the prevention
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50.

51.

IL.

52.

53.

54.

55.

of disorder or crime or the protection of the
rights and freedoms of others. Without preju-
dice to the question whether the conduct of
the person who placed the offending adver-
tisement on the Internet can attract the pro-
tection of Articles 8 and 10, having regard to its
reprehensible nature, it is nonetheless the task
of the legislator to provide the framework for
reconciling the various claims which compete
for protection in this context. Such framework
was not however in place at the material time,
with the result that Finland's positive obliga-
tion with respect to the applicant could not
be discharged. This deficiency was later ad-
dressed. However, the mechanisms introduced
by the Exercise of Freedom of Expression in
Mass Media Act (see paragraph 21 above)
came too late for the applicant.

The Court finds that there has been a violation
of Article 8 in the present case.

Having regard to the finding relating to Article
8, the Court considers that it is not necessary
to examine whether, in this case, there has also
been a violation of Article 13 (see, among other
authorities, Sallinen and Others v. Finland,
no. 50882/99 50882/99, § § 102 and 110, 27
September 2005, and Copland v. the United
Kingdom, no. 62617/00 62617/00, § § 50-51,
ECHR 2007-...).

APPLICATION OF ARTICLE 41 OF
THE CONVENTION

Article 41 of the Convention provides:

“If the Court finds that there has been a
violation of the Convention or the Protocols
thereto, and if the internal law of the High
Contracting Party concerned allows only par-
tial reparation to be made, the Court shall, if
necessary, afford just satisfaction to the in-
jured party.”

Damage

Under the head of non-pecuniary damage the
applicant claimed 3,500 euros (EUR) for suffer-
ing.

The Government submitted that the award
should not exceed EUR 2,500.

The Court finds it established that the appli-
cant must have suffered non-pecuniary dam-
age. It considers that sufficient just satisfaction
would not be provided solely by the finding of
a violation and that compensation has thus to

56.

57.

58.

59.

be awarded. Deciding on an equitable basis,
it awards the applicant EUR 3,000 under this
head.

Costs and expenses

The applicant claimed EUR 2,500 for costs in-
curred during the national proceedings and
the proceedings before the Court.

The Government questioned whether the ap-
plicant had furnished the requisite documen-
tation.

The Court notes that no documentation as
required by Rule 60 of the Rules of Court has
been submitted. These claims must therefore
be rejected.

Default interest

The Court considers it appropriate that the de-
fault interest should be based on the marginal
lending rate of the European Central Bank,
to which should be added three percentage
points.
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FOR THESE REASONS, THE COURT
UNANIMOUSLY

1. Holds that there has been a violation of Arti-
cle 8 of the Convention;

2. Holds that there is no need to examine the
complaint under Article 13 of the Convention;

3. Holds

a. thatthe respondent State is to pay the ap-
plicant, within three months from the date
on which the judgment becomes final in
accordance with Article 44 § 2 of the Con-
vention, EUR 3,000 (three thousand euros),
plus any tax that may be chargeable, in re-
spect of non-pecuniary damage;

b. that from the expiry of the above-men-
tioned three months until settlement sim-
ple interest shall be payable on the above
amount at a rate equal to the marginal
lending rate of the European Central Bank
during the default period plus three per-
centage points;

4. Dismisses the remainder of the applicant's
claim for just satisfaction.

Done in English, and notified in writing on 2 De-
cember 2008, pursuant to Rule 77 § § 2 and 3 of
the Rules of Court.

Lawrence Early, Registrar
Nicolas Bratza, President
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INTERNET, FREEDOM OF EXPRESSION, INTERNET PUBLI-
CATION RULE, NEWS, ARCHIVE, REPUTATION, DEFAMA-
TION, PUBLIC KNOWLEDGE

IN THE CASE OF TIMES NEWSPAPERS LTD (NOS. 1
AND 2) V. THE UNITED KINGDOM,

The European Court of Human Rights (Fourth Sec-
tion), sitting as a Chamber composed of:

Lech Garlicki, President,

Nicolas Bratza,

Giovanni Bonello,

Ljiljana Mijovi¢,

Paivi Hirveld,

Ledi Bianku,

Nebojsa Vucini¢, judges,

and Lawrence Early, Section Registrar,

Having deliberated in private on 17 February 2009,
Delivers the following judgment, which was adopt-
ed on that date:

PROCEDURE

1.

The case originated in two applications (nos.
3002/03 and 23676/03) against the United
Kingdom of Great Britain and Northern Ireland
lodged with the Court under Article 34 of the
Convention for the Protection of Human Rights
and Fundamental Freedoms (“the Conven-
tion”) by Times Newspapers Ltd on 28 October
2002 and 28 July 2003 respectively.

The applicant was represented by Reynolds
Porter Chamberlain, a law firm in London. The
United Kingdom Government (“the Govern-
ment”) were represented by their Agent, Mr J.
Grainger of the Foreign and Commonwealth
Office.

The applicant alleged that the rule under Unit-
ed Kingdom law whereby each time material
is downloaded from the Internet a new cause
of action in libel proceedings accrued (“the In-
ternet publication rule”) constituted an unjus-
tifiable and disproportionate restriction on its
right to freedom of expression.

On 11 October 2005 the Court declared inad-
missible part of the application and commu-
nicated the remainder of the application to

the Government. It also decided to examine
the merits of this part of the application at the
same time as its admissibility (Article 29 § 3).

THE FACTS

L

THE CIRCUMSTANCES OF THE
CASE

The applicant, Times Newspaper Ltd, is the pro-
prietor and publisher of The Times newspaper.
The applicant is registered in England.

The two articles in The Times

On 8 September 1999 The Times published a
report in the printed version of the newspa-
per headlined “Second Russian Link to Money
Laundering”. This report stated:

“British and American investigators are exam-
ining the role of an alleged second Russian
mafia boss over possible involvement in mon-
ey-laundering through the Bank of New York.

Investigators are understood to be looking at
links to [G.L.: his name was set out in full in the
original article], whose company, Nordex has
been described by the CIA as an ‘organisation
associated with Russian criminal activity’.

[G.L)'s name surfaced in earlier money-laun-
dering investigations which may have links
to the Bank of New York affair, in which mil-
lions of dollars of Russian money are alleged
to have been laundered.

The Russian-born businessman came to the
attention of European and American investi-
gators in the early Nineties. They suspected
Nordex of using its former international base
in Vienna as a front for a large-scale money-
laundering operation. His name also figured in
a British police report in 1995, known as Op-
eration Ivan, which looked at the extent of the
influence of the Russian mob in London.

[G.L] has repeatedly denied any wrong-doing
or links to criminal activity.

Nordex, which has since moved out of Vienna,
is also alleged to have been involved in the
smuggling of nuclear weapons and by the
mid-1990s reportedly controlled about 60
businesses in the former Soviet Union and an-
other 40 companies in the West.

The Times has learnt that these included
between eight and ten off-shore companies
in British jurisdictions, including the Channel
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7.

Islands and the Isle of Man.

They were administered through a chartered
accountant in central London whose offices
and home were raided in 1996 by officers from
the City of London Police.

The companies were suspected of being used
to help launder money from Russia, which was
then channelled through European banks. No
charges were ever filed against the account-
ant.

At about the same time a Yugoslav associate
said to have been a frontman for [G.L.] was
stopped and questioned after arriving at a
London airport. No charges were filed against
him.

The British investigation into Nordex is be-
lieved to have failed because of the difficulty
of establishing that the money funnelled
through off-shore companies controlled by
Nordex was linked to criminal activities.

[G.L] is alleged to be a former business as-
sociate of Viktor Chernomyrdin, the former
Russian Prime Minister, and in 1995 his name
hit the headlines after it emerged that he had
been photographed with President Clinton at
a Democrat fund-raising event in 1993.

He is also alleged to have had business deal-
ings with Semyon Mogilevich, the Hungarian-
based mafia figure at the centre of the Bank of
New York investigation.”

On 14 October 1999 The Times published a
second article entitled “Trader linked to mafia

boss, wife claims”. This report stated:

“A Russian businessman under investigation
by Swiss authorities pursuing allegations of
money-laundering was a friend of [G.L], a
suspected mafia boss, the businessman’s wife
claims.

Lev Chernoi, the aluminium magnate under
Swiss investigation, was given access to staff
and a chauffeur by [G.L.] when he moved to Is-
rael, according to Lyudmila Chernoi, Mr Cher-
noi’s estranged wife ...

If Mrs Chernoi’s allegation about a connection
between her husband and [G.L] is true, it will
raise further questions about Mr Chernoi. In
1996 the CIA described Nordex, a company
operated by [G.L.] and alleged to have been
used to launder money and smuggle nuclear
weapons, as an ‘organisation associated with
Russian criminal activity’.

In 1996 [G.L.] triggered a row in America aftera
photograph was published of him with Presi-

10.

1.

dent Clinton in 1993. [G.L] has denied any
wrongdoing.”

Both articles were uploaded onto the appli-
cant’s website on the same day as they were
published in its newspaper.

The commencement of proceedings

On 6 December 1999 G.L. brought proceedings
for libel in respect of the two articles printed in
the newspaper against the applicant, its editor
and the two journalists under whose by-lines
the articles appeared, (“the first action”). The
defendants did not dispute that the articles
were potentially defamatory and did not seek
to prove that the allegations were true. Instead,
they relied solely on the defence of qualified
privilege, contending that the allegations were
of such a kind and such seriousness that they
had a duty to publish the information and the
public had a corresponding right to know.

While the first action was underway, the ar-
ticles remained on the applicant's website,
where they were accessible to Internet users
as part of the applicant’s archive of past issues.
On 6 December 2000, G.L. brought a second
action for libel in relation to the continuing In-
ternet publication of the articles (“the second
action”). Initially, the defendants’ only defence
to the second action was one of qualified privi-
lege. The two actions were consolidated and
set down for a split trial on issues of liability and
then quantum.

On 23 December 2000, the applicant added
the following preface to both articles in the
Internet archive:

“This article is subject to High Court libel litiga-
tion between [G.L] and Times Newspapers. It
should not be reproduced or relied on without
reference to Times Newspapers Legal Depart-
ment.”

The Internet publications proceedings

. In or around March 2001 the defendants ap-

plied to re-amend their defence in the second
action in order “to contend that as a matter
of law the only actionable publication of a
newspaper article on the Internet is that which
occurs when the article is first posted on the
Internet” (“the single publication rule”). They
argued that, as a result, the second action was
time-barred by section 4A of the Limitation Act
1980.

. On 19 March 2001 the High Court refused per-

mission to re-amend the defence, relying in
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particular on the common law rule set out in
Duke of Brunswick v Harmer (see paragraph 20
below) that each publication of a defamation
gives rise to a separate cause of action. The
court held that, in the context of the Internet,
this meant that a new cause of action accrued
every time the defamatory material was ac-
cessed (“the Internet publication rule”).

. On 20 March 2001 the High Court found that

the defendants had no reasonable grounds for
contending that after 21 February 2000 (the
date on which the defendants lodged their de-
fence in the first action) they remained under
a duty to publish the articles on the Internet.
As a result, the court struck out the defence of
qualified privilege in relation to the second ac-
tion. On 27 March 2001, judgment was entered
for G.L. in the second action, with damages to
be assessed. By this time the applicant had re-
moved the articles from its website.

The Court of Appeal

. The defendants appealed against the High

Court's order of 19 March 2001 rejecting the
single publication rule. They argued that the
Internet publication rule breached Article 10,
pointing out that as a result of the rule newspa-
pers which maintained Internet archives were
exposed to ceaseless liability for re-publication
of the defamatory material. The defendants
argued that this would inevitably have a chill-
ing effect on the willingness of newspapers to
provide Internet archives and would thus limit
their freedom of expression.

. In‘its judgment of 5 December 2001, the Court

of Appeal, per Simon Brown LJ, dismissed the
appeal against the order in the second action,
stating:

“We do not accept that the rule in the Duke
of Brunswick imposes a restriction on the
readiness to maintain and provide access to
archives that amounts to a disproportion-
ate restriction on freedom of expression. We
accept that the maintenance of archives,
whether in hard copy or on the Internet, has
a social utility, but consider that the mainte-
nance of archives is a comparatively insignifi-
cant aspect of freedom of expression. Archive
material is stale news and its publication can-
not rank in importance with the dissemination
of contemporary material. Nor do we believe
that the law of defamation need inhibit the
responsible maintenance of archives. Where
it is known that archive material is or may be
defamatory, the attachment of an appropriate
notice warning against treating it as the truth

IL

A.
18.

19.

will normally remove any sting from the mate-
rial.”

. On 30 April 2002 the House of Lords refused

leave to appeal. The parties subsequently set-
tled the action and the applicant agreed to pay
G.L.a sum of money in full and final settlement
of claims and costs arising in both actions.

RELEVANT DOMESTIC LAW AND
PRACTICE

The Limitation Act 1980

Section 2 of the Limitation Act 1980 (“the 1980
Act”) sets out a general limitation period of six
years in tort actions. Section 4A of the 1980 Act
qualifies this limitation period as regards defa-
mation actions and provides as follows:

“The time limit under section 2 of this Act shall
not apply to an action for—

(a) libel or slander,

(b) slander of title, slander of goods or other
malicious falsehood,

but no such action shall be brought after the
expiration of one year from the date on which
the cause of action accrued.”

Section 32A of the 1980 Act provides:

“(1) It if appears to the court that it would be
equitable to allow an action to proceed having
regard to the degree to which-

(a) the operation of section 4A of this Act
prejudices the plaintiff or any person whom
he represents, and

(b) any decision of the court under this sub-
section would prejudice the defendant or any
person whom he represents,

the court may direct that that section shall not
apply to the action or shall not apply to any
specified cause of action to which the action
relates.

(2) In acting under this section the court shall
have regard to all the circumstances of the
case and in particular to—

(a) the length of, and the reasons for, the delay
on the part of the plaintiff;

(b) where the reason or one of the reasons for
the delay was that all or any of the facts rel-
evant to the cause of action did not become
known to the plaintiff until after the end of the
period mentioned in section 4A-
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(i) the date on which any such facts did be-
come known to him, and

(i) the extent to which he acted promptly and
reasonably once he knew whether or not the
facts in question might be capable of giving
rise to an action; and

(c) the extent to which, having regard to the
delay, relevant evidence is likely—

(i) to be unavailable, or

(i) to be less cogent than if the action had
been brought within the period mentioned in
section 4A."

B. The Internet publication rule
20. Duke of Brunswick v Harmer [1849] 14 QB 154

21

lays down a common law rule of some signifi-
cance. On 19 September 1830 an article was
published in the Weekly Dispatch. The limita-
tion period for libel was, at that time, six years.
The article defamed the Duke of Brunswick.
Seventeen years after its publication an agent
of the Duke purchased a back number con-
taining the article from the Weekly Dispatch's
office. Another copy was obtained from the
British Museum. The Duke sued on those two
publications. The defendant contended that
the cause of action was time-barred, relying
on the original publication date. The court held
that the delivery of a copy of the newspaper
to the plaintiff’s agent constituted a separate
publication in respect of which suit could be
brought.

In Godfrey v Demon Internet Limited [2001]
QB 201 the respondent brought an action in
defamation against the appellants who were
Internet service providers. They had received
and stored on their news server an article, de-
famatory of the respondent, which had been
posted by an unknown person using another
service provider. The judge stated:

“In my judgment the defendants, whenever
they transmit and whenever there is trans-
mitted from the storage of their news server
a defamatory posting, publish that posting
to any subscriber to their ISP who accesses
the newsgroup containing that posting. Thus
every time one of the defendants’ customers
accesses ‘soc culture thai’ and sees that post-
ing defamatory of the plaintiff there is a publi-
cation to that customer.”

C. The defence of qualified privilege

22. The leading case on the defence of qualified

privilege is Reynolds v Times Newspapers

[2001] 2 AC 127. That case established that
qualified privilege is an absolute defence to
libel proceedings. In the leading judgment be-
fore the House of Lords, Lord Nicholls of Birken-
head explained the defence as follows:

“The underlying principle is conventionally
stated in words to the effect that there must
exist between the maker of the statement and
the recipient some duty or interest in the mak-
ing of the communication. Lord Atkinson’s
dictum, in Adam v. Ward[1917] A.C. 309, 334,
is much quoted:

‘a privileged occasion is ... an occasion where
the person who makes a communication has
an interest or a duty, legal, social, or moral, to
make it to the person to whom it is made, and
the person to whom it is so made has a cor-
responding interest or duty to receive it. This
reciprocity is essential’.”.

D. Press Complaints Commission Code of

Conduct

23. The Press Complaints Commission has adopted

a code of conduct which is regularly reviewed
and amended as required. Paragraph 1 of the
current Code of Conduct reads as follows:

“1. Accuracy

i) The Press must take care not to publish in-
accurate, misleading or distorted information,
including pictures.

ii) A significant inaccuracy, misleading state-
ment or distortion once recognised must be
corrected, promptly and with due promi-
nence, and - where appropriate - an apology
published.

iii) The Press, whilst free to be partisan, must
distinguish clearly between comment, conjec-
ture and fact.

iv) A publication must report fairly and ac-
curately the outcome of an action for defa-
mation to which it has been a party, unless
an agreed settlement states otherwise, or an
agreed statement is published.”

E. The USsingle publication rule
24. Unlike the United Kingdom court, the courts

of the United States of America have chosen
to apply the “single publication rule”. In the
case of Gregoire v GP Putnam’s Sons (1948) 81
N.E.2d 45 a book originally put on sale in 1941
was still being sold in 1946 following several
reprints. The New York Court of Appeals con-
sidered the rule in Duke of Brunswick v Harmer,
but concluded that it was formulated “in an era
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which long antedated the modern process of
mass publication” and was therefore not suited
to modern conditions. Instead, the court held
that the limitation period started to run in
1941, when the book was first put on sale. The
court pointed out that

“Under [the rule in Duke of Brunswick v
Harmen the Statute of Limitation would
never expire so long as a copy of such book
remained in stock and is made by the pub-
lisher the subject of a sale or inspection by the
public. Such a rule would thwart the purpose
of the legislature.”

The single publication rule was subsequently
applied to a website publication in Firth v State
of New York (2002) NY int 88. In that case, a
report published at a press conference on 16
December 1996 was placed on the internet the
same day. A claim was filed over a year later.
The New York Court of Appeals held that the
limitation period started when the report was
first uploaded onto the website and did not
begin anew each time the website version of
the report was accessed by a user. The court
observed that:

“The policies impelling the original adoption
of the single publication rule support its ap-
plication to the posting of ... the report ... on
the website ... These policies are even more
cogent when considered in connection with
the exponential growth of the instantaneous,
worldwide ability to communicate through
the Internet ... Thus a multiple publication rule
would implicate an even greater potential for
endless retriggering of the statute of limita-
tions, multiplicity of suits and harassment of
defendants. Inevitably, there would be a seri-
ous inhibitory effect on the open, pervasive
dissemination of information and ideas over
the Internet which is, of course, its greatest
beneficial promise.”

THE LAW

ALLEGED VIOLATION OF ARTICLE
10 OF THE CONVENTION

26. The applicant complains that the Internet

publication rule constitutes an unjustifiable
and disproportionate restriction of its right to
freedom of expression as provided in Article
10 of the Convention, which reads, insofar as
relevant, as follows:

“1. Everyone has the right to freedom of ex-

pression. This right shall include freedom to
hold opinions and to receive and impart in-
formation and ideas without interference by
public authority and regardless of frontiers.
This Article shall not prevent States from re-
quiring the licensing of broadcasting, televi-
sion or cinema enterprises.

2. The exercise of these freedoms, since it car-
ries with it duties and responsibilities, may be
subject to such formalities, conditions, restric-
tions or penalties as are prescribed by law and
are necessary in a democratic society ... for the
protection of the reputation or rights of oth-
ers..”

A. Admissibility
27. The Court has consistently emphasised that

Article 10 guarantees not only the right to im-
part information but also the right of the public
to receive it (see Observer and Guardian v. the
United Kingdom, 26 November 1991, § 59(b),
Series A no. 216; Guerra and Others v. Italy, 19
February 1998, § 53, Reports of Judgments
and Decisions 1998-1). In light of its accessibil-
ity and its capacity to store and communicate
vast amounts of information, the Internet plays
an important role in enhancing the public’s ac-
cess to news and facilitating the dissemination
of information generally. The maintenance of
Internet archives is a critical aspect of this role
and the Court therefore considers that such ar-
chives fall within the ambit of the protection
afforded by Article 10.

28. The Court concludes that the applicant’s com-

plaint is not manifestly ill-founded within the
meaning of Article 35 § 3 of the Convention. It
further notes that it is not inadmissible on any
other grounds. It must therefore be declared
admissible.

B. The merits

1. The parties’ observations

(a) The applicant

29. The applicant contended that the Internet

publication rule restricted its ability to main-
tain a publicly accessible Internet archive. It
pointed to the “chilling effect” that the rule
had upon freedom of expression, which it said
was aggravated by the fact that it had not ac-
tively sought to disseminate the information
contained in its Internet archive. The applicant
submitted that Article 10 required the adop-
tion of a single publication rule.

30. The applicant contested the finding of the
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32.

33

34.

Court of Appeal that the maintenance of ar-
chives constituted an insignificant aspect of
freedom of expression. The applicant pointed
to the importance of the integrity and availabil-
ity of historical records to an open and demo-
cratic society.

. The applicant argued that since the defence

of qualified privilege was a complete defence
to the libel claim, it was under no obligation to
publish a qualification in respect of the relevant
articles until the litigation had been resolved.
It pointed out that the Code of Practice of the
Press Complaints Commission obliged news-
papers to post a notice or qualification where
a publication had been the subject of a judg-
ment or settlement in favour of the complain-
ant. Any other approach would require a large
number of articles to be qualified. Attempts
to limit qualification to those articles which
were potentially libellous would be difficult:
because the libellous nature of a publication
may change over time, the applicant would be
required to keep the entirety of its Internet ar-
chive under review. The applicant pointed out
that approximately 500 items were uploaded
onto its Internet archive every day.

The applicant argued that it was open to the
Court to consider the general principle which
arose, notwithstanding the specific facts of the
case. Although the applicant accepted that
G.L's rights were also engaged, it considered
that a single publication rule would not con-
stitute an excessive restriction on the right of
effective access to the court.

(b) The Government

. The Government relied on the conclusions in
the domestic proceedings that the journalists
had not demonstrated the requisite standard
of responsibility in respect of the two articles.
They further relied on the fact that no qualifi-
cation was added to the articles on the appli-
cant’s website until 23 December 2000, over
12 months after the original libel proceedings
were initiated.

Although the Government accepted that
maintaining archives had a social utility, they
considered that this was not an aspect of the
exercise of freedom of expression which was of
central or weighty importance, archive mate-
rial being “stale news”. In the present case, the
Government argued that there was no evi-
dence that the applicant had been prevented
or deterred from maintaining its online archive.
Furthermore, the steps required of the appli-

35.

36.

cant to remove the sting from its archive mate-
rial were not onerous.

As regards the applicant’s claim of ceaseless lia-
bility, the Government observed that no ques-
tion of ceaseless liability arose in the present
case. The Government pointed out that the
second action was contemporaneous with the
first action and did not raise stale allegations
many years after the event. In any case, even
under a single publication rule, (1) the contin-
ued publication of articles which the applicant
knew to be defamatory, which were not quali-
fied in any way and which were not defended
as true would constitute a separate actionable
tort under English law; and (2) if accompanied
by a statutory discretion along the lines of sec-
tion 32A of the 1980 Act, the court may well
have exercised that discretion to allow G.L. to
bring the second action, having regard to the
circumstances.

The Government highlighted that the present
case also engaged the Article 8 and Article 6
rights of G.L. In the choice between the sin-
gle publication rule and the Internet publica-
tion rule, these competing interests should be
balanced. They pointed to the fact that there
was no consistency of approach to this issue in
other jurisdictions and concluded that, on the
facts of this case, the application of the Internet
publication rule was a permissible and pro-
portionate restriction on the applicant’s right
to freedom of expression and did not violate
Article 10.

2. The Court’s assessment

37.

38

The Court notes that judgment was entered
against the applicants in the second action.
Furthermore, the applicant subsequently
agreed to pay a sum of money in settlement
of G.L's claims and costs in both actions. The
Court therefore considers that the second ac-
tion constituted an interference with the ap-
plicant’s right to freedom of expression. Such
interference breaches Article 10 unless it was
"prescribed by law”, pursued one or more of
the legitimate aims referred to in Article 10 § 2
and was “necessary in a democratic society” to
attain such aim or aims.

(a) “Prescribed by law”

. The applicant does not contest the lawful-

ness of the interference, which derived from
the application of the rule set out in Duke of
Brunswick v Harmer as developed in the case
of Godfrey v Demon Internet Limited. The
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40

41.

42.

Court sees no reason to hold that the interfer-
ence was not lawful and therefore concludes
that the interference with the applicant’s right
freedom of expression was “prescribed by law”
within the meaning of Article 10 § 2.

(b) Legitimate aim

. The Internet publication rule is aimed at pro-
tecting the rights and reputation of others.
[t has not been disputed, and the Court also
agrees, that the interference has a legitimate
aim.

(c) “Necessary in a democratic society”
i General principles

. The Court reiterates that freedom of expression
constitutes one of the essential foundations of
a democratic society and in that context the
safeguards guaranteed to the press are par-
ticularly important. Whilst the press must not
overstep the boundaries set, inter alia, in the
interest of “the protection of the reputation or
rights of others”, it is nevertheless incumbent
on it to impart information and ideas of public
interest. Not only does the press have the task
of imparting such information and ideas but
the public also has a right to receive them. In
this way, the press fulfils its vital role as a “pub-
lic watchdog” (Observer and Guardian v. the
United Kingdom, 26 November 1991, § 59,
Series Ano. 216).

The Court observes that the most careful of
scrutiny under Article 10 is required where
measures or sanctions imposed on the press
are capable of discouraging the participation
of the press in debates on matters of legitimate
public concern (Bladet Tromsg and Stensaas v.
Norway [GC], no. 21980/93, § 64, ECHR 1999-
lll). The Court further recalls that particularly
strong reasons must be provided for any meas-
ure limiting access to information which the
public has the right to receive (see Timpul Info-
Magazin and Anghel v. Moldova, no. 42864/05,
§ 31,27 November 2007).

However, the Court reiterates that Article 10
does not guarantee a wholly unrestricted free-
dom of expression to the press, even with re-
spect to press coverage of matters of serious
public concern. When exercising its right to
freedom of expression, the press must act in a
manner consistent with its duties and respon-
sibilities, as required by Article 10 § 2. These
duties and responsibilities assume particular
significance when, as in the present case, infor-
mation imparted by the press is likely to have

43.

44,

45.

46.

a serious impact on the reputation and rights
of private individuals. Furthermore, the protec-
tion afforded by Article 10 to journalists is sub-
ject to the proviso that they act in good faith in
order to provide accurate and reliable informa-
tion in accordance with responsible journalism
(Fressoz and Roire v. France [GC], no. 29183/95,
§ 54, ECHR 1999- and Bladet Tromsg and
Stensaas, cited above, § 65).

43. Finally, it should be recalled that in assess-
ing whether the interference was justified, it is
not the role of the Court to substitute its views
for those of the national authorities but to re-
view the case as a whole, in the light of Article
10, and consider whether the decision taken
by national authorities fell within the margin of
appreciation allowed to the member States in
this area (Handyside v. the United Kingdom, 7
December 1976, § 50, Series A no. 24).

i Application of the principles to the present
case

The applicants maintain that they are exposed
to litigation, without limit in time, on account
of the adoption of the Internet publication rule
instead of the single publication rule.

The Court agrees at the outset with the appli-
cant’s submissions as to the substantial contri-
bution made by Internet archives to preserving
and making available news and information.
Such archives constitute an important source
for education and historical research, particu-
larly as they are readily accessible to the pub-
lic and are generally free. The Court therefore
considers that, while the primary function of
the press in a democracy is to act as a “public
watchdog’, it has a valuable secondary role in
maintaining and making available to the pub-
lic archives containing news which has previ-
ously been reported. However, the margin
of appreciation afforded to States in striking
the balance between the competing rights is
likely to be greater where news archives of past
events, rather than news reporting of current
affairs, are concerned. In particular, the duty of
the press to act in accordance with the princi-
ples of responsible journalism by ensuring the
accuracy of historical, rather than perishable,
information published is likely to be more strin-
gent in the absence of any urgency in publish-
ing the material.

The Court further observes that the introduc-
tion of limitation periods for libel actions is in-
tended to ensure that those who are defamed
move quickly to protect their reputations in
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47.

48.

order that newspapers sued for libel are able
to defend claims unhindered by the passage of
time and the loss of notes and fading of memo-
ries that such passage of time inevitably entails.
In determining the length of any limitation pe-
riod, the protection of the right to freedom of
expression enjoyed by the press should be bal-
anced against the rights of individuals to pro-
tect their reputations and, where necessary, to
have access to a court in order to do so. It is, in
principle, for contracting States, in the exercise
of their margin of appreciation, to set a limita-
tion period which is appropriate and to pro-
vide for any cases in which an exception to the
prescribed limitation period may be permitted
(see Stubbings and Others v. the United King-
dom, 22 October 1996, § § 54-55, Reports of
Judgments and Decisions 1996-IV).

On the facts of the present case, the Court
considers it significant that, although libel pro-
ceedings in respect of the two articles were ini-
tiated in December 1999, the applicant did not
add any qualification to the articles in its Inter-
net archive until December 2000. The Court re-
calls the conclusion of the Court of Appeal that
the attachment of a notice to archive copies
of material which it is known may be defama-
tory would “normally remove any sting from
the material”. To the extent that the applicant
maintains that such an obligation is excessive,
the Court observes that the Internet archive in
question is managed by the applicant itself.
It is also noteworthy that the Court of Appeal
did not suggest that potentially defamatory
articles should be removed from archives al-
together. In the circumstances, the Court, like
the Court of Appeal, does not consider that the
requirement to publish an appropriate qualifi-
cation to an article contained in an Internet ar-
chive, where it has been brought to the notice
of a newspaper that a libel action has been ini-
tiated in respect of that same article published
in the written press, constitutes a dispropor-
tionate interference with the right to freedom
of expression. The Court further notes that the
brief notice which was eventually attached to
the archive would appear to undermine the
applicant’s argument that any qualification
would be difficult to formulate.

Having regard to this conclusion, it is not
necessary for the Court to consider in detail
the broader chilling effect allegedly created
by the application of the Internet publication
rule in the present case. The Court nonetheless
observes that the two libel actions brought
against the applicant concerned the same two

49.

50.

articles. The first action was brought some two
to three months after the publication of the
articles and well within the one-year limitation
period. The second action was brought a year
later, some 14 or 15 months after the initial
publication of the articles. At the time the sec-
ond action was filed, the legal proceedings in
respect of the first action were still underway.
There is no suggestion that the applicant was
prejudiced in mounting its defence to the libel
proceedings in respect of the Internet publica-
tion due to the passage of time. In these cir-
cumstances, the problems linked to ceaseless
liability for libel do not arise. The Court would,
however, emphasise that while an aggrieved
applicant must be afforded a real opportunity
to vindicate his right to reputation, libel pro-
ceedings brought against a newspaper after
a significant lapse of time may well, in the ab-
sence of exceptional circumstances, give rise
to a disproportionate interference with press
freedom under Article 10.

The foregoing considerations are sufficient to
enable the Court to conclude that in the pre-
sent case, the finding by the domestic courts
in the second action that the applicant had
libelled the claimant by the continued publica-
tion on the Internet of the two articles was a
justified and proportionate restriction on the
applicant’s right to freedom of expression.

There has accordingly been no violation of Ar-
ticle 10 of the Convention.

FOR THESE REASONS, THE COURT
UNANIMOUSLY

1.

Declares the remainder of the application ad-
missible;

Holds that there has been no violation of Arti-
cle 10 of the Convention.

Done in English, and notified in writing on 10
March 2009, pursuant to Rule 77 § § 2 and 3 of the
Rules of Court.

Lawrence Early, Registrar
Lech Garlicki, President
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INTERCEPTION, COMMUNICATIONS, CORRESPOND-
ENCE, PRIVATE LIFE, DISCRETION, MONITORING, MIS-
USE OF POWER

§ 3 of the Convention, decided to examine
the merits of the application at the same time
as its admissibility. Further observations were,
therefore, sought from the parties.

The applicants requested a hearing but the
Court decided that it would not be necessary.

INTHE CASE OF LIBERTY AND OTHERSV.THEUNITED  T'HE FACTS

KINGDOM,

The European Court of Human Rights (Fourth Sec- L

tion), sitting as a Chamber composed of:

Lech Garlicki, President,

Nicolas Bratza,

Ljiljana Mijovic, 5

David Thér Bjorgvinsson,

Jan Sikuta,

Paivi Hirvela,

Mihai Poalelungi, judges,

and Lawrence Early, Section Registrar,

Having deliberated in private on 10 June 2008,

Delivers the following judgment, which was adopt-

ed on that date:

PROCEDURE

1. The case originated in an application (no.
58243/00) against the United Kingdom of
Great Britain and Northern Ireland lodged with
the Court under Article 34 of the Convention
for the Protection of Human Rights and Fun-
damental Freedoms (“the Convention”) by
Liberty, British Irish Rights Watch and the Irish
Council for Civil Liberties, a British and two Irish
civil liberties’ organisations based in London
and Dublin respectively, on 9 September 1999. ‘

2. The applicants were represented by Mr A. Gask,
a lawyer practising in London. The United King-
dom Government (“the Government”) were
represented by their Agent, Mr D. Walton, For-
eign and Commonwealth Office.

3. On 25 June 2002 the Court decided to commu-
nicate the application to the Government, and
several rounds of observations were received
from the parties. On 22 March 2005 the Court
adjourned the case until linked proceedings
before the Investigatory Powers Tribunal had
concluded (see paragraphs 11-15 below). On
27 February 2006 the Court resumed its exami-
nation and, under the provisions of Article 29

—_

N

THE CIRCUMSTANCES OF THE
CASE

. The alleged interception of

communications

The applicants alleged that in the 1990s the
Ministry of Defence operated an Electronic
Test Facility ("ETF") at Capenhurst, Cheshire,
which was built to intercept 10,000 simultane-
ous telephone channels coming from Dublin
to London and on to the continent. Between
1990 and 1997 the applicants claimed that
the ETF intercepted all public telecommunica-
tions, including telephone, facsimile and e-mail
communications, carried on microwave radio
between the two British Telecom’s radio sta-
tions (at Clwyd and Chester), a link which also
carried much of Ireland’s telecommunications
traffic. During this period the applicant organi-
sations were in regular telephone contact with
each other and also providing, inter alia, legal
advice to those who sought their assistance.
They alleged that many of their communica-
tions would have passed between the British
Telecom radio stations referred to above and
would thus have been intercepted by the ETF.

. Complaint to the Interception of

Communications Tribunal (“ICT”)

On 9 September 1999, having seen a television
report on the alleged activities of the ETF, the
applicant organisations requested the Inter-
ception of Communications Tribunal (“the ICT":
see paragraphs 28-30 below) to investigate the
lawfulness of any warrants which had been is-
sued in respect of the applicants’ communica-
tions between England and Wales and Ireland.
On 19 October 1999 an official of the ICT con-
firmed that an investigation would proceed
and added:

“...| am directed to advise you that the Tribu-
nal has no way of knowing in advance of an
investigation whether a warrant exists in any
given case. The Tribunal investigates all com-
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plaints in accordance with section 7 of the
[Interception of Communications Act 1985:
‘the 1985 Act’, see paragraphs 16-33 below]
establishing whether a relevant warrant or rel-
evant certificate exists or had existed and, if so,
whether there has been any contravention of
sections 2 to 5.If ... the Tribunal concludes that
there has been a contravention of sections 2
to 5, the Tribunal may take steps under sec-
tions 7(4), (5) and (6). In any case where there
is found to have been no contravention, the
Tribunal is not empowered to disclose wheth-
er or not authorised interception has taken
place. In such instances, complainants are ad-
vised only that there has been no contraven-
tion of sections 2 to 5 in relation to a relevant
warrant or a relevant certificate.”

By a letter dated 16 December 1999 the ICT
confirmed that it had thoroughly investigated
the matter and was satisfied that there had
been no contravention of sections 2 to 5 of the
1985 Act in relation to the relevant warrant or
certificate.

. Complaint to the Director of Public
Prosecutions (“DPP”)

By a letter dated 9 September the applicants
complained to the DPP of an unlawful inter-
ception, requesting the prosecution of those
responsible. The DPP passed the matter to the
Metropolitan Police for investigation. By a let-
ter dated 7 October 1999 the police explained
that no investigation could be completed un-
til the ICT had investigated and that a police
investigation might then follow if it could be
shown that an unwarranted interception had
taken place or if any of the other conditions set
out in section 1(2)-(4) of the 1985 Act had not
been met. The applicants pointed out, in their
letter of 12 October 1999, that the vague, albeit
statutory, response of the ICT would mean that
they would not know whether a warrant had
been issued or, if it had, whether it had been
complied with. They would not, therefore, be
in a position to make submissions to the police
after the ICT investigation as to whether or not
a criminal investigation was warranted. The ap-
plicants asked if, and if so how, the police could
establish for themselves whether or not a war-
rant had been issued, so as to decide whether
an investigation was required, and how the
police would investigate, assuming there had
been no warrant.

The DPP responded on 19 October 1999 that
the police had to await the ICT decision, and
the police responded on 9 November 1999

10.

1.

13.

that the applicants’ concerns were receiving
the fullest attention, but that they were unable
to enter into discussion on matters of internal
procedure and inter-departmental investiga-
tion.

On 21 December 1999 the applicants wrote to
the police pointing out that, having received
the decision of the ICT, they still did not know
whether or not there had been a warrant or
whether there had been unlawful interception.
The response, dated 17 January 2000, assured
the applicants that police officers were mak-
ing enquires with the relevant agencies with a
view to establishing whether there had been a
breach of section 1 of the 1985 Act and iden-
tifying the appropriate investigative authority.
The police informed the applicants by a letter
dated 31 March 2000 that their enquiries con-
tinued, and, by a letter dated 13 April 2000, that
these enquiries had not revealed an offence
contrary to section 1 of the 1985 Act.

. Complaint to the Investigatory Powers

Tribunal (“IPT")

On 15 December 2000 the former statutory re-
gime for the interception of communications
was replaced by the Regulation of Investigato-
ry Powers Act 2000 (see paragraphs 34-39 be-
low) and a new tribunal, the IPT, was created.

. On 13 August 2001 the applicants began pro-

ceedings in the IPT against the security and
intelligence agencies of the United Kingdom,
complaining of interferences with their rights
to privacy for their telephone and other com-
munications from 2 October 2000 onwards
(British-Irish Rights Watch and others v. The
Security Service and others, IPT/01/62/CH). The
IPT, sitting as its President and Vice-President (a
Court of Appeal and a High Court judge), had
security clearance and was able to proceed
in the light not just of open evidence filed by
the defendant services but also confidential
evidence, which could not be made public for
reasons of national security.

On 9 December 2004 the IPT made a number
of preliminary rulings on points of law. Al-
though the applicants had initially formulated
a number of claims, by the time of the ruling
these had been narrowed down to a single
complaint about the lawfulness of the “filtering
process”, whereby communications between
the United Kingdom and an external source,
captured under a warrant pursuant to section
8(4) of the 2000 Act (which had replaced sec-
tion 3(2) of the 1985 Act: see paragraphs 34-
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39 below), were sorted and accessed pursuant
to secret selection criteria. The question was,
therefore, whether “the process of filtering in-
tercepted telephone calls made from the UK to
overseas telephones ... breaches Article 8 § 2
[of the Convention] because itis not ‘in accord-

"

ance with the law”.

14. The IPT found that the difference between the

warrant schemes for interception of internal
and external communications was justifiable,
because it was more necessary for additional
care to be taken with regard to interference
with privacy by a Government in relation to
domestic telecommunications, given the sub-
stantial potential control it exercised in this
field; and also because its knowledge of, and
control over, external communications was
likely to be much less extensive.

. As to whether the law was sufficiently accessi-

ble and foreseeable for the purposes of Article
8 § 2,the IPT observed:

“The selection criteria in relation to accessing
a large quantity of as yet unexamined mate-
rial obtained pursuant to a s8(4) warrant (as
indeed in relation to material obtained in re-
lation to a s8(1) warrant) are those set out in
s5(3) . The Complainants’ Counsel complains
that there is no ‘publicly stated material indi-
cating that a relevant person is satisfied that
the [accessing] of a particular individual’s tele-
phone call is proportionate’. But the Respond-
ents submit that there is indeed such publicly
stated material, namely the provisions of s6(I)
of the Human Rights Act which requires a pub-
lic authority to act compatibly with Conven-
tion rights, and thus, it is submitted, imposes a
duty to act proportionately in applying to the
material the s5(3) criteria.

To that duty there is added the existence of
seven safeguards listed by the Respondents’
Counsel, namely (1) the criminal prohibition
on unlawful interception (2) the involvement
of the Secretary of State (3) the guiding role
of the Joint Intelligence Committee (JIC') (4)
the Code of Practice (5) the oversight by the
Interception of Communication Commission-
er (whose powers are set out in Part IV of the
Act) (6) the availability of proceedings before
this Tribunal and (7) the oversight by the Intel-
ligence and Security Committee, an all-party
body of nine Parliamentarians created by the
Intelligence Services Act 1994 ...

It is plain that, although in fact the existence

those safeguards should be published. The
Complainants’ Counsel has pointed out that
it appears from the Respondents’ evidence
that there are in existence additional operat-
ing procedures, as would be expected given
the requirements that there be the extra safe-
guards required by s16 of the Act, and the
obligation of the Secretary of State to ensure
their existence under s15(1)(b). It is not sug-
gested by the Complainants that the nature of
those operating procedures be disclosed, but
that their existence, i.e. something along the
lines of what is in the Respondents’ evidence,
should itself be disclosed in the Code of Prac-
tice.

We are unpersuaded by this. First, such a
statement in the Code of Practice, namely as
to the existence of such procedures, would in
fact take the matter no further than it already
stands by virtue of the words of the statute.
But in any event, the existence of such proce-
dures is only one of the substantial number of
safeguards which are known to exist. Acces-
sibility and foreseeability are satisfied by the
knowledge of the criteria and the knowledge
of the existence of those multiple safeguards.

... [Floreseeability is only expected to a degree
that is reasonable in the circumstances, and
the circumstances here are those of national
security ... In this case the legislation is ad-
equate and the guidelines are clear. Foresee-
ability does not require that a person who
telephones abroad knows that his conversa-
tion is going to be intercepted because of the
existence of a valid s. 8(4) warrant. ...

The provisions, in this case the right to inter-
cept and access material covered by a 5.8(4)
warrant, and the criteria by reference to which
it is exercised, are in our judgment sufficiently
accessible and foreseeable to be in accord-
ance with law. The parameters in which the
discretion to conduct interception is carried
on, by reference to s. 5(3) and subject to the
safeguards referred to, are plain from the face
of the statute. In this difficult and perilous area
of national security, taking into account both
the necessary narrow approach to Article 8(2)
and the fact that the burden is placed upon
the Respondent, we are satisfied that the bal-
ance is properly struck.”

A. Relevant domestic law and practice

1. The Interception of Communications Act
1985

16. During the period at issue in this application
the relevant legislation was sections 1-10 of
the Interception of Communications Act 1985

of all these safeguards is publicly known, it is
not part of the requirements for accessibil-
ity or foreseeability that the precise details of
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19.

20.

("the 1985 Act”), which came into force on
10 April 1986 and was repealed by the Regu-
lation of Investigatory Powers Act 2000 (“the
2000 Act”).

. Pursuant to section 1 of the 1985 Act, a person
who intentionally intercepted a communica-
tion in the course of its transmission by post
or by means of a public telecommunications
system was guilty of an offence. A number of
exceptions were made, the relevant one being
a communication intercepted pursuant to a
warrant issued by the Secretary of State under
section 2 of the 1985 Act and in accordance
with a certificate issued under section 3(2)(b)
of the 1985 Act.

(a) Warrants for interception
i The three grounds for issuing a warrant

. The Secretary of State’s power to issue a war-
rant under section 2 of the 1985 Act could be
exercised only if he considered the warrant
necessary:

“(a) in the interests of national security;

(b) for the purpose of preventing or detecting
serious crime; or

(c) for the purpose of safeguarding the eco-
nomic well-being of the United Kingdom.”

The term “serious crime” was defined by sec-
tion 10(3) of the Act as follows:

“For the purposes of [the 1985 Act], conduct
which constitutes or, if it took place in the
United Kingdom, would constitute one or
more offences shall be regarded as a serious
crime if, and only if -

(a) it involves the use of violence, results in
substantial financial gain or is conduct by a
large number of persons in pursuit of a com-
mon purpose; or

(b) the offence, or one of the offences, is an
offence for which a person who has attained
the age of twenty-one and has no previous
convictions could reasonably be expected to
be sentenced to imprisonment for a term of
three years or more.”

The scope of the term “national security” was
clarified by the Commissioner appointed un-
der the 1985 Act. In his 1986 report he stated
(§ 27) that he had adopted the following
definition: activities “which threaten the safety
or well-being of the State, and which are in-
tended to undermine or overthrow Parliamen-
tary democracy by political, industrial or violent

21.

means”.

In determining whether a warrant was neces-
sary for one of the three reasons set out in sec-
tion 2(2) of the 1985 Act, the Secretary of State
was under a duty to take into account whether
the information which it was considered nec-
essary to acquire could reasonably be acquired
by other means (section 2(3)). In addition, war-
rants to safeguard the economic well-being of
the United Kingdom could not be issued un-
less the information to be acquired related to
the acts or intentions of persons outside the
British Islands (section 2(4)). A warrant required
the person to whom it was addressed to in-
tercept, in the course of their transmission by
post or by means of a public telecommunica-
tions system, such communications as were
described in the warrant.

i The two types of warrant

22. Two types of warrant were permitted by sec-

tion 3 of the 1985 Act. The first, a “section 3(1)
warrant”, was a warrant that required the inter-
ception of:

“(a) such communications as are sent to
or from one or more addresses speci-
fied in the warrant, being an address or
addresses likely to be used for the trans-
mission of communications to or from-
(M) one particular ~ person speci-
fied or described in the warrant; or
(i) one particular set of premises so specified
or described; and

(b) such other communications (if any) as it
is necessary to intercept in order to intercept
communications falling within paragraph (a)
above.”

By section 10(1) of the 1985 Act, the word “per-
son” was defined to include any organisation
or combination of persons and the word “ad-
dress” was defined to mean any postal or tel-
ecommunications address.

23. The second type of warrant, a “section 3(2) war-

rant”, was one that required the interception, in
the course of transmission by means of a pub-
lic telecommunications system, of:

“(i) such external communications as are de-
scribed in the warrant; and

(ii) such other communications (if any) as it
is necessary to intercept in order to intercept
such external communications as are so de-
scribed ...".

24. When he issued a section 3(2) warrant, the
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25.

26.

Secretary of State was required to issue also a
certificate containing a description of the inter-
cepted material the examination of which he
considered necessary in the interests of nation-
al security, to prevent or detect serious crime or
to safeguard the State’s economic well-being
(section 3(2)(b)). A section 3(2) warrant could
not specify an address in the British Islands for
the purpose of including communications sent
to or from that address in the certified material
unless-

“3(3) (a) the Secretary of State considers that
the examination of communications sent to or
from that address is necessary for the purpose
of preventing or detecting acts of terrorism;
and

(b) communications sent to or from that ad-
dress are included in the certified material
only in so far as they are sent within such a pe-
riod, not exceeding three months, as is speci-
fied in the certificate.”

Section 3(2) warrants could be issued only
under the hand of the Secretary of State or a
permitted official of high rank with the written
authorisation of the Secretary of State. If issued
under the hand of the Secretary of State, the
warrant was valid for two months; if by another
official, it was valid for two days. Only the Secre-
tary of State could renew a warrant. If the Sec-
retary of State considered that a warrant was
no longer necessary in the interests of national
security, to prevent or detect serious crime or
to safeguard the State’s economic well-being,
he was under a duty to cancel it (section 4).

The annual report of the Commissioner for
1986 explained the difference between war-
rants issued under section 3(1) and under sec-
tion 3(2):

“There are a number of differences ... But the
essential differences may be summarised as
follows:

(i) Section 3(2) warrants apply only to external
telecommunications;

(if) whereas section 3(1) warrants only apply to
communications to or from one particular per-
son ...or one particular set of premises, Section
3(2) warrants are not so confined; but

(iii) at the time of issuing a Section 3(2) war-
rant the Secretary of State is obliged to issue
a certificate describing the material which it is
desired to intercept; and which he regards as
necessary to examine for any of the purposes
set out in Section 2(2).

So the authority to intercept granted by the
Secretary of State under Section 3(2) is limited
not so much by reference to the target, as it is
under section 3(1), but by reference to the ma-
terial. It follows that in relation to Section 3(2)
warrants, | have had to consider first, whether
the warrant applies to external communica-
tions only, and, secondly, whether the certified
material satisfies the Section 2(2) criteria. ...

There is a further important limitation on Sec-
tion 3(2) warrants. | have said that the author-
ity granted by the Secretary of State is limited
by reference to the material specified in the
certificate, rather than the targets named in
the warrants. This distinction is further under-
lined by Section 3(3) which provides that ma-
terial specified shall notinclude the address in
the British Islands for the purpose of including
communications sent to or from that address,
except in the case of counter-terrorism. So if,
for example in a case of subversion the Secu-
rity Service wishes to intercept external com-
munications to or from a resident of the British
Islands, he could not do so under a Section
3(2) warrant by asking for communications
sent to or from his address to be included in
the certified material. But it would be possi-
ble for the Security Service to get indirectly,
through a legitimate examination of certified
material, what it may not get directly. In such
cases it has become the practice to apply for
a separate warrant under Section 3(1) known
as an overlapping warrant, in addition to the
warrant under Section 3(2). There is noth-
ing in the [1985 Act] which requires this to
be done. But it is obviously a sound practice,
and wholly consistent with the legislative in-
tention underlying Section 3(3). Accordingly
| would recommend that where it is desired
to intercept communications to or from an
individual residing in the British Islands, as a
separate target, then in all cases other than
counter-terrorism there should be a separate
warrant under Section 3(1), even though the
communications may already be covered
by a warrant under Section 3(3). The point
is not without practical importance. For the
definition of “relevant warrant” and “relevant
certificate” in Section 7(9) of the Act makes
it clear that, while the Tribunal has power to
investigate warrants issued under section 3(1)
and certificates under section 3(2) where an
address is specified in the certificate, it has no
such power to investigate Section 3(2) war-
rants, where an address is not so certified.”

i Use and retention of information

27. Section 6 of the 1985 Act was entitled “Safe-

guards” and read as follows:
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“(1) Where the Secretary of State issues a war-
rant he shall, unless such arrangements have
already been made, make such arrangements
as he considers necessary for the purpose of
securing-

(a) that the requirements of subsections (2)
and (3) below are satisfied in relation to the
intercepted material; and

(b) where a certificate is issued in relation to
the warrant, that so much of the intercepted
material as is not certified by the certificate is
not read, looked at or listened to by any per-
son.

(2) The requirements of this subsection are
satisfied in relation to any intercepted material
if each of the following, namely-

(a) the extent to which the material is dis-
closed;

(b) the number of persons to whom any of the
material is disclosed;

(c) the extent to which the material is copied;
and

(d) the number of copies made of any of the
material;

is limited to the minimum that is necessary as
mentioned in section 2 (2) above.

(3) The requirements of this subsection are
satisfied in relation to any intercepted mate-
rial if each copy made of any of that mate-
rial is destroyed as soon as its retention is no
longer necessary as mentioned in section 2 (2)
above.”

(b) The Interception of Communications Tribunal
(“1CT")

28. Section 7 of the 1985 Act provided for a Tribu-
nal to investigate complaints from any person
who believed that communications sent by or
to him had been intercepted. Its jurisdiction,
so far as material, was limited to investigating
whether there was or had been a “relevant war-
rant” or a “relevant certificate” and, where there
was or had been, whether there had been any
contravention of sections 2-5 of the 1985 Act
in relation to that warrant or certificate. Section
7(9) read, in so far as relevant, as follows:

“For the purposes of this section —

(a) awarrant is a relevant warrant in relation to
an applicant if -

(i) the applicant is specified or described in the
warrant; or

(ii) an address used for the transmission of
communications to or from a set of premises
in the British Islands where the applicant re-
sides or works is so specified;

(b) a certificate is a relevant certificate in rela-
tion to an applicant if and to the extent that an
address used as mentioned in paragraph (a)
(i) above is specified in the certificate for the
purpose of including communications sent to
or from that address in the certified material.”

29. The ICT applied the principles applicable by a
court on an application for judicial review. If it
found there had been a contravention of the
provisions of the Act, it was to give notice of
that finding to the applicant, make a report to
the Prime Minister and to the Commissioner
appointed under the Act and, where it thought
fit, make an order quashing the relevant war-
rant, directing the destruction of the material
intercepted and/or directing the Secretary of
State to pay compensation. In other cases, the
ICT was to give notice to the applicant stating
that there had been no contravention of sec-
tions 2-5 of the Act.

30. The ICT consisted of five members, each of
whom was required to be a qualified lawyer
of not less than ten years standing. They held
office for a five-year period and could be re-
appointed. The decisions of the ICT were not
subject to appeal.

(c)

The Commissioner

31. Section 8 provided that a Commissioner be ap-
pointed by the Prime Minister. He or she was
required to be a person who held, or who had
held, high judicial office. The Commissioner’s
functions included the following:

to keep under review the carrying out by
the Secretary of State of the functions con-
ferred on him by sections 2-5 of the 1985
Act;

to give to the ICT all such assistance as it
might require for the purpose of enabling
it to carry out its functions;

to keep under review the adequacy of the
arrangements made under section 6 for
safeguarding intercepted material and
destroying it where its retention was no
longer necessary;

to report to the Prime Minister if there ap-
peared to have been a contravention of
sections 2-5 which had not been reported
by the ICT or if the arrangements under sec-
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32.

33

tion 6 were inadequate;

to make an annual report to the Prime Min-
ister on the exercise of the Commissioner’s
functions. This report had to be laid before
the Houses of Parliament. The Prime Min-
ister had the power to exclude any matter
from the report if publication would have
been prejudicial to national security, to the
prevention or detection of serious crime or
to the well-being of the United Kingdom.
The report had to state if any matter had
been so excluded.

In his first report as Commissioner, in 1992,
Sir Thomas Bingham MR, as he then was, ex-
plained his own role as part of the safeguards
inherent in the 1985 Act as follows:

“The third major safeguard is provided by the
Commissioner himself. While there is noth-
ing to prevent consultation of the Commis-
sioner before a warrant is issued, it is not the
practice to consult him in advance and such
consultation on a routine basis would not
be practicable. So the Commissioner’s view
is largely retrospective, to check that war-
rants have not been issued in contravention
of the Act and that appropriate procedures
were followed. To that end, | have visited all
the warrant issuing departments and agen-
cies named in this report, in most cases more
than once, and discussed at some length the
background to the warrant applications. |
have also discussed the procedure for seeking
warrants with officials at various levels in all
the initiating bodies and presenting depart-
ments. | have inspected a significant number
of warrants, some chosen by me at random,
some put before me because it was felt that |
should see them. Although | have described ...
a number of instances in which mistakes were
made or mishaps occurred, | have seen no
case in which the statutory restrictions were
deliberately evaded or corners knowingly cut.
A salutary practice has grown up by which the
Commissioner’s attention is specifically drawn
to any case in which an error or contravention
of the Act has occurred: | accordingly believe
that there has been no such case during 1992
of which | am unaware.”

Similar conclusions about the authorities’
compliance with the law were drawn by all
the Commissioners in their reports during the
1990s.

In each of the annual reports made under the
1985 Act the Commissioner stated that in his
view the arrangements made under section 6
of the 1985 were adequate and complied with,

without revealing what the arrangements
were. In the 1989 Report the Commissioner
noted at § 9 that there had been technologi-
cal advances in the telecommunications field
which had “necessitated the making of further
arrangements by the Secretary of State for
the safeguarding of material under section 6
of the [1985 Act]”. The Commissioner stated
that he had reviewed the adequacy of the new
arrangements. For the year 1990, the Com-
missioner recorded that, as a result of a new
practice of the police disclosing some material
to the Security Service, a further change in the
section 6 arrangements had been required.
The Commissioner said in the 1990 Report
that he was “satisfied with the adequacy of the
new arrangements” (1990 Report at § 18). In
the 1991 Report, the Commissioner stated that
there had been some minor changes to the
section 6 arrangements and confirmed that he
was satisfied with the arrangements as modi-
fied (§ 29 of the 1991 Report). In the 1993 Re-
port, the Commissioner said at § 11:

“Some of the written statements of section 6
safeguards which | inspected required to be
updated to take account of changes in the
public telecommunications market since they
had been drafted and approved. Other state-
ments could, as it seemed to me, be improved
by more explicit rules governing the circum-
stances and manner in which, and the extent
to which, intercept material could be copied.
It also seemed to me that it would be advan-
tageous, where this was not already done,
to remind all involved m handling intercept
material on a regular basis of the safeguards
to which they were subject, securing written
acknowledgements that the safeguards had
been read and understood. These sugges-
tions appeared to be readily accepted by the
bodies concerned. They did not in my view
indicate any failure to comply with section 6
of the Act.”

In his first year as Commissioner, Lord Nolan re-
ported the following on this issue of section 6
safeguards (1994 Report, § 6):

“Like my predecessors, | have on each of my
visits considered and discussed the arrange-
ments made by the Secretary of State under
section 6 for the purpose of limiting the dis-
semination and retention of intercepted ma-
terial to what is necessary within the meaning
of section 2. Each agency has its own set of
such arrangements, and there are understand-
able variations between them. For example,
the practical considerations involved in decid-
ing what is necessary in the interests of na-
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tional security, or the economic well-being of
the United Kingdom (the areas with which the
Security Service and the Secret Intelligence
Service are almost exclusively concerned) are
somewhat different from those involved in the
prevention and detection of serious criminal
offences (with which the police forces and HM
Customs & Excise are almost exclusively con-
cerned). | am satisfied that all of the agendas
are operating within the existing approved
safeguards under the terms of the arrange-
ments as they stand ...”

. The Regulation of Investigatory Powers Act

2000

The 2000 Act came into force on 15 Decem-
ber 2000. The explanatory memorandum de-
scribed the main purpose of the Act as being to
ensure that the relevant investigatory powers
were used in accordance with human rights. As
to the first, interceptions of communications,
the 2000 Act repealed, inter alia, sections 1-10
of the 1985 Act and provides for a new regime
for the interception of communications.

The 2000 Act is designed to cover the purposes
for which the relevant investigatory powers
may be used, which authorities can use the
powers, who should authorise each use of the
power, the use that can be made of the mate-
rial gained, judicial oversight and a means of
redress for the individual.

A new Investigatory Powers Tribunal ("IPT") as-
sumed the responsibilities of the former ICT, of
the Security Services Tribunal and of the Intel-
ligence Services Tribunal. The Interception of
Communications Commissioner continues to
review the actions of the Secretary of State as
regards warrants and certificates and to review
the adequacy of the arrangements made for
the execution of those warrants. He is also, as
before, to assist the Tribunal. In addition, the
Secretary of State is to consult about and to
publish codes of practice relating to the exer-
cise and performance of duties in relation to,
inter alia, interceptions of communications.

Section 2(2) of the 2000 Act defines intercep-
tion as follows:

“For the purposes of this Act, but subject to
the following provisions of this section, a per-
son intercepts a communication in the course
of its transmission by means of a telecommu-
nications system if, and only if, he -

(a) so modifies or interferes with the system,
or its operation,

38.

39.

40.

(b) so monitors transmissions made by means
of the system, or

(c) so monitors transmissions made by wire-
less telegraphy to or from apparatus com-
prised in the system,

as to make some of all of the contents of the
communication available, while being trans-
mitted, to a person other than the sender or
intended recipient of the communication.”

Section 5(2) of the 2000 Act provides that the
Secretary of State shall not issue an intercep-
tion warrant unless he believes that the war-
rant is necessary, inter alia, in the interests of
national security, for the purpose of preventing
or detecting serious crime or for the purpose of
safeguarding the economic well-being of the
United Kingdom and that the conduct author-
ised by the warrant is proportionate to what is
sought to be achieved by that conduct.

In addition to the general safeguards specified
in section 15 of the Act, section 16 provides ad-
ditional safeguards in the case of certificated
warrants (namely warrants for interception of
external communications supported by a cer-
tificate). In particular, section 16(1) provides
that intercepted material is to be read, looked
at or listened to by the persons to whom it be-
comes available by virtue of the warrant to the
extent only that it has been certified as mate-
rial the examination of which is necessary for
one of the above purposes and falls within
subsection (2). Intercepted material falls within
subsection (2) so far only as it is selected to be
read, looked at or listened to otherwise than
according to a factor which is referable to an
individual who is known to be for the time be-
ing in the British Isles and has as its purpose, or
one of its purposes, the identification of mate-
rial in communications sent by that person, or
intended for him.

In its Ruling of 9 December 2004 (see para-
graphs 13-15 above), the IPT set out the follow-
ing extracts from the Interception of Commu-
nications Code of Practice issued pursuant to
s. 71 of the 2000 Act (“the Code of Practice”).
Subparagraph 4(2) of the Code of Practice
deals with the application for a s. 8(1) warrant
as follows :

“An application for a warrant is made to the
Secretary of State . .. Each application, a copy
of which must be retained by the applicant,
should contain the following information :

« Background to the operation in question.
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« Person or premises to which the application
relates (and how the person or premises fea-
ture in the operation) .

« Description of the communications to be in-
tercepted, details of communications service
provider(s) and an assessment of the feasibil-
ity of the interception operation where this is
relevant.

- Description of the conduct to be authorised
as considered necessary in order to carry out
the interception, where appropriate.

« An explanation of why the interception is
considered to be necessary under the provi-
sions of section 5(3).

« A consideration of why the conduct is to be
authorised by the warrant is proportionate to
what is sought to be achieved by that conduct.

« A consideration of any unusual degree of col-
lateral intrusion and why that intrusion is justi-
fied in the circumstances. In particular, where
the communications in question might affect
religious, medical or journalistic confidential-
ity or legal privilege, this must be specified in
the application.

« Where an application is urgent, supporting
justification should be provided.

« An assurance that all material intercepted
will be handled in accordance with the safe-
guards required by section 15 of the Act.

The IPT continued:

“Applications for a s. 8(4) warrant are ad-
dressed in subparagraph 5 .2 of the Code of
Practice :

‘An application for a warrant is made to the
Secretary of State ... each application, a copy
of which must be retained by the applicant,
should contain the following information :

« Background to the operation in question
[identical to the first bullet point in 4.2].

« Description of the communications ... [this is
materially identical to the third bullet point in
4.1].

« Description of the conduct to be authorised,
which must be restricted to the interception
of external communications, or to conduct
necessary in order to intercept those external
communications, where appropriate [com-
pare the wording of the fourth bullet in 4 .2].

- The certificate that will regulate examination
of intercepted material.

« An explanation of why the interception is

considered to be necessary for one or more of
the section 5(3) purposes [identical to the fifth
bullet point in 4 .2].

- A consideration of why the conduct should
be authorised by the warrant is proportionate
... lidentical to the sixth bullet point in 4 .2].

« A consideration of any unusual degree of col-
lateral intrusion . . . [identical to the seventh
bullet pointin 4 .2].

+ Where an application is urgent . . . [identical
to the eighth bullet pointin 4 .2].

« An assurance that intercepted material will
be read, looked at or listened to only so far as
it is certified, and it meets the conditions of
sections 16(2) -16(6) of the Act.

« An assurance that all material intercepted
will be handled in accordance with the safe-
guards required by sections 15 and 16 of the
Act [these last two bullets of course are the
equivalent to the last bullet point in 4 .2].

... By subparagraph 4(8), the s. 8(I) warrant in-
strument should include ‘the name or descrip-
tion of the interception subject or of the set
of premises in relation to which the intercep-
tion is to take place’ and by subparagraph 4(9)
there is reference to the schedules required by
s. 8(2) of [the 2000 Act]. The equivalent provi-
sion in relation to the format of the s. 8(4) war-
rant in subparagraph 5(9) does not of course
identify a particular interception subject or
premises, but requires inclusion in the warrant
of a ‘description of the communications to be
intercepted’.”

THE LAW
I ALLEGED VIOLATION OF ARTICLE

8 OF THE CONVENTION

41. The applicants complained about the intercep-

tion of their communications, contrary to Arti-
cle 8 of the Convention:

“1. Everyone has the right to respect for his
private and family life, his home and his cor-
respondence.

2. There shall be no interference by a public
authority with the exercise of this right except
such as is in accordance with the law and is
necessary in a democratic society in the inter-
ests of national security, public safety or the
economic well-being of the country, for the
prevention of disorder or crime, for the protec-
tion of health or morals, or for the protection
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of the rights and freedoms of others.”

The parties’ submissions

. The applicants

The applicants complained that, between 1990
and 1997, telephone, facsimile, e-mail and data
communications between them were inter-
cepted by the Capenhurst facility, including
legally privileged and confidential material.

Through the statements of Mr Duncan
Campbell, a  telecommunications  ex-
pert, they alleged that the process apply-
ing to external warrants under section
3(2) of the 1985 Act embodied five stages.

First, a warrant would be issued, specifying an
external communications link or links to be
physically intercepted. Such warrants covered
very broad classes of communications, for ex-
ample, “all commercial submarine cables hav-
ing one terminal in the UK and carrying exter-
nal commercial communications to Europe”.
All communications falling within the speci-
fied category would be physically intercepted.

Secondly, the Secretary of State would issue
a certificate, describing the categories of in-
formation which could be extracted from the
total volume of communications intercepted
under a particular warrant. Certificates were
formulated in general terms, and related only
to intelligence tasks and priorities; they did not
identify specific targets or addresses. They did
not need to be more specific than the broad
classes of information specified in the 1985
Act, for example, “national security”, “prevent-
ing or detecting serious crime” or “safeguard-
ing the economic well-being of the United
Kingdom”. The combination of a certificate
and a warrant formed a “certified warrant”.

The third stage in the process was filtering. An
automated sorting system or search engine,
operating under human control, selected com-
munications containing specific search terms
or combinations thereof. The search terms
would relate to one or more of the certificates
issuedfor the relevantintercepted communica-
tions link. Search terms could also be described
as "keyword lists”, “technical databases” or “The
Dictionary”. Search terms and filtering criteria
were not specified in certificates, but were se-
lected and administered by State officials with-
out reference to judicial officials or ministers.

44,

45.

Fourth, a system of rules was in place to pro-
mote the "minimisation” of the interference
with privacy, namely how to review com-
munications intelligence reports and remove
names or material identifying citizens or en-
tities whose details might incidentally have
been included in raw material which had
otherwise been lawfully intercepted and pro-
cessed. Where the inclusion of such details
in the final report was not proportionate or
necessary for the lawful purpose of the war-
ranted interception, it would be removed.

The fifth and final stage in the process was
“dissemination”. Information obtained by an
interference with the privacy of communica-
tions could be disseminated only where the
recipients’ purpose(s) in receiving the informa-
tion was proportionate and necessary in the
circumstances. Controls on the dissemination
formed a necessary part of Article 8 safeguards.

The applicants contended that since the sec-
tion 3(2) procedure permitted the interception
of all communications falling within the large
category set out in each warrant, the only pro-
tection afforded to those whose communica-
tions were intercepted was that the Secretary
of State, under section 6(1) of the Act, had to
“make such arrangements as he considers
necessary for the purpose of securing that ...
so much of the intercepted material as is not
certified by the certificate is not read, looked
at or listened to by any person” unless the re-
quirements of section 6(2) were met. However,
the precise nature of these “arrangements”
were not, at the relevant time, made known to
the public, nor was there any procedure avail-
able to permit an individual to satisfy him or
herself that the “arrangements” had been fol-
lowed. The Tribunal did not have jurisdiction to
examine such compliance, and although the
Commissioner was authorised under section 8
to review the adequacy of the “arrangements”
in general, he had no power to review whether
they had been met in an individual case.

[t was plain that the alleged interception of
communications constituted an interference
with the applicants’ rights under Article 8 § 1.
Any such interception, to comply with Article
8 § 2, had to be “in accordance with the law”,
and thus have a basis in domestic law that was
adequately accessible and formulated with suf-
ficient precision as to be foreseeable. They con-
tended that the United Kingdom legislation
breached the requirements of foreseeability.
They submitted that it would not compromise
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national security to describe the arrangements
in place for filtering and disseminating inter-
cepted material, and that detailed information
about similar systems had been published by
a number of other democratic countries, such
as the United States of America, Australia, New
Zealand, Canada and Germany. The deficien-
cies in the English system were highlighted
by the Court's decision in Weber and Saravia
v. Germany (dec.), no. 54934/00 54934/00, 29
June 2006, which noted that the German leg-
islation set out on its face detailed provisions
regulating, inter alia, the way in which individ-
ual communications were to be selected from
the pool of material derived from “strategic
interception”; disclosure of selected material
amongst the various agencies of the German
State and the use that each could properly
make of the material; and the retention or de-
struction of the material. The authorities” dis-
cretion was further regulated and constrained
by the public rulings of the Federal Constitu-
tional Court on the compatibility of the provi-
sions with the Constitution. In contrast, in the
United Kingdom at the relevant time no provi-
sion was made on the face of the statute for
any part of the processes following the initial
interception, other than the duty on the Sec-
retary of State to make unspecified “arrange-
ments”. The arrangements themselves were
unpublished. There was no legal material in the
public domain indicating how the authorities’
powers to select, disclose, use or retain par-
ticular communications were regulated. The
authorities” conduct was not “in accordance
with the law” because it was unsupported by
any predictable legal basis satisfying the acces-
sibility principle.

In addition, the applicants denied that the in-
terferences pursued a legitimate aim or were
proportionate to any such aim, since the 1985
Act permitted interception of large classes of
communications for any purpose, and it was
only subsequently that this material was sifted
to determine whether it fell within the scope of
a section 3(2) warrant.

. The Government

For security reasons, the Government adopted
a general policy of neither confirming nor de-
nying allegations made in respect of surveil-
lance activities. For the purposes of this ap-
plication, however, they were content for the
Court to proceed on the hypothetical basis that
the applicants could rightly claim that com-
munications sent to or from their offices were

intercepted at the Capenhurst ETF during the
relevant period. Indeed, they submitted that, in
principle, any person who sent or received any
form of telecommunication outside the Brit-
ish Islands during the period in question could
have had such a communication physically
intercepted under a section 3(2) warrant. How-
ever, the Government emphatically denied
that any interception was being conducted
without the necessary warrants and it was their
position that, if interception of the applicants’
communications did occur, it would have been
lawfully sanctioned by an appropriate warrant
under section 3(2) of the 1985 Act.

48. The Government annexed to their first set of

Observations, dated 28 November 2002, a
statement by Mr Stephen Boys Smith, a senior
Home Office official, in which it was claimed:

“... Disclosure of the arrangements would re-
veal important information about the meth-
ods of interception used. It is for this reason
that the Government is unable to disclose the
full detail of the section 6 arrangements for
section 3(2) warrants that were in place dur-
ing the relevant period. The methods to which
the relevant documents relate for the relevant
period remain a central part of the methods
which continue to be used. Therefore, disclo-
sure of the arrangements, the Government
assesses and | believe, would be contrary to
the interests of national security. It would en-
able individuals to adapt their conduct so as to
minimise the effectiveness of any interception
methods which it might be thought necessary
to apply to them.

Further, the manuals and instructions setting
out the section 6 safeguards and arrange-
ments are in large part not in a form which
would be illuminating or readily comprehen-
sible to anyone who had not also undergone
the training | have referred to above or had
the benefit of detailed explanations. They
are couched in technical language and refer
to specific techniques and processes which
cannot be understood simply from the face of
the documents. They contain detailed instruc-
tions, precisely in order to ensure that the sec-
tion 6 arrangements and section 3(2) require-
ments were fully understood by staff and were
fully effective. Any explanations given by the
Government of those techniques and process-
es would compound the problem, referred to
above, of undermining the operational effec-
tiveness of the system and techniques used
under the authority of warrants.”

The Government stressed, however, that the
detailed arrangements were the subject of
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independent review by the successive Com-
missioners, who reported that they operated
as robust safeguards for individuals' rights (see
paragraphs 31-33 above).

The Government annexed to their Further
Observations, dated 23 May 2003, a second
statement by Mr Boys Smith, in response to
Mr Campbell’s statement (see paragraph 48
above), which provided more detail, to the
extent that was possible without undermining
national security, about the “arrangements”
made by the Secretary of State under section
6 of the Act. The Government submitted that
the Court should proceed on the basis that, in
the absence of evidence to the contrary, in the
democratic society of the United Kingdom, the
relevant ministers, officials and Commissioners
properly discharged their statutory duties to
ensure that safeguards were in place to comply
with all the requirements of section 6. Moreo-
ver Mr Boys Smith’s statement showed that
during the relevant period there was a range of
safeguards in place to ensure that the process
of selection of material for examination (the
stage referred to by the applicants as “filtering”)
could be carried out only strictly in accordance
with the statutory framework and the terms of
the warrant and the certificate (that is, could
be carried out only when necessary in the in-
terests of national security, for the purpose of
preventing or detecting serious crime or for
the purpose of safeguarding the economic
well-being of the United Kingdom), and could
not be abused or operated arbitrarily.

According to Mr Boys Smith, all persons in-
volved in the selection process would have had
their attention specifically drawn to the safe-
guards and limits set out in the primary legisla-
tion, which were rigorously applied. Secondly,
training was provided to all these persons to
emphasise the importance of strict adherence
to the operating procedures and safeguards in
place. Thirdly, throughout the relevant period
operating procedures were in place to ensure
that it was not possible for any single individual
to select and examine material on an arbitrary
and uncontrolled basis. Where, as part of his in-
telligence gathering, an official wished to inter-
cept and select relevant information, he could
not effect the interception himself. He would
have to take the request for interception and
selection to personnel in a different branch of
the department, who would then separately
activate the technical processes necessary for
the interception and selection to be made.
The requesting official would have to set out,

51.

in his request, his justification for the selection.
Moreover, a record of the request was kept, so
that it was possible for others (senior manage-
ment and the Commissioner) to check back on
the official’s request, to ensure that it was prop-
erly justified. Conversely, it was not possible for
the personnel in the branch of the department
implementing the technical interception pro-
cesses to receive the downloaded product of
any interception and selection process imple-
mented by them. Therefore, they also could
not conduct unauthorised interception and
gain access to material themselves. Fourth,
there was day-to-day practical supervision of
those who conducted the selection processes
under section 3(2) warrants (“the requesting
officials”) by managers working physically in
the same room, who could and would where
necessary ask the requesting officials at any
time to explain and justify what they were
doing. The managers also performed quality
control functions in relation to the intelligence
reports generated by the requesting officials,
and routinely reviewed all intelligence reports
incorporating intercepted material that were
drawn up by requesting officials for dissemi-
nation. Fifth, throughout the relevant period,
as was explained to all personnel involved in
the selection process, the independent Com-
missioner had an unrestricted right to review
the operation of the selection process and to
examine material obtained pursuant to it. From
the relevant records, it was possible to check
on the interception initiated by officials and,
if necessary, to call for an explanation. Each of
the Commissioners during the relevant period
(Lords Lloyd, Bingham and Nolan) exercised his
right to review the operation of the selection
processes, and each Commissioner declared
himself satisfied that the selection processes
were being conducted in a manner that was
fully consistent with the provisions of the 1985
Act. By this combination of measures there
were effective safeguards in place against any
risk of individual, combined or institutional
misbehaviour or action contrary to the terms
of the legislation or warrant. Finally, once the
Intelligence Services Act 1994 had come into
force on 15 December 1994, it was possible
for an aggrieved individual to complain to the
Tribunal.

As regards the processes described by the ap-
plicants as “minimisation” and “dissemination”,
safeguards in place during the relevant period
ensured that access to and retention of the raw
intercept material and any intelligence reports
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based on such material were kept to the ab-
solute minimum practicable, having regard to
the public interest served by the interception
system. Relevant information in the material
selected and examined was disseminated in
the form of intelligence reports, usually com-
piled by the requesting officials. As part of the
safeguards under section 6 of the 1985 Act,
there were throughout the relevant period
internal regulations governing the manner in
which intelligence reports were produced, di-
rected at all individuals engaged in producing
intelligence reports based on material selected
from communications intercepted under the
section 3(2) warrant regime. The regulations
stipulated, among other things, that no infor-
mation should be reported unless it clearly
contributed to a stated intelligence require-
ment conforming to one of the purposes set
out in section 2(2) of the 1985 Act. The regu-
lations also dealt specifically with the circum-
stances in which it was appropriate to name
specific individuals or organisations in the in-
telligence reports. During the relevant period
there was in place a comprehensive security
regime for handling all types of classified mate-
rial. Dissemination was restricted to those with
a genuine “need to know”, and was further lim-
ited to persons who had been security vetted
and briefed on how to handle it, with a view to
ensuring continued confidentiality.

The Government refuted the suggestion that,
to comply with Article 8 § 2, the safeguards
put in place in respect of the intercepted ma-
terial had themselves to comply with the “in
accordance with the law” criteria. In any event,
the functions of the Commissioner and the Tri-
bunal were embodied in statutory provisions
that were sufficiently certain and accessible,
and in assessing whether the “foreseeability”
requirements of Article 8 § 2 had been met,
it was legitimate to take into account the ex-
istence of general safeguards against abuse
such as these (the Government relied on As-
sociation for European Integration and Human
Rights and Ekimzhiev v. Bulgaria, no. 62540/00
62540/00, § § 77-94, 28 June 2007 and Chris-
tie v. the United Kingdom, no. 21482/93, Com-
mission decision of 27 June 1994). Moreover,
the 1985 Act provided that interception was
criminal except where the Secretary of State
had issued a warrant and sections 2 and 3(2)
set out in very clear terms that, during the rele-
vant period, any person in the United Kingdom
who sent or received any form of telecommu-
nication outside Britain could in principle have

53.
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had it intercepted pursuant to such a warrant.
The provisions of primary legislation were,
therefore, sufficient to provide reasonable no-
tice to individuals to the degree required in
this particular context, and provided adequate
protection against arbitrary interference. Arti-
cle 8 § 2 did not require that the nature of the
"arrangements” made by the Secretary of State
under section 6 of the 1985 Act be set out in
legislation (see Malone v. the United Kingdom,
judgment of 2 August 1984, Series A no. 82, §
68), and for security reasons it had not been
possible to reveal such information to the pub-
lic, but the arrangements had been subject to
review by the Commissioners, each of whom
had found them to be satisfactory (see para-
graph 33 above).

The Government submitted that the section
3(2) warrant regime was proportionate and
“necessary in a democratic society”. Democrat-
ic States faced a growing threat from terrorism,
and as communications networks became
more wide-ranging and sophisticated, terrorist
organisations had acquired ever greater scope
to operate and co-operate on a trans-national
level. It would be a gross dereliction of the Gov-
ernment’s duty to safeguard national security
and the lives and well-being of its population if
it failed to take steps to gather intelligence that
might allow preventative action to be taken
or if it compromised the operational effective-
ness of the surveillance methods available to it.
Within the United Kingdom the Government
had extensive powers and resources to inves-
tigate individuals and organisations that might
threaten the interests of national security or
perpetrate serious crimes, and it was therefore
feasible for the domestic interception regime
to require individual addresses to be identified
before interception could take place. Outside
the jurisdiction, however, the ability of the Gov-
ernment to discover the identity and location
of individuals and organisations which might
represent a threat to national security was
drastically reduced and a broader approach
was needed. Maintaining operational effec-
tiveness required not simply that the fact of
interception be kept as secret as appropriate;
it was also necessary to maintain a degree of
secrecy as regards the methods by which such
interception might be effected, to prevent the
loss of important sources of information.

The United Kingdom was not the only signa-
tory to the Convention to make use of a sur-
veillance regime involving the interception
of volumes of communications data and the
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subsequent operation of a process of selection
to obtain material for further consideration by
government agencies. It was difficult to com-
pare the law and practice of other democratic
States (such as the German system of strategic
monitoring examined by the Court in the We-
ber and Saravia case cited above), since each
country had in place a different set of safe-
guards. For example, the United Kingdom did
not permit intercepted material to be used in
court proceedings, whereas many other States
did allow this, and there were few, if any, direct
equivalents to the independent Commissioner
system created by the 1985 Act. Moreover,
it was possible that the operational reach of
the United Kingdom'’s system had had to be
more extensive, given the high level of terrorist
threat directed at the United Kingdom during
the period in question.

Admissibility

The Court notes that this complaint is not man-
ifestly ill-founded within the meaning of Article
35 § 3 of the Convention. It further notes that
it is not inadmissible on any other grounds. It
must therefore be declared admissible.

Merits

. Whether there was an interference

Telephone, facsimile and e-mail communica-
tions are covered by the notions of “private
life” and “correspondence” within the meaning
of Article 8 (see Weber and Saravia v. Germany
(dec.), no. 54934/00 54934/00, § 77, 29 June
2006, and the cases cited therein). The Court
recalls its findings in previous cases to the ef-
fect that the mere existence of legislation
which allows a system for the secret monitor-
ing of communications entails a threat of sur-
veillance for all those to whom the legislation
may be applied. This threat necessarily strikes
at freedom of communication between users
of the telecommunications services and there-
by amounts in itself to an interference with the
exercise of the applicants’ rights under Article
8, irrespective of any measures actually taken
against them (see Weber and Saravia, cited
above, § 78).

The Court notes that the Government are
prepared to proceed, for the purposes of the
present application, on the basis that the appli-
cants can claim to be victims of an interference
with their communications sent to or from
their offices in the United Kingdom and Ire-
land. In any event, under section 3(2) the 1985

Act, the authorities were authorised to capture
communications contained within the scope
of a warrant issued by the Secretary of State
and to listen to and examine communications
falling within the terms of a certificate, also is-
sued by the Secretary of State (see paragraphs
23-24 above). Under section 6 of the 1985 Act
arrangements had to be made regulating the
disclosure, copying and storage of intercepted
material (see paragraph 27 above). The Court
considers that the existence of these powers,
particularly those permitting the examination,
use and storage of intercepted communica-
tions constituted an interference with the Ar-
ticle 8 rights of the applicants, since they were
persons to whom these powers might have
been applied (see Weber and Saravia, cited
above, § § 78-79).

2. Whether the interference was justified

58.

Such an interference is justified by the terms of
paragraph 2 of Article 8 only if it is “in accord-
ance with the law”, pursues one or more of the
legitimate aims referred to in paragraph 2 and
is “necessary in a democratic society” in order
to achieve the aim or aims (see Weber and
Saravia, cited above, § 80).

3. Whether the interference was “in

59

60.

accordance with the law”

(a) General principles

. The expression “in accordance with the law”

under Article 8 § 2 requires, first, that the
impugned measure should have some basis
in domestic law; it also refers to the quality of
the law in question, requiring that it should
be compatible with the rule of law and ac-
cessible to the person concerned, who must,
moreover, be able to foresee its consequences
for him (see, among other authorities, Kruslin
v. France, judgment of 24 April 1990, Series A
no. 176-A, § 27; Huvig v. France, judgment of
24 April 1990, Series Ano. 176-B, § 26; Lambert
v. France, judgment of 24 August 1998, Reports
of Judgments and Decisions 1998-V, § 23;
Perry v. the United Kingdom, no. 63737/00
63737/00, § 45, ECHR 2003-IX; Dumitru Popes-
cu v. Romania (No. 2), no. 71525/01 71525/01,
§ 61,26 April 2007).

[t is not in dispute that the interference in
question had a legal basis in sections 1-10 of
the 1985 Act (see paragraphs 16-27 above).
The applicants, however, contended that this
law was not sufficiently detailed and precise
to meet the “foreseeability” requirement of
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Article 8(2), given in particular that the nature
of the "arrangements” made under section
6(1)(b) was not accessible to the public. The
Government responded, relying on paragraph
68 of Malone (cited above), that although the
scope of the executive’s discretion to carry out
surveillance had to be indicated in legislation,
“the detailed procedures and conditions to be
observed do not necessarily have to be incor-
porated in rules of substantive law".

The Court observes, first, that the above pas-
sage from Malone was itself a reference to Silver
and Others, also cited above, § § 88-89. There
the Court accepted that administrative Orders
and Instructions, which set out the detail of the
scheme for screening prisoners’ letters but did
not have the force of law, could be taken into
account in assessing whether the criterion of
foreseeability was satisfied in the application of
the relevant primary and secondary legislation,
but only to “the admittedly limited extent to
which those concerned were made sufficiently
aware of their contents”. It was only on this ba-
sis — that the content of the Orders and Instruc-
tions were made known to the prisoners — that
the Court was able to reject the applicants’
contention that the conditions and procedures
governing interferences with correspondence,
and in particular the directives set out in the
Orders and Instructions, should be contained
in the substantive law itself.

More recently, in its admissibility decision in
Weber and Saravia, cited above, § § 93-95, the
Court summarised its case-law on the require-
ment of legal “foreseeability” in this field as
follows (and see also Association for European
Integration and Human Rights and Ekimzhiev,
cited above, § § 75-77):

“93. .... foreseeability in the special context of
secret measures of surveillance, such as the in-
terception of communications, cannot mean
that an individual should be able to foresee
when the authorities are likely to intercept his
communications so that he can adapt his con-
duct accordingly (see, inter alia, Leander [v.
Sweden, judgment of 26 August 1987, Series
A no. 116], p. 23, § 51). However, especially
where a power vested in the executive is ex-
ercised in secret, the risks of arbitrariness are
evident (see, inter alia, Malone, cited above,
p. 32, § 67; Huvig, cited above, pp. 54-55, §
29; and Rotaru [v. Romania [GC], no. 28341/95,
§ 55, ECHR 2000-V)). It is therefore essential
to have clear, detailed rules on interception
of telephone conversations, especially as the
technology available for use is continually be-

coming more sophisticated (see Kopp v. Swit-
zerland, judgment of 25 March 1998, Reports
1998-Il, pp. 542-43, § 72,and Valenzuela Con-
treras v. Spain, judgment of 30 July 1998, Re-
ports 1998-V, pp. 1924-25, § 46). The domes-
tic law must be sufficiently clear in its terms to
give citizens an adequate indication as to the
circumstances in which and the conditions
on which public authorities are empowered
to resort to any such measures (see Malone,
ibid.; Kopp, cited above, p. 541, § 64; Huvig,
cited above, pp. 54-55, § 29; and Valenzuela
Contreras, ibid.).

Moreover, since the implementation in prac-
tice of measures of secret surveillance of
communications is not open to scrutiny by
the individuals concerned or the public at
large, it would be contrary to the rule of law
for the legal discretion granted to the execu-
tive or to a judge to be expressed in terms of
an unfettered power. Consequently, the law
must indicate the scope of any such discre-
tion conferred on the competent authorities
and the manner of its exercise with sufficient
clarity to give the individual adequate protec-
tion against arbitrary interference (see, among
other authorities, Malone, cited above, pp. 32-
33, § 68; Leander, cited above, p. 23, § 51;
and Huvig, cited above, pp. 54-55, § 29).

In its case-law on secret measures of surveil-
lance, the Court has developed the follow-
ing minimum safeguards that should be set
out in statute law in order to avoid abuses of
power: the nature of the offences which may
give rise to an interception order; a defini-
tion of the categories of people liable to have
their telephones tapped; a limit on the dura-
tion of telephone tapping; the procedure to
be followed for examining, using and stor-
ing the data obtained; the precautions to be
taken when communicating the data to other
parties; and the circumstances in which re-
cordings may or must be erased or the tapes
destroyed (see, inter alia, Huvig, cited above,
p. 56, § 34; Amann, cited above, § 76; Valen-
zuela Contreras, cited above, pp. 1924-25, §
46; and Prado Bugallo v. Spain, no. 58496/00,
§ 30, 18 February 2003).”

63. It is true that the above requirements were

first developed by the Court in connection
with measures of surveillance targeted at spe-
cific individuals or addresses (the equivalent,
within the United Kingdom, of the section 3(1)
regime). However, the Weber and Saravia case
was itself concerned with generalised “strate-
gic monitoring”, rather than the monitoring of
individuals (cited above, § 18). The Court does
not consider that there is any ground to apply
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different principles concerning the accessibility
and clarity of the rules governing the intercep-
tion of individual communications, on the one
hand, and more general programmes of sur-
veillance, on the other. The Court’s approach
to the foreseeability requirement in this field
has, therefore, evolved since the Commission
considered the United Kingdom'’s surveillance
scheme in its above-cited decision in Christie v.
the United Kingdom.

(b) Application of the general principles to the
present case

. The Court recalls that section 3(2) of the 1985
Act allowed the executive an extremely broad
discretion in respect of the interception of
communications passing between the United
Kingdom and an external receiver, namely to
intercept “such external communications as
are described in the warrant”. There was no
limit to the type of external communications
which could be included in a section 3(2) war-
rant. According to the applicants, warrants
covered very broad classes of communica-
tions, for example, “all commercial submarine
cables having one terminal in the UK and car-
rying external commercial communications to
Europe”, and all communications falling within
the specified category would be physically in-
tercepted (see paragraph 43 above). In their
observations to the Court, the Government ac-
cepted that, in principle, any person who sent
or received any form of telecommunication
outside the British Islands during the period in
question could have had such a communica-
tion intercepted under a section 3(2) warrant
(see paragraph 47 above). The legal discretion
granted to the executive for the physical cap-
ture of external communications was, there-
fore, virtually unfettered.

Moreover, the 1985 Act also conferred a wide
discretion on the State authorities as regards
which communications, out of the total vol-
ume of those physically captured, were lis-
tened to or read. At the time of issuing a sec-
tion 3(2) interception warrant, the Secretary of
State was required to issue a certificate con-
taining a description of the intercepted mate-
rial which he considered should be examined.
Again, according to the applicants, certificates
were formulated in general terms and related
only to intelligence tasks and priorities, such as,
for example, “national security”, “preventing or
detecting serious crime” or “safeguarding the
economic well-being of the United Kingdom”
(see paragraph 43 above). On the face of the

66.
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1985 Act, only external communications ema-
nating from a particular address in the United
Kingdom could not be included in a certificate
for examination unless the Secretary of State
considered it necessary for the prevention or
detection of acts of terrorism (see paragraphs
23-24 above). Otherwise, the legislation pro-
vided that material could be contained in a
certificate, and thus listened to or read, if the
Secretary of State considered this was required
in the interests of national security, the preven-
tion of serious crime or the protection of the
United Kingdom's economy.

Under section 6 of the 1985 Act, the Secre-
tary of State, when issuing a warrant for the
interception of external communications, was
called upon to “make such arrangements as
he consider[ed] necessary” to ensure that ma-
terial not covered by the certificate was not
examined and that material that was certified
as requiring examination was disclosed and
reproduced only to the extent necessary. The
applicants contend that material was selected
for examination by an electronic search en-
gine, and that search terms, falling within the
broad categories covered by the certificates,
were selected and operated by officials (see
paragraph 43 above). According to the Gov-
ernment (see paragraphs 48-51 above), there
were at the relevant time internal regulations,
manuals and instructions applying to the pro-
cesses of selection for examination, dissemina-
tion and storage of intercepted material, which
provided a safeguard against abuse of power.
The Court observes, however, that details of
these “arrangements” made under section 6
were not contained in legislation or otherwise
made available to the public.

The fact that the Commissioner in his annual
reports concluded that the Secretary of State’s
“arrangements” had been complied with (see
paragraphs 32-33 above), while an important
safeguard against abuse of power, did not con-
tribute towards the accessibility and clarity of
the scheme, since he was not able to reveal
what the “arrangements” were. In this con-
nection the Court recalls its above case-law to
the effect that the procedures to be followed
for examining, using and storing intercepted
material, inter alia, should be set out in a form
which is open to public scrutiny and knowl-
edge.

The Court notes the Government's concern
that the publication of information regarding
the arrangements made by the Secretary of
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State for the examination, use, storage, com-
munication and destruction of intercepted
material during the period in question might
have damaged the efficacy of the intelligence-
gathering system or given rise to a security risk.
However, it observes that the German authori-
ties considered it safe to include in the G10
Act, as examined in Weber and Saravia (cited
above), express provisions about the treatment
of material derived from strategic interception
as applied to non-German telephone connec-
tions. In particular, the G10 Act stated that the
Federal Intelligence Service was authorised to
carry out monitoring of communications only
with the aid of search terms which served,
and were suitable for, the investigation of the
dangers described in the monitoring order
and which search terms had to be listed in the
monitoring order (op. cit,, § 32). Moreover, the
rules on storing and destroying data obtained
through strategic monitoring were set out in
detail in section 3(6) and (7) and section 7(4) of
the amended G10 Act (see Weber and Saravia,
cited above, § 100). The authorities storing the
data had to verify every six months whether
those data were still necessary to achieve the
purposes for which they had been obtained by
or transmitted to them. If that was not the case,
they had to be destroyed and deleted from the
files or, at the very least, access to them had to
be blocked; the destruction had to be recorded
in minutes and, in the cases envisaged in sec-
tion 3(6) and section 7(4), had to be supervised
by a staff member qualified to hold judicial of-
fice. The G10 Act further set out detailed pro-
visions governing the transmission, retention
and use of data obtained through the inter-
ception of external communications (op. cit,,
§ § 33-50). In the United Kingdom, extensive
extracts from the Code of Practice issued under
section 71 of the 2000 Act are now in the pub-
lic domain (see paragraph 40 above), which
suggests that it is possible for a State to make
public certain details about the operation of a
scheme of external surveillance without com-
promising national security.

In conclusion, the Court does not consider that
the domestic law at the relevant time indicated
with sufficient clarity, so as to provide adequate
protection against abuse of power, the scope
or manner of exercise of the very wide discre-
tion conferred on the State to intercept and ex-
amine external communications. In particular,
it did not, as required by the Court’s case-law,
set out in a form accessible to the public any
indication of the procedure to be followed for
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selecting for examination, sharing, storing and
destroying intercepted material. The interfer-
ence with the applicants’ rights under Article
8 was not, therefore, “in accordance with the
law”.

[t follows that there has been a violation of Ar-
ticle 8 in this case.

ALLEGED VIOLATION OF ARTICLE
13 OF THE CONVENTION

The applicants also complained under Article
13, which provides:

“Everyone whose rights and freedoms as set
forth in [the] Convention are violated shall
have an effective remedy before a national
authority notwithstanding that the violation
has been committed by persons acting in an
official capacity.”

They submitted that Article 13 required the
provision of a domestic remedy allowing the
competent national authority to deal with the
substance of the Convention complaint and to
grant relief. The 1985 Act, however, provided
no remedy for an interference where there had
been a breach of the section 6 “arrangements”
in a particular case.

Admissibility

The Court notes that this complaint is not man-
ifestly ill-founded within the meaning of Article
35 § 3 of the Convention. It further notes that
it is not inadmissible on any other grounds. It
must therefore be declared admissible.

Merits

However, in the light of its above finding that
the system for interception of external com-
munications under the 1985 Act was not for-
mulated with sufficient clarity to give the in-
dividual adequate protection against arbitrary
interference, the Court does not consider that
it is necessary to examine separately the com-
plaint under Article 13.

APPLICATION OF ARTICLE 41 OF
THE CONVENTION

Article 41 of the Convention provides:

“If the Court finds that there has been a
violation of the Convention or the Protocols
thereto, and if the internal law of the High
Contracting Party concerned allows only par-
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tial reparation to be made, the Court shall, if
necessary, afford just satisfaction to the in-
jured party.”

Damage

The applicant submitted that the application
related to allegations of unlawful interception
of communications over a period of approxi-
mately seven years (1990-1997), and claimed
EUR 3,000 each, making a total of EUR 9,000 in
respect of non-pecuniary damage.

The Government referred to a number of other
cases involving covert surveillance where the
Court held that the finding of a violation was
sufficient just satisfaction (Khan v. the United
Kingdom, no. 35394/97, ECHR 2000-V; Arm-
strong v. the United Kingdom, no. 48521/99,
16 July 2002; Taylor-Sabori v. the United King-
dom, no. 47114/99, 22 October 2002; Hewit-
son v. the United Kingdom, no. 50015/99, 29
May 2003; Chalkley v. the United Kingdom, no.
63831/00, 12 June 2003) and submitted that
no financial compensation for non-pecuniary
damage would be necessary in the present
case.

In the circumstances of this case, the Court
considers that the finding of violation consti-
tutes sufficient just satisfaction for any non-
pecuniary damage caused to the applicants.

Costs and expenses

The applicant also claimed GBP 7,596, exclud-
ing value added tax (“VAT") for the costs and
expenses incurred before the Court.

The Government noted that counsel had acted
throughout on a pro bono basis, and submit-
ted that the GBP 180 hourly rate charged by
Liberty was excessive. They proposed that GBP
120 per hour would be more reasonable, giv-
ing a total of GBP 5,064.

The Court awards EUR 7,500 plus any VAT that
may be chargeable.

Default interest

The Court considers it appropriate that the de-
fault interest should be based on the marginal
lending rate of the European Central Bank,
to which should be added three percentage
points.

FOR THESE REASONS, THE COURT
UNANIMOUSLY

1.
2.

5.

Declares the application admissible;

Holds that there has been a violation of Article
8 of the Convention;

Holds that there is no need to examine the
complaint under Article 13 of the Convention;

Holds

(a) that the respondent State is to pay the ap-
plicant, within three months from the date
on which the judgment becomes final in
accordance with Article 44 § 2 of the Con-
vention, EUR 7,500 (seven thousand five
hundred euros) in respect of costs and
expenses, to be converted into pounds
sterling at the rate applicable at the date
of settlement, plus any tax that may be
chargeable to the applicants;

(b) that from the expiry of the above-men-
tioned three months until settlement sim-
ple interest shall be payable on the above
amount at a rate equal to the marginal
lending rate of the European Central Bank
during the default period plus three per-
centage points;

Dismisses the remainder of the applicant’s
claim for just satisfaction.

Done in English, and notified in writing on
1 July 2008, pursuant to Rule 77 § § 2 and 3 of the
Rules of Court.

Lawrence Early, Registrar
Lech Garlicki, President
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CASE OF S. AND MARPER V THE UNITED KINGDOM

PRIVATE LIFE, FINGERPRINTS, COMPUTER, DNA, INVES-
TIGATION, PROFILING, FAMILY, SENSITIVE DATA

IN THE CASE OF S. AND MARPER V. THE UNITED
KINGDOM,

The European Court of Human Rights, sitting as a
Grand Chamber composed of:
Jean-Paul Costa, President,

Christos Rozakis,

Nicolas Bratza,

Peer Lorenzen,

Francoise Tulkens,

Josep Casadevall,

Giovanni Bonello,

Corneliu Birsan,

Nina Vajic,

Anatoly Kovler,

Stanislav Pavlovschi,

Egbert Myjer,

Danuté Jociene,

Jan Sikuta,

Mark Villiger,

Paivi Hirvela,

Ledi Bianku, judges,

and Michael O'Boyle, Deputy Registrar,

Having deliberated in private on 27 February 2008
and on 12 November 2008,

Delivers the following judgment, which was adopt-
ed on the last mentioned date:

PROCEDURE

1. The case originated in two applications (nos.
30562/04 and 30566/04) against the United
Kingdom of Great Britain and Northern Ireland
lodged with the Court under Article 34 of the
Convention for the Protection of Human Rights
and Fundamental Freedoms (‘the Conven-
tion”) by two British nationals, Mr S. (“the first
applicant”) and Mr Michael Marper (“the sec-
ond applicant”), on 16 August 2004. The Presi-
dent of the Grand Chamber acceded to the
first applicant's request not to have his name
disclosed (Rule 47 § 3 of the Rules of Court).

The applicants, who were granted legal aid,
were represented by Mr P. Mahy of Messrs
Howells, a solicitor practicing in Sheffield. The
United Kingdom Government (“the Govern-
ment”) were represented by their Agent, Mr J.
Grainger, Foreign and Commonwealth Office.

The applicants complained under Articles 8
and 14 that the authorities had continued to
retain their fingerprints and cellular samples
and DNA profiles after the criminal proceed-
ings against them had ended with an acquittal
or had been discontinued.

The applications were allocated to the Fourth
Section of the Court (Rule 52 § 1 of the Rules
of Court). On 16 January 2007 they were de-
clared admissible by a Chamber of that Sec-
tion composed of the following judges: Josep
Casadevall, President, Nicolas Bratza, Giovanni
Bonello, Kristaq Traja, Stanislav Pavlovschi, Jan
Sikuta, Paivi Hirveld, and also of Lawrence Early,
Section Regjistrar.

On 10 July 2007 the Chamber relinquished ju-
risdiction in favour of the Grand Chamber, nei-
ther party having objected to relinquishment
(Article 30 of the Convention and Rule 72).

The composition of the Grand Chamber was
determined according to the provisions of Arti-
cle27 § § 2 and 3 of the Convention and Rule
24 of the Rules of Court.

The applicants and the Government each filed
written memorials on the merits. In addition,
third-party submissions were received from
Ms Anna Fairclough on behalf of Liberty (the
National Council for Civil Liberties) and from
Covington and Burling LLP on behalf of Privacy
International, who had been granted leave by
the President to intervene in the written pro-
cedure (Article 36 § 2 of the Convention and
Rule 44 § 2). Both parties replied to Liberty's
submissions and the Government also replied
to the comments by Privacy International (Rule
44§ 5).

A hearing took place in public in the Human
Rights Building, Strasbourg, on 27 February
2008 (Rule 59 § 3).

There appeared before the Court:
(a) for the Government

Mrs E. Willmott, Agent,
Mr Rabinder Singh QC,
Mr J. Strachan, Counsel,
Mr N. Fussell,
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Ms P. Mcfarlane,

Mr M. Prior,

Mr S. Bramble,

Ms E. Rees,

Mr S. Sen, Advisers,

Mr D. Gourley,

Mr D. Loveday, Observers;

(b) for the applicants

MrS. Cragg,
Mr A. Suterwalla, Counsel,
Mr P. Mahy, Solicitor.

The Court heard addresses by Mr S. Cragg and
Mr Rabinder Singh QC as well as their answers
to questions put by the Court.

THE FACTS

L

THE CIRCUMSTANCES OF THE
CASE

The applicants were born in 1989 and 1963 re-
spectively and live in Sheffield.

. The first applicant, Mr S., was arrested on 19

January 2001 at the age of eleven and charged
with attempted robbery. His fingerprints and
DNA samples1 were taken. He was acquitted
on 14 June 2001.

. The second applicant, Mr Michael Marper, was

arrested on 13 March 2001 and charged with
harassment of his partner. His fingerprints
and DNA samples were taken. Before a pre-
trial review took place, he and his partner had
become reconciled, and the charge was not
pressed. On 11 June 2001, the Crown Prosecu-
tion Service served a notice of discontinuance
on the applicant's solicitors, and on 14 June the
case was formally discontinued.

. Both applicants asked for their fingerprints and

DNA samples to be destroyed, but in both cas-
es the police refused. The applicants applied
for judicial review of the police decisions not
to destroy the fingerprints and samples. On 22
March 2002 the Administrative Court (Rose LJ
and Leveson J) rejected the application [[2002]
EWHC 478 (Admin)].

. On 12 September 2002 the Court of Appeal up-

held the decision of the Administrative Court
by a majority of two (Lord Woolf CJ and Waller
LJ) to one (Sedley LJ) [[2003] EWCA Civ 1275].
As regards the necessity of retaining DNA sam-
ples, Lord Justice Waller stated:

“... [Flingerprints and DNA profiles reveal only
limited personal information. The physical
samples potentially contain very much greater
and more personal and detailed information.
The anxiety is that science may one day en-
able analysis of samples to go so far as to ob-
tain information in relation to an individual's
propensity to commit certain crime and be
used for that purpose within the language of
the present section [Section 82 of the Criminal
Justice and Police Act 2001]. It might also be
said that the law might be changed in order
to allow the samples to be used for purposes
other than those identified by the section. It
might also be said that while samples are re-
tained there is even now a risk that they will be
used in a way that the law does not allow. So,
it is said, the aims could be achieved in a less
restrictive manner... Why cannot the aim be
achieved by retention of the profiles without
retention of the samples?

The answer to [these] points is as | see it as fol-
lows. First the retention of samples permits (a)
the checking of the integrity and future utility
of the DNA database system; (b) a reanalysis
for the upgrading of DNA profiles where new
technology can improve the discriminat-
ing power of the DNA matching process; (c)
reanalysis and thus an ability to extract other
DNA markers and thus offer benefits in terms
of speed, sensitivity and cost of searches of the
database; (d) further analysis in investigations
of alleged miscarriages of justice; and (e) fur-
ther analysis so as to be able to identify any
analytical or process errors. It is these benefits
which must be balanced against the risks iden-
tified by Liberty. In relation to those risks, the
position in any event is first that any change
in the law will have to be itself Convention
compliant; second any change in practice
would have to be Convention compliant; and
third unlawfulness must not be assumed. In
my view thus the risks identified are not great,
and such as they are they are outweighed by
the benefits in achieving the aim of prosecut-
ing and preventing crime.”

14. Lord Justice Sedley considered that the power

of a Chief Constable to destroy data which he
would ordinarily retain had to be exercised in
every case, however rare such cases might be,
where he or she was satisfied on conscientious
consideration that the individual was free of
any taint of suspicion. He also noted that the
difference between the retention of samples
and DNA profiles was that the retention of
samples would enable more information to be
derived than had previously been possible.

15. On 22 July 2004 the House of Lords dismissed
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an appeal by the applicants. Lord Steyn, giving
the lead judgment, noted the legislative histo-
ry of section 64 (1A) of the Police and Criminal
Evidence Act 1984 (“the PACE"), in particular
the way in which it had been introduced by
Parliament following public disquiet about the
previous law, which had provided that where
a person was not prosecuted or was acquitted
of offences, the sample had to be destroyed
and the information could not be used. In two
cases, compelling DNA evidence linking one
suspect to a rape and another to a murder had
not been able to be used, as at the time the
matches were made both defendants had ei-
ther been acquitted or a decision made not to
proceed for the offences for which the profiles
had been obtained: as a result it had not been
possible to convict either suspect.

. Lord Steyn noted that the value of retained fin-

gerprints and samples taken from suspects was
considerable. He gave the example of a case in
1999, in which DNA information from the per-
petrator of a crime was matched with that of “I”
in a search of the national database. The sam-
ple from “I" should have been destroyed, but
had not been. “I" had pleaded guilty to rape
and was sentenced. If the sample had not been
wrongly detained, the offender might have es-
caped detection.

. Lord Steyn also referred to statistical evidence

from which it appeared that almost 6,000 DNA
profiles had been linked with crime-scene stain
profiles which would have been destroyed
under the former provisions. The offences in-
volved included 53 murders, 33 attempted
murders, 94 rapes, 38 sexual offences, 63 ag-
gravated burglaries and 56 cases involving
the supply of controlled drugs. On the basis of
the existing records, the Home Office statistics
estimated that there was a 40% chance that a
crime-scene sample would be matched imme-
diately with an individual's profile on the da-
tabase. This showed that the fingerprints and
samples which could now be retained had in
the previous three years played a major role in
the detection and prosecution of serious crime.

. Lord Steyn also noted that the PACE dealt

separately with the taking of fingerprints and
samples, their retention and their use.

. As to the Convention analysis, Lord Steyn in-

clined to the view that the mere retention of
fingerprints and DNA samples did not consti-
tute an interference with the right to respect
for private life but stated that, if he were wrong

20.

21.

22.

in that view, he regarded any interference as
very modest indeed. Questions of whether in
the future retained samples could be misused
were not relevant in respect of contemporary
use of retained samples in connection with the
detection and prosecution of crime. If future
scientific developments required it, judicial
decisions could be made, when the need oc-
curred, to ensure compatibility with the Con-
vention. The provision limiting the permissible
use of retained material to “purposes related to
the prevention or detection of crime ..." did not
broaden the permitted use unduly, because it
was limited by its context.

If the need to justify the modest interference
with private life arose, Lord Steyn agreed with
Lord Justice Sedley in the Court of Appeal that
the purposes of retention — the prevention of
crime and the protection of the right of others
to be free from crime — were “provided for by
law”, as required by Article 8.

As to the justification for any interference, the
applicants had argued that the retention of fin-
gerprints and DNA samples created suspicion
in respect of persons who had been acquitted.
Counsel for the Home Secretary had contend-
ed that the aim of the retention had nothing
to do with the past, that is, with the offence of
which a person was acquitted, but that it was
to assist in the investigation of offences in the
future. The applicants would only be affected
by the retention of the DNA samples if their
profiles matched those found at the scene of a
future crime. Lord Steyn saw five factors which
led to the conclusion that the interference was
proportionate to the aim: (i) the fingerprints
and samples were kept only for the limited
purpose of the detection, investigation and
prosecution of crime; (i) the fingerprints and
samples were not of any use without a com-
parator fingerprint or sample from the crime
scene; (iii) the fingerprints would not be made
public; (iv) a person was not identifiable from
the retained material to the untutored eye, and
(v) the resultant expansion of the database by
the retention conferred enormous advantages
in the fight against serious crime.

In reply to the contention that the same legis-
lative aim could be obtained by less intrusive
means, namely by a case-by-case considera-
tion of whether or not to retain fingerprints
and samples, Lord Steyn referred to Lord Jus-
tice Waller's comments in the Court of Appeal
that “[i)f justification for retention is in any
degree to be by reference to the view of the
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23.

24.

25.

police on the degree of innocence, then per-
sons who have been acquitted and have their
samples retained can justifiably say this stig-
matises or discriminates against me - am part
of a pool of acquitted persons presumed to be
innocent, but I am treated as though | was not.
[t is not in fact in any way stigmatising some-
one who has been acquitted to say simply that
samples lawfully obtained are retained as the
norm, and it is in the public interest in its fight
against crime for the police to have as large a
database as possible”.

Lord Steyn did not accept that the difference
between samples and DNA profiles affected
the position.

The House of Lords further rejected the ap-
plicants' complaint that the retention of their
fingerprints and samples subjected them to
discriminatory treatment in breach of Article
14 of the Convention when compared to the
general body of persons who had not had their
fingerprints and samples taken by the police
in the course of a criminal investigation. Lord
Steyn held that, even assuming that the reten-
tion of fingerprints and samples fell within the
ambit of Article 8 so as to trigger the applica-
tion of Article 14, the difference of treatment
relied on by the applicants was not one based
on “status” for the purposes of Article 14: the
difference simply reflected the historical fact,
unrelated to any personal characteristic, that
the authorities already held the fingerprints
and samples of the individuals concerned
which had been lawfully taken. The applicants
and their suggested comparators could not in
any event be said to be in an analogous situa-
tion. Even if, contrary to his view, it was neces-
sary to consider the justification for any differ-
ence in treatment, Lord Steyn held that such
objective justification had been established:
first, the element of legitimate aim was plainly
present, as the increase in the database of fin-
gerprints and samples promoted the public
interest by the detection and prosecution of
serious crime and by exculpating the innocent;
secondly, the requirement of proportionality
was satisfied, section 64 (1A) of the PACE ob-
jectively representing a measured and propor-
tionate response to the legislative aim of deal-
ing with serious crime.

Baroness Hale of Richmond disagreed with
the majority considering that the retention of
both fingerprint and DNA data constituted an
interference by the State in a person's right to
respect for his private life and thus required

IL

—_

26.

27.

justification under the Convention. In her opin-
jon, this was an aspect of what had been called
informational privacy and there could be lit-
tle, if anything, more private to the individual
than the knowledge of his genetic make-up.
She further considered that the difference be-
tween fingerprint and DNA data became more
important when it came to justify their reten-
tion as the justifications for each of these might
be very different. She agreed with the majority
that such justifications had been readily estab-
lished in the applicants' cases.

RELEVANT DOMESTIC LAW AND
MATERIALS

England and Wales

. Police and Criminal Evidence Act 1984

The Police and Criminal Evidence Act 1984 (the
PACE) contains powers for the taking of fin-
gerprints (principally section 61) and samples
(principally section 63). By section 61, finger-
prints may only be taken without consent if an
officer of at least the rank of superintendent
authorises the taking, or if the person has been
charged with a recordable offence or has been
informed that he will be reported for such an
offence. Before fingerprints are taken, the per-
son must be informed that the prints may be
the subject of a speculative search, and the fact
of the informing must be recorded as soon as
possible. The reason for the taking of the fin-
gerprints is recorded in the custody record.
Parallel provisions relate to the taking of sam-
ples (section 63).

As to the retention of such fingerprints and
samples (and the records thereof), section 64
(1A) of the PACE was substituted by Section 82
of the Criminal Justice and Police Act 2001. It
provides as follows:

“Where - (a) fingerprints or samples are taken
from a person in connection with the inves-
tigation of an offence, and (b) subsection (3)
below does not require them to be destroyed,
the fingerprints or samples may be retained
after they have fulfilled the purposes for
which they were taken but shall not be used
by any person except for purposes related to
the prevention or detection of crime, the in-
vestigation of an offence, or the conduct of a
prosecution. ...

(3) If - (a) fingerprints or samples are taken
from a person in connection with the investi-
gation of an offence; and (b) that person is not
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28.

29.

2.

30.

suspected of having committed the offence,
they must except as provided in the following
provisions of this Section be destroyed as soon
as they have fulfilled the purpose for which
they were taken.

(3AA) Samples and fingerprints are not re-
quired to be destroyed under subsection (3)
above if (a) they were taken for the purposes
of the investigation of an offence of which a
person has been convicted; and (b) a sample
or, as the case may be, fingerprint was also
taken from the convicted person for the pur-
poses of that investigation.”

Section 64 in its earlier form had included a
requirement that if the person from whom
the fingerprints or samples were taken in con-
nection with the investigation was acquitted
of that offence, the fingerprints and samples,
subject to certain exceptions, were to be de-
stroyed “as soon as practicable after the con-
clusion of the proceedings”.

The subsequent use of materials retained un-
der section 64 (1A) is not regulated by statute,
other than the limitation on use contained in
that provision. In Attorney General's Reference
(No 3 of 1999) [2001] 2 AC 91, the House of
Lords had to consider whether it was permis-
sible to use in evidence a sample which should
have been destroyed under the then text of
section 64 the PACE. The House considered
that the prohibition on the use of an unlaw-
fully retained sample “for the purposes of any
investigation” did not amount to a mandatory
exclusion of evidence obtained as a result of a
failure to comply with the prohibition, but left
the question of admissibility to the discretion
of the trial judge.

Data Protection Act 1998

The Data Protection Act was adopted on 16
July 1998 to give effect to the Directive 95/46/
EC of the European Parliament and of the
Council dated 24 October 1995 (see para-
graph 50 below). Under the Data Protection
Act “personal data” means data which relate
to a living individual who can be identified —
(a) from those data, or (b) from those data and
other information which is in the possession of,
or is likely to come into the possession of, the
data controller, and includes any expression of
opinion about the individual and any indica-
tion of the intentions of the data controller or
any other person in respect of the individual
(section 1). “Sensitive personal data” means
personal data consisting, inter alia, of informa-
tion as to the racial or ethnic origin of the data

31

32.

33.

subject, the commission or alleged commis-
sion by him of any offence, or any proceedings
for any offence committed or alleged to have
been committed by him, the disposal of such
proceedings or the sentence of any court in
such proceedings (section 2).

The Act stipulates that the processing of per-
sonal data is subject to eight data protection
principles listed in Schedule 1. Under the first
principle personal data shall be processed
fairly and lawfully and, in particular shall not
be processed unless — (a) at least one of the
conditions in Schedule 2 is met, and (b) in case
of sensitive personal data, at least one of the
conditions in Schedule 3 is also met. Schedule
2 contains a detailed list of conditions, and
provides inter alia that the processing of any
personal data is necessary for the administra-
tion of justice or for the exercise of any other
functions of a public nature exercised in the
public interest by any person (& 5(a) and (d)).
Schedule 3 contains a more detailed list of con-
ditions, including that the processing of sensi-
tive personal data is necessary for the purpose
of, or in connection with, any legal proceed-
ings (§ 6(a)), or for the administration of justice
(§7(a), and is carried out with appropriate
safeguards for the rights and freedoms of data
subjects (§4(b)). Section 29 notably provides
that personal data processed for the preven-
tion or detection of crime are exempt from the
first principle except to the extent to which it
requires compliance with the conditions in
Schedules 2 and 3. The fifth principle stipulates
that personal data processed for any purpose
or purposes shall not be kept for longer than is
necessary for that purpose or those purposes.

The Information Commissioner created pursu-
ant to the Act (as amended) has an independ-
ent duty to promote the following of good
practice by data controllers and has power to
make orders (“enforcement notices”) in this re-
spect (section 40). The Act makes it a criminal
offence not to comply with an enforcement
notice (section 47) or to obtain or disclose per-
sonal data or information contained therein
without the consent of the data controller
(section 55). Section 13 affords a right to claim
damages in the domestic courts in respect of
contraventions of the Act.

. Retention Guidelines for Nominal Records

on the Police National Computer 2006

A set of guidelines for the retention of finger-
print and DNA information is contained in the
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34.

35.

36.

Retention Guidelines for Nominal Records on
the Police National Computer 2006 drawn up
by the Association of Chief Police Officers in
England and Wales. The Guidelines are based
on a format of restricting access to the Police
National Computer (PNC) data, rather than the
deletion of that data. They recognise that their
introduction may thus have implications for
the business of the non-police agencies with
which the police currently share PNC data.

The Guidelines set various degrees of access to
the information contained on the PNC through
a process of “stepping down” access. Access
to information concerning persons who have
not been convicted of an offence is automati-
cally “stepped down" so that this information is
only open to inspection by the police. Access
to information about convicted persons is like-
wise “stepped down” after the expiry of certain
periods of time ranging from 5 to 35 years,
depending on the gravity of the offence, the
age of the suspect and the sentence imposed.
For certain convictions the access will never be
“stepped down”.

Chief Police Officers are the Data Controllers
of all PNC records created by their force. They
have the discretion in exceptional circum-
stances to authorise the deletion of any con-
viction, penalty notice for disorder, acquittal or
arrest histories “owned” by them. An “excep-
tional case procedure” to assist Chief Officers in
relation to the exercise of this discretion is set
out in Appendix 2. It is suggested that excep-
tional cases are rare by definition and include
those where the original arrest or sampling
was unlawful or where it is established beyond
doubt that no offence existed. Before deciding
whether a case is exceptional, the Chief Officer
is instructed to seek advice from the DNA and
Fingerprint Retention Project.

Scotland

Under the 1995 Criminal Procedure Act of Scot-
land, as subsequently amended, the DNA sam-
ples and resulting profiles must be destroyed if
the individual is not convicted or is granted an
absolute discharge. A recent qualification pro-
vides that biological samples and profiles may
be retained for three years, if the arrestee is
suspected of certain sexual or violent offences
even if a person is not convicted (section 83 of
the 2006 Act, adding section 18A to the 1995
Act.). Thereafter, samples and information are
required to be destroyed unless a Chief Consta-

37.

38.

39.

40.

ble applies to a Sheriff for a two-year extension.
Northern Ireland

The Police and Criminal Evidence Order of
Northern Ireland 1989 was amended in 2001 in
the same way as the PACE applicable in Eng-
land and Wales. The relevant provisions cur-
rently governing the retention of fingerprint
and DNA data in Northern Ireland are identical
to those in force in England and Wales (see
paragraph 27 above).

Nuffield Council on Bioethics' report2

According to a recent report by the Nuffield
Council on Bioethics, the retention of finger-
prints, DNA profiles and biological samples is
generally more controversial than the taking of
such bioinformation, and the retention of bio-
logical samples raises greater ethical concerns
than digitised DNA profiles and fingerprints,
given the differences in the level of informa-
tion that could be revealed. The report referred
in particular to the lack of satisfactory empiri-
cal evidence to justify the present practice of
retaining indefinitely fingerprints, samples and
DNA profiles from all those arrested for a re-
cordable offence, irrespective of whether they
were subsequently charged or convicted. The
report voiced particular concerns at the policy
of permanently retaining the bioinformation of
minors, having regard to the requirements of
the 1989 UN Convention on the Rights of the
Child.

The report also expressed concerns at the in-
creasing use of the DNA data for familial search-
ing, inferring ethnicity and non-operational
research. Familial searching is the process of
comparing a DNA profile from a crime scene
with profiles stored on the national database,
and prioritising them in terms of 'closeness' to
a match. This allowed identifying possible ge-
netic relatives of an offender. Familial search-
ing might thus lead to revealing previously
unknown or concealed genetic relationships.
The report considered the use of the DNA data
base in searching for relatives as particularly
sensitive.

The particular combination of alleles3 in a DNA
profile can furthermore be used to assess the
most likely ethnic origin of the donor. Ethnic
inferring through DNA profiles was possible as
the individual “ethnic appearance” was system-
atically recorded on the data base: when tak-
ing biological samples, police officers routinely
classified suspects into one of seven “ethnical
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41.

appearance” categories. Ethnicity tests on the
data base might thus provide inferences for
use during a police investigation in order for
example to help reduce a 'suspect pool' and to
inform police priorities. The report noted that
social factors and policing practices lead to a
disproportionate number of people from black
and ethnic minority groups being stopped,
searched and arrested by the police, and hence
having their DNA profiles recorded; it therefore
voiced concerns that inferring ethnic identity
from biological samples might reinforce racist
views of propensity to criminality.

RELEVANT NATIONAL AND
INTERNATIONAL MATERIAL

Council of Europe texts

The Council of Europe Convention of 1981 for
the protection of individuals with regard to au-
tomatic processing of personal data (“the Data
Protection Convention”), which entered into
force for the United Kingdom on 1 December
1987, defines “personal data” as any informa-
tion relating to an identified or identifiable in-
dividual (“data subject”). The Convention pro-
vides inter alia:

“Article 5 - Quality of data

Personal data undergoing automatic process-
ing shall be: ...

b. stored for specified and legitimate purposes
and not used in a way incompatible with those
purposes;

c.adequate, relevant and not excessive in rela-
tion to the purposes for which they are stored;

e. preserved in a form which permits identifi-
cation of the data subjects for no longer than
is required for the purpose for which those
data are stored.

Article 6 - Special categories of data

Personal data revealing racial origin, political
opinions or religious or other beliefs, as well
as personal data concerning health or sexual
life, may not be processed automatically un-
less domestic law provides appropriate safe-
guards. (...)

Article 7 - Data security

Appropriate security measures shall be taken
for the protection of personal data stored in
automated data files against accidental or

42. Recommendation No.

unauthorised destruction or accidental loss as
well as against unauthorised access, alteration
or dissemination.”

R(87)15 regulating
the use of personal data in the police sector
(adopted on 17 September 1987) states, inter
alia:

“Principle 2 — Collection of data

2.1 The collection of personal data for police
purposes should be limited to such as is nec-
essary for the prevention of a real danger or
the suppression of a specific criminal offence.
Any exception to this provision should be the
subject of specific national legislation. ...

Principle 3 - Storage of data

3.1. As far as possible, the storage of personal
data for police purposes should be limited to
accurate data and to such data as are neces-
sary to allow police bodies to perform their
lawful tasks within the framework of national
law and their obligations arising from interna-
tional law....

Principle 7 - Length of storage and updating
of data

7.1. Measures should be taken so that personal
data kept for police purposes are deleted if
they are no longer necessary for the purposes
for which they were stored.

For this purpose, consideration shall in par-
ticular be given to the following criteria: the
need to retain data in the light of the conclu-
sion of an inquiry into a particular case; a final
judicial decision, in particular an acquittal; re-
habilitation; spent convictions; amnesties; the
age of the data subject, particular categories
of data.”

43. Recommendation No. R(92)1 on the use of

analysis of deoxyribonucleic acid (DNA) within
the framework of the criminal justice system
(adopted on 10 February 1992) states, inter alia:

“3. Use of samples and information derived
therefrom

Samples collected for DNA analysis and the
information derived from such analysis for
the purpose of the investigation and prosecu-
tion of criminal offences must not be used for
other purposes. ...

Samples taken for DNA analysis and the infor-
mation so derived may be needed for research
and statistical purposes. Such uses are accept-
able provided the identity of the individual
cannot be ascertained. Names or other iden-
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tifying references must therefore be removed
prior to their use for these purposes.

4. Taking of samples for DNA analysis

The taking of samples for DNA analysis should
only be carried out in circumstances deter-
mined by the domestic law; it being under-
stood that in some states this may necessitate
specific authorisation from a judicial author-
ity...

8. Storage of samples and data

Samples or other body tissue taken from in-
dividuals for DNA analysis should not be kept
after the rendering of the final decision in the
case for which they were used, unless it is nec-
essary for purposes directly linked to those for
which they were collected.

Measures should be taken to ensure that the
results of DNA analysis are deleted when it is
no longer necessary to keep it for the purpos-
es for which it was used. The results of DNA
analysis and the information so derived may,
however, be retained where the individual
concerned has been convicted of serious of-
fences against the life, integrity or security of
persons. In such cases strict storage periods
should be defined by domestic law.

Samples and other body tissues, or the infor-
mation derived from them, may be stored for
longer periods:

- when the person so requests; or

- when the sample cannot be attributed to an
individual, for example when it is found at the
scene of a crime;

Where the security of the state is involved, the
domestic law of the member state may permit
retention of the samples, the results of DNA
analysis and the information so derived even
though the individual concerned has not been
charged or convicted of an offence. In such
cases strict storage periods should be defined
by domestic law. ..."

44. The Explanatory Memorandum to the Recom-

mendation stated, as regards item 8:

“47.The working party was well aware that the
drafting of Recommendation 8 was a delicate
matter, involving different protected interests
of a very difficult nature. It was necessary to
strike the right balance between these inter-
ests. Both the European Convention on Hu-
man Rights and the Data Protection Conven-
tion provide exceptions for the interests of the
suppression of criminal offences and the pro-
tection of the rights and freedoms of third par-

ties. However, the exceptions are only allowed
to the extent that they are compatible with
what is necessary in a democratic society. ...

49. Since the primary aim of the collection of
samples and the carrying out of DNA analysis
on such samples is the identification of offend-
ers and the exoneration of suspected offend-
ers, the data should be deleted once persons
have been cleared of suspicion. The issue then
arises as to how long the DNA findings and
the samples on which they were based can be
stored in the case of a finding of guilt.

50. The general rule should be that the data
are deleted when they are no longer neces-
sary for the purposes for which they were col-
lected and used. This would in general be the
case when a final decision has been rendered
as to the culpability of the offender. By 'final
decision' the CAHBI thought that this would
normally, under domestic law, refer to a judi-
cial decision. However, the working party rec-
ognised that there was a need to set up data
bases in certain cases and for specific catego-
ries of offences which could be considered to
constitute circumstances warranting another
solution, because of the seriousness of the of-
fences. The working party came to this conclu-
sion after a thorough analysis of the relevant
provisions in the European Convention on Hu-
man Rights, the Data Protection Convention
and other legal instruments drafted within
the framework of the Council of Europe. In
addition, the working party took into consid-
eration that all member states keep a criminal
record and that such record may be used for
the purposes of the criminal justice system...
It took into account that such an exception
would be permissible under certain strict con-
ditions:

- when there has been a conviction;
- when the conviction concerns a serious

criminal offence against the life, integrity and
security of a person;

- the storage period is limited strictly;
- the storage is defined and regulated by law;

- the storage is subject to control by Parlia-
ment or an independent supervisory body..."

B. Law and practice in the Council of Europe
member States

45. According to the information provided by the
parties or otherwise available to the Court,
a majority of the Council of Europe member
States allow the compulsory taking of finger-
prints and cellular samples in the context of
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46.

47.

48.

criminal proceedings. At least 20 member
States make provision for the taking of DNA in-
formation and storing it on national data bases
or in other forms (Austria, Belgium, the Czech
Republic, Denmark, Estonia, Finland, France,
Germany, Greece, Hungary, Ireland4, Italy5,
Latvia, Luxembourg, the Netherlands, Norway,
Poland, Spain, Sweden and Switzerland). This
number is steadily increasing.

In most of these countries (including Austria,
Belgium, Finland, France, Germany, Hungary,
Ireland, ltaly, Luxembourg, the Netherlands,
Norway, Poland, Spain and Sweden), the taking
of DNA information in the context of criminal
proceedings is not systematic but limited to
some specific circumstances and/or to more
serious crimes, notably those punishable by
certain terms of imprisonment.

The United Kingdom is the only member State
expressly to permit the systematic and in-
definite retention of DNA profiles and cellular
samples of persons who have been acquitted
or in respect of whom criminal proceedings
have been discontinued. Five States (Belgium,
Hungary, Ireland, Italy and Sweden) require
such information to be destroyed ex officio
upon acquittal or the discontinuance of the
criminal proceedings. Ten other States apply
the same general rule with certain very lim-
ited exceptions: Germany, Luxembourg and
the Netherlands allow such information to be
retained where suspicions remain about the
person or if further investigations are needed
in a separate case; Austria permits its reten-
tion where there is a risk that the suspect will
commit a dangerous offence and Poland does
likewise in relation to certain serious crimes;
Norway and Spain allow the retention of pro-
files if the defendant is acquitted for lack of
criminal accountability; Finland and Denmark
allow retention for 1 and 10 years respectively
in the event of an acquittal and Switzerland for
1 year when proceedings have been discon-
tinued. In France DNA profiles can be retained
for 25 years after an acquittal or discharge;
during this period the public prosecutor may
order their earlier deletion, either on his or her
own motion or upon request, if their retention
has ceased to be required for the purposes of
identification in connection with a criminal in-
vestigation. Estonia and Latvia also appear to
allow the retention of DNA profiles of suspects
for certain periods after acquittal.

The retention of DNA profiles of convicted per-
sons is allowed, as a general rule, for limited

49.

50.

51

52.

periods of time after the conviction or after the
convicted person's death. The United Kingdom
thus also appears to be the only member State
expressly to allow the systematic and indefinite
retention of both profiles and samples of con-
victed persons.

Complaint mechanisms before data-protec-
tion monitoring bodies and/or before courts
are available in most of the member States
with regard to decisions to take celular samples
or retain samples or DNA profiles.

European Union

Directive 95/46/EC of 24 October 1995 on the
protection of individuals with regard to the pro-
cessing of personal data and on the free move-
ment of such data provides that the object of
national laws on the processing of personal
data is notably to protect the right to privacy
as recognised both in Article 8 of the European
Convention on Human Rights and in the gen-
eral principles of Community law. The Directive
sets out a number of principles in order to give
substance to and amplify those contained in
the Data Protection Convention of the Coun-
cil of Europe. It allows Member States to adopt
legislative measures to restrict the scope of cer-
tain obligations and rights provided for in the
Directive when such a restriction constitutes
notably a necessary measure for the preven-
tion, investigation, detection and prosecution
of criminal offences (Article 13).

The Prim Convention on the stepping up of
cross-border cooperation, particularly in com-
bating terrorism, cross-border crime and illegal
migration, which was signed by several mem-
bers of the European Union on 27 May 2005,
sets out rules for the supply of fingerprinting
and DNA data to other Contracting Parties
and their automated checking against their
relevant data bases. The Convention provides
inter alia:

“Article 35 — Purpose

2. ... The Contracting Party administering the
file may process the data supplied (..) solely
where this is necessary for the purposes of
comparison, providing automated replies to
searches or recording.. The supplied data
shall be deleted immediately following data
comparison or automated replies to searches
unless further processing is necessary for the
purposes mentioned [above].”

Article 34 guarantees a level of protection of
personal data at least equal to that resulting
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53.

54.

E.

55.

from the Data Protection Convention and re-
quires the Contracting Parties to take into ac-
count Recommendation R (87) 15 of the Com-
mittee of Ministers of the Council of Europe.

The Council framework decision of 24 June
2008 on the protection of personal data pro-
cessed in the framework of police and judicial
cooperation in criminal matters states inter alia:

“Article 5

Establishment of time-limits for erasure and
review

Appropriate time-limits shall be established
for the erasure of personal data or for a peri-
odic review of the need for the storage of the
data. Procedural measures shall ensure that
these time-limits are observed.”

Case-law in other jurisdictions

In the case of R v. RC [[2005] 3 S.CR. 99, 2005
SCC 61] the Supreme Court of Canada con-
sidered the issue of retaining a juvenile first-
time offender's DNA sample on the national
data bank. The court upheld the decision by a
trial judge who had found, in the light of the
principles and objects of youth criminal justice
legislation, that the impact of the DNA reten-
tion would be grossly disproportionate. In his
opinion, Fish J. observed:

“Of more concern, however, is the impact of
an order on an individual's informational pri-
vacy interests. In R. v. Plant, [1993] 3 S.C.R. 281,
at p. 293, the Court found that s. 8 of the Char-
ter protected the 'biographical core of person-
al information which individuals in a free and
democratic society would wish to maintain
and control from dissemination to the state'.
An individual's DNA contains the 'highest level
of personal and private information": S.A.B., at
para. 48. Unlike a fingerprint, it is capable of re-
vealing the most intimate details of a person's
biological makeup. ... The taking and retention
of a DNA sample is not a trivial matter and,
absent a compelling public interest, would
inherently constitute a grave intrusion on the
subject's right to personal and informational
privacy.”

UN Convention on the Rights of the Child
of 1989

Article 40 of the UN Convention on the Rights
of the Child of 20 November 1989 states the
right of every child alleged as, accused of, or
recognised as having infringed the penal law
to be treated in a manner consistent with the
promotion of the child's sense of dignity and

V.

56.

57.

worth, which reinforces the child's respect for
the human rights and fundamental freedoms
of others and which takes into account the
child's age and the desirability of promoting
the child's reintegration and the child's assum-
ing a constructive role in society.

THIRD PARTIES' SUBMISSIONS

The National Council for Civil Liberties (“Lib-
erty”) submitted case-law and scientific mate-
rial highlighting, inter alia, the highly sensitive
nature of cellular samples and DNA profiles
and the impact on private life arising from their
retention by the authorities.

Privacy International referred to certain core
data-protection rules and principles devel-
oped by the Council of Europe and insisted
on their high relevance for the interpretation
of the proportionality requirement enshrined
in Article 8 of the Convention. It emphasised
in particular the “strict periods” recommended
by Recommendation R (92) 1 for the storage
of cellular samples and DNA profiles. It further
pointed out a disproportionate representation
on the United Kingdom national DNA data
base of certain groups of population, notably
youth, and the unfairness that situation might
create. The use of data for familial testing and
additional research purposes was also of con-
cern. Privacy International also provided a sum-
mary of comparative data on the law and prac-
tice of different countries with regard to DNA
storage and stressed the numerous restrictions
and safeguards which existed in that respect.

THE LAW

L

58.

ALLEGED VIOLATION OF ARTICLE
8 OF THE CONVENTION

The applicants complained under Article 8 of
the Convention about the retention of their
fingerprints, cellular samples and DNA profiles
pursuant to section 64 (1A) of the Police and
Criminal Evidence Act 1984 (“the PACE"). Article
8 provides, so far as relevant, as follows:

“1. Everyone has the right to respect for his
private ... life ...

2. There shall be no interference by a public
authority with the exercise of this right except
such as is in accordance with the law and is
necessary in a democratic society ... for the
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59

prevention of disorder or crime...”

. Existence of an interference with private

life

. The Court will first consider whether the re-
tention by the authorities of the applicants'
fingerprints, DNA profiles and cellular samples
constitutes an interference in their private life.

1. The parties' submissions

60

61.

62.

(a) The applicants

. The applicants submitted that the retention
of their fingerprints, cellular samples and DNA
profiles interfered with their right to respect
for private life as they were crucially linked to
their individual identity and concerned a type
of personal information that they were enti-
tled to keep within their control. They recalled
that the initial taking of such bio-information
had consistently been held to engage Article
8 and submitted that their retention was more
controversial given the wealth of private infor-
mation that became permanently available to
others and thus came out of the control of the
person concerned. They stressed in particular
the social stigma and psychological implica-
tions provoked by such retention in the case
of children, which made the interference with
the right to private life all the more pressing in
respect of the first applicant.

They considered that the Convention organs'
case-law supported this contention, as did a
recent domestic decision of the Information
Tribunal (Chief Constables of West Yorkshire,
South Yorkshire and North Wales Police v. the
Information Commissioner, [2005] UK IT EA
2005 0010 (12 October 2005), 173). The latter
decision relied on the speech of Baroness Hale
of Richmond in the House of Lords (see para-
graph 25 above) and followed in substance
her finding when deciding a similar question
about the application of Article 8 to the reten-
tion of conviction data.

They further emphasised that retention of cel-
lular samples involved an even greater degree
of interference with Article 8 rights as they
contained full genetic information about a per-
son including genetic information about his or
her relatives. It was of no significance whether
information was actually extracted from the
samples or caused a detriment in a particular
case as an individual was entitled to a guaran-
tee that such information which fundamentally
belonged to him would remain private and not

be communicated or accessible without his
permission.

(b) The Government

63. The Government accepted that fingerprints,

DNA profiles and samples were “personal data”
within the meaning of the Data Protection Act
in the hands of those who can identify the in-
dividual. They considered, however, that the
mere retention of fingerprints, DNA profiles
and samples for the limited use permitted un-
der section 64 of the PACE did not fall within
the ambit of the right to respect for private life
under Article 8 § 1 of the Convention. Unlike
the initial taking of this data, their retention did
not interfere with the physical and psychologi-
cal integrity of the persons; nor did it breach
their right to personal development, to estab-
lish and develop relationships with other hu-
man beings or the right to self-determination.

64. The Government submitted that the appli-

cants' real concerns related to fears about the
future uses of stored samples, to anticipated
methods of analysis of DNA material and to
potential intervention with the private life of
individuals through active surveillance. It em-
phasised in this connection that the permitted
extent of the use of the material was clearly
and expressly limited by the legislation, the
technological processes of DNA profiling and
the nature of the DNA profile extracted.

65. The profile was merely a sequence of num-

bers which provided a means of identifying
a person against bodily tissue, containing no
materially intrusive information about an in-
dividual or his personality. The DNA database
was a collection of such profiles which could
be searched using material from a crime scene
and a person would be identified only if and to
the extent that a match was obtained against
the sample. Familial searching through partial
matches only occurred in very rare cases and
was subject to very strict controls. Fingerprints,
DNA profiles and samples were neither sus-
ceptible to any subjective commentary nor
provided any information about a person's ac-
tivities and thus presented no risk to affect the
perception of an individual or affect his or her
reputation. Even if such retention were capable
of falling within the ambit of Article 8 § 1 the
extremely limited nature of any adverse effects
rendered the retention not sufficiently serious
to constitute an interference.
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2. The Court's assessment

66

67.

(a) General principles

. The Court recalls that the concept of “private
life” is a broad term not susceptible to exhaus-
tive definition. It covers the physical and psy-
chological integrity of a person (see Pretty v.
the United Kingdom, no. 2346/02, § 61, ECHR
2002-1ll, and Y.F. v. Turkey, no. 24209/94, § 33,
ECHR 2003-IX). It can therefore embrace multi-
ple aspects of the person's physical and social
identity (see Mikuli¢ v. Croatia, no.53176/99, §
53, ECHR 2002-1). Elements such as, for exam-
ple, gender identification, name and sexual ori-
entation and sexual life fall within the personal
sphere protected by Article 8 (see, among oth-
er authorities, Bensaid v. the United Kingdom,
no. 44599/98, § 47, ECHR 2001-I with further
references, and Peck v. the United Kingdom,
no. 44647/98, § 57, ECHR 2003-l). Beyond a
person's name, his or her private and family life
may include other means of personal identifi-
cation and of linking to a family (see mutatis
mutandis Burghartz v. Switzerland, 22 February
1994, § 24, Series A no. 280-B; and Unal Tekeli
v. Turkey, no. 29865/96, § 42, ECHR 2004-X (ex-
tracts)). Information about the person's health
is an important element of private life (see Z
v. Finland, 25 February 1997, § 71, Reports of
Judgments and Decisions 1997-1). The Court
furthermore considers that an individual's eth-
nic identity must be regarded as another such
element (see in particular Article 6 of the Data
Protection Convention quoted in paragraph
41 above, which lists personal data reveal-
ing racial origin as a special category of data
along with other sensitive information about
an individual). Article 8 protects in addition a
right to personal development, and the right to
establish and develop relationships with other
human beings and the outside world (see, for
example, Burghartz, cited above, opinion of
the Commission, p. 37, § 47, and Fried! v. Aus-
tria, judgment of 31 January 1995, Series A no.
305-B, opinion of the Commission, p. 20, § 45).
The concept of private life moreover includes
elements relating to a person's right to their
image (Sciacca v. ltaly, no. 50774/99 50774/99,
§ 29, ECHR 2005-I).

The mere storing of data relating to the private
life of an individual amounts to an interfer-
ence within the meaning of Article 8 (see Le-
ander v. Sweden, 26 March 1987, § 48, Series
A no. 116). The subsequent use of the stored
information has no bearing on that finding
(Amann v. Switzerland [GC], no. 27798/95,

68

69.

70.

§ 69, ECHR 2000-II). However, in determining
whether the personal information retained by
the authorities involves any of the private-life
aspects mentioned above, the Court will have
due regard to the specific context in which the
information at issue has been recorded and
retained, the nature of the records, the way in
which these records are used and processed
and the results that may be obtained (see, mu-
tatis mutandis, Friedl, cited above, § §49-51,
and Peck v. the United Kingdom, cited above,
§ 59).

(b) Application of the principles to the present
case

. The Court notes at the outset that all three cat-

egories of the personal information retained
by the authorities in the present cases, namely
fingerprints, DNA profiles and cellular samples,
constitute personal data within the meaning
of the Data Protection Convention as they re-
late to identified or identifiable individuals. The
Government accepted that all three categories
are "personal data” within the meaning of the
Data Protection Act 1998 in the hands of those
who are able to identify the individual.

The Convention organs have already consid-
ered in various circumstances questions relat-
ing to the retention of such personal data by
the authorities in the context of criminal pro-
ceedings. As regards the nature and scope of
the information contained in each of these
three categories of data, the Court has distin-
guished in the past between the retention of
fingerprints and the retention of cellular sam-
ples and DNA profiles in view of the stronger
potential for future use of the personal infor-
mation contained in the latter (see Van der
Velden v. the Netherlands (dec.), no. 29514/05,
ECHR 2006-...). The Court considers it appropri-
ate to examine separately the question of in-
terference with the applicants' right to respect
for their private lives by the retention of their
cellular samples and DNA profiles on the one
hand, and of their fingerprints on the other.

i Cellular samples and DNA profiles

In Van der Velden, the Court considered that,
given the use to which cellular material in par-
ticular could conceivably be put in the future,
the systematic retention of that material was
sufficiently intrusive to disclose interference
with the right to respect for private life (see
Van der Velden cited above). The Government
criticised that conclusion on the ground that
it speculated on the theoretical future use of
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72.

73.

74.

samples and that there was no such interfer-
ence at present.

The Court maintains its view that an individu-
al's concern about the possible future use of
private information retained by the authorities
is legitimate and relevant to a determination
of the issue of whether there has been an in-
terference. Indeed, bearing in mind the rapid
pace of developments in the field of genetics
and information technology, the Court cannot
discount the possibility that in the future the
private-life interests bound up with genetic in-
formation may be adversely affected in novel
ways or in a manner which cannot be antici-
pated with precision today. Accordingly, the
Court does not find any sufficient reason to de-
part from its finding in the Van der Velden case.

Legitimate concerns about the conceivable
use of cellular material in the future are not,
however, the only element to be taken into
account in the determination of the present is-
sue. In addition to the highly personal nature of
cellular samples, the Court notes that they con-
tain much sensitive information about an indi-
vidual, including information about his or her
health. Moreover, samples contain a unique
genetic code of great relevance to both the
individual and his relatives. In this respect the
Court concurs with the opinion expressed by
Baroness Hale in the House of Lords (see para-
graph 25 above).

Given the nature and the amount of personal
information contained in cellular samples, their
retention per se must be regarded as interfer-
ing with the right to respect for the private lives
of the individuals concerned. That only a limit-
ed part of this information is actually extracted
or used by the authorities through DNA profil-
ing and that no immediate detriment is caused
in a particular case does not change this con-
clusion (see Amann cited above, § 69).

As regards DNA profiles themselves, the Court
notes that they contain a more limited amount
of personal information extracted from cellu-
lar samples in a coded form. The Government
submitted that a DNA profile is nothing more
than a sequence of numbers or a bar-code
containing information of a purely objective
and irrefutable character and that the iden-
tification of a subject only occurs in case of a
match with another profile in the database.
They also submitted that, being in coded form,
computer technology is required to render the
information intelligible and that only a limited

75.

76.

77.

number of persons would be able to interpret
the data in question.

The Court observes, nonetheless, that the pro-
files contain substantial amounts of unique
personal data. While the information con-
tained in the profiles may be considered ob-
jective and irrefutable in the sense submitted
by the Government, their processing through
automated means allows the authorities to go
well beyond neutral identification. The Court
notes in this regard that the Government ac-
cepted that DNA profiles could be, and in-
deed had in some cases been, used for familial
searching with a view to identifying a possible
genetic relationship between individuals. They
also accepted the highly sensitive nature of
such searching and the need for very strict
controls in this respect. In the Court's view, the
DNA profiles' capacity to provide a means of
identifying genetic relationships between in-
dividuals (see paragraph 39 above) is in itself
sufficient to conclude that their retention in-
terferes with the right to the private life of the
individuals concerned. The frequency of famil-
ial searches, the safeguards attached thereto
and the likelihood of detriment in a particular
case are immaterial in this respect (see Amann
cited above, § 69). This conclusion is similarly
not affected by the fact that, since the informa-
tion is in coded form, it is intelligible only with
the use of computer technology and capable
of being interpreted only by a limited number
of persons.

The Court further notes that it is not disputed
by the Government that the processing of DNA
profiles allows the authorities to assess the
likely ethnic origin of the donor and that such
techniques are in fact used in police investiga-
tions (see paragraph 40 above). The possibility
the DNA profiles create for inferences to be
drawn as to ethnic origin makes their retention
all the more sensitive and susceptible of affect-
ing the right to private life. This conclusion is
consistent with the principle laid down in the
Data Protection Convention and reflected in
the Data Protection Act that both list personal
data revealing ethnic origin among the special
categories of sensitive data attracting a height-
ened level of protection (see paragraphs 30-31
and 41 above).

In view of the foregoing, the Court concludes
that the retention of both cellular samples and
DNA profiles discloses an interference with the
applicants' right to respect for their private
lives, within the meaning of Article 8 § 1 of the
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Convention.
i Fingerprints

It is common ground that fingerprints do not
contain as much information as either cellular
samples or DNA profiles. The issue of alleged
interference with the right to respect for pri-
vate life caused by their retention by the au-
thorities has already been considered by the
Convention organs.

In McVeigh, the Commission first examined the
issue of the taking and retention of fingerprints
as part of a series of investigative measures. It
accepted that at least some of the measures
disclosed an interference with the applicants'
private life, while leaving open the question
of whether the retention of fingerprints alone
would amount to such interference (McVeigh,
O'Neill and Evans (no. 8022/77, 8025/77 and
8027/77, Report of the Commission of 18
March 1981, DR 25, p.15, § 224).

In Kinnunen, the Commission considered that
fingerprints and photographs retained follow-
ing the applicant's arrest did not constitute an
interference with his private life as they did not
contain any subjective appreciations which
called for refutation. The Commission noted,
however, that the data at issue had been de-
stroyed nine years later at the applicant's re-
quest (Kinnunen v. Finland, no. 24950/94, Com-
mission decision of 15 May 1996).

Having regard to these findings and the ques-
tions raised in the present case, the Court
considers it appropriate to review this issue. It
notes at the outset that the applicants' finger-
print records constitute their personal data (see
paragraph 68 above) which contain certain ex-
ternal identification features much in the same
way as, for example, personal photographs or
voice samples.

In Friedl, the Commission considered that the
retention of anonymous photographs that
have been taken at a public demonstration did
not interfere with the right to respect for private
life. In so deciding, it attached special weight to
the fact that the photographs concerned had
not been entered in a data-processing system
and that the authorities had taken no steps to
identify the persons photographed by means
of data processing (see Fried/ cited above,
§ § 49-51).

In P.G. and J.H, the Court considered that the
recording of data and the systematic or per-

84.

85.

86.

manent nature of the record could give rise
to private-life considerations even though
the data in question may have been available
in the public domain or otherwise. The Court
noted that a permanent record of a person's
voice for further analysis was of direct rele-
vance to identifying that person when consid-
ered in conjunction with other personal data.
It accordingly regarded the recording of the
applicants' voices for such further analysis as
amounting to interference with their right to
respect for their private lives (see P.G. and J.H.
v. the United Kingdom, no.44787/98 44787/98,
§ 59-60, ECHR 2001-IX).

The Court is of the view that the general ap-
proach taken by the Convention organs in re-
spect of photographs and voice samples should
also be followed in respect of fingerprints. The
Government distinguished the latter by argu-
ing that they constituted neutral, objective and
irrefutable material and, unlike photographs,
were unintelligible to the untutored eye and
without a comparator fingerprint. While true,
this consideration cannot alter the fact that fin-
gerprints objectively contain unique informa-
tion about the individual concerned allowing
his or her identification with precision in a wide
range of circumstances. They are thus capable
of affecting his or her private life and retention
of this information without the consent of the
individual concerned cannot be regarded as
neutral or insignificant.

The Court accordingly considers that the reten-
tion of fingerprints on the authorities' records
in connection with an identified or identifiable
individual may in itself give rise, notwithstand-
ing their objective and irrefutable character, to
important private-life concerns.

In the instant case, the Court notes further-
more that the applicants' fingerprints were
initially taken in criminal proceedings and sub-
sequently recorded on a nationwide database
with the aim of being permanently kept and
regularly processed by automated means for
criminal-identification purposes. It is accepted
in this regard that, because of the information
they contain, the retention of cellular samples
and DNA profiles has a more important impact
on private life than the retention of finger-
prints. However, the Court, like Baroness Hale
(see paragraph 25 above), considers that, while
it may be necessary to distinguish between the
taking, use and storage of fingerprints, on the
one hand, and samples and profiles, on the
other, in determining the question of justifica-
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tion, the retention of fingerprints constitutes
an interference with the right to respect for
private life.

B. Justification for the interference

1. The parties' submissions

(a) The applicants

87. The applicants argued that the retention of

fingerprints, cellular samples and DNA profiles
was not justified under the second paragraph
of Article 8. The Government were given a very
wide remit to use samples and DNA profiles
notably for “purposes related to the preven-
tion or detection of crime”, “the investigation
of an offence” or “the conduct of a prosecu-
tion”. These purposes were vague and open
to abuse as they might in particular lead to
the collation of detailed personal information
outside the immediate context of the investi-
gation of a particular offence. The applicants
further submitted that there were insufficient
procedural safeguards against misuse or abuse
of the information. Records on the PNC were
not only accessible to the police, but also to
56 non-police bodies, including Government
agencies and departments, private groups
such as British Telecom and the Association
of British Insurers, and even certain employ-
ers. Furthermore, the PNC was linked to the
Europe-wide “Schengen Information System”.
Consequently, their case involved a very sub-
stantial and controversial interference with the
right to private life, as notably illustrated by on-
going public debate and disagreement about
the subject in the United Kingdom. Contrary
to the assertion of the Government, the appli-
cants concluded that the issue of the retention
of this material was of great individual concern
and the State had a narrow margin of apprecia-
tion in this field.

88. The applicants contended that the indefinite

retention of fingerprints, cellular samples and
DNA profiles of unconvicted persons could not
be regarded as “necessary in a democratic so-
ciety” for the purpose of preventing crime. In
particular, there was no justification at all for
the retention of cellular samples following the
original generation of the DNA profile; nor had
the efficacy of the profiles' retention been con-
vincingly demonstrated since the high number
of DNA matches relied upon by the Govern-
ment was not shown to have led to successful
prosecutions. Likewise, in most of the specific
examples provided by the Government the
successful prosecution had not been contin-

gent on the retention of the records and in cer-
tain others the successful outcome could have
been achieved through more limited retention
in time and scope.

89. The applicants further submitted that the re-

tention was disproportionate because of its
blanket nature irrespective of the offences
involved, the unlimited period, the failure to
take account of the applicants' circumstances
and the lack of an independent decision-
making process or scrutiny when considering
whether or not to order retention. They further
considered the retention regime to be incon-
sistent with the Council of Europe's guidance
on the subject. They emphasised, finally, that
retention of the records cast suspicion on per-
sons who had been acquitted or discharged
of crimes, thus implying that they were not
wholly innocent. The retention thus resulted
in stigma which was particularly detrimental to
children as in the case of S. and to members of
certain ethnic groups over-represented on the
database.

(b) The Government

90. The Government submitted that any interfer-

91

ence resulting from the retention of the appli-
cants' fingerprints, cellular samples and DNA
profiles was justified under the second para-
graph of Article 8. It was in accordance with the
law as expressly provided for, and governed by
section 64 of the PACE, which set out detailed
powers and restrictions on the taking of finger-
prints and samples and clearly stated that they
would be retained by the authorities regardless
of the outcome of the proceedings in respect
of which they were taken. The exercise of the
discretion to retain fingerprints and samples
was also, in any event, subject to the normal
principles of law regulating discretionary pow-
er and to judicial review.

The Government further stated that the in-
terference was necessary and proportionate
for the legitimate purpose of the prevention
of disorder or crime and/or the protection of
the rights and freedoms of others. It was of vi-
tal importance that law enforcement agencies
took full advantage of available techniques of
modern technology and forensic science in
the prevention, investigation and detection
of crime for the interests of society generally.
They submitted that the retained material was
of inestimable value in the fight against crime
and terrorism and the detection of the guilty
and provided statistics in support of this view.



CASE OF S. AND MARPER V THE UNITED KINGDOM

157

92.

93.

94.

They emphasised that the benefits to the
criminal-justice system were enormous, not
only permitting the detection of the guilty but
also eliminating the innocent from inquiries
and correcting and preventing miscarriages of
justice.

As at 30 September 2005, the National DNA
database held 181,000 profiles from individuals
who would have been entitled to have those
profiles destroyed before the 2001 amend-
ments. 8,251 of those were subsequently
linked with crime-scene stains which involved
13,079 offences, including 109 murders, 55 at-
tempted murders, 116 rapes, 67 sexual offenc-
es, 105 aggravated burglaries and 126 offences
of the supply of controlled drugs.

The Government also submitted specific ex-
amples of use of DNA material for successful
investigation and prosecution in some eight-
een specific cases. In ten of these cases the
DNA profiles of suspects matched some earlier
unrelated crime-scene stains retained on the
database, thus allowing successful prosecu-
tion for those earlier crimes. In another case,
two suspects arrested for rape were eliminated
from the investigation as their DNA profiles
did not match the crime-scene stain. In two
other cases the retention of DNA profiles of
the persons found guilty of certain minor of-
fences (disorder and theft) led to establishing
their involvement in other crimes committed
later. In one case the retention of a suspect's
DNA profile following an alleged immigration
offence helped his extradition to the United
Kingdom a year later when he was identified
by one of his victims as having committed rape
and murder. Finally, in four cases DNA profiles
retained from four persons suspected but not
convicted of certain offences (possession of of-
fensive weapons, violent disorder and assault)
matched the crime-scene stains collected from
victims of rape up to two years later.

The Government contended that the retention
of fingerprints, cellular samples and DNA pro-
files could not be regarded as excessive since
they were kept for specific limited statutory
purposes and stored securely and subject to
the safeguards identified. Their retention was
neither warranted by any degree of suspicion
of the applicants' involvement in a crime or
propensity to crime nor directed at retaining
records in respect of investigated alleged of-
fences in the past. The records were retained
because the police had already been lawfully in
possession of them, and their retention would

assist in the future prevention and detection of
crime in general by increasing the size of the
database. Retention resulted in no stigma and
produced no practical consequence for the ap-
plicants unless the records matched a crime-
scene profile. A fair balance was thus struck
between individual rights and the general
interest of the community and fell within the
State's margin of appreciation.

2. The Court's assessment

(a) Inaccordance with the law

95. The Court recalls its well established case-law

that the wording “in accordance with the law”
requires the impugned measure both to have
some basis in domestic law and to be com-
patible with the rule of law, which is expressly
mentioned in the preamble to the Convention
and inherent in the object and purpose of Arti-
cle 8. The law must thus be adequately acces-
sible and foreseeable, that is, formulated with
sufficient precision to enable the individual — if
need be with appropriate advice - to regulate
his conduct. For domestic law to meet these
requirements, it must afford adequate legal
protection against arbitrariness and accord-
ingly indicate with sufficient clarity the scope
of discretion conferred on the competent au-
thorities and the manner of its exercise (see
Malone v. the United Kingdom, 2 August 1984,
§ § 66-68, Series A no. 82; Rotaru v. Romania
[GC], no. 28341/95, § 55, ECHR 2000-V; and
Amann cited above, § 56).

96. The level of precision required of domestic

legislation — which cannot in any case provide
for every eventuality — depends to a consider-
able degree on the content of the instrument
in question, the field it is designed to cover and
the number and status of those to whom it is
addressed (Hasan and Chaush v. Bulgaria [GC],
no.30985/96, § 84, ECHR 2000-XI, with further
references).

97. The Court notes that section 64 of the PACE

provides that the fingerprints or samples taken
from a person in connection with the investi-
gation of an offence may be retained after they
have fulfilled the purposes for which they were
taken (see paragraph 27 above). The Court
agrees with the Government that the retention
of the applicants' fingerprint and DNA records
had a clear basis in the domestic law. There is
also clear evidence that these records are re-
tained in practice save in exceptional circum-
stances. The fact that chief police officers have
power to destroy them in such rare cases does
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98.

99.

not make the law insufficiently certain from the
point of view of the Convention.

As regards the conditions attached to and ar-
rangements for the storing and use of this per-
sonal information, section 64 is far less precise.
[t provides that retained samples and finger-
prints must not be used by any person except
for purposes related to the prevention or de-
tection of crime, the investigation of an offence
or the conduct of a prosecution.

The Court agrees with the applicants that at
least the first of these purposes is worded in
rather general terms and may give rise to ex-
tensive interpretation. It reiterates that it is
as essential, in this context, as in telephone
tapping, secret surveillance and covert intelli-
gence-gathering, to have clear, detailed rules
governing the scope and application of meas-
ures, as well as minimum safeguards concern-
ing, inter alia, duration, storage, usage, access
of third parties, procedures for preserving the
integrity and confidentiality of data and proce-
dures for its destruction, thus providing suffi-
cient guarantees against the risk of abuse and
arbitrariness (see, mutatis mutandis, Kruslin v.
France, 24 April 1990, § § 33 and 35, Series A
no. 176-A; Rotaru, cited above, § 57-59; Weber
and Saravia v. Germany (dec.), no. 54934/00
54934/00, ECHR 2006-..; Association for Eu-
ropean Integration and Human Rights and
Ekimdzhiev v. Bulgaria, no. 62540/00 62540/00,
§ § 75-77, 28 June 2007; Liberty and Others
v. the United Kingdom, no. 58243/00, § 62-63,
1 July 2008). The Court notes, however, that
these questions are in this case closely related
to the broader issue of whether the interfer-
ence was necessary in a democratic society. In
view of its analysis in paragraphs 105-126 be-
low, the Court does not find it necessary to de-
cide whether the wording of section 64 meets
the “quality of law” requirements within the
meaning of Article 8 § 2 of the Convention.

(b) Legitimate aim

100.The Court agrees with the Government that

the retention of fingerprint and DNA infor-
mation pursues the legitimate purpose of the
detection, and therefore, prevention of crime.
While the original taking of this information
pursues the aim of linking a particular person
to the particular crime of which he or she is
suspected, its retention pursues the broader
purpose of assisting in the identification of fu-
ture offenders.

(c) Necessary in a democratic society

i General principles

101.An interference will be considered “necessary

in a democratic society” for a legitimate aim if
it answers a “pressing social need” and, in par-
ticular, if it is proportionate to the legitimate
aim pursued and if the reasons adduced by the
national authorities to justify it are "relevant
and sufficient". While it is for the national au-
thorities to make the initial assessment in all
these respects, the final evaluation of whether
the interference is necessary remains subject
to review by the Court for conformity with the
requirements of the Convention (see Coster v.
the United Kingdom [GC], no. 24876/94, § 104,
18 January 2001, with further references).

102.A margin of appreciation must be left to the

competent national authorities in this assess-
ment. The breadth of this margin varies and
depends on a number of factors including the
nature of the Convention right in issue, its im-
portance for the individual, the nature of the
interference and the object pursued by the
interference. The margin will tend to be nar-
rower where the right at stake is crucial to the
individual's effective enjoyment of intimate or
key rights (see Connors v. the United Kingdom,
no. 66746/01, § 82, 27 May 2004, with further
references). Where a particularly important
facet of an individual's existence or identity is
at stake, the margin allowed to the State will
be restricted (see Evans v. the United Kingdom
[GC], no. 6339/05, § 77, ECHR 2007-...). Where,
however, there is no consensus within the
Member States of the Council of Europe, either
as to the relative importance of the interest at
stake or as to how best to protect it, the margin
will be wider (see Dickson v. the United King-
dom [GC], no. 44362/04 44362/04, § 78, ECHR
2007-...).

103.The protection of personal data is of funda-

mental importance to a person's enjoyment of
his or her right to respect for private and family
life, as guaranteed by Article 8 of the Conven-
tion. The domestic law must afford appropriate
safeguards to prevent any such use of personal
data as may be inconsistent with the guaran-
tees of this Article (see, mutatis mutandis, Z,
cited above, § 95). The need for such safe-
guards is all the greater where the protection
of personal data undergoing automatic pro-
cessing is concerned, not least when such data
are used for police purposes. The domestic law
should notably ensure that such data are rel-
evant and not excessive in relation to the pur-
poses for which they are stored; and preserved
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in a form which permits identification of the
data subjects for no longer than is required for
the purpose for which those data are stored
(see Article 5 of the Data Protection Conven-
tion and the preamble thereto and Principle 7
of Recommendation R(87)15 of the Committee
of Ministers regulating the use of personal data
in the police sector). The domestic law must
also afford adequate guarantees that retained
personal data was efficiently protected from
misuse and abuse (see notably Article 7 of the
Data Protection Convention). The above con-
siderations are especially valid as regards the
protection of special categories of more sensi-
tive data (see Article 6 of the Data Protection
Convention) and more particularly of DNA in-
formation, which contains the person's genetic
make-up of great importance to both the per-
son concerned and his or her family (see Rec-
ommendation No. R(92)1 of the Committee of
Ministers on the use of analysis of DNA within
the framework of the criminal justice system).

104.The interests of the data subjects and the com-

munity as a whole in protecting the personal
data, including fingerprint and DNA informa-
tion, may be outweighed by the legitimate in-
terest in the prevention of crime (see Article 9
of the Data Protection Convention). However,
the intrinsically private character of this infor-
mation calls for the Court to exercise careful
scrutiny of any State measure authorising its re-
tention and use by the authorities without the
consent of the person concerned (see, mutatis
mutandis, Z. cited above, § 96).

i Application of these principles to the pre-
sent case

105.The Court finds it to be beyond dispute that the

fight against crime, and in particular against or-
ganised crime and terrorism, which is one of
the challenges faced by today's European so-
cieties, depends to a great extent on the use
of modern scientific techniques of investiga-
tion and identification. The techniques of DNA
analysis were acknowledged by the Council of
Europe more than fifteen years ago as offering
advantages to the criminal-justice system (see
Recommendation R(92)1 of the Committee of
Ministers, paragraphs 43-44 above). Nor is it
disputed that the member States have since
that time made rapid and marked progress in
using DNA information in the determination of
innocence or guilt.

106.However, while it recognises the importance

of such information in the detection of crime,

the Court must delimit the scope of its exami-
nation. The question is not whether the reten-
tion of fingerprints, cellular samples and DNA
profiles may in general be regarded as justified
under the Convention. The only issue to be
considered by the Court is whether the reten-
tion of the fingerprint and DNA data of the ap-
plicants, as persons who had been suspected,
but not convicted, of certain criminal offences,
was justified under Article 8, paragraph 2 of the
Convention.

107.The Court will consider this issue with due re-

gard to the relevant instruments of the Council
of Europe and the law and practice of the other
Contracting States. The core principles of data
protection require the retention of data to be
proportionate in relation to the purpose of col-
lection and insist on limited periods of storage
(see paragraphs 41-44 above). These principles
appear to have been consistently applied by
the Contracting States in the police sector in
accordance with the Data Protection Conven-
tion and subsequent Recommendations of the
Committee of Ministers (see paragraphs 45-49
above).

108.As regards, more particularly, cellular samples,

most of the Contracting States allow these ma-
terials to be taken in criminal proceedings only
from individuals suspected of having commit-
ted offences of a certain minimum gravity. In
the great majority of the Contracting States
with functioning DNA databases, samples and
DNA profiles derived from those samples are
required to be removed or destroyed either
immediately or within a certain limited time af-
ter acquittal or discharge. A restricted number
of exceptions to this principle are allowed by
some Contracting States (see paragraphs 47-
48 above).

109.The current position of Scotland, as a part of

the United Kingdom itself, is of particular sig-
nificance in this regard. As noted above (see
paragraph 36), the Scottish Parliament voted
to allow retention of the DNA of unconvicted
persons only in the case of adults charged with
violent or sexual offences and even then, for
three years only, with the possibility of an ex-
tension to keep the DNA sample and data for a
further two years with the consent of a sheriff.

110.This position is notably consistent with Com-

mittee of Ministers' Recommendation R(92)1,
which stresses the need for an approach which
discriminates between different kinds of cases
and for the application of strictly defined stor-
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age periods for data, even in more serious cas-
es (see paragraphs 43-44 above). Against this
background, England, Wales and Northern Ire-
land appear to be the only jurisdictions within
the Council of Europe to allow the indefinite re-
tention of fingerprint and DNA material of any
person of any age suspected of any recordable
offence.

111.The Government lay emphasis on the fact that

the United Kingdom is in the vanguard of the
development of the use of DNA samples in the
detection of crime and that other States have
not yet achieved the same maturity in terms of
the size and resources of DNA databases. It is
argued that the comparative analysis of the law
and practice in other States with less advanced
systems is accordingly of limited importance.

112.The Court cannot, however, disregard the fact

that, notwithstanding the advantages provided
by comprehensive extension of the DNA data-
base, other Contracting States have chosen to
set limits on the retention and use of such data
with a view to achieving a proper balance with
the competing interests of preserving respect
for private life. The Court observes that the pro-
tection afforded by Article 8 of the Convention
would be unacceptably weakened if the use of
modern scientific techniques in the criminal-
justice system were allowed at any cost and
without carefully balancing the potential ben-
efits of the extensive use of such techniques
against important private-life interests. In the
Court's view, the strong consensus existing
among the Contracting States in this respect
is of considerable importance and narrows
the margin of appreciation left to the respond-
ent State in the assessment of the permissible
limits of the interference with private life in
this sphere. The Court considers that any State
claiming a pioneer role in the development of
new technologies bears special responsibility
for striking the right balance in this regard.

113.In the present case, the applicants' fingerprints

and cellular samples were taken and DNA pro-
files obtained in the context of criminal pro-
ceedings brought on suspicion of attempted
robbery in the case of the first applicant and
harassment of his partner in the case of the
second applicant. The data were retained on
the basis of legislation allowing for their in-
definite retention, despite the acquittal of the
former and the discontinuance of the criminal
proceedings against the latter.

114.The Court must consider whether the perma-

nent retention of fingerprint and DNA data of
all suspected but unconvicted people is based
on relevant and sufficient reasons.

115.Although the power to retain fingerprints, cel-

lular samples and DNA profiles of unconvicted
persons has only existed in England and Wales
since 2001, the Government argue that their
retention has been shown to be indispensable
in the fight against crime. Certainly, the statisti-
cal and other evidence, which was before the
House of Lords and is included in the material
supplied by the Government (see paragraph
92 above) appears impressive, indicating that
DNA profiles that would have been previously
destroyed were linked with crime-scene stains
in a high number of cases.

116.The applicants, however, assert that the sta-

tistics are misleading, a view supported in the
Nuffield Report. It is true, as pointed out by the
applicants, that the figures do not reveal the
extent to which this "link" with crime scenes re-
sulted in convictions of the persons concerned
or the number of convictions that were contin-
gent on the retention of the samples of uncon-
victed persons. Nor do they demonstrate that
the high number of successful matches with
crime-scene stains was only made possible
through indefinite retention of DNA records of
all such persons. At the same time, in the ma-
jority of the specific cases quoted by the Gov-
ernment (see paragraph 93 above), the DNA
records taken from the suspects produced suc-
cessful matches only with earlier crime-scene
stains retained on the data base. Yet such
matches could have been made even in the
absence of the present scheme, which permits
the indefinite retention of DNA records of all
suspected but unconvicted persons.

117.While neither the statistics nor the examples

provided by the Government in themselves
establish that the successful identification and
prosecution of offenders could not have been
achieved without the permanent and indis-
criminate retention of the fingerprint and DNA
records of all persons in the applicants' posi-
tion, the Court accepts that the extension of
the database has nonetheless contributed to
the detection and prevention of crime.

118.The question, however, remains whether such

retention is proportionate and strikes a fair bal-
ance between the competing public and pri-
vate interests.

119.In this respect, the Court is struck by the blan-

ket and indiscriminate nature of the power of



CASE OF S. AND MARPER V THE UNITED KINGDOM

161

retention in England and Wales. The material
may be retained irrespective of the nature or
gravity of the offence with which the individual
was originally suspected or of the age of the
suspected offender; fingerprints and samples
may be taken - and retained - from a per-
son of any age, arrested in connection with
a recordable offence, which includes minor
or non-imprisonable offences. The retention
is not time-limited; the material is retained
indefinitely whatever the nature or serious-
ness of the offence of which the person was
suspected. Moreover, there exist only limited
possibilities for an acquitted individual to have
the data removed from the nationwide data-
base or the materials destroyed (see paragraph
35 above); in particular, there is no provision
for independent review of the justification for
the retention according to defined criteria, in-
cluding such factors as the seriousness of the
offence, previous arrests, the strength of the
suspicion against the person and any other
special circumstances.

120.The Court acknowledges that the level of in-

terference with the applicants' right to private
life may be different for each of the three dif-
ferent categories of personal data retained. The
retention of cellular samples is particularly in-
trusive given the wealth of genetic and health
information contained therein. However, such
an indiscriminate and open-ended retention
regime as the one in issue calls for careful scru-
tiny regardless of these differences.

121.The Government contend that the retention

could not be considered as having any direct
or significant effect on the applicants unless
matches in the database were to implicate
them in the commission of offences on a future
occasion. The Court is unable to accept this ar-
gument and reiterates that the mere retention
and storing of personal data by public authori-
ties, however obtained, are to be regarded as
having direct impact on the private-life inter-
est of an individual concerned, irrespective of
whether subsequent use is made of the data
(see paragraph 67 above).

122.0f particular concern in the present context is

the risk of stigmatisation, stemming from the
fact that persons in the position of the appli-
cants, who have not been convicted of any of-
fence and are entitled to the presumption of
innocence, are treated in the same way as con-
victed persons. In this respect, the Court must
bear in mind that the right of every person un-
der the Convention to be presumed innocent

includes the general rule that no suspicion re-
garding an accused's innocence may be voiced
after his acquittal (see Asan Rushiti v. Austria,
no. 28389/95, § 31, 21 March 2000, with fur-
ther references). It is true that the retention of
the applicants' private data cannot be equated
with the voicing of suspicions. Nonetheless,
their perception that they are not being treat-
ed as innocent is heightened by the fact that
their data are retained indefinitely in the same
way as the data of convicted persons, while the
data of those who have never been suspected
of an offence are required to be destroyed.

123.The Government argue that the power of re-

tention applies to all fingerprints and samples
taken from a person in connection with the in-
vestigation of an offence and does not depend
on innocence or guilt. It is further submitted
that the fingerprints and samples have been
lawfully taken and that their retention is not
related to the fact that they were originally sus-
pected of committing a crime, the sole reason
for their retention being to increase the size
and, therefore, the use of the database in the
identification of offenders in the future. The
Court, however, finds this argument difficult
to reconcile with the obligation imposed by
section 64(3) of the PACE to destroy the fin-
gerprints and samples of volunteers at their
request, despite the similar value of the mate-
rial in increasing the size and utility of the da-
tabase. Weighty reasons would have to be put
forward by the Government before the Court
could regard as justified such a difference in
treatment of the applicants' private data com-
pared to that of other unconvicted people.

124.The Court further considers that the retention

of the unconvicted persons' data may be es-
pecially harmful in the case of minors such as
the first applicant, given their special situation
and the importance of their development and
integration in society. The Court has already
emphasised, drawing on the provisions of Ar-
ticle 40 of the UN Convention on the Rights
of the Child of 1989, the special position of
minors in the criminal-justice sphere and has
noted in particular the need for the protection
of their privacy at criminal trials (see T. v. the
United Kingdom [GC], no. 24724/94, § § 75
and 85, 16 December 1999). In the same way,
the Court considers that particular attention
should be paid to the protection of juveniles
from any detriment that may result from the re-
tention by the authorities of their private data
following acquittals of a criminal offence. The
Court shares the view of the Nuffield Council as
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to the impact on young persons of the indefi-
nite retention of their DNA material and notes
the Council's concerns that the policies applied
have led to the over-representation in the da-
tabase of young persons and ethnic minorities,
who have not been convicted of any crime (see
paragraphs 38-40 above).

125.In conclusion, the Court finds that the blanket

and indiscriminate nature of the powers of
retention of the fingerprints, cellular samples
and DNA profiles of persons suspected but
not convicted of offences, as applied in the
case of the present applicants, fails to strike a
fair balance between the competing public
and private interests and that the respondent
State has overstepped any acceptable margin
of appreciation in this regard. Accordingly, the
retention at issue constitutes a disproportion-
ate interference with the applicants' right to
respect for private life and cannot be regard-
ed as necessary in a democratic society. This
conclusion obviates the need for the Court to
consider the applicants' criticism regarding the
adequacy of certain particular safeguards, such
as too broad an access to the personal data
concerned and insufficient protection against
the misuse or abuse of such data.

126.Accordingly, there has been a violation of Ar-

ticle 8 of the Convention in the present case.

II. ALLEGED VIOLATION OF ARTICLE

14 TAKEN TOGETHER WITH
ARTICLE 8 OF THE CONVENTION

127.The applicants submitted that they had been

subjected to discriminatory treatment as com-
pared to others in an analogous situation,
namely other unconvicted persons whose
samples had still to be destroyed under the
legislation. This treatment related to their sta-
tus and fell within the ambit of Article 14, which
had always been liberally interpreted. For the
reasons set out in their submissions under Arti-
cle 8, there was no reasonable or objective jus-
tification for the treatment, nor any legitimate
aim or reasonable relationship of proportional-
ity to the purported aim of crime prevention, in
particular as regards the samples which played
no role in crime detection or prevention. It was
an entirely improper and prejudicial differenti-
ation to retain materials of persons who should
be presumed to be innocent.

128.The Government submitted that as Article 8

was not engaged Article 14 of the Conven-

tion was not applicable. Even if it were, there
was no difference of treatment as all those in
an analogous situation to the applicants were
treated the same and the applicants could not
compare themselves with those who had not
had samples taken by the police or those who
consented to give samples voluntarily. In any
event, any difference in treatment complained
of was not based on “status” or a personal char-
acteristic but on historical fact. If there was any
difference in treatment, it was objectively justi-
fied and within the State's margin of apprecia-
tion.

129.The Court refers to its conclusion above that
the retention of the applicants' fingerprints,
cellular samples and DNA profiles was in viola-
tion of Article 8 of the Convention. In the light
of the reasoning that has led to this conclusion,
the Court considers that it is not necessary to
examine separately the applicants' complaint
under Article 14 of the Convention.

III. APPLICATION OF ARTICLE 41 OF
THE CONVENTION

130.Article 41 of the Convention provides:

“If the Court finds that there has been a
violation of the Convention or the Protocols
thereto, and if the internal law of the High
Contracting Party concerned allows only par-
tial reparation to be made, the Court shall, if
necessary, afford just satisfaction to the in-
jured party.”

131.The applicants requested the Court to award
them just satisfaction for non-pecuniary dam-
age and for costs and expenses.

A. Non-pecuniary damage

132.The applicants claimed compensation for non-
pecuniary damage in the sum of GBP 5,000
each for distress and anxiety caused by the
knowledge that intimate information about
each of them had been unjustifiably retained
by the State, and in relation to anxiety and
stress caused by the need to pursue this matter
through the courts.

133.The Government, referring to the Court's case-
law (in particular, Amann v. Switzerland, cited
above), submitted that a finding of a violation
would in itself constitute just satisfaction for
both applicants and distinguished the present
case from those cases where violations had
been found as a result of the use or disclosure
of the personal information (in particular, Ro-
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taru v. Romania, cited above).

134.The Court recalls that it has found that the

retention of the applicants' fingerprint and
DNA data violates their rights under Article 8.
In accordance with Article 46 of the Conven-
tion, it will be for the respondent State to im-
plement, under the supervision of the Com-
mittee of Ministers, appropriate general and/
or individual measures to fulfil its obligations
to secure the right of the applicants and other
persons in their position to respect for their pri-
vate life (see Scozzari and Giunta v. [taly [GC],
nos. 39221/98 39221/98 and 41963/98, § 249,
ECHR 2000-VIll, and Christine Goodwin v. the
United Kingdom [GC], no. 28957/95, § 120,
ECHR 2002-VI). In these circumstances, the
Court considers that the finding of a violation,
with the consequences which will ensue for
the future, may be regarded as constituting
sufficient just satisfaction in this respect. The
Court accordingly rejects the applicants' claim
for non-pecuniary damage.

B. Costs and expenses

135.The applicants also requested the Court

to award GBP 52,066.25 for costs and ex-
penses incurred before the Court and at-
tached detailed documentation in support
of their claim. These included the costs of
the solicitor (GBP 15,083.12) and the fees of
three counsel (GBP 21,267.50, GBP 2,937.50
and GBP 12,778.13 respectively). The hourly
rates charged by the lawyers were as follows:
GBP 140 in respect of the applicants' solicitor
(increased to GBP 183 as from June 2007) and
GBP 150, GBP 250 and GBP 125 respectively in
respect of the three counsel.

136.The Government qualified the applicants'

claim as entirely unreasonable. They submitted
in particular that the rates charged by the law-
yers were excessive and should be reduced to
no more than two-thirds of the level claimed.
They also argued that no award should be
made in respect of the applicants' decision to
instruct a fourth lawyer at a late stage of the
proceedings as it had led to the duplication
of work. The Government concluded that any
cost award should be limited to GBP 15,000
and in any event, to no more than GBP 20,000.

137.The Court reiterates that only legal costs and

expenses found to have been actually and
necessarily incurred and which are reasonable
as to quantum are recoverable under Article
41 of the Convention (see, among other au-
thorities, Roche v. the United Kingdom [GC],

no. 32555/96 32555/96, § 182, ECHR 2005-X).

138.0n the one hand, the present applications

were of some complexity as they required
examination in a Chamber and in the Grand
Chamber, including several rounds of observa-
tions and an oral hearing. The application also
raised important legal issues and questions of
principle requiring a large amount of work. It
notably required an in-depth examination of
the current debate on the issue of retention
of fingerprint and DNA records in the United
Kingdom and a comprehensive comparative
research of the law and practice of other Con-
tracting States and of the relevant texts and
documents of the Council of Europe.

139.0n the other hand, the Court considers that the

overall sum of GBP 52,066.25 claimed by the
applicants is excessive as to quantum. In par-
ticular, the Court agrees with the Government
that the appointment of the fourth lawyer in
the later stages of the proceedings may have
led to a certain amount of duplication of work.

140.Making its assessment on an equitable basis

and in the light of its practice in comparable
cases, the Court awards the sum of EUR 42,000
in respect of costs and expenses, less the
amount of EUR 2,613.07 already paid by the
Council of Europe in legal aid.

C. Default interest

141.The Court considers it appropriate that the de-

fault interest should be based on the marginal
lending rate of the European Central Bank,
to which should be added three percentage
points.

FOR THESE REASONS, THE COURT
UNANIMOUSLY

1.

Holds that there has been a violation of Arti-
cle 8 of the Convention;

Holds that it is not necessary to examine sepa-
rately the complaint under Article 14 of the
Convention;

Holds that the finding of a violation consti-
tutes in itself sufficient just satisfaction for
the non-pecuniary damage sustained by the
applicants;

Holds

(a) that the respondent State is to pay the ap-
plicants, within three months, EUR 42,000
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(forty two thousand euros) in respect of
costs and expenses (inclusive of any VAT
which may be chargeable to the appli-
cants), to be converted into pounds ster-
ling at the rate applicable at the date of
settlement, less EUR 2,613.07 already paid
to the applicants in respect of legal aid;

(b) that from the expiry of the above-men-
tioned three months until settlement sim-
ple interest shall be payable on the above
amount at a rate equal to the marginal
lending rate of the European Central Bank
during the default period plus three per-
centage points;

5. Dismisses the remainder of the applicants’
claim for just satisfaction.

Done in English and in French, and delivered at a
public hearing in the Human Rights Building, Stras-
bourg, on 4 December 2008.

Michael O'Boyle, Deputy Registrar
Jean-Paul Costa, President



165

N3



166

4HO3

N3



CASE OF MEGADAT.COM SRL V MOLDOVA

167

FOURTH SECTION

CASE OF MEGADAT.COM
SRL v MOLDOVA

(Application no. 21151/04)

JUDGMENT

STRASBOURG
8 April 2008

FINAL
08/07/2008

-
O
i



-
O
Ll

CASE OF MEGADAT.COM SRL V MOLDOVA

INTERNET PROVIDER, LICENSE, INTERNET CAFE, POS-
SESSIONS, PROPORTIONALITY, GOVERNMENTAL CON-
TROL, COMMUNICATIONS INFRASTRUCTURE

IN THE CASE OF MEGADAT.COM SRL V. MOLDOVA,

The European Court of Human Rights (Fourth Sec-
tion), sitting as a Chamber composed of:

Nicolas Bratza, President,

Lech Garlicki,

Giovanni Bonello,

Ljiljana Mijovic,

David Thér Bjérgvinsson,

Jan Sikuta,

Paivi Hirveld, judges,

and Lawrence Early, Section Registrar,

Having deliberated in private on 18 March 2008,

Delivers the following judgment, which was adopt-
ed on that date:

PROCEDURE

1. The case originated in an application (no.
21151/04) against the Republic of Moldova
lodged with the Court under Article 34 of
the Convention for the Protection of Human
Rights and Fundamental Freedoms (“the Con-
vention”) by Megadat.com SRL (“the applicant
company”), a company incorporated in the Re-
public of Moldova, on 8 June 2004.

2. The applicant was represented by Ms J. Han-
ganu, a lawyer practising in Chisindu. The
Moldovan Government (“the Government”)
were represented by Mr V. Grosu, their Agent.

3. The applicant alleged, in particular, that the
closure of the company constituted a breach of
its rights under Article 1 of Protocol No. 1 to the
Convention and that it had been discriminated
against contrary to Article 14 of the Convention
taken together with Article 1 of Protocol No.1.

4. On 5 December 2006 the Court decided to
give notice of the application to the Govern-
ment. Under the provisions of Article 29 § 3
of the Convention, it decided to examine the
merits of the application at the same time as
its admissibility.

5. Judge Pavlovschi, the judge elected in respect
of Moldova, withdrew from sitting in the case
(Rule 28 of the Rules of Court) before it had
been notified to the Government. On 8 Feb-
ruary 2007, the Government, pursuant to Rule
29 § 1 (a), informed the Court that they were
content to appoint in his stead another elected
judge and left the choice of appointee to the
President of the Chamber. On 18 September
2007, the President appointed Judge Sikuta to
sit in the case.

THE FACTS

I. THE CIRCUMSTANCES OF THE
CASE

6. The applicant, Megadat.com SRL, is a company
incorporated in the Republic of Moldova.

—_

. Background to the case

7. At the time of the events the applicant com-
pany was the largest internet provider in Mol-
dova. According to it, it held approximately
seventy percent of the market of internet ser-
vices. While agreeing that the applicant com-
pany was the largest internet provider in the
country, the Government disputed the ratio of
its market share without, however, presenting
any alternative figures.

8. The applicant company had two licences is-
sued by the National Regulatory Agency for
Telecommunications and Informatics (“ANRTI")
for providing internet and fixed telephony ser-
vices. The licences were valid until 18 April 2007
and 16 May 2007 respectively and the address
55, Armeneasca Street was indicated in them
as the applicant company’s official address.

9. The company had three offices in Chisindu.
On 11 November 2002 its headquarters was
moved from its Armeneascd street office to
its Stefan cel Mare street office. The change
of address of the headquarters was registered
with the State Registration Chamber and the
Tax Authority was informed. However, the ap-
plicant company failed to request ANRTI to
modify the address in the text of its licences.

10. On 20 May 2003 the applicant company re-
quested a third licence from ANRTI indicating
in its request the new address of its headquar-
ters. ANRTI issued the new licence citing the
old address in it, without giving any reasons for
not indicating the new address.
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2. The invalidation of the applicant

11.

company’s licences

On 17 September 2003 ANRTI held a meeting.
According to the minutes of the meeting, it
found that ninety-one companies in the field
of telecommunications, including the appli-
cant company, had failed to pay a yearly regu-
latory fee and/or to present information about
changes of address within the prescribed time-
limits. ANRTI decided to invite those companies
to eliminate the irregularities within ten days
and to warn them that their licences might be
suspended in case of non-compliance.

. On unspecified dates the ninety-one compa-

nies, including the applicant company, were
sent letters asking them to comply within ten
days of the date of receipt of the letter. They
were also warned that their licences might be
suspended in case of non-compliance in ac-
cordance with section 3.4 of the ANRTI Regula-
tions. The applicant company was sent such a
letter on 24 September 2003.

. Following ANRTI's letters, only thirty-two com-

panies, including the applicant company, com-
plied with the request.

. On 29 and 30 September 2003 the applicant

company lodged documents with ANRTI indi-
cating its new address, together with a request
to modify its licences accordingly, and paid the
regulatory fee.

. On Friday 3 October 2003 ANRTI informed the

applicant company that it had some ques-
tions concerning the documents submitted
by it. In particular it had a question concern-
ing the lease of the applicant company’s new
headquarters and about the name of the appli-
cant company. ANRTI informed the applicant
company that the processing of its request
concerning the amendment of the licences
would be suspended until it had submitted the
requested information.

. On Monday 6 October 2003 ANRTI held a

meeting at which it adopted a decision con-
cerning the applicant company. In particular it
reiterated the content of section 15 of the Law
on Licensing and of section 3.5.7 of the AN-
RTI Regulations, according to which licences
which had not been modified within ten days
should be declared invalid. ANRTI found that
those provisions were applicable to the appli-
cant company'’s case, and that its licences were
therefore not valid.

17.

18.

19.

20.

21.

On the same date ANRTI wrote to the Pros-
ecutor General's Office, the Tax Authority, the
Centre for Fighting Economic Crime and Cor-
ruption and the Ministry of Internal Affairs
that the applicant company had modified its
address on 16 November 2002 but had failed
to request ANRTI to make the correspond-
ing change in its licences. In such conditions,
the applicant company had traded for eleven
months with an invalid licence. ANRTI request-
ed the authorities to verify whether the appli-
cant company should be sanctioned in accord-
ance with the law.

On 9 October 2003 ANRTI amended the Regu-
lations concerning the issuing of licences in or-
der to provide that an entity whose licence was
withdrawn could re-apply for a new licence
only after six months.

On 21 October 2003 ANRTI held a meeting at
which it found that fifty-nine of the ninety-one
companies which it had warned, in accordance
with its decision of 17 September 2003, had
failed to comply with the warning. It decided
to suspend their licences for three months and
to warn them that in case of non-compliance
during the period of suspension, their licences
would be withdrawn. It appears from the doc-
uments submitted by the parties that the ap-
plicant company was the only one to have its
licence invalidated.

. The court proceedings between Megadat.

com and ANRTI

On 24 October 2003 the applicant company
brought an administrative action against AN-
RTI arguing, inter alia, that the measure ap-
plied to it was illegal and disproportionate
because the applicant company had always
had three different offices in Chisindu of which
ANRTI had always been aware. The change of
address had only occurred because the appli-
cant company’s headquarters had transferred
from one of those offices to another. The tax
authority had been informed promptly about
that change and thus the change of address
had not led to a failure to pay taxes or to a drop
in the quality of services provided by the ap-
plicant company. Moreover, ANRTI's decision
of 6 October 2003 had been adopted in breach
of procedure, because the applicant company
had not been invited to the meeting and ANRTI
had disregarded its own instructions given to
the applicant company on 3 October 2003.

On 25 November 2003 the Court of Appeal or-
dered a stay of the execution of ANRTI's deci-
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22.

23.

24.

sion of 6 October 2003. It also set 16 December
2003 as the date of the first hearing in the case.
Later, at the request of ANRTI, that date was
changed to 2 December 2003.

On 1 December 2003 the representative of
the applicant company lodged a request for
adjournment of the hearing of 2 December
on the ground that he was involved in a pre-
arranged hearing at another court on the same
date and at the same time.

On 2 December 2003 the Court of Appeal held
a hearing in the absence of the representative
of the applicant company and dismissed the
latter's action. The court considered, inter alia,
that since the applicant company had failed to
inform ANRTI about the change of address, the
provisions of section 3.5.7 of the ANRTI Regula-
tions were applicable.

The applicant company appealed against the
decision arguing, inter alia, that it had not been
given a chance to participate in the hearing
before the first-instance court. It submitted
that, according to the Code of Civil Procedure,
the court had the right to strike the case out
of the list of cases if it considered that the ap-
plicant had failed to appear without a plausible
justification, but not to examine the case in
its absence. It also submitted that by declar-
ing the licences invalid, ANRTI had breached
its own decision of 17 September 2003. It was
ANRTI's usual practice to request information
concerning changes of address and to sanc-
tion companies which did not comply by sus-
pending their licences. The applicant company
drew attention to two other decisions of that
kind dated 12 June 2003 and 17 July 2003. In
this case, however, the applicant company
had fully complied with ANRTI's decision of 17
September 2003 by submitting information
about the new address within the prescribed
time-limit. Notwithstanding, ANRTI had asked
for supplementary information on Friday 3 Oc-
tober 2003 and without waiting for it to be pro-
vided by the applicant company, had decided
to declare the licences invalid on Monday 6 Oc-
tober 2003.

The applicant company also argued that AN-
RTI's decision of 6 October 2003 had been
adopted in serious breach of procedure be-
cause the applicant company had not been
informed three days in advance about the
meeting of 6 October 2003 and had not been
invited to it.

Lastly, the applicant company argued that AN-

25.

26.

27.

28.

RTI's decision to declare its licences invalid was
discriminatory since the other ninety compa-
nies listed in ANRTI's decision of 17 September
2003 had not been subjected to such a severe
measure.

On 3 March 2004 the Supreme Court of Justice
dismissed the applicant company’s appeal and
found, inter alia, that it had been summoned
to the hearing of 2 December 2003 and that its
request for adjournment could not create an
obligation on the part of the Court of Appeal
to adjourn the hearing. Moreover, the deci-
sion of 6 October 2003 was legal since the ap-
plicant company admitted to having changed
its address, and according to section 3.5.7 of
the ANRTI Regulations a failure to request a
modification of an address in a licence led to its
invalidity. The Supreme Court did not refer to
the applicant company’s submissions about its
discriminatory treatment, ANRTI's usual prac-
tice of requesting information about changes
of address and ANRTI's breaching of its own
decision of 17 September 2003.

One of the members of the panel of the Su-
preme Court, Judge D. Visterniceanu, disa-
greed with the opinion of the majority and
wrote a dissenting opinion. He submitted, inter
alia, that the first-instance court had failed to
address all the submissions made by the ap-
plicant company and had illegally examined
the case in its absence. Moreover, only one
provision of the ANRTI Regulations had been
applied, whereas it was necessary to examine
the case in a broader light and to apply all the
relevant legislation. Finally, ANRTI's decision
of 6 October 2003 contravened its decision of
17 September 2003. Judge Visterniceanu con-
sidered that the Supreme Court should have
quashed the judgment of the first-instance
court and remitted the case for a fresh re-ex-
amination.

. The applicant company’s attempts to save

its business and the repercussions of the
invalidation of its licences

In the meantime, the applicant company has
transferred all of its contracts with clients to a
company which was part of the same group,
Megadat.com International, which had valid
licences. However, the State-owned monopoly
in telecommunications, Moldtelecom, refused
to sign contracts with the latter company and
made it impossible for it to continue working.

On 16 March 2004 ANRTI and Moldtelecom
informed the applicant company’s clients that
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29.

30.

30

32.

33

IL.

34.

on 17 March their internet connection would
be shut down and offered them internet ser-
vices from Moldtelecom without any connec-
tion charge.

On 17 March 2004 Moldtelecom carried out
the disconnection of the applicant company
and of Megadat.com International from the in-
ternet and all of their equipment on the Mold-
telecom premises was disconnected from the
power supply.

In July 2004 the licences of Megadat.com Inter-
national were withdrawn by ANRTI.

As a result of the above, the applicant com-
pany and Megadat.com International were
forced to close down the business and sell all
of their assets. One week later, the applicant
company’s chairman, Mr Eduard Musuc, was
arrested for peacefully demonstrating against
his company’s closure.

Following ANRTI's letter of 6 October 2003
(see paragraph 17 above) the Tax Authorities
imposed a fine on the applicant company for
having operated for eleven months without a
valid licence and the CFECC initiated an inves-
tigation as a result of which all the accounting
documents of the applicant company were
seized.

. International reactions

On 18 March 2004 the Embassies of the United
States of America, the United Kingdom, France,
Germany, Poland, Romania and Hungary, as
well as the Council of Europe, the IMF and
World Bank missions in Moldova issued a joint
declaration expressing concern over the events
surrounding the closure of the applicant com-
pany. The declaration stated, inter alia, the fol-
lowing: “Alleged contraventions of registration
procedures do not appear to justify a decision
to put a stop to the functioning of a commer-
cial company. ... We urge Moldtelecom and the
relevant authorities to reconsider this question.
This seems all the more important in view of
the commitment of the public authorities of
Moldova to European norms and values.”

RELEVANT DOMESTIC LAW AND
PRACTICE

Section 3.4 of the ANRTI Regulations provides
that in the event of non-compliance by a li-
cence beneficiary with the conditions set out
in the licence, the licence can be suspended
for a period of three months. When ANRTI finds

such non-compliance, it warns the licence
beneficiary and gives it a deadline for remedy-
ing the problem. If the problem is not rem-
edied within that period, ANRTI may suspend
the licence for a period of three months.

35. On 12 June 2003 ANRTI warned several com-
panies about their failure to pay regulatory fees
and/or to inform it about their changes of ad-
dress. The companies were given ten days to
remedy the breaches. Since some of them did
not comply, on 17 July 2003, ANRTI decided to
suspend their licences for three months.

36. The relevant provisions of the ANRTI Regula-
tions concerning modification of licences at
the time of the events were similar to the pro-
visions of section 15 of the Law on Licensing
and read as follows:

3.5.1 A licence should be modified when the
name of the beneficiary company or other
information contained in the licence has
changed;

3.5.2 When reasons for modifying a licence
become apparent, the beneficiary shall apply
to ANRTI for its modification within ten days;

3.5.7 A licence which has not been modified
within the prescribed time-limit is not valid.

37. On 9 October 2003 the following provision was
added to the Regulations:

3.8.6 Former beneficiaries, whose licences
were withdrawn... can re-apply for new licenc-
es only after a period of six months counted
from the day of withdrawal.

38. On 24 September 2004 section 3.5.7 of the
Regulations was amended in the following
way:

3.5.7 In the event that a licence was not modi-
fied within the prescribed time-limit, the Com-
mission has the right to apply administrative
sanctions or to withdraw the licence partially
or totally.

THE LAW

39. The applicant company argued that the invali-
dation of its licences had violated its right guar-
anteed under Article 1 of Protocol No. 1 to the
Convention, which provides:

“Every natural or legal person is entitled to the
peaceful enjoyment of his possessions. No one
shall be deprived of his possessions except in
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40.

41.

42.

IL

43.

the public interest and subject to the condi-
tions provided for by law and by the general
principles of international law.

The preceding provisions shall not, however,
in any way impair the right of a State to en-
force such laws as it deems necessary to con-
trol the use of property in accordance with the
general interest or to secure the payment of
taxes or other contributions or penalties.”

The applicant company further submitted that
it had been the victim of discrimination on ac-
count of the authorities’ decision to invalidate
its licences, since they had treated differently
ninety other companies which were in a similar
situation. It relied on Article 14 of the Conven-
tion, which provides:

“The enjoyment of the rights and freedoms
set forth in [the] Convention shall be secured
without discrimination on any ground such
as sex, race, colour, language, religion, politi-
cal or other opinion, national or social origin,
association with a national minority, property,
birth or other status.”

ADMISSIBILITY OF THE
COMPLAINTS

In its initial application, the applicant company
also submitted a complaint under Article 6 of
the Convention. However, in its observations
on admissibility and merits it asked the Court
not to proceed with the examination of this
complaint. The Court finds no reason to exam-
ineit.

At the same time, the Court considers that the
rest of the applicant company’s complaints
raise questions of fact and law which are suffi-
ciently serious that their determination should
depend on an examination of the merits, and
no other grounds for declaring them inad-
missible have been established. The Court
therefore declares this part of the application
admissible. In accordance with its decision to
apply Article 29 § 3 of the Convention (see
paragraph 4 above), the Court will immediately
consider the merits of these complaints.

ALLEGED VIOLATION OF ARTICLE
1 OF PROTOCOL NO. 1 TO THE
CONVENTION

The submissions of the parties

The applicant company argued that the licenc-

44,

45.

46.

47.

es for running its business constituted a pos-
session for the purposes of Article 1 of Protocol
No. 1 and that ANRTI's decision of 6 October
2003 amounted to an interference with its
right to property.

According to the applicant company, the
measure applied to it had not been lawful be-
cause ANRTI had breached its own decision of
17 September 2003. In particular, on 17 Sep-
tember 2003 ANRTI had decided to institute a
ten-day time-limit for the ninety-one compa-
nies concerned in order to allow them, inter
alia, to present information about the change
of their addresses. However, even though the
applicant company had complied with the
time-limit and presented all the necessary in-
formation, ANRTI had decided to disregard its
own decision and to invalidate its licences.

Referring to the general interest served by the
interference, the applicant company submit-
ted that it agreed that in general terms the
State was justified in its intention to secure
to its inhabitants rapid and efficient telecom-
munications services at a reasonable cost.
Therefore, the applicant company agreed that
it could be said that the interference served a
general interest.

In the applicant company’s opinion, the meas-
ure had not been proportionate to the alleg-
edly protected general interest. According
to it, the invalidation of the licences had had
extremely serious consequences which had
finally resulted in the closure of its business.
Moreover, the company had started to be per-
secuted by the Centre for Fighting Economic
Crime and Corruption and the tax authorities.
Due to the concerted efforts of the State au-
thorities and Moldtelecom, all the companies
from the Megadat.com group had been pre-
vented from taking over the business and all
of the clients were abusively taken from it by
Moldtelecom. As a result of that, the goodwill
and the value of the company had suffered se-
rious repercussions.

The applicant company accepted that it had
breached the regulations in so far as its obli-
gation to inform ANRTI within ten days of its
change of address was concerned. However,
that had been a very minor breach which had
not had any adverse consequences. In particu-
lar, the address had only been changed from
one of its offices to another and the Registra-
tion Chamber and the Tax Authorities had
been informed immediately. Accordingly, such
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48.

49.

50.

51

52.

53.

a minor technical breach could not justify a
sanction of such severity.

The fact that the sanction was disproportionate
was also proved by the subsequent amend-
ment of section 3.5.7 of the ANRTI regulations
(see paragraph 38 above) which took place
one year after the invalidation of the applicant
company'’s licences.

Moreover, the authorities had done everything
they could in order to prevent the applicant
company from obtaining new licences. In par-
ticular, they had modified the ANRTI Regula-
tions so that it would not be able to apply for
new licences sooner than after six months (see
paragraph 37 above).

In reply to the Government's submission that
it was open to it to apply for a new licence
(see paragraph 58 below), the applicant sent
the Court minutes of the ANRTI meetings, ac-
cording to which company S!'s licence to run
an internet café had been invalidated on 8
December 2003 and its application for a new
licence had been rejected by ANRTI on 26 De-
cember 2003 on the basis of section 3.8.6 of the
Regulations. It was only on 8 June 2004 that
company S.s application for a new licence had
been upheld.

In the light of the above, the applicant com-
pany expressed the view that the conduct of
the authorities showed that they had not been
motivated by any genuine policy considera-
tions.

In its submissions concerning the alleged viola-
tion of Article 14, the applicant company also
pointed to the fact that none of the ninety-one
companies which had been warned by AN-
RTI on 24 September 2003 were treated in the
same way.

The applicant disputed the Government's sub-
mission that its situation was different from
that of the other ninety companies (see para-
graph 59 below) and argued that while ANRTI
did not specify in the minutes of its meetings
the precise irregularities committed by each
company in the list of ninety-one companies, it
was clear that at least two of those companies
had their licences suspended on 21 October
2003 on account of their failure to present in-
formation about the change of their addresses.
The applicant sent the Court a copy of a docu-
ment originating from ANRTI which supported
the above submission and the authenticity of
which had not been contested by the Govern-

54.

55.

56.

ment.

Referring to the Government’s submissions
concerning companies A. N. and S. (see para-
graph 60 below), the applicant company disa-
greed, and, relying on official documents from
ANRTI, argued that while being part of the
group of ninety-one companies, contrary to its
own situation company A. had not complied
with ANRTI's warning. Nevertheless, its licence
had been invalidated on the basis of section
3.5.7 of the ANRTI regulations only on 13 Au-
gust 2004.

As to company N. the applicant submitted that
its licence had been suspended along with
those of fifty-nine other companies on 21 Oc-
tober 2003 (see paragraph 19 above) for failure
to comply with ANRTI's warning. The three-
month suspension had been lifted on 25 May
2004.

Referring to company S., the applicant com-
pany argued that it had not been in a similar
situation to them either. In the first place, it had
not been on the list of ninety-one companies
warned by ANRTI. Secondly, the Government
had not submitted any information to show
whether it had been warned in the same man-
ner as Megadat.com and whether it had been
given a ten-day time limit with which it had
complied. Moreover, company S. had been
running an internet café, which was not com-
parable to the business run by the applicant
company.

The Government did not dispute the fact that
the licences constituted a possession within
the meaning of Article 1 of Protocol No. 1. Nor
did they expressly disagree with the applicant
concerning the existence of an interference
with its right to property. However, they ex-
pressed the view that nobody had withdrawn
the applicant’s licences; rather the licences
had become invalid by the effect of the law a
long time before 6 October 2003. According to
them, the licences would have become invalid
without ANRTI's involvement, at the moment
when the ten-day time limit provided for by
section 3.5.2 of the Regulations had expired,
that is, some ten or eleven months before the
decision of 6 October 2003.At the same time,
the Government argued that ANRTI had drawn
the applicant company’s attention to this ir-
regularity and asked it to remedy it by letters of
11 July 2003 and 22 August 2003. They did not
submit, however, copies of those letters.

The Government argued that the measure had
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60.

61.

been in accordance with section 3.5.7 of the
ANRTI Regulations, which stated in very clear
terms that failure to apply for modification of
the address in a licence within ten days of the
date of such modification gave rise to the in-
validation of the licence.

They further argued that the company had
been providing internet services to a large
number of users and that its clients had to en-
joy a good quality service. The lack of provision
of adequate and timely information to clients
gave reason to suspect the existence of illegal
acts. Section 3.5.7 of the ANRTI Regulations was
designed in the general interest to contribute
to the reduction and elimination of violations
of the law by companies operating in the field
of internet services. The measure applied by
ANRTI was in the general interest because
ANRTI had to know where to contact the ap-
plicant company if a client lodged a complaint
against it.

The Government argued that it was open to
the applicant company to apply for a new li-
cence. According to them the new section
3.8.6 only referred to situations where a licence
had been withdrawn but not invalidated. They
submitted the example of company S., which,
according to them, being in exactly the same
situation as the applicant company, had ob-
tained a new licence within one month.

According to the Government, the situation
of the applicant company had been different
from that of the other ninety companies which
had been warned by ANRTI on 24 September
2003. According to the Government, the other
companies had been warned on account of
other irregularities, namely failure to present to
ANRTI annual reports and failure to pay regula-
tory taxes.

In support of their submission that the ap-
plicant company had not been discriminated
against, the Government relied on the example
of companies A, N. and S., which, according to
them, were in a similar situation, and whose li-
cences had also been invalidated by ANRTI.

The Government invoked for the first time be-
fore the Court new reasons to explain why the
applicant company’s licence had been invali-
dated. In particular, they argued that one of the
reasons for the invalidation was the fact that
the applicant company had failed to inform
ANRTIin due time why it had changed its name

—_

62.

63.

N

64.

by adding the letters .M. in front of it.

The Court’s assessment

. Whether the applicant company had

“possessions” for the purpose of Article 1 of
Protocol No. 1 to the Convention

It is undisputed between the parties that the
applicant company'’s licences constituted a
possession for the purposes of Article 1 of Pro-
tocol No. 1 to the Convention.

The Court notes that, according to its case-law,
the termination of a licence to run a business
amounts to an interference with the right to
the peaceful enjoyment of possessions guar-
anteed by Article 1 of Protocol No. 1 to the
Convention (see Tre Traktérer AB v. Sweden,
judgment of 7 July 1989, Series A no. 159, §
53, and Bimer S.A. v. Moldova, no. 15084/03,
§ 49, 10 July 2007). The Court must therefore
determine whether the measure applied to the
applicant company by ANRTI amounted to an
interference with its property rights.

Whether there has been an interference
with the applicant company’s possessions
and determination of the relevant rule
under Article 1 of Protocol No. 1

The Government did not expressly argue that
there was no interference with the applicant
company’s possessions; however, they submit-
ted that ANRTI's decision was a mere finding
of a fact which had come into existence long
before and emphasised the distinction be-
tween withdrawal and invalidation of licences
(see paragraph 55 above). Insofar as these
submissions are to be interpreted as meaning
that ANRTI's decision of 6 October 2003 did
not interfere with the possessions of the ap-
plicant company for the purposes of Article 1
of Protocol No. 1, the Court is unable to accept
this view. The Court notes in the first place that
before 6 October 2003 the applicant company
had been operating unhindered. Moreover, it
is clear from the parties’ submissions that AN-
RTI was well aware long before 6 October 2003
of the applicant company’s failure to request
a modification of the address in the text of its
licences. ANRTI was informed by the applicant
company about the change of address in May
2003 (see paragraph 10 above) and the latter
even requested a new licence with the new
address in it. For unknown reasons, ANRTI did
not consider it necessary to invalidate the ap-
plicant company’s existing licences at that time
and even issued it with a new one. Moreover,
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65.

66.

67.

the Government implicitly admitted that ANRTI
was well aware of the situation by submitting
that in July 2003 it had drawn the applicant
company’s attention to the irregularity and
urged it to remedy it (see paragraph 55 above).
In such circumstances, the Court cannot but
note that ANRTI's decision of 6 October 2003
had the immediate and intended effect of pre-
venting the applicant company from continu-
ing to operate its business and of terminating
its existing licences. The fact that the domes-
tic authorities decided to attribute retroactive
effect to ANRTI's decision of 6 October 2003
does not change that. Accordingly, the Court
considers that ANRTI's decision of 6 October
2003 had an effect identical to a termination of
valid licences and thus constituted an interfer-
ence with the applicant company's right to the
peaceful enjoyment of its possessions for the
purposes of Article 1 of Protocol No. 1 to the
Convention.

Although the applicant company could not
carry on its business, it retained economic
rights in the form of its premises and its prop-
erty assets. In these circumstances, as in the
Bimer case, the termination of the licences is to
be seen not as a deprivation of possessions for
the purposes of the second sentence of Article
1 of Protocol No. 1 but as a measure of control
of use of property which falls to be examined
under the second paragraph of that Article.

In order to comply with the requirements of
the second paragraph, it must be shown that
the measure constituting the control of use
was lawful, that it was “in accordance with
the general interest”, and that there existed
a reasonable relationship of proportionality
between the means employed and the aim
sought to be realised (see Bimer, cited above,
§ 52).

. Lawfulness and aim of the interference

In so far as the lawfulness of the measure is
concerned, the Court notes that this issue is
disputed between the parties. While appar-
ently agreeing that section 3.5.7 of the ANRTI
Regulations was accessible and foreseeable,
the applicant argued that the measure had
been contrary to ANRTI's decision of 17 Sep-
tember 2003, by which it had been given a ten-
day time-limit to remedy the situation. In the
Court's view, this is a factor which is relevant
to the assessment of the proportionality of the
measure. Therefore, it will leave the question of
lawfulness open and focus on the proportion-

4,

68.

69.

ality of the measure.

As regards the legitimate aim served by the
interference, in the light of the findings below,
the Court has doubts as to whether the meas-
ures taken against the applicant company by
the Moldovan authorities pursued any public
interest aim. However, for the purposes of the
present case, the Court will leave this ques-
tion open too and will proceed to examine the
question of proportionality.

Proportionality of the interference

The Court will consider at the outset the nature
and the seriousness of the breach committed
by the applicant company. Without underesti-
mating the importance of State control in the
field of internet communications, the Court
cannot but note that the Government were
only able to cite theoretical and abstract nega-
tive consequences of the applicant company's
failure to comply with the procedural require-
ment. They could not indicate any concrete
detriment caused by the applicant compa-
ny's omission to have its address modified in
the text of its licences. Indeed, it is common
ground that ANRTI was well aware of the appli-
cant company’s change of address and it had
no difficulty in contacting Megadat.com on
24 September 2003 (see paragraph 12 above).
Moreover, it is similarly undisputed that the ap-
plicant company kept its old address and any
attempt to contact it at that address would
have certainly been successful. Immediately
after changing address, the applicant com-
pany informed the State Registration Cham-
ber and the Tax Authorities (see paragraph 9
above). Accordingly, the company could not
be suspected of any intention to evade taxa-
tion in connection with its failure to notify its
change of address to ANRTI. Nor had it been
shown that any of the company’s clients had
problems in contacting the company due to
the change of address. It is also important to
note that the applicant company did in fact in-
form ANRTI about its change of address in May
2003 and even requested a third licence using
its new address. For reasons which ANRTI did
not spell out at the time, the new licence was
issued with the old address on it.

Against this background, the Court notes that
the measure applied to the applicant company
was of such severity that the company, which
used to be the largest in Moldova in the field
of internet communications, had to wind up its
business and sell all of its assets within months.
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71.

72.

73.

Not only did the measure have consequences
for the future, but it was also applied retrospec-
tively, thus prompting sanctions and investiga-
tions by various State authorities, such as the
Tax Authorities and the Centre for Fighting
Economic Crime and Corruption (see para-
graph 32 above).

The Court must also have regard to the con-
duct of ANRTI in its dealings with the applicant
company. It notes in this connection that the
applicant company had operated at all times,
notwithstanding the technical flaw in its licenc-
es, with the acquiescence of ANRTI. It recalls
that ANRTI had been apprised of the change of
address in May 2003, at the time of the appli-
cant company's application for a third licence.
Without giving reasons, ANRTI failed to take
note of the change of address and issued the
applicant company with a new licence indicat-
ing the old address in it. Had ANRTI considered
that the defect in the licence was a matter of
public concern, it could have intervened at that
stage. However, it failed to do so.

The Court further notes that in ANRTI's letter
of 17 September 2003 the applicant company
was clearly led to believe that it could continue
to operate provided it complied with the in-
structions contained therein within ten days. In
these circumstances it can only be concluded
that the applicant company, by submitting an
application for the amendment of its licences
within the time-limit, could reasonably expect
that it would not incur any prejudice. Despite
the encouragement given by it to the appli-
cant company, ANRTI invalidated its licences
on 6 October 2003 (see, mutatis mutandis, Pine
Valley Developments Ltd and Others v. Ireland,
judgment of 29 November 1991, Series A no.
222, § 51 and Stretch v. the United Kingdom,
no.44277/98 44277/98, § 34,24 June 2003).

The Court recalls in this connection that where
an issue in the general interest is at stake it is
incumbent on the public authorities to act in
good time, in an appropriate manner and with
utmost consistency (see Beyeler v. Italy [GC],
no. 33202/96 33202/96, § 120, ECHR 2000-). It
cannot be said that the conduct of ANRTI com-
plied with these principles.

The Court has also given due consideration to
the procedural safeguards available to the ap-
plicant company to defend its interests. It notes
in the first place that the applicant company
was not given an opportunity to appear and
explain its position before ANRTI. Procedural

74.

75.

76.

safeguards also appear to have failed at the
stage of the court proceedings. While the case
was not one which required special expedien-
cy under the domestic law, the Court of Appeal
appears to have acted with particular diligence
in that respect. After setting the date of the
first hearing, the Court of Appeal acceded to
ANRTI's request to speed up the proceedings
and advanced the hearing by two weeks (see
paragraph 21 above). Not only did the Court of
Appeal decide the case in the applicant com-
pany's absence, but it failed to provide reasons
for dismissing the latter’s request for adjourn-
ment. The Court recalls in this connection that
the matter to be examined by the Court of
Appeal affected the applicant company’s eco-
nomic survival (see paragraph 69 above).

Moreover, the domestic courts did not give due
consideration to some of the major arguments
raised by the applicant company in its defence,
such as the lack of procedural safeguards be-
fore the ANRTI and the alleged discriminatory
treatment. The examination carried out by the
courts appears to have been very formalistic
and limited to ascertaining whether the ap-
plicant company had failed to inform ANRTI
about the change of its address. No balancing
exercise appears to have been carried out be-
tween the general issue at stake and the sanc-
tion applied to the applicant company.

The Court further notes the applicant compa-
ny's allegation that it was the only one from the
list of ninety-one companies to which such a
severe measure was applied. The Government
disputed this allegation and made two conflict-
ing submissions. Firstly, they argued that the
other ninety companies concerned had com-
mitted other, less serious irregularities, such
as, inter alia, failure to present to ANRTI annual
reports (see paragraph 59 above). Secondly,
they argued that at least three other compa-
nies were in a similar position and were treated
in a similar manner to the applicant company.

Having examined both submissions made
by the Government, the Court cannot accept
them. As regards the first one, it finds it incon-
sistent with the minutes of ANRTI's meeting of
17 September 2003, in which it was clearly stat-
ed that the companies concerned had failed to
pay a yearly regulatory fee and/or to present
information about changes of address within
the prescribed time-limits (see paragraph 11
above). The minutes do not contain reference
to irregularities such as failure to present an-
nual reports. Moreover, this submission was
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77.

78.

79.

IIL

80.

made for the first time by the Government in
the proceedings before the Court, and must
therefore be treated with caution especially
in the absence of any form of substantiation
(see, mutatis mutandis, Sarban v. Moldova, no.
3456/05, § 82, 4 October 2005). No such sub-
missions appear to have been made by ANRTI
during the domestic proceedings despite the
applicant company’s clear and explicit conten-
tion about alleged discriminatory treatment
(see paragraph 24 above). Regrettably, the
Supreme Court of Justice disregarded the ap-
plicant company’s complaints about discrimi-
nation, apparently treating them as irrelevant.

As regards the Government's second submis-
sion, the Court has examined the parties’ state-
ments (see paragraphs 54 and 60 above) and
the evidence adduced by them, and finds that
the Government have failed to show that there
were other companies in an analogous situa-
tion which were treated in the same manner as
the applicant company.

The Court also notes that the above findings
do not appear to be inconsistent with the
previous practice of ANRTI as it appears from
the minutes of its meetings of 12 June and 17
July 2003, when several companies had their
licences suspended for failure to comply with
section 3.5.2 of its Regulations (see paragraph
35 above). The Government did not contest
the existence of such a practice.

The arbitrariness of the proceedings, the dis-
criminatory treatment of the applicant com-
pany and the disproportionately harsh meas-
ure applied to it lead the Court to conclude
that it has not been shown that the authorities
followed any genuine and consistent policy
considerations when invalidating the appli-
cant company’s licences. Notwithstanding the
margin of appreciation afforded to the State, a
fair balance was not preserved in the present
case and the applicant company was required
to bear an individual and excessive burden, in
violation of Article 1 of Protocol No. 1.

ALLEGED VIOLATION OF ARTICLE
14 OF THE CONVENTION TAKEN
IN CONJUNCTION WITH ARTICLE
1 OF PROTOCOL NO. 1 TO THE
CONVENTION

The applicant company also complained that
by invalidating its licences the authorities had

subjected it to discrimination in comparison to
other companies in an analogous situation. As
this complaint relates to the same matters as
those considered under Article 1 of Protocol
No. 1, the Court does not consider it necessary
to examine it separately.

IV. APPLICATION OF ARTICLE 41 OF
THE CONVENTION

81. Article 41 of the Convention provides:

“If the Court finds that there has been a
violation of the Convention or the Protocols
thereto, and if the internal law of the High
Contracting Party concerned allows only par-
tial reparation to be made, the Court shall, if
necessary, afford just satisfaction to the in-
jured party.”

82. The applicant company submitted that since
its documents were seized by the Centre for
Fighting Economic Crime and Corruption, it
was unable to present any observations con-
cerning the pecuniary damage sustained. Ac-
cordingly, it asked the Court to reserve the
question of just satisfaction.

83. The Court considers that the question of the
application of Article 41 is not ready for deci-
sion. The question must accordingly be re-
served and the further procedure fixed with
due regard to the possibility of agreement be-
ing reached between the Moldovan Govern-
ment and the applicant.

FOR THESE REASONS, THE COURT
UNANIMOUSLY
1. Declares the application admissible;

2. Holds that there has been a violation of Article
1 of Protocol No. 1 to the Convention;
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3. Holds thatitis not necessary to examine sepa-
rately the applicant’s complaint under Article
14 of the Convention taken in conjunction
with Article 1 of Protocol No. 1;

Holds

(a) that the question of the application of
Article 41 of the Convention is not ready
for decision;
accordingly,

B

(b) reserves the said question;

(c) invites the Moldovan Government and the
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applicant company to submit, within the
forthcoming three months, their written
observations on the matter and, in partic-
ular, to notify the Court of any agreement
they may reach;

(d) reserves the further procedure and del-
egates to the President of the Chamber
power to fix the same if need be.

Done in English and notified in writing on 8 April
2008, pursuant to Rule 77 § § 2 and 3 of the Rules
of Court.

Lawrence Early, Registrar
Nicolas Bratza, President
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v LITHUANIA

(Application no. 74420/01)
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CASE OF RAMANAUSKAS V LITHUANIA

INVESTIGATION, INCITEMENT TO CRIME, SPECIAL INVES-
TIGATIVE TECHNIQUES, FAIR TRIAL, UNDERCOVER

IN THE CASE OF RAMANAUSKAS V. LITHUANIA,

The European Court of Human Rights, sitting as a
Grand Chamber composed of:

Nicolas Bratza, President,

Jean-Paul Costa, appointed to sit in respect of
Lithuania,

Christos Rozakis,

Bostjan M. Zupancic,

Peer Lorenzen,

Francoise Tulkens,

Ireneu Cabral Barreto,

Riza Tiirmen,

Corneliu Birsan,

Andrés Baka,

Mindia Ugrekhelidze,

Antonella Mularoni,

Stanislav Pavlovschi,

Elisabet Fura-Sandstrom,

Khanlar Hajiyev,

Dean Spielmann,

Renate Jaeger, judges,

and Michael O'Boyle, Deputy Registrar,

Having deliberated in private on 28 March and 12
December 2007,

Delivers the following judgment, which was adopt-
ed on the last-mentioned date:

PROCEDURE

1. The case originated in an application (no.
74420/01 ) against the Republic of Lithuania
lodged with the Court under Article 34 of the
Convention for the Protection of Human
Rights and Fundamental Freedoms (“the Con-
vention”) by a Lithuanian national, Mr Kestas
Ramanauskas (“the applicant”), on 17 August
2001.

2. The applicant, who was granted legal aid, was
represented by Mr R. Girdziusas, a lawyer prac-
tising in Kaunas. The Lithuanian Government
(“the Government”) were represented by their

Agent, Ms E. Baltutyte.

3. Theapplicant alleged, in particular, that he had
been the victim of entrapment and that he had
been denied the opportunity to examine a key
witness in criminal proceedings against him.

4. The application was allocated to the Second
Section of the Court (Rule 52 § 1 of the Rules
of Court). Danuté Jociené, the judge elected
in respect of Lithuania, withdrew from sitting
in the case (Rule 28). The Government accord-
ingly appointed Jean-Paul Costa, the judge
elected in respect of France, to sit in her place
(Article 27 § 2 of the Convention and Rule 29
§1).

5. On 26 April 2005 the application was declared
partly admissible by a Chamber of the Second
Section composed of the following judges: An-
drds Baka, Jean-Paul Costa, Riza Turmen, Karel
Jungwiert, Mindia Ugrekhelidze, Antonella
Mularoni, Elisabet Fura-Sandstrom, and also
Stanley Naismith, Deputy Section Registrar. On
19 September 2006 the Chamber relinquished
jurisdiction in favour of the Grand Chamber,
neither of the parties having objected to relin-
quishment (Article 30 of the Convention and
Rule 72).

6. The composition of the Grand Chamber was
determined in accordance with the provisions
of Article 27 § § 2 and 3 of the Convention
and Rule 24.

7. The applicant and the Government each filed
written observations on the merits.

8. A hearing took place in public in the Human
Rights Building, Strasbourg, on 28 March 2007
(Rule 59 § 3).

There appeared before the Court:
(a) for the Government

Ms E. Baltutyté, Agent,
Ms S. Balcianiené, Adviser,

(b) for the applicant

Ms A. Vosyliaté, Counsel,
Mr K. Ramanauskas, Applicant.

The Court heard addresses by Ms Baltutyté and Ms
Vosyliate.



CASE OF RAMANAUSKAS V LITHUANIA

183

THE FACTS

L

THE CIRCUMSTANCES OF THE
CASE

The applicant, Mr Kestas Ramanauskas, is a
Lithuanian national who was born in 1966 and
lives in Kaisiadorys.

. He formerly worked as a prosecutor in the

Kaisiadorys region.

. The applicant submitted that in late 1998 and

early 1999 he had been approached by AZ, a
person previously unknown to him, through
VS, a private acquaintance. AZ had asked him
to secure the acquittal of a third person and
had offered him a bribe of 3,000 United States
dollars (USD) in return. The applicant had ini-
tially refused but had later agreed after AZ had
reiterated the offer a number of times.

. The Government submitted that VS and AZ

had approached the applicant and negotiated
the bribe with him on their own private initia-
tive, without having first informed the authori-
ties. They alleged that AZ had suspected the
applicant of having accepted bribes in the past.

. On an unspecified date AZ, who was in fact an

officer of a special anti-corruption police unit of
the Ministry of the Interior (Specialiyjy tyrimy
tarnyba - “the STT"), informed his employers
that the applicant had agreed to accept a bribe.

. On 26 January 1999 the STT applied to the

Deputy Prosecutor General, requesting author-
isation to use a criminal conduct simulation
model (“the model” - see paragraph 32 below).
The request stated:

“Senior Commissar [GM], Head of the Opera-
tional Activities Division of the [STT], having
had access to information concerning [the
applicant's] criminal conduct, has established
that [the applicant] takes bribes since he has
agreed to assist a defendant, [MN], in return
for payment.

In implementing the criminal conduct simu-
lation model, which is intended to establish,
record and put an end to [the applicant's]
unlawful acts, an STT official [AZ] would hand
over 12,000 litai, in foreign currency if re-
quired.

Implementation of [the model] would require
[AZ] to simulate criminal acts punishable un-
der Articles 284 and 329 of the [Criminal Code].

15.

16.

18.

19.

20.

With reference to section 11 of the Operation-
al Activities Act .., the undersigned requests
the Deputy Prosecutor General to authorise
the criminal conduct simulation model for a
period of one year.

This request is based on the information ob-
tained during the preliminary inquiry.”

On 26 January 1999 the STT sent a letter to
the Deputy Prosecutor General outlining the
model as follows:

“[STT] officials have collected operational in-
formation attesting that [the applicant] takes
bribes.

In implementing the criminal conduct simu-
lation model, which is intended to establish,
record and put an end to [the applicant's] un-
lawful acts, an STT official [AZ] would simulate
the offences of offering a bribe and breaching
currency and securities regulations.

In view of the above, and in accordance with
section 11 of the Operational Activities Act, |
hereby request you to authorise the criminal
conduct simulation model and thus to exempt
[AZ] from criminal responsibility for the of-
fences under Articles 284 and 329 of the [Crim-
inal Code] which are intended to be simulated.

[The model] would be implemented by STT
officials on the basis of a separate operational
action plan.

Implementation of [the model] would be fi-
nanced by STT resources.”

On 27 January 1999 the Deputy Prosecutor
General gave the required authorisation by
countersigning and placing his official seal on
the letter in question. This document consti-
tuted the final version of the model.

. On 28 January 1999 the applicant accepted

UsD 1,500 from AZ.

On 11 February 1999 AZ gave the applicant a
further USD 1,000.

On the same date the Prosecutor General in-
stituted a criminal investigation in respect of
the applicant for accepting a bribe, an offence
punishable under Article 282 of the Criminal
Code in force at that time.

On 17 March 1999 the Prosecutor General
dismissed the applicant from his post as a
prosecutor on grounds relating to corruption.
Referring to the relevant provisions of the Pros-
ecuting Authorities Act, the Prosecutor General
stated that the applicant had been dismissed
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22.

23.

24.

25.

for a disciplinary offence and activities discred-
iting the prosecuting authorities.

On an unspecified date the pre-trial investiga-
tion was concluded and the case was referred
to the Kaunas Regional Court. During the trial
the applicant pleaded guilty but alleged that
he had succumbed to undue pressure from AZ
in committing the offence.

On 18 July 2000 the Deputy Prosecutor Gen-
eral authorised a judge of the Kaunas Regional
Court to disclose the details of how the model
had been implemented “provided that this
[did] not harm the interests” of the individuals
and authorities involved in the operation.

On 29 August 2000 the Kaunas Regional Court
convicted the applicant of accepting a bribe of
USD 2,500 from AZ, in breach of Article 282 of
the Criminal Code then in force, and sentenced
him to 19 months and six days' imprisonment.
The court also ordered the confiscation of
his property in the amount of 625 Lithuanian
litai (LTL). It found it established, firstly, that
AZ had given the applicant the bribe during
their meetings on 28 January and 11 February
1999, in return for a promise that the applicant
would intervene favourably in a criminal case
against a third person and, secondly, that AZ
had entered into contact and negotiated with
the applicant through VS.

The court's conclusions were mainly based on
the evidence given by AZ and on secret record-
ings of his conversations with the applicant.
The court had also examined AP, a prosecutor
working in the same regional office as the ap-
plicant, whose evidence had not gone beyond
confirmation that the applicant had dealt with
the criminal case against the third person (MN)
indicated by AZ. VS was not summoned to give
evidence at the trial as his place of residence
was unknown, but a statement by him, which
had been recorded by the pre-trial investiga-
tors, was read out in court. However, the Kau-
nas Regional Court did not take it into account
in determining the applicant's guilt. The court's
judgment did not contain any discussion of
the authorisation and implementation of the
model.

On 26 October 2000 the Court of Appeal up-
held the judgment on an appeal by the ap-
plicant, finding that there had been no incite-
ment and that the authorities had not put any
active pressure on the applicant to commit the
offence.

26.

27.

On 23 November 2000 the applicant lodged
a cassation appeal. Relying in particular on
the Constitutional Court's decision of 8 May
2000 (see paragraph 34 below), he argued that
there were no statutory provisions allowing
the authorities to incite or provoke a person
to commit an offence. In that connection, he
submitted that on several occasions he had
unsuccessfully requested the first-instance and
appeal courts to consider the influence exerted
by AZ and VS on his predisposition to commit
the offence. He further complained that the
lower courts had not taken into account the
fact that AZ was a police officer and not a pri-
vate individual. He argued that AZ had incited
him to accept the bribe. Furthermore, he stat-
ed that the authorities had had no valid reason
to initiate an undercover operation in his case
and that they had overstepped the limits of
their ordinary investigative powers by inducing
him to commit an offence. He also submitted
that VS had not been examined during the trial.

On 27 February 2001 the Supreme Court dis-
missed the applicant's cassation appeal in a de-
cision which included the following passages:

“There is no evidence in the case file that [the
applicant's] free will was denied or otherwise
constrained in such a way that he could not
avoid acting illegally. [AZ] neither ordered [the
applicant] to intervene in favour of the person
offering the bribe, nor did he threaten him.
He asked him orally for help in securing the
discontinuation of proceedings [against the
third person] ... K. Ramanauskas understood
that the request was unlawful ... [and] the Re-
gional Court was therefore correct in finding
him guilty ...

[The applicant] contests the lawfulness of
[the model] .., stating that the case discloses
a manifest example of incitement (kurstymas)
by the officers of the special services to accept
the bribe ... [He submits that, by law], authori-
sation to simulate a criminal act cannot be
given in the absence of evidence of the prepa-
ration or commission of an offence. Therefore,
in his view, such a procedure cannot pursue
the aim of inciting a person or persons to
commit a crime. If the model were used for
that purpose, it would be unlawful [and] the
information thereby obtained could not be
admitted in evidence ... [The] model cannot be
authorised and implemented unless a person
has planned or started to commit an offence,
evidence of which should be submitted to a
prosecutor ... It appears from the case file that
[the authorities] were contacted by [VS] and
[AZ] after [their initial] meetings with K. Ra-
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manauskas, during which he had agreed in
principle that he would perform the requested
actions for USD 3,000 ... Accordingly, in author-
ising the use of the model, [the authorities]
merely joined a criminal act which was already
in progress.

The case file contains no evidence that [VS]
is an employee of the special services ... [AZ]
works at the STT as a police driver ... but this
does not mean that he is prohibited from
acting in a private capacity. There is no evi-
dence that [VS] and [AZ] negotiated with K.
Ramanauskas on police instructions. It has,
however, been established that [VS] and [AZ]
handed money to him on the police's orders.

The court considers that provocation (pro-
vokacija) to commit a crime is similar but
not equivalent to incitement (kurstymas) ...
Provocation is a form of incitement consisting
in encouraging a person to commit an offence
... entailing his criminal responsibility so that
he can then be prosecuted on that account.
While such conduct is morally reprehensible,
the term 'provocation' is not used either in
criminal or procedural law or in the Operation-
al Activities Act of 22 May 1997 ... From a legal
standpoint, provocation does not constitute a
factor exempting from criminal responsibility
a person who has thereby been induced to
commit an offence ...

Since the case file contains contradictory evi-
dence as to the conduct of [VS] and [AZ] be-
fore the criminal conduct simulation model
was authorised, it is difficult to establish who
was the instigator (iniciatorius) of giving and
accepting the bribe, or, in other words, who
incited whom to give or accept the bribe. [VS]
... stated that, after he had contacted K. Ra-
manauskas to ask him to intervene in secur-
ing the discontinuation of the criminal case
[against the third person], K. Ramanauskas
had been the first to say that he could settle
the matter for USD 3,000. For his part, [AZ] ...
stated that K. Ramanauskas had said that the
discontinuation of the case would cost USD
3,000. In his testimony K. Ramanauskas al-
leged that [VS] had asked him if USD 3,000
would be enough to ensure that the case was
discontinued. In these circumstances, it can-

apply to K. Ramanauskas in order to have the
case [against the third person] discontinued
came from [AZ].

However, the court considers that the answer
to the question whether a person has actu-
ally induced (palenké) or otherwise incited
(sukursté) another to offer or accept a bribe is
of no consequence as far as the legal classifica-
tion of [the applicant's] conduct is concerned.
Incitement (kurstymas) to commit an offence
is one of the various forms of complicity. Un-
der the branch of criminal law dealing with
complicity, incitement is a form of conspiracy.
A person who commits an offence after having
being incited to do so incurs the same criminal
responsibility as a person who acts of his own
volition ... Even assuming that K. Ramanauskas
was incited by [VS] and [AZ] to accept a bribe,
it must be emphasised that the incitement
took the form of an offer, and not of threats
or blackmail. He was therefore able to decline
(and ought to have declined) the illegal offer ...
It follows from the testimony of K. Ramanaus-
kas that he understood the nature of the acts
he was being asked to carry out, and accepted
[the bribe] of his own free will ...

At the same time it must be noted that it is a
specific feature of bribery as an offence that
one side is necessarily the instigator (kursty-
tojas) of the offence. A State official soliciting
a bribe is an instigator within the meaning of
Article 284 [of the Criminal Code then in force
- 'the CC' in that he incites (kursto) another
to pay him a bribe, in breach of that Article.
[A person] offering a bribe to a State official is
necessarily an instigator within the meaning
of Article 282 of the CC since, by making the
offer, he incites the official to accept a bribe,
that is, to commit the offence provided for in
that Article ... Both the person giving and the
person accepting a bribe exercise their free
will ... and may therefore choose between
possible forms of conduct. A person who in-
tentionally chooses the criminal option while
having the possibility of resisting the incite-
ment rightly incurs criminal responsibility, re-
gardless of the outside factors that may have
influenced his choice .."
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28. On 27 March 2001 the applicant began serv-
ing his prison sentence. He remained in prison
until 29 January 2002, when he was released
on licence.

not be said with any certainty who was the
instigator of the bribery, nor can it be inferred
that [VS] and [AZ] incited K. Ramanauskas to
accept the bribe. Furthermore, there is no rea-
son to conclude that [VS] and [AZ] provoked
the offence committed by K. Ramanauskas in 29. Furthermore, the prohibition on his working in
accepting the bribe. It can only be said un- the legal service was lifted in July 2002. In Janu-
equivocally that the initiative (iniciatyva) to ary 2003 his conviction was expunged.
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RELEVANT DOMESTIC LAW AND
PRACTICE

30. The Criminal Code applicable at the material

30

time punished the acts of accepting a bribe
(Article 282), offering a bribe (Article 284) and
breaching currency and securities regulations
(Article 329).

Article 18 of the Criminal Code in force at the
time and Article 24 of the present Criminal
Code (in force since 1 May 2003) provide that
incitement is one of the possible forms of com-
plicity in an offence and is punishable along-
side other forms of assistance (aiding and abet-
ting, organising, executing) in the commission
of an offence. These provisions define an in-
stigator (kurstytojas) as a person who induces
(palenké) another to commit an offence. The
term kurstymas (which can also be translated
as “incitement” or “instigation”) is normally
used in domestic legal doctrine to define the
notion of complicity.

32. The Operational Activities Act (Operatyvinés

veiklos jstatymas) was enacted in 1997 and
remained in force until 27 June 2002. Section
2(12) of the Act defined a “criminal conduct
simulation model” (Nusikalstamos veikos imi-
tacijos elgesio modelis) as a set of actions en-
tailing the elements of an offence, authorised
with a view to protecting the best interests of
the State, society or the individual.

Section 4(2) of the Act authorised the initiation
of “operational activities” within the meaning
of the Act where:

(a) the authorities did not know the identity of
an individual who was preparing to commit
or had committed a serious offence;

(b) the authorities had obtained “verified pre-
liminary information” about a criminal act;

(c) the authorities had obtained “verified pre-
liminary information” about a person's
membership of a criminal organisation;

(d) the authorities suspected activities by for-
eign secret services; or

(e) an accused, defendant or convicted person
had absconded.

Section 7(2)(3) of the Act provided that the au-
thorities could have recourse to a model only
in one of the above scenarios, and then only on
condition that the requirements of sections 10
and 11 of the Act were satisfied.

33.

Sections 10 and 11 of the Act empowered the
Prosecutor General or his deputy to authorise
the use of a criminal conduct simulation model
on an application by the police or the investi-
gative authorities. The application for authori-
sation had to include, among other things, a
reference to the limits of the conduct intended
to be simulated (that is, the legal characterisa-
tion under a specific provision of the Criminal
Code of the actions to be taken) and the pur-
pose of the operation, including its interim and
ultimate aims.

Section 8(1)(3) of the Act required the authori-
ties to protect persons from active pressure to
commit an offence against their own will.

Section 13(3) of the Act afforded the right to
contest the lawfulness of evidence obtained by
means of special techniques.

In the proceedings which gave rise to the case
of Pacevicius and Bagdonas v. Lithuania (no.
57190/00, struck out of the Court's list of cases
on 23 October 2003), the Court of Appeal gave
judgment on 29 April 1999, holding, inter alia:

“Section 2 of the Operational Activities Act de-
fines [the criminal conduct simulation model]
as a set of actions entailing the elements of an
offence, authorised with a view to protecting
the best interests of the State, society or the
individual. ... The model may be authorised
only for operations by [the police] and does
not apply to individuals who commit offences.

The request [by the police for authorisation of
the model in this case] referred to the aim of
the intended operation, namely identification
of all persons involved in a [human] trafficking
network.

Of course, the [police] officers could not fore-
see who would take part in this crime ... One
of the aims of the [prosecution in] authorising
the model was to establish the identities of
members of a criminal organisation.”

In a judgment of 12 October 1999 in the same
case the Supreme Court held as follows regard-
ing the use of police undercover agents:

“[The applicants] were not aware of the ongo-
ing operation at the time they committed the
offence. They were convinced that they were
trafficking persons who had illegally crossed
the Lithuanian border. As Article 82-1 of the
Criminal Code provides that the offence in
question is committed where direct intent has
been established, [the applicants'] error as to
the nature of the act they were committing
is of no relevance to the legal classification
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of their conduct. Since they were convinced
that they were trafficking [human beings],
their acts fell objectively within the scope of
the offence defined in Article 82-1 ... Their
conduct was therefore rightly classified as a
completed offence. The authorisation given to
the authorities [to use the model] served the
sole purpose of legitimising the actions of the
police officers taking part in the trafficking.”

34. On 8 May 2000 the Constitutional Court ruled

that the Operational Activities Act was gener-
ally compatible with the Constitution. It held in
particular that the model constituted a specific
form of operational activity using intelligence
and other secret measures in order to investi-
gate organised and other serious crime. It em-
phasised that the use of clandestine measures,
as such, was not contrary to the European Con-
vention on Human Rights, or indeed the Con-
stitution, as long as such measures were based
on legislation that was clear and foreseeable
in effect and were proportionate to the legiti-
mate aims pursued. The Constitutional Court
found that the Act provided a clear definition
of the scope and procedure for the use of vari-
ous forms of operational activities, including
the model.

Referring in particular to the Teixeira de Castro
v. Portugal case (judgment of 9 June 1998, Re-
ports of Judgments and Decisions 1998-1V), the
Constitutional Court emphasised that a crimi-
nal conduct simulation model could not be
used for the purpose of incitement (kurstoma)
or provocation (provokuojama) to commit an
offence that had not already been initiated. It
further held that this investigative technique
did not allow officials to incite the commission
of an offence by a person who had abandoned
plans to commit the offence. It added that, by
authorising and implementing the model, the
investigative authorities and their undercover
agents were restricted to “joining criminal
acts that [had] been initiated but not yet com-
pleted”. The Constitutional Court emphasised
that it was for the courts of ordinary jurisdiction
dealing with allegations of incitement or of
other forms of abuse of the model to establish
in each particular case whether the investigat-
ing authorities had gone beyond the limits of
the legal framework within which the model
had been authorised.

The Constitutional Court also stated that au-
thorisation of the model did not amount to a
licence for a police officer or third person act-
ing as an undercover agent to commit a crime
but simply legitimised — from the point of view

IIL
35.

36.

37.

of domestic law — the acts which the agent
might be required to carry out in simulating an
offence. The main aim of operational activities,
including the model, was to facilitate criminal
investigations, and on that account they came
within the sphere of competence of both the
prosecuting authorities and the courts. Ac-
cordingly, the model did not require judicial
authorisation but simply authorisation by a
prosecutor. The Constitutional Court further
noted that secret audio and video recordings
of conversations taking place in the context of
operational activities under the Act were not
subject to judicial authorisation and that this
was compatible with the Constitution. Under
section 10(1) of the Act, only wiretapping and
surveillance techniques using stationary de-
vices required a court order.

RELEVANT INTERNATIONAL LAW

The Council of Europe's Criminal Law Conven-
tion on Corruption (ETS no. 173, 27 January
1999) provides in Article 23 that each party is to
adopt such legislative and other measures as
may be necessary, including those permitting
the use of special investigative techniques, to
enable it to facilitate the gathering of evidence
in this sphere.The explanatory report on the
Convention further specifies that “special in-
vestigative techniques” may include the use of
undercover agents, wiretapping, interception
of telecommunications and access to com-
puter systems.

Article 35 states that the Convention does not
affect the rights and undertakings deriving
from international multilateral conventions
concerning special matters.

The Council of Europe's Convention on Laun-
dering, Search, Seizure and Confiscation of the
Proceeds from Crime (ETS no. 141, 8 Novem-
ber 1990) provides, in Article 4, that each party
should consider adopting such legislative and
other measures as may be necessary to enable
it to use special investigative techniques fa-
cilitating the identification and tracing of pro-
ceeds and the gathering of evidence related
thereto.

The use of special investigative techniques,
such as controlled deliveries in the context of
illicit trafficking in narcotic drugs, is also pro-
vided for in Article 73 of the Convention imple-
menting the Schengen Agreement of 14 June
1985 on the gradual abolition of checks at the
common borders, signed in Schengen on 19
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38.

_

39.

40.

41.

ALLEGED VIOLATION OF ARTICLE
6 § 1 OF THE CONVENTION

The applicant submitted that he had been in-
cited to commit a criminal offence, in breach
of his right to a fair trial under Article 6 § 1 of
the Convention, the relevant parts of which
provide:

“In the determination of ... any criminal charge
against him, everyone is entitled to a fair ...
hearing ... by an independent and impartial
tribunal ..."

The parties' submissions

. The applicant

The applicant submitted that his right to a fair
trial had been infringed in that he had been
incited to commit an offence that he would
never have committed without the interven-
tion of “agents provocateurs”.

He argued that the authorities bore responsi-
bility for the conduct of AZ and VS. In its judg-
ment in the instant case the Supreme Court
had acknowledged that AZ was in fact an of-
ficer of the special anti-corruption police unit
of the Ministry of the Interior (STT) and had
instigated the offence. The applicant contend-
ed that the authorities could not legitimately
claim that they had simply “joined” a criminal
act instigated by one of their own employ-
ees, and asserted that they should accept full
responsibility for the acts carried out by AZ
before the criminal conduct simulation model
had been authorised. In any event, all his meet-
ings with AZ - both before and after the model
had been authorised — had taken place on the
latter's initiative, as was attested by the record
of AZ's telephone calls to the applicant. The ap-
plicant accordingly submitted that the crime
would not have been committed without the
authorities' intervention.

The applicant further complained that the do-
mestic courts had failed to give an adequate
answer to the question of the authorities' re-
sponsibility for the use of entrapment in in-
ducing him to commit a crime. He submitted
that by putting him in contact with AZ, VS had
played a crucial role in the model that had led

42.

43.

44,

45.

him to accept the bribe. He asserted that VS
was a long-standing informer of the police, as
was attested by the fact that the police had au-
thorised him to act as an undercover agent in
the case. The applicant inferred from this that
the examination of VS would have been crucial
in establishing whether he had been incited
to commit an offence and that the authori-
ties' failure to summon VS to appear as a wit-
ness had breached the relevant provisions of
Article 6. The court had not sought to establish
whether VS had collaborated with the judicial
authorities. The applicant therefore submit-
ted that he had been denied a fair hearing, in
breach of Article 6 § 1 of the Convention.

. The Government

The Government submitted that, since the
Court was not a “fourth-instance judicial body”,
it did not have jurisdiction to deal with the ap-
plicant's complaints, which related mostly to
questions of fact and of application of domes-
tic law.

They submitted that in any event the authori-
ties had not incited the applicant to commit
an offence and that the model forming the
subject of his complaints had not infringed his
rights under Article 6.

In this connection, the Government pointed
out that VS and AZ had approached the ap-
plicant and negotiated the bribe on their own
private initiative, without first having informed
the authorities. The use of the model in issue
had been authorised subsequently in order to
protect the fundamental interests of society,
on the basis of the preliminary information
submitted by AZ attesting to the applicant's
predisposition to accept a bribe. They asserted
that, in authorising and implementing the
model complained of by the applicant, the au-
thorities had pursued the sole aim of “joining”
an offence which the applicant had planned
to commit with VS and AZ, who had acted on
their own initiative and “in a private capacity”.
The authorities could not be held responsible
for any acts that VS and AZ had carried out
before the procedure in question had been
authorised.

The Government added that only AZ had act-
ed as an undercover agent of the authorities,
as the model had been authorised on his be-
half. They pointed out that, before requesting
authorisation, the STT had carefully verified the
information submitted by AZ about the ap-
plicant's criminal inclinations and had found it
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46.

47.

48.

49.

to be corroborated by other data already in its
possession. The investigating authorities had
drawn up a precise action plan for the imple-
mentation of the model, clearly defining the
nature and scope of the actions they intended
to carry out. The Government stated that they
were unable to provide the Court with a copy
of the action plan or any other data from the
STT's file on the applicant since it had been
destroyed on the expiry of the five-year period
laid down in the Ministry of the Interior's regu-
lations for keeping secret files. However, they
assured the Court that in all cases of this kind,
the Prosecutor General or his deputy would
carefully scrutinise the entire STT file on the
suspect before authorising a criminal conduct
simulation model.

The Government asserted that the offence
would in any event have been committed
without the intervention of the State authori-
ties, since even before the model had been
authorised, the applicant had clearly been
predisposed to commit the offence. In support
of that argument they observed that after the
model had been authorised, the applicant had
instantly accepted AZ's oral offer of a bribe and
that the authorities had not subjected him to
any threats or other forms of undue pressure.
The applicant's guilt was aggravated by the
fact that, as a law-enforcement official, he was
perfectly aware that his actions were illegal.
In conclusion, contrary to the position in the
Teixeira de Castro case (cited above), there had
been no incitement to break the law in the in-
stant case.

Having regard to all these factors, the Govern-
ment concluded that the applicant had had a
fair trial.

The Court's assessment

The applicant complained of the use of evi-
dence resulting from police incitement in the
proceedings against him, in breach of his right
to a fair trial.

. General principles

The Court observes at the outset that it is aware
of the difficulties inherent in the police's task of
searching for and gathering evidence for the
purpose of detecting and investigating offenc-
es. To perform this task, they are increasingly
required to make use of undercover agents,
informers and covert practices, particularly in
tackling organised crime and corruption.

50.

5T.

52.

53.

Furthermore, corruption — including in the ju-
dicial sphere — has become a major problem
in many countries, as is attested by the Council
of Europe's Criminal Law Convention on the
subject (see paragraph 35 above). This instru-
ment authorises the use of special investiga-
tive techniques, such as undercover agents,
that may be necessary for gathering evidence
in this area, provided that the rights and under-
takings deriving from international multilateral
conventions concerning “special matters”, for
example human rights, are not affected.

That being so, the use of special investigative
methods - in particular, undercover tech-
niques — cannot in itself infringe the right to
a fair trial. However, on account of the risk of
police incitement entailed by such techniques,
their use must be kept within clear limits (see
paragraph 55 below).

In this connection, it should be reiterated that
it is the Court's task, in accordance with Article
19, to ensure the observance of the engage-
ments undertaken by the States Parties to the
Convention. The admissibility of evidence is
primarily a matter for regulation by national
law and, as a rule, it is for the national courts to
assess the evidence before them. The Court, for
its part, must ascertain whether the proceed-
ings as a whole, including the way in which
evidence was taken, were fair (see, among
other authorities, Van Mechelen and Others v.
the Netherlands, judgment of 23 April 1997,
Reports of Judments and Decisions 1997-Ill,
p. 711, § 50; Teixeira de Castro, judgment of
9 June 1998, Reports 1998-IV, p. 1462, § 34,
Sequeira v. Portugal (dec.), no. 73557/01, ECHR
2003-VI; and Shannon v. the United King-
dom (dec.), no. 67537/01, ECHR 2004-1V). In
this context, the Court's task is not to deter-
mine whether certain items of evidence were
obtained unlawfully, but rather to examine
whether such “unlawfulness” resulted in the
infringement of another right protected by the
Convention.

More particularly, the Convention does not
preclude reliance, at the preliminary investiga-
tion stage and where the nature of the offence
may warrant it, on sources such as anonymous
informants. However, the subsequent use
of such sources by the trial court to found a
conviction is a different matter and is accept-
able only if adequate and sufficient safeguards
against abuse are in place, in particular a clear
and foreseeable procedure for authorising, im-
plementing and supervising the investigative
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54.

55.

56.

measures in question (see Khudobin v. Russia,
no. 59696/00, § 135, 26 October 2006, and,
mutatis mutandis, Klass and Others v. Germany,
judgment of 6 September 1978, Series A no. 28,
pp. 24-26, § § 52-56). While the rise in organ-
ised crime requires that appropriate measures
be taken, the right to a fair trial, from which
the requirement of the proper administration
of justice is to be inferred, nevertheless applies
to all types of criminal offence, from the most
straightforward to the most complex. The right
to the fair administration of justice holds so
prominent a place in a democratic society that
it cannot be sacrificed for the sake of expedi-
ence (see Delcourt v. Belgium, judgment of 17
January 1970, Series Ano. 11, pp. 13-15, § 25).

Furthermore, while the use of undercover
agents may be tolerated provided that it is
subject to clear restrictions and safeguards,
the public interest cannot justify the use of
evidence obtained as a result of police incite-
ment, as to do so would expose the accused to
the risk of being definitively deprived of a fair
trial from the outset (see, among other authori-
ties, Teixeira de Castro, cited above, pp. 1462-
64, § § 35-36 and 39; Khudobin, cited above,
§ 128; and Vanyan v. Russia, no. 53203/99,
§ § 46-47,15 December 2005).

Police incitement occurs where the officers
involved — whether members of the security
forces or persons acting on their instructions
- do not confine themselves to investigating
criminal activity in an essentially passive man-
ner, but exert such an influence on the subject
as to incite the commission of an offence that
would otherwise not have been committed,
in order to make it possible to establish the
offence, that is, to provide evidence and insti-
tute a prosecution (see Teixeira de Castro, cited
above, p. 1463, § 38, and, by way of contrast,
Eurofinacom v. France (dec.), no. 58753/00,
ECHR 2004-VII).

In the case of Teixeira de Castro (cited above, p.
1463, § 38) the Court found that the two po-
lice officers concerned had not confined them-
selves “to investigating Mr Teixeira de Castro's
criminal activity in an essentially passive man-
ner, but [had] exercised an influence such as to
incite the commission of the offence”. It held
that their actions had gone beyond those of
undercover agents because they had instigat-
ed the offence and there was nothing to sug-
gest that without their intervention it would
have been committed (ibid., p. 1464, § 39).

57.

58.

In reaching that conclusion the Court laid
stress on a number of factors, in particular the
fact that the intervention of the two officers
had not taken place as part of an anti-drug-
trafficking operation ordered and supervised
by a judge and that the national authorities
did not appear to have had any good reason
to suspect the applicant of being a drug dealer:
he had no criminal record and there was noth-
ing to suggest that he had a predisposition to
become involved in drug trafficking until he
was approached by the police (ibid., p. 1463,
§ § 37-38).

More specifically, the Court found that there
were no objective suspicions that the applicant
had been involved in any criminal activity. Nor
was there any evidence to support the Govern-
ment's argument that the applicant was predis-
posed to commit offences. On the contrary, he
was unknown to the police and had not been
in possession of any drugs when the police of-
ficers had sought them from him; accordingly,
he had only been able to supply them through
an acquaintance who had obtained them from
a dealer whose identity remained unknown.
Although Mr Teixeira de Castro had potentially
been predisposed to commit an offence, there
was no objective evidence to suggest that he
had initiated a criminal act before the police
officers' intervention. The Court therefore re-
jected the distinction made by the Portuguese
Government between the creation of a crimi-
nal intent that had previously been absent and
the exposure of a latent pre-existing criminal
intent.

Using the same criteria, in the Vanyan judg-
ment (cited above) the Court found a viola-
tion of Article 6 § 1 in connection with a test
purchase of drugs which it found had consti-
tuted incitement. Although the operation in
question was carried out by a private individual
acting as an undercover agent, it had actually
been organised and supervised by the police.

In the Eurofinacom decision (cited above) the
Court, while reaffirming the principles set out
above, held that the instigation by police of-
ficers of offers of prostitution-related services
made to them personally had not in the true
sense incited the commission by the applicant
company of the offence of living on immoral
earnings, since at the time such offers were
made the police were already in possession
of information suggesting that the applicant
company's data-communications service was
being used by prostitutes to contact potential
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59.

60.

61.

62.

clients.

In the case of Sequeira (cited above) the Court
found that there had been no police incite-
ment, basing its finding on the following con-
siderations:

“In the present case, it has been established
by the domestic courts that A. and C. began
to collaborate with the criminal-investigation
department at a point when the applicant had
already contacted A. with a view to organis-
ing the shipment of cocaine to Portugal. Fur-
thermore, from that point on, the activities of
A. and C. were supervised by the criminal-in-
vestigation department, the prosecution ser-
vice having been informed of the operation.
Finally, the authorities had good reasons for
suspecting the applicant of wishing to mount
a drug-trafficking operation. These factors es-
tablish a clear distinction between the present
case and Teixeira de Castro, and show that A.
and C. cannot be described as agents provo-
cateurs. As the domestic courts pointed out,
as in Lddi [Ladi v. Switzerland, judgment of
15 June 1992, Series A no. 238], their activities
did not exceed those of undercover agents.”

The Court has also held that where an ac-
cused asserts that he was incited to commit
an offence, the criminal courts must carry out
a careful examination of the material in the file,
since for the trial to be fair within the meaning
of Article 6 § 1 of the Convention, all evidence
obtained as a result of police incitement must
be excluded. This is especially true where the
police operation took place without a sufficient
legal framework or adequate safeguards (see
Khudobin, cited above, § § 133-135).

Lastly, where the information disclosed by the
prosecution authorities does not enable the
Court to conclude whether the applicant was
subjected to police incitement, it is essential
that the Court examine the procedure whereby
the plea of incitement was determined in each
case in order to ensure that the rights of the
defence were adequately protected, in particu-
lar the right to adversarial proceedings and to
equality of arms (see Edwards and Lewis v. the
United Kingdom [GC], nos. 39647/98 39647/98
and 40461/98, § § 46-48, ECHR 2004-X, and,
mutatis mutandis, Jasper v. the United King-
dom [GC], no. 27052/95, § § 50 and 58, 16
February 2000).

. Application of these principles in the

present case

It appears from the evidence in the present

63.

64.

65.

66.

case that a request for authorisation to use a
criminal conduct simulation model, together
with a request for exemption from criminal
responsibility, was made by the STT on 26
January 1999, by which time AZ had already
contacted the applicant through VS and the
applicant had apparently agreed to seek to
have a third person acquitted in return for a
bribe of USD 3,000. In the Government's sub-
mission, that sequence of events showed that
VS and AZ had acted on their own private
initiative without having first informed the au-
thorities. By authorising and implementing the
model, they argued, the prosecuting authori-
ties had merely put themselves in a position to
establish an offence which the applicant had
already planned to commit. They had therefore
not been guilty of incitement.

The Court is unable to accept such reasoning.
The national authorities cannot be exempted
from their responsibility for the actions of po-
lice officers by simply arguing that, although
carrying out police duties, the officers were
acting “in a private capacity”. It is particularly
important that the authorities should assume
responsibility as the initial phase of the opera-
tion, namely the acts carried out up to 27 Janu-
ary 1999, took place in the absence of any legal
framework or judicial authorisation. Further-
more, by authorising the use of the model and
exempting AZ from all criminal responsibil-
ity, the authorities legitimised the preliminary
phase ex post facto and made use of its results.

Moreover, no satisfactory explanation has been
provided as to what reasons or personal mo-
tives could have led AZ to approach the ap-
plicant on his own initiative without bringing
the matter to the attention of his superiors, or
why he was not prosecuted for his acts during
this preliminary phase. On this point, the Gov-
ernment simply referred to the fact that all the
relevant documents had been destroyed.

It follows that the Lithuanian authorities' re-
sponsibility was engaged under the Conven-
tion for the actions of AZ and VS prior to the
authorisation of the model. To hold otherwise
would open the way to abuses and arbitrari-
ness by allowing the applicable principles to
be circumvented through the “privatisation” of
police incitement.

The Court must therefore examine whether the
actions complained of by the applicant, which
were attributable to the authorities, amounted
to incitement prohibited by Article 6.
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68.

69.

70.

71.

To ascertain whether or not AZ and VS con-
fined themselves to “investigating criminal
activity in an essentially passive manner”’, the
Court must have regard to the following con-
siderations. Firstly, there is no evidence that
the applicant had committed any offences
beforehand, in particular corruption-related of-
fences. Secondly, as is shown by the recordings
of telephone calls, all the meetings between
the applicant and AZ took place on the latter's
initiative, a fact that appears to contradict the
Government's argument that the authorities
did not subject the applicant to any pressure
or threats. On the contrary, through the con-
tact established on the initiative of AZ and VS,
the applicant seems to have been subjected
to blatant prompting on their part to perform
criminal acts, although there was no objective
evidence — other than rumours — to suggest
that he had been intending to engage in such
activity.

These considerations are sufficient for the
Court to conclude that the actions of the indi-
viduals in question went beyond the mere pas-
sive investigation of existing criminal activity.

Article 6 of the Convention will be complied
with only if the applicant was effectively able
to raise the issue of incitement during his trial,
whether by means of an objection or oth-
erwise. It is therefore not sufficient for these
purposes, contrary to what the Government
maintained, that general safeguards should
have been observed, such as equality of arms
or the rights of the defence.

It falls to the prosecution to prove that there
was no incitement, provided that the defend-
ant's allegations are not wholly improbable. In
the absence of any such proof, it is the task of
the judicial authorities to examine the facts of
the case and to take the necessary steps to un-
cover the truth in order to determine whether
there was any incitement. Should they find that
there was, they must draw inferences in ac-
cordance with the Convention (see the Court's
case-law cited in paragraphs 49-61 above).

The Court observes that throughout the pro-
ceedings the applicant maintained that he
had been incited to commit the offence. Ac-
cordingly, the domestic authorities and courts
should at the very least have undertaken a
thorough examination — as, indeed, the Consti-
tutional Court urged in its judgment of 8 May
2000 - of whether the prosecuting authorities
had gone beyond the limits authorised by the

72.

73.

74.

criminal conduct simulation model (see para-
graph 14 above), in other words whether or not
they had incited the commission of a criminal
act. To that end, they should have established
in particular the reasons why the operation had
been mounted, the extent of the police's in-
volvement in the offence and the nature of any
incitement or pressure to which the applicant
had been subjected. This was especially impor-
tant having regard to the fact that VS, who had
originally introduced AZ to the applicant and
who appears to have played a significant role
in the events leading up to the giving of the
bribe, was never called as a witness in the case
since he could not be traced. The applicant
should have had the opportunity to state his
case on each of these points.

However, the domestic authorities denied that
there had been any police incitement and took
no steps at judicial level to carry out a serious
examination of the applicant's allegations to
that effect. More specifically, they did not make
any attempt to clarify the role played by the
protagonists in the present case, including
the reasons for AZ's private initiative in the
preliminary phase, despite the fact that the ap-
plicant's conviction was based on the evidence
obtained as a result of the police incitement of
which he complained.

Indeed, the Supreme Court found that there
was no need to exclude such evidence since
it corroborated the applicant's guilt, which he
himself had acknowledged. Once his guilt had
been established, the question whether there
had been any outside influence on his inten-
tion to commit the offence had become ir-
relevant. However, a confession to an offence
committed as a result of incitement cannot
eradicate either the incitement or its effects.

In conclusion, while being mindful of the im-
portance and the difficulties of the task of
investigating offences, the Court considers,
having regard to the foregoing, that the ac-
tions of AZ and VS had the effect of inciting
the applicant to commit the offence of which
he was convicted and that there is no indica-
tion that the offence would have been com-
mitted without their intervention. In view of
such intervention and its use in the impugned
criminal proceedings, the applicant's trial was
deprived of the fairness required by Article 6 of
the Convention.

There has therefore been a violation of Article 6
§ 1 of the Convention.
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75.

76.

2.

77.

B.
78.

ALLEGED VIOLATION OF ARTICLE
6§ 3 (D) OF THE CONVENTION

The applicant further submitted that the prin-
ciple of equality of arms and the rights of the
defence had been infringed in that during the
trial neither the courts nor the parties had had
the opportunity to examine VS, one of the two
undercover agents involved in the case. He al-
leged a violation of Article 6 § § 1 and 3 (d),
the second of which provides:

“3. Everyone charged with a criminal offence
has the following minimum rights:

(d) to examine or have examined witnesses
against him and to obtain the attendance and
examination of witnesses on his behalf under
the same conditions as witnesses against him;

The parties' submissions

. The applicant

The applicant submitted that his defence
rights had been infringed in that during the
trial neither the courts nor the parties had had
the opportunity to examine VS, a key witness.
He alleged that this amounted to a breach of
Article 6 § 3 (d) of the Convention.

The Government

The Government submitted that this provision
did not guarantee, as such, an absolute right
to examine every witness a defendant wished
to call. They contended that the arguments
advanced by the applicant in support of his
complaint that VS had not appeared in court
were not persuasive, since the trial courts had
not based his conviction on the statement by
VS. They added that it had been impossible to
secure the attendance of VS as his place of resi-
dence was unknown. They submitted that, in
any event, the applicant had had the opportu-
nity to contest in open court the other items of
evidence against him — chiefly the statement
by AZ and the recordings of his conversations
with the applicant — on which the courts had
based their guilty verdict. The proceedings in
issue had therefore complied with the adver-
sarial principle and had not breached the Con-
vention provision relied on by the applicant.

The Court's assessment

The applicant complained that the proceed-
ings against him had been unfair in that it had

79.

80.

IIL

81.

82.

83.

84.

been impossible to obtain the examination of
VS as a witness against him.

The Court considers that the applicant's com-
plaint under this head is indissociable from his
complaint under Article 6 § 1 of the Conven-
tion in so far as it merely concerns one particu-
lar aspect of the conduct of proceedings which
the Court has found to have been unfair.

In conclusion, having regard to the findings set
out in paragraphs 73-74 above, the Court does
not consider it necessary to carry out a sepa-
rate examination under Article 6 § 3 (d) of the
Convention of the applicant's complaint that
the proceedings were unfair.

APPLICATION OF ARTICLE 41 OF
THE CONVENTION

Article 41 of the Convention provides:

“If the Court finds that there has been a
violation of the Convention or the Protocols
thereto, and if the internal law of the High
Contracting Party concerned allows only par-
tial reparation to be made, the Court shall, if
necessary, afford just satisfaction to the in-
jured party.”

Damage

The applicant firstly claimed the sum of
123,283.69 Lithuanian litai (LTL — approximately
35,652 euros (EUR)) for loss of earnings during
the period from 11 February 1999 to 29 Janu-
ary 2002, on the basis of a gross monthly salary
of LTL 3,472.78 (approximately EUR 1,000). He
claimed a further sum of LTL 3,524.60 (approxi-
mately EUR 1,021) for the costs incurred in the
domestic proceedings, including LTL 3,500 for
fees (approximately EUR 1,013.67). Lastly, he
sought the reimbursement of LTL 625 (approx-
imately EUR 181) in relation to the confiscation
of his property and LTL 420 (approximately EUR
121) for translation costs.

The applicant also claimed LTL 300,000 (ap-
proximately EUR 86,755) in respect of non-
pecuniary damage, on account of the media
campaign against him, the harm to his reputa-
tion and the anxiety experienced during his ten
months in detention.

While accepting that the applicant had been
dismissed by an order of the Prosecutor Gen-
eral adopted on 17 March 1999, the Govern-
ment asked the Court to take into account the
fact that the applicant had himself tendered his
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85.

86.

87.

88.

resignation in a letter of 9 March 1999, thereby
manifesting his intention to leave his post. Ac-
cordingly, the applicant's claim for loss of earn-
ings was unfounded.

Inany event, the applicant's claims were exces-
sive, since they were based on gross monthly
salary (LTL 3,472.78) whereas his net monthly
salary had been LTL 2,400.47.

As to the costs incurred in the domestic pro-
ceedings, the Government submitted that they
should not be refunded.

With regard to non-pecuniary damage, the
Government observed that the applicant had
failed to establish that there was a causal link
between the damage alleged and the viola-
tion of the Convention. In any event, the sum
claimed was excessive.

The Court considers that it would be equitable
to make an award in respect of damage. The
documents in the case file suggest that the
applicant would not have been imprisoned or
dismissed from his post in the legal service if
the incitement in issue had not occurred. His
loss of earnings was actual, and the Govern-
ment did not dispute this.

In quantifying the damage sustained, the Court
considers that it should also take into consid-
eration part of the applicant's costs in the na-
tional courts to the extent that they were in-
curred in seeking redress for the violation it has
found (see Dactylidi v. Greece, no. 52903/99
52903/99, § 61, 27 March 2003, and Van de
Hurk v. the Netherlands, judgment of 19 April
1994, Series A no. 288, p. 21, § 66).

Likewise, the Court considers that the appli-
cant indisputably sustained non-pecuniary
damage, which cannot be compensated for by
the mere finding of a violation.

Having regard to the diversity of factors to be
taken into consideration for the purposes of
calculating the damage and to the nature of
the case, the Court considers it appropriate
to award, on an equitable basis, an aggre-
gate sum which takes account of the various
considerations referred to above (see mutatis
mutandis, Beyeler v. Italy (just satisfaction) [GC],
no. 33202/96 33202/96, § 26, 28 May 2002). It
therefore awards the applicant EUR 30,000 in
compensation for the damage sustained, in-
cluding the costs incurred at domestic level,
plus any tax that may be chargeable on this

B.

amount.

Default interest

89. The Court considers it appropriate that the de-

fault interest should be based on the marginal
lending rate of the European Central Bank,
to which should be added three percentage
points.

FOR THESE REASONS, THE COURT
UNANIMOUSLY

1.

Holds that there has been a violation of Article
6 § 1 of the Convention;

Holds that it is not necessary to examine the
complaint under Article 6 § 3 (d) of the Con-
vention;

Holds

(a) that the respondent State is to pay the ap-
plicant, within three months, EUR 30,000
(thirty thousand euros) in respect of dam-
age, plus any tax that may be chargeable,
to be converted into Lithuanian litai at the
rate applicable at the date of settlement;

(b) that from the expiry of the above-men-
tioned three months until settlement sim-
ple interest shall be payable on the above
amount at a rate equal to the marginal
lending rate of the European Central Bank
during the default period plus three per-
centage points;

Dismisses the remainder of the applicant's
claim for just satisfaction.

Done in English and in French, and delivered at a
public hearing in the Human Rights Building, Stras-
bourg, on 5 February 2008.

Michael O'Boyle, Deputy Registrar
Nicolas Bratza, President
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CASE OF WIESER AND BICOS BETEILIGUNGEN GMBH V AUSTRIA

COMPUTER, SEIZURE, HARD-DISK, CORRESPONDENCE,
PRIVATE LIFE, MISUSE OF POWER, DEMOCRACY, ELEC-
TRONIC DATA

IN THE CASE OF WIESER AND BICOS BETEILIGUNGEN
GMBH V. AUSTRIA,

The European Court of Human Rights (Fourth Sec-
tion), sitting as a Chamber composed of:

Sir Nicolas Bratza, President,

Mr J. Casadevall,

Mr G. Bonello,

Mrs E. Steiner,

Mr S. Pavlovschi,

Mr L. Garlicki,

Ms L. Mijovi¢, judges,

and Mr T.L. Early, Section Registrar,

Having deliberated in private on 25 September
2007,

Delivers the following judgment, which was adopt-
ed on that date:

PROCEDURE

1.

The case originated in an application (no.
74336/01 ) against the Republic of Austria
lodged with the Court under Article 34 of
the Convention for the Protection of Human
Rights and Fundamental Freedoms (“the Con-
vention”) by Mr Gottfried Wieser, an Austrian
national, and Bicos Beteiligungen GmbH, a lim-
ited liability company with its seat in Salzburg
("the applicants”), on 3 August 2001.

The applicants were represented by Mrs P. Pat-
zelt, a lawyer practising in Salzburg. The Aus-
trian Government (“the Government”) were
represented by their Agent, Ambassador F.
Trauttmansdorff, Head of the International Law
Department at the Federal Ministry of Foreign
Affairs.

The applicants alleged that the search and
seizure of electronic data in the context of
a search of their premises had violated their
rights under Article 8 of the Convention.

By a decision of 16 May 2006 the Court de-
clared the application admissible.

THE FACTS

L

10.

THE CIRCUMSTANCES OF THE
CASE

The first applicant, who was born in 1949, is a
lawyer practising in Salzburg. He is the owner
and general manager of the second applicant,
a holding company which is, inter alia, the sole
owner of the limited liability company No-
vamed.

On 30 August 2000 the Salzburg Regional
Court (Landesgericht), upon a request for legal
assistance (Rechtshilfeersuchen) by the Naples
Public Prosecutor's Office, issued a warrant to
search the seat of the applicant company and
Novamed. Both companies have their seats at
the first applicant's law office.

The court noted that in the course of pending
criminal proceedings concerning, inter alia, il-
legal trade in medicaments against a number
of persons and companies in Italy, invoices ad-
dressed to Novamed, owned 100% by the ap-
plicant company, had been found. It therefore
ordered the seizure of all business documents
revealing contacts with the suspected persons
and companies.

. The search of the applicants' premises

and seizure of documents and data

On 10 October 2000 the search of the seat of
the applicant company, which is also the first
applicant's law office, was carried out by eight
to ten officers of the Salzburg Economic Police
(Wirtschaftspolizei) and data securing experts
(Datensicherungsexperten) of the Federal Min-
istry of the Interior.

One group of the officers searched the law of-
fice for files concerning Novamed or Bicos in
the presence of the first applicant and a rep-
resentative of the Salzburg Bar Association. All
documents were shown to the first applicant
and the representative of the Bar Association
before seizure.

Whenever the first applicant objected to an im-
mediate examination of a document seized it
was sealed and deposited at the Salzburg Re-
gional Court as required by Article 145 of the
Code of Criminal Procedure (StrafprozefSord-
nung - see paragraph 33 below). All seized
or sealed documents were listed in a search
report which was signed by the applicant and
the officers who had carried out the search.
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11.

Simultaneously, another group of officers ex-
amined the first applicant's computer facilities
and copied several files to disks. According to
his statement before the Independent Admin-
istrative Panel (see paragraph 25 below) the IT
specialist who normally serviced the computer
facilities was called upon to provide some
technical assistance but left again after about
half an hour. The representative of the Bar As-
sociation was informed about the search of
the computer facilities and was also temporar-
ily present. When the officers had terminated
the search of the computer facilities, they left
without having drawn up a search report and,
apparently, also without informing the first ap-
plicant about the results of the search.

. Later the same day the police officers involved

in the search of the applicants' electronic
data drew up a data securing report (Daten-
sicherungsbericht). Apart from a number of
technical details concerning the first appli-
cant's computer facilities, the report states that
no complete copy of the server was made.
The search was carried out using the names
of the companies involved and the names
of the suspects in the Italian proceedings. A
folder named Novamed containing ninety
files was found plus one further file contain-
ing one of the search items. All the data were
copied to disks. In addition, the deleted items
were retrieved and numerous files which cor-
responded to the search items were found and
also copied to disks.

. On 13 October 2000 the investigating judge

opened the sealed documents in the presence
of the first applicant. Some documents were
copied and added to the file while others were
returned to the first applicant on the ground
that their use would impinge on the first ap-
plicant's duty of professional secrecy.

. The disks containing the secured data were

transmitted to the Economic Police where all
the files were printed out. Both the disks and
print-outs were then handed over to the inves-
tigating judge.

The applicants' complaint to the Review
Chamber

. On 28 November 2000 the first applicant, and

on 11 December 2000 the applicant company,
lodged complaints with the Review Chamber
(Ratskammen of the Salzburg Regional Court.

. They submitted that the first applicant was the

owner and manager of the applicant company

17.

19.

20.

21.

but also the lawyer of a number of companies
in which the latter held shares. They com-
plained that the search of their premises and
the seizure of electronic data had infringed the
first applicant's right and duty of professional
secrecy under section 9 of the Lawyers Act
(Rechtsanwaltsordnung) in conjunction with
Article 152 of the Code of Criminal Procedure
as some officers had proceeded unobserved
to examine and subsequently copy electronic
data. The applicants submitted that the data
contained the same information as the docu-
ments which had been examined in the pres-
ence of the first applicant. However, with re-
gard to the electronic data, the first applicant
had not been given an opportunity to object
and have the disks sealed.

They further submitted that the search report
did not mention that part of the search, nor
did it mention which electronic data had been
copied and seized. Furthermore, the search re-
port had only been signed by three of the of-
ficers, but did not mention the names of all the
officers who had been present at the search,
omitting in particular the names of the data
securing experts of the Federal Ministry for the
Interior.

. On 31 January 2001 the Review Chamber dis-

missed the applicants' complaints.

It observed that the first applicant's computer
data had been searched with the aid of particu-
lar search criteria. Files which corresponded to
these search criteria had been copied to disks
which had been seized.

However, there was no ground for holding
that this seizure circumvented Article 152 of
the Code of Criminal Procedure: the search of
the first applicant's law office concerned exclu-
sively documents which the first applicant had
in his possession as an organ of Novamed and
Bicos, and therefore did not concern a lawyer-
client relationship.

It further observed that the search of the first
applicant's law office was based on a law-
ful search warrant which included the search
and seizure of electronic data. The procedural
safeguards laid down in Article 145 of the Code
of Criminal Procedure, namely the right of the
person concerned to object to an immediate
examination and to request the deposit of data
seized with the Regional Court and a decision
by the Review Chamber, also applied to the
search of electronic data.
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22.

23.

24.

25.

26.

In the present case, however, the officers had,
whenever asked, complied with the first appli-
cant's requests to seal certain documents and
deposit them with the Regional Court. Some
of these documents had been returned by the
court in order to ensure compliance with the
applicant's duty of professional secrecy.

It therefore concluded that the applicants'
complaints were unfounded. The Review
Chamber's decision was served on 7 February
2001.

The applicants’' complaint to the Salzburg
Independent Administrative Panel

In the meantime, on 20 November and on 21
November 2000 respectively, the applicants
lodged complaints with the Salzburg Inde-
pendent Administrative Panel (Unabhdngiger
Verwaltungssenat). They submitted that the
search and seizure of electronic data in the first
applicant's office had been unlawful.

On 2 April, 11 June and 11 July 2001 the In-
dependent Administrative Panel held public
hearings at which it heard evidence from a
number of witnesses.

The IT specialist in charge of the first appli-
cant's computer facilities said that he had been
called and had arrived at the office when the
search of the premises was already under way.
He had left again after half an hour. The officer
in charge of the search stated that the first ap-
plicant had been informed about the search of
his computer data. Two other officers stated
that the search of the first applicant's computer
facilities had not been started until the arrival
of his IT specialist and that the representative
of the Bar Association had been temporarily
present. This was confirmed by the representa-
tive of the Bar Association.

On 24 October 2001 the Salzburg Independent
Administrative Panel rejected the applicants'
complaints. It found that they concerned al-
leged breaches of certain provisions of the
Code of Criminal Procedure regulating search-
es. The officers who had carried out the search
had possibly not fully complied with these
provisions. They had, however, acted on the
basis of the search warrant and not exceeded
the instructions of the investigating judge. The
search was therefore imputable to the court.
Consequently, a review of lawfulness did not
fall within the competence of the Independent
Administrative Panel.

27.

28.

29.

30.

3.

32

33.

. RELEVANT DOMESTIC LAW AND

PRACTICE

Provisions of the Code of Criminal
Procedure relating to search and seizure

Articles 139 to 149 of the Code of Criminal
Procedure concern the search of premises and
persons and the seizure of objects.

Article 139 § 1 provides in particular that a
search may only be carried out if there is a rea-
sonable suspicion that a person suspected of
having committed an offence is hiding on the
premises concerned, or that there are objects
there the possession or examination of which
is relevant to a particular criminal investigation.

Pursuant to Article 140 § § 1 and 2 a search
should in general only be carried out after the
person concerned has been questioned, and
only if the person sought has not come for-
ward of his or her own volition or the object or
objects sought have not been voluntarily pro-
duced and if the reasons leading to the search
have not been eliminated. No such question-
ing is required where there is danger in delay.

Article 140 § 3 states that a search may, as a
rule, only be carried out on the basis of a rea-
soned search warrant issued by a judge.

Pursuant to Article 142 § § 2 and 3 the occu-
pant of the premises subject to the search or,
if he is unavailable, a relative of the occupant,
shall be present during the search. A report is
to be drawn up and to be signed by all those
present.

Article 143 § 1 of the Code of Criminal Proce-
dure provides that, if objects relevant to the in-
vestigation or subject to forfeiture or confisca-
tion are found, they are to be listed and taken
to the court for safekeeping or seized. It refers,
in this respect, to Article 98, pursuant to which
objects in safe-keeping have to be put into an
envelope to be sealed by the court, or have a
label attached so as to avoid any substitution
or confusion.

Article 145 reads as follows:

“1. When searching through documents steps
must be taken to ensure that their content
does not become known to unauthorised
persons.

2. If the owner of the documents does not
want to permit their being searched, they
shall be sealed and deposited with the court;
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34.

35.

36.

37.

38.

39.

40.

the Review Chamber must determine imme-
diately whether they are to be examined or
returned.”

According to the courts' case-law, which is
endorsed by the opinion of academic writers
(see Bertl/Vernier, Grundriss des Osterreichis-
chen Strafprozessrechts, 7th edition), the pro-
visions relevant to the search and seizure of
paper documents also apply mutatis mutandis
to the search and seizure of electronic data. If
the owner of disks or hard disks on which data
is stored objects to their being searched, the
data carriers are to be sealed and the Review
Chamber must decide whether they may be
examined.

Provisions relating to the professional
secrecy of lawyers

Section 9 of the Austrian Lawyers Act regulates
the professional duties of lawyers including,
inter alia, the duty to maintain professional
secrecy.

Article 152 § 1 of the Code of Criminal Proce-
dure exempts lawyers, notaries and business
trustees from the obligation to give evidence
as witnesses in respect of information given to
them in the exercise of their profession.

It is established case-law that documents
which contain information subject to profes-
sional secrecy may not be seized and used in a
criminal investigation.

According to an instruction (Erfals) of the Fed-
eral Minister of Justice of 21 July 1972, a rep-
resentative of the competent Bar Association
shall be present during the search of a lawyer's
office in order to ensure that the search does
not encroach on professional secrecy.

Review by the Independent
Administrative Panel

By virtue of section 67a(1) of the General Ad-
ministrative Procedure Act (Allgemeines Ver-
waltungsverfahrensgesetz), Independent Ad-
ministrative Panels have jurisdiction, inter alia,
to examine complaints from persons alleging a
violation of their rights resulting from the exer-
cise of direct administrative authority and coer-
cion (Austibung unmittelbarer verwaltungsbe-
hérdlicher Befehls- und Zwangsgewalt).

Where police officers execute a court warrant
their acts are imputable to the court unless
they actin clear excess of the powers conferred
on them. Only in the latter case are their acts

qualified as exercise of direct administrative au-
thority and coercion and subject to review by
the Independent Administrative Panel.

THE LAW

L

41.

A.
42.

43.

44,

ALLEGED VIOLATION OF ARTICLE
8 OF THE CONVENTION

The applicants complain about the search and
seizure of electronic data. They rely on Article 8
of the Convention which reads as follows:

“1. Everyone has the right to respect for his
private and family life, his home and his cor-
respondence.

2. There shall be no interference by a public
authority with the exercise of this right except
such as is in accordance with the law and is
necessary in a democratic society in the inter-
ests of national security, public safety or the
economic well-being of the country, for the
prevention of disorder or crime, for the protec-
tion of health or morals, or for the protection
of the rights and freedoms of others.”

Applicability of Article 8

The Government based their comments on the
assumption that the search and seizure at issue
interfered with the applicants' “private life” and
"home”.

The Court reiterates that the search of a law-
yer's office has been regarded as interfering
with “private life” and “correspondence” and,
potentially, home, in the wider sense implied
by the French text which uses the term “domi-
cile" (see Niemietz v. Germany, judgment of
16 December 1992, Series A no. 251-B, pp.
33-35, § § 29-33, and Tamosius v. the United
Kingdom (dec.), no. 62002/00 62002/00, ECHR
2002-VIIl; see also Petri Sallinen and Others v.
Finnland, no.50882/99 50882/99, § 71,27 Sep-
tember 2005, which confirms that the search
of a lawyer's business premises also interfered
with his right to respect for his “home”). The
search of a company's business premises was
also found to interfere with its right to respect
for its "home” (see Société Colas Est and Oth-
ers v. France, no. 37971/97, ECHR 2002-1ll, § §
40-42).

In the present case, the applicants do not
complain about the search of their business
premises, which are the first applicant's law of-
fice and the applicant company's seat nor do

=
O
Ll



-
O
Ll

202

CASE OF WIESER AND BICOS BETEILIGUNGEN GMBH V AUSTRIA

45.

46.

—_

47.

48.

they complain about the seizure of documents.
They only complain in respect of the search
and seizure of electronic data.

The Court considers that the search and sei-
zure of electronic data constituted an interfer-
ence with the applicants' right to respect for
their “correspondence” within the meaning
of Article 8 (see Niemietz, cited above, pp. 34-
35, § 32 as regards a lawyer's business cor-
respondence, and Petri Sallinen and Others,
cited above, § 71, relating to the seizure of a
lawyer's computer disks). Having regard to its
above-cited case-law extending the notion of
"home” to a company's business premises, the
Court sees no reason to distinguish between
the first applicant, who is a natural person, and
the second applicant, which is a legal person,
as regards the notion of “correspondence”.
[t does not consider it necessary to examine
whether there was also an interference with
the applicants' “private life".

The Court must therefore determine whether
the interference with the applicants' right to
respect for their correspondence satisfied the
requirements of paragraph 2 of Article 8.

Compliance with Article 8

. The parties' submissions

The Court observes at the outset that in its ad-
missibility decision of 16 May 2006 it joined the
Government's objection as to non-exhaustion
to the merits. The Government argued that the
applicants had failed to make use of the possi-
bility, provided for in the Code of Criminal Pro-
cedure, to request that documents or data be
sealed and deposited with the court in order
to obtain a court decision on whether or not
they may be used for the investigation. The ap-
plicants contested this view, arguing that the
manner in which the search was carried out
had deprived them of the possibility to make
effective use of their rights.

On the merits, the applicants asserted that
the search and seizure of electronic data had
been disproportionate. They claimed that the
first applicant was not only the manager of the
applicant company but also its counsel and
the counsel of Novamed. Thus the search had
necessarily led to correspondence, for instance
letters and file notes that the first applicant had
made in his capacity as counsel. During the
search of the paper documents all such docu-
ments had either been removed immediately
or sealed and returned to the applicant by the

49.

50.

51

52.

investigating judge as being subject to profes-
sional secrecy. In contrast, the electronic data
had been seized without observing the atten-
dant procedural guarantees. In this connection
the applicants relied on the same arguments as
submitted in respect of the issue of exhaustion
of domestic remedies.

The applicants maintained that the applicant
company's rights had also been infringed, since
it had had no control over the kind of data that
were seized. The search for the word Bicos had
necessarily led to data unrelated to the subject
defined in the search warrant. The procedural
guarantees laid down in the Code of Criminal
Procedure had not been complied with, since
the applicant company had not been given the
possibility to have the data sealed and to ob-
tain a decision by the investigating judge as to
which data might be used for the investigation.

The Government noted at the outset that the
applicants only complained about the search
of electronic data and that their submissions
essentially related to the first applicant's po-
sition as a lawyer and to the alleged lack of
safeguards to protect his duty of professional
secrecy, while the complaint as regards the ap-
plicant company remained unsubstantiated.

Referring to the Court's case-law, the Govern-
ment argued that the search and seizure of
electronic data had a legal basis in the Code of
Criminal Procedure and served legitimate aims,
namely the prevention of crime and the pro-
tection of health.

As regards the necessity of the interference,
the Government asserted that the search and
seizure of the data had been proportionate
to the legitimate aim pursued. The contested
measures had been ordered by a judicial search
warrant which had delimited their scope.
Moreover, Austrian law contained specific pro-
cedural safeguards for the search of a lawyer's
office. They had been complied with in that the
search had taken place in the presence of the
applicant and a representative of the Bar Asso-
ciation, whose role had been to ensure that the
search did not encroach on the first applicant's
duty of professional secrecy. In accordance
with the search warrant, the first applicant's
computer facilities had been searched with the
help of certain key words, that is, the names of
the firms involved, Novamed and Bicos, and
the names of the suspects in the proceedings
conducted in ltaly. Since the first applicant
was not the second applicant's counsel, their



CASE OF WIESER AND BICOS BETEILIGUNGEN GMBH V AUSTRIA

203

lawyer-client relationship had not been af-
fected. Moreover, the representative of the Bar
Association had been informed of the search of
the first applicant's computer facilities and the
search procedure documented in the data se-
curing report. The fact that the said report had
not been drawn up during the search but later
the same day was not decisive, since the main
aim of recording which data had been seized
had been achieved.

2. The Court's assessment

(a) Inaccordance with the law

53. The Court reiterates that an interference can-

not be regarded as “in accordance with the
law” unless, first of all, it has some basis in do-
mestic law. In relation to Article 8 § 2 of the
Convention, the term “law” is to be understood
in its “substantive” sense, not in its “formal”
one. In a sphere covered by the written law,
the “law” is the enactment in force as the com-
petent courts have interpreted it (see Société
Colas Est and Others, cited above, § 43, with
further references, and Petri Sallinen and Oth-
ers, cited above, § 77).

54. The Austrian Code of Criminal Procedure does

not contain specific provisions for the search
and seizure of electronic data. However, it
contains detailed provisions for the seizure of
objects and, in addition, specific rules for the
seizure of documents. It is established in the
domestic courts' case-law that these provi-
sions also apply to the search and seizure of
electronic data (see paragraph 34 above). In
fact, the applicants do not contest that the
measures complained of had a basis in domes-
tic law.

(b) Legitimate aim

55. The Court observes that the search and sei-

zure was ordered in the context of criminal
proceedings against third persons suspected
of illegal trade in medicaments. It therefore
served a legitimate aim, namely, the preven-
tion of crime.

(c) Necessary in a democratic society

56. The parties' submissions concentrated on the

necessity of the interference and in particular
on the question whether the measures were
proportionate to the legitimate aim pursued
and whether the procedural safeguards pro-
vided for by the Code of Criminal Procedure
were adequately complied with.

57.

58.

59.

60.

In comparable cases, the Court has examined
whether domestic law and practice afforded
adequate and effective safeguards against
any abuse and arbitrariness (see, for instance,
Société Colas Est and Others, cited above, §
48). Elements taken into consideration are, in
particular, whether the search was based on a
warrant issued by a judge and based on rea-
sonable suspicion, whether the scope of the
warrant was reasonably limited and — where
the search of a lawyer's office was concerned
— whether the search was carried out in the
presence of an independent observer in order
to ensure that materials subject to professional
secrecy were not removed (see Niemietz, cited
above, p.36, § 37,and Tamosius, cited above).

Inthe present case, the search of the applicants'
computer facilities was based on a warrant is-
sued by the investigating judge in the context
of legal assistance for the Italian authorities
which were conducting criminal proceedings
forillegal trade in medicaments against a num-
ber of companies and individuals. It relied on
the fact that invoices addressed to Novamed,
100% owned by the applicant company, had
been found. In these circumstances, the Court
is satisfied that the search warrant was based
on reasonable suspicion.

The Court also finds that the search warrant
limited the documents or data to be looked
forin a reasonable manner, by describing them
as any business documents revealing contacts
with the suspects in the Italian proceedings.
The search remained within these limits, since
the officers searched for documents or data
containing either the word Novamed or Bicos
or the name of any of the suspects.

Moreover, the Code of Criminal Procedure pro-
vides further procedural safeguards as regards
the seizure of documents and electronic data.
The Court notes the following provisions of the
Code:

(@) The occupant of premises searched shall be
present;

(b) A reportis to be drawn up at the end of the
search and items seized are to be listed;

() If the owner objects to the seizure of docu-
ments or data carriers they are to be sealed
and put before the judge for a decision as
to whether or not they are to be used for
the investigation; and

(d) In addition, as far as the search of a lawyer's
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office is concerned, the presence of a repre-
sentative of the Bar Association is required.

. The applicants' claim is not that the guaran-

tees provided by Austrian law are insufficient
but that they were not complied with in the
present case as regards the seizure of data.
The Court notes that a number of officers car-
ried out the search of the applicants' premises.
While one group proceeded to the seizure of
documents, the second group searched the
computer system using certain search criteria
and seized data by copying numerous files to
disks.

The Court observes that the safeguards de-
scribed above were fully complied with as re-
gards the seizure of documents: whenever the
representative of the Bar Association objected
to the seizure of a particular document, it was
sealed. A few days later the investigating judge
decided in the presence of the applicant which
files were subject to professional secrecy and
returned a number of them to the applicant on
this ground. In fact, the applicants do not com-
plain in this respect.

What is striking in the present case is that the
same safeguards were not observed as regards
the electronic data. A number of factors show
that the exercise of the applicants' rights in this
respect was restricted. First, the member of the
Bar Association, though temporarily present
during the search of the computer facilities,
was mainly busy supervising the seizure of
documents and could therefore not properly
exercise his supervisory function as regards
the electronic data. Second, the report setting
out which search criteria had been applied and
which files had been copied and seized was
not drawn up at the end of the search but only
later the same day. Moreover, the officers ap-
parently left once they had finished their task
without informing the first applicant or the
representative of the Bar Association of the re-
sults of the search.

It is true that the first applicant could have re-
quested, in a global manner at the beginning
of the search, to have any disks with copied
data sealed and submitted to the investigat-
ing judge. However, since the Code of Criminal
Procedure provides for a report to be drawn
up at the end of the search, and requires that
the items seized be listed, he could expect that
procedure to be followed. Since this was not
the case he had no opportunity to exercise his
rights effectively. Consequently, the Govern-

65.

66.

67.

68.

ment's objection of non-exhaustion has to be
dismissed.

With regard to the first applicant this manner
of carrying out the search incurred the risk of
impinging on his right to professional secrecy.
The Court has attached particular weight to
that risk since it may have repercussions on the
proper administration of justice (see Niemietz,
cited above, p. 36, § 37). The domestic au-
thorities and the Government argued that the
first applicant was not the applicant company's
counsel and that the data seized did not con-
cern their client-lawyer relationship. It is true
that the first applicant, contrary to his submis-
sions before the Court, did not claim before the
domestic authorities that he was the applicant
company's counsel, nor that he was the coun-
sel of Novamed. However, he claimed through-
out the proceedings that he acted as counsel
for numerous companies whose shares were
held by the second applicant. Moreover, the
Government did not contest the applicants'
assertion that the electronic data seized con-
tained by and large the same information as
the paper documents seized, some of which
were returned to the first applicant by the in-
vestigating judge as being subject to profes-
sional secrecy. It can therefore be reasonably
assumed that the electronic data seized also
contained such information.

In conclusion, the Court finds that the police
officers' failure to comply with some of the
procedural safeguards designed to prevent
any abuse or arbitrariness and to protect the
lawyer's duty of professional secrecy rendered
the search and seizure of the first applicant's
electronic data disproportionate to the legiti-
mate aim pursued.

Furthermore, the Court observes that a law-
yer's duty of professional secrecy also serves to
protect the client. Having regard to its above
findings that the first applicant represented
companies whose shares were held by the
second applicant and that the data seized
contained some information subject to pro-
fessional secrecy, the Court sees no reason to
come to a different conclusion as regards the
second applicant.

Consequently, there has been a violation of Ar-
ticle 8 in respect of both applicants.
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A.
70.

71.

72.

73.

74.

APPLICATION OF ARTICLE 41 OF
THE CONVENTION

Article 41 of the Convention provides:

“If the Court finds that there has been a
violation of the Convention or the Protocols
thereto, and if the internal law of the High
Contracting Party concerned allows only par-
tial reparation to be made, the Court shall, if
necessary, afford just satisfaction to the in-
jured party.”

Damage

Under the head of pecuniary damage, the first
applicant claimed 4,000 euros (EUR) per year
starting with the year 2000 for loss of clients. He
submitted that he was unable to adduce proof
without breaching his duty of professional
secrecy. Moreover, he claimed EUR 10,000 as
compensation for non-pecuniary damage
since his reputation as a lawyer had suffered as
a result of the events.

The applicant company claimed EUR 20,211.56
in compensation for pecuniary damage. It as-
serted that, being a holding company, its name
had been ruined by the seizure of the data.
Consequently, it had had to be newly estab-
lished under another name and had therefore
had to raise EUR 17,500 for the nominal capi-
tal of the new company and to pay costs of
EUR 2,711.56 for the legal acts involved. It did
not submit a claim in respect of non-pecuniary
damage.

The Government asserted that there was no
causal link between the violation at issue and
the pecuniary damage alleged by the appli-
cants.

With regard to the applicants' claims in respect
of pecuniary damage, the Court observes that
it cannot speculate as to what the effects on
the applicants' reputation would have been
had the search and seizure of electronic data
been carried out in compliance with the re-
quirements of Article 8 (see, mutatis mutandis,
Société Colas Est and Others, cited above, §
54). Consequently, it makes no award under
this head.

However, the Court accepts that the first appli-
cant has suffered non-pecuniary damage, such
as distress and frustration resulting from the
manner in which the search and seizure of data
were carried out. Making an assessment on an
equitable basis and having regard to the sum

75.

76.

77.

78.

79.

awarded in a comparable case (see Petri Sal-
linen and Others, cited above, § 114) it grants
the first applicant EUR 2,500 under the head of
non-pecuniary damage.

Costs and expenses

The first applicant claimed a total amount of
EUR 15,967.15 for costs and expenses, com-
posed of EUR 9,204.52 in respect of the domes-
tic proceedings and EUR 6,762.63 in respect
of the Convention proceedings. These sums
include value-added tax (VAT).

The Government accepted that the costs listed
in respect of the domestic proceedings were
necessarily incurred. However, they submit-
ted that the amounts claimed were excessive
since they were not in accordance with the
relevant domestic laws and regulations on
the remuneration of lawyers. In particular, only
an amount of EUR 1,486.80 — instead of the
EUR 4,858 claimed — was due in respect of the
proceedings before the Salzburg Independent
Administrative Panel. Moreover, the Govern-
ment argued that the costs claimed in respect
of the Convention proceedings were excessive.
Only an amount of EUR 2,289.96 was appropri-
ate.

The Court reiterates that if it finds that there
has been a violation of the Convention, it may
award the applicant the costs and expenses of
the domestic proceedings which were neces-
sarily incurred in order to prevent or redress
the violation and are reasonable as to quantum
(see Société Colas Est and Others, cited above,
§ 56).

The Court notes that it is not contested that the
costs claimed by the first applicant were neces-
sarily incurred. However, it considers that the
sums claimed are not reasonable as to quan-
tum. Regard being had to the information in its
possession and to the sums awarded in com-
parable cases, the Court considers it reason-
able to award the sum of EUR 10,000 covering
costs under all heads. This sum includes VAT.

Default interest

The Court considers it appropriate that the de-
fault interest should be based on the marginal
lending rate of the European Central Bank,
to which should be added three percentage
points.
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FOR THESE REASONS, THE COURT

1. Dismisses unanimously the Government's
preliminary objection as to non-exhaustion of
domestic remedies;

2. Holds unanimously that there has been a vio-
lation of Article 8 of the Convention in respect
of the first applicant;

3. Holds by four votes to three that there has
been a violation of Article 8 of the Convention
in respect of the second applicant;

4. Holds unanimously

(a) that the respondent State is to pay the first
applicant, within three months from the
date on which the judgment becomes fi-
nalin accordance with Article 44 § 2 of the
Convention, EUR 2,500 (two thousand five
hundred euros) in respect of non-pecuni-
ary damage and EUR 10,000 (ten thousand
euros) in respect of costs and expenses;

(b) that from the expiry of the above-men-
tioned three months until settlement sim-
ple interest shall be payable on the above
amounts at a rate equal to the marginal
lending rate of the European Central Bank
during the default period plus three per-
centage points;

5. Dismisses unanimously the remainder of the
applicants' claim for just satisfaction.

Done in English, and notified in writing on 16 Oc-
tober 2007, pursuant to Rule 77 § § 2 and 3 of the
Rules of Court.

T.L. Early, Registrar
Nicolas Bratza, President

In accordance with Article 45 § 2 of the Conven-
tion and Rule 74 § 2 of the Rules of Court, the joint
partly dissenting opinion of Sir Nicolas Bratza, Mr
Casadevall and Ms Mijovic¢ is annexed to this judg-
ment.

JOINT PARTLY
DISSENTING OPINION OF
JUDGES BRATZA,
CASADEVALL AND
MIJOVIC

While in full agreement that the first applicant's
rights under Article 8 were violated in the present
case, we take a different view as regards the second
applicant.

Although the first applicant was the owner and
general manager of the applicant company and
although the company had its seat at the first ap-
plicant's law office, he was not the counsel or le-
gal adviser of the company. It appears that the first
applicant acted as legal adviser of certain of the
companies owned by the second applicant. How-
ever, it has not been claimed that the search and
seizure carried out in the first applicant's law office
involved electronic data relating to any of the sub-
sidiary companies of which he was the legal advis-
er. In these circumstances, we are not satisfied that
the applicant company may be said to have been
affected by the absence of procedural safeguards
designed to protect the lawyer-client relationship
which have been found by the Court to give rise to
a finding of a violation of Article 8 of the Conven-
tion.
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CASE OF COPLAND V THE UNITED KINGDOM

PRIVATE LIFE, INTERFERENCE, E-MAIL, INTERNET, SUR-
VEILLANCE, CORRESPONDENCE, MISUSE OF POWER,
DEMOCRACY

IN THE CASE OF COPLAND V. THE UNITED KINGDOM,

The European Court of Human Rights (Fourth Sec-
tion), sitting as a Chamber composed of:

Mr J. Casadevall, President,

Sir Nicolas Bratza,

Mr G. Bonello,

Mr R. Maruste,

Mr S. Pavlovschi,

Mr L. Garlicki,

Mr J. Borrego Borrego, judges,
and Mr T.L. Early, Section Registrar,

Having deliberated in private on 7 March 2006 and
on 13 March 2007,

Delivers the following judgment, which was adopt-
ed on the last-mentioned date:

PROCEDURE

1. The case originated in an application (no.
62617/00 62617/00 ) against the United King-
dom of Great Britain and Northern Ireland
lodged with the Court under Article 34 of the
Convention for the Protection of Human Rights
and Fundamental Freedoms (“the Conven-
tion”) by Ms Lynette Copland.

2. The applicant was represented before the
Court by Mr James Welch of Liberty, a non-
governmental civil rights organisation based
in London. The United Kingdom Government
("the Government”) were represented by their
Agent, Mr J. Grainger of the Foreign and Com-
monwealth Office.

3. The applicant complained about the monitor-
ing of her telephone calls, e-mail correspond-
ence and internet usage under Articles 8 and
13.

4. By a decision of 7 March 2006, the Court de-
clared the application partly admissible.

5. The applicant, but not the Government, filed
further written observations (Rule 59 § 1).

THE FACTS

L

10.

1.

THE CIRCUMSTANCES OF THE
CASE

The applicant was born in 1950 and lives in Lla-
nelli, Wales.

In 1991 the applicant was employed by
Carmarthenshire College (“the College”). The
College is a statutory body administered by the
State and possessing powers under sections 18
and 19 of the Further and Higher Education Act
1992 relating to the provision of further and
higher education.

In 1995 the applicant became the personal
assistant to the College Principal (“CP") and
from the end of 1995 she was required to work
closely with the newly appointed Deputy Prin-
cipal ("DP").

In about July 1998, whilst on annual leave, the
applicant visited another campus of the Col-
lege with a male director. She subsequently
became aware that the DP had contacted that
campus to enquire about her visit and under-
stood that he was suggesting an improper re-
lationship between her and the director.

During her employment, the applicant's tel-
ephone, e-mail and internet usage were sub-
jected to monitoring at the DP's instigation.
According to the Government, this monitoring
took place in order to ascertain whether the ap-
plicant was making excessive use of College fa-
cilities for personal purposes. The Government
stated that the monitoring of telephone usage
consisted of analysis of the college telephone
bills showing telephone numbers called, the
dates and times of the calls and their length
and cost. The applicant also believed that there
had been detailed and comprehensive logging
of the length of calls, the number of calls re-
ceived and made and the telephone numbers
of individuals calling her. She stated that on at
least one occasion the DP became aware of
the name of an individual with whom she had
exchanged incoming and outgoing telephone
calls. The Government submitted that the
monitoring of telephone usage took place for
a few months up to about 22 November 1999.
The applicant contended that her telephone
usage was monitored over a period of about
18 months until November 1999.

The applicant's internet usage was also moni-
tored by the DP. The Government accepted
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13.

that this monitoring took the form of analysing
the web sites visited, the times and dates of the
visits to the web sites and their duration and
that this monitoring took place from October
to November 1999. The applicant did not com-
ment on the manner in which her internet us-
age was monitored but submitted that it took
place over a much longer period of time than
the Government admit.

. In November 1999 the applicant became

aware that enquiries were being made into her
use of e-mail at work when her step-daughter
was contacted by the College and asked to
supply information about e-mails that she had
sent to the College. The applicant wrote to the
CP to ask whether there was a general investi-
gation taking place or whether her e-mails only
were being investigated. By an e-mail dated 24
November 1999 the CP advised the applicant
that, whilst all e-mail activity was logged, the
information department of the College was
investigating only her e-mails, following a re-
quest by the DP.

The Government submitted that monitoring of
e-mails took the form of analysis of e-mail ad-
dresses and dates and times at which e-mails
were sent and that the monitoring occurred
for a few months prior to 22 November 1999.
According to the applicant the monitoring of
e-mails occurred for at least six months from
May 1999 to November 1999. She provided
documentary evidence in the form of printouts
detailing her e-mail usage from 14 May 1999 to
22 November 1999 which set out the date and
time of e-mails sent from her e-mail account
together with the recipients' e-mail addresses.

. By a memorandum dated 29 November 1999

the CP wrote to the DP to confirm the contents
of a conversation they had had in the follow-
ing terms:

“To avoid ambiguity | felt it worthwhile to
confirm my views expressed to you last week,
regarding the investigation of [the applicant's]
e-mail traffic.

Subsequent to [the applicant] becoming
aware that someone from [the College] had
been following up her e-mails, | spoke to [ST]
who confirmed that this was true and had
been instigated by yourself. Given the forth-
coming legislation making it illegal for organi-
sations to examine someone's e-mail without
permission, | naturally felt concerned over
recent events and instructed [ST] not to carry
out any further analysis. Furthermore, | asked
you to do likewise and asked that any infor-

15.

16.
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20.

mation you have of concern regarding [the
applicant] be forwarded to me as a matter of
priority. You indicated that you would respond
positively to both requests, whilst re-affirming
your concerns regarding [the applicant].”

There was no policy in force at the College at
the material time regarding the monitoring of
telephone, e-mail or internet use by employ-
ees.

In about March or April 2000 the applicant was
informed by other members of staff at the Col-
lege that between 1996 and late 1999 several
of her activities had been monitored by the
DP or those acting on his behalf. The applicant
also believed that people to whom she had
made calls were in turn telephoned by the DP,
or those acting on his behalf, to identify the
callers and the purpose of the call. She further
believed that the DP became aware of a legally
privileged fax that was sent by herself to her so-
licitors and that her personal movements, both
at work and when on annual or sick leave, were
the subject of surveillance.

The applicant provided the Court with state-
ments from other members of staff alleging
inappropriate and intrusive monitoring of their
movements. The applicant, who is still em-
ployed by the College, understands that the
DP has been suspended.

RELEVANT DOMESTIC LAW

Law of privacy

At the relevant time there was no general right
to privacy in English law.

Since the implementation of the Human Rights
Act 1998 on 2 October 2000, the courts have
been required to read and give effect to prima-
ry legislation in @ manner which is compatible
with Convention rights so far as possible. The
Act also made it unlawful for any public author-
ity, including a court, to act in a manner which
is incompatible with a Convention right unless
required to do so by primary legislation, thus
providing for the development of the common
law in accordance with Convention rights. In
the case of Douglas v Hello! Ltd ([2001] 1 WLR
992), Sedley LJ indicated that he was prepared
to find that there was a qualified right to pri-
vacy under English law, but the Court of Appeal
did not rule on the point.

The Regulation of Investigatory Powers Act
2000 (“the 2000 Act”) provided for the regu-
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21.

22.

C
23.

lation of, inter alia, interception of commu-
nications. The Telecommunications (Lawful
Business Practice) Regulations 2000 were
promulgated under the 2000 Act and came
into force on 24 October 2000. The Regulations
set out the circumstances in which employers
could record or monitor employees' commu-
nications (such as e-mail or telephone) with-
out the consent of either the employee or the
other party to the communication. Employers
were required to take reasonable steps to in-
form employees that their communications
might be intercepted.

Contractual damages for breach of trust
and confidence by employer

The House of Lords in Malik v Bank of Credit
and Commerce International SA [1997] IRLR
462 confirmed that, as a matter of law, a gen-
eral term is implied into each employment
contract that an employer will not “without
reasonable and proper cause, conduct itself in
a manner calculated and likely to destroy or se-
riously damage the relationship of confidence
and trust between employer and employee”. In
Malik, the House of Lords was concerned with
the award of so-called “stigma compensation”
where an ex-employee is unable to find further
employment due to association with a dishon-
est former employer. In considering the dam-
ages that could be awarded for breach of the
obligation of trust and confidence, the House
were solely concerned with the payment of
compensation for financial loss resulting from
handicap in the labour market. Lord Nicholls
expressly noted that, “(f)or the present pur-
poses | am not concerned with the exclusion of
damages for injured feelings, the present case
is concerned only with financial loss.”

In limiting the scope of the implied term of
trust and confidence in Malik, Lord Steyn stated
as follows:

“the implied mutual obligation of trust and
confidence applies only where there is 'no rea-
sonable and proper cause' for the employer's
conduct, and then only if the conduct is cal-
culated to destroy or seriously damage the
relationship of trust and confidence. That cir-
cumscribes the potential reach and scope of
the implied obligation.”

Tort of misfeasance in public office

The tort of misfeasance in public office arises
when a public official has either (a) exercised
his power specifically intending to injure the

24.
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26.

plaintiff, or (b) acted in the knowledge of, or
with reckless indifference to, the illegality of his
actand in the knowledge or with reckless indif-
ference to the probability of causing injury to
the claimant or a class of people of which the
claimantis a member (Three Rivers D.C. v. Bank
of England (No.3) (HL) [2000] WLR 1220).

Data Protection Act 1984

At the time of the acts complained of by the
applicant, the Data Protection Act 1984 (“the
1984 Act”) regulated the manner in which peo-
ple and organisations that held data, known as
“data holders”, processed or used that data. It
provided certain actionable remedies to indi-
viduals in the event of misuse of their personal
data. The 1984 Act has now been replaced by
the Data Protection Act 1998.

Section 1 of the 1984 Act defined its terms as
follows:

“(2) 'Data’ means information recorded in a
form in which it can be processed by equip-
ment operating automatically in response to
instructions given for that purpose.

(3) 'Personal data' means data consisting of
information which relates to a living individual
who can be identified from that information
(or from that and other information in the pos-
session of the data user...)

(4) 'Data subject' means an individual who is
the subject of personal data.

(5) 'Data user' means a person who holds data,
and a person 'holds' data if -

(a) the data form part of a collection of data
processed or intended to be processed by or
on behalf of that person as mentioned in sub-
section (2) above; and

(b) that person... controls the contents and use
of the data comprised in the collection; and

(c) the data are in the form in which they have
been or are intended to be processed as men-
tioned in paragraph (a)...

(7) 'Processing’ in relation to data means
amending, augmenting, deleting or re-arrang-
ing the data or extracting the information con-
stituting the data and, in the case of personal
data, means performing any of these opera-
tions by reference to the data subject.

(9) 'Disclosing' in relation to data, includes dis-
closing information extracted from the data ...”

The “data protection principles” to be respect-
ed by data holders were set out in Part 1 to
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Schedule 1 of the Act as follows:

“1. The information to be contained in person-
al data shall be obtained, and personal data
shall be processed, fairly and lawfully.

2. Personal data shall be held only for one or
more specified and lawful purposes ...

4. Personal data held for any purpose shall be
adequate, relevant and not excessive in rela-
tion to that purpose or those purposes.”

27. Section 23 of the 1984 Act provided rights to

compensation for the data subject in the event
of unauthorised disclosure of personal data:

“ (1) An individual who is the subject of per-
sonal data held by a data user..and who suf-
fers damage by reason of -

(c) ...the disclosure of the data or, access hav-
ing been obtained to the data, without such
authority as aforesaid,

shall be entitled to compensation from the
data user...for that damage and for any distress
which the individual has suffered by reason of
the...disclosure or access.”

28. The 1984 Act also created the position of Data

Protection Registrar, under a duty to promote
the observance of the data protection prin-
ciples by data users. In section 10 it created a
criminal offence as follows:

“(1) If the Registrar is satisfied that a registered
person has contravened or is contravening
any of the data protection principles he may
serve him with a notice (‘an enforcement no-
tice') requiring him to take ... such steps as are
so specified for complying with the principle
or principles in question.

(2) In deciding whether to serve an enforce-
ment notice, the Registrar shall consider
whether the contravention has caused or is
likely to cause any person damage or distress.

(9) Any person who fails to comply with an
enforcement notice shall be guilty of an of-
fence...”

THE LAW

L

ALLEGED VIOLATION OF ARTICLE
8 OF THE CONVENTION

29. The applicant alleged that the monitoring ac-

tivity that took place amounted to an interfer-

30.

31

32.

33.

34.

ence with her right to respect for private life
and correspondence under Article 8, which
reads as follows:

“1. Everyone has the right to respect for his
private and family life, his home and his cor-
respondence.

2. There shall be no interference by a public
authority with the exercise of this right except
such as is in accordance with the law and is
necessary in a democratic society in the inter-
ests of national security, public safety or the
economic well-being of the country, for the
prevention of disorder or crime, for the protec-
tion of health or morals, or for the protection
of the rights and freedoms of others.”

The Government contested that argument.

The parties' submissions

. The Government

The Government accepted that the College
was a public body for whose actions the State
was directly responsible under the Convention.

Although there had been some monitor-
ing of the applicant's telephone calls, e-mails
and internet usage prior to November 1999,
this did not extend to the interception of tel-
ephone calls or the analysis of the content of
websites visited by her. The monitoring thus
amounted to nothing more than the analysis
of automatically generated information to de-
termine whether College facilities had been
used for personal purposes which, of itself, did
not constitute a failure to respect private life or
correspondence. The case of PG. and J.H. v. the
United Kingdom, no. 44787/98 44787/98, ECHR
2001-1X, could be distinguished since there ac-
tual interception of telephone calls occurred.
There were significant differences from the
case of Halford v. the United Kingdom, judg-
ment of 25 June 1997, Reports of Judgments
and Decisions 1997-1ll, where the applicant's
telephone calls were intercepted on a tel-
ephone which had been designated for private
use and, in particular her litigation against her
employer.

In the event that the analysis of records of
telephone, e-mail and internet use was con-
sidered to amount to an interference with
respect for private life or correspondence, the
Government contended that the interference
was justified.

First, it pursued the legitimate aim of protect-
ing the rights and freedoms of others by en-
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35.

36.

37.

suring that the facilities provided by a publicly
funded employer were not abused. Secondly,
the interference had a basis in domestic law
in that the College, as a statutory body, whose
powers enable it to provide further and higher
education and to do anything necessary and
expedient for those purposes, had the power
to take reasonable control of its facilities to en-
sure that it was able to carry out its statutory
functions. It was reasonably foreseeable that
the facilities provided by a statutory body out
of public funds could not be used excessively
for personal purposes and that the College
would undertake an analysis of its records to
determine if there was any likelihood of per-
sonal use which needed to be investigated.
In this respect, the situation was analogous
to that in Peck v. the United Kingdom, no.
44647/98 44647/98, ECHR 2003-1.

Finally, the acts had been necessary in a demo-
cratic society and were proportionate as any
interference went no further than necessary to
establish whether there had been such exces-
sive personal use of facilities as to merit inves-
tigation.

. The applicant

The applicant did not accept that her e-mails
were not read and that her telephone calls
were not intercepted but contended that, even
if the facts were as set out by the Government,
it was evident that some monitoring activity
took place amounting to an interference with
her right to respect for private life and corre-
spondence.

She referred to legislation subsequent to the
alleged violation, namely the Regulation of In-
vestigatory Powers Act 2000 and the Telecom-
munications Regulations 2000 (see paragraph
20 above), which she claimed were an explicit
recognition by the Government that such
monitoring amounted to interference under
Article 8 and required authorisation in order to
be lawful. Since these laws came into force in
2000, the legal basis for such interference post-
dated the events in the present case. Thus, the
interference had no basis in domestic law and
was entirely different from the position in Peck
(see paragraph 34 above) where the local au-
thority was specifically empowered by statute
to record visual images of events occurring in
its area. In the present case there was no such
express power for the College to carry out sur-
veillance on its employees and the statutory
powers did not make such surveillance reason-

38.

39.

40.

—_

41.

42.

43.

ably foreseeable.

The applicant asserted that the conduct of the
College was neither necessary nor proportion-
ate. There were reasonable and less intrusive
methods that the College could have used
such as drafting and publishing a policy deal-
ing with the monitoring of employees' usage
of the telephone, internet and e-mail.

The Court's assessment

The Court notes the Government's acceptance
that the College is a public body for whose
acts it is responsible for the purposes of the
Convention. Thus, it considers that in the pre-
sent case the question to be analysed under
Article 8 relates to the negative obligation on
the State not to interfere with the private life
and correspondence of the applicant and that
no separate issue arises in relation to home or
family life.

The Court further observes that the parties dis-
agree as to the nature of this monitoring and
the period of time over which it took place.
However, the Court does not consider it neces-
sary to enter into this dispute as an issue arises
under Article 8 even on the facts as admitted
by the Government.

. Scope of private life

According to the Court's case-law, telephone
calls from business premises are prima facie
covered by the notions of “private life” and
“correspondence” for the purposes of Article 8
§ 1 (see Halford, cited above, § 44and Amann
v. Switzerland [GC], no. 27798/95, § 43, ECHR
2000-11). It follows logically that e-mails sent
from work should be similarly protected under
Article 8, as should information derived from
the monitoring of personal internet usage.

The applicant in the present case had been
given no warning that her calls would be liable
to monitoring, therefore she had a reasonable
expectation as to the privacy of calls made
from her work telephone (see Halford, § 45).
The same expectation should apply in relation
to the applicant's e-mail and internet usage.

Whether there was any interference with
the rights guaranteed under Article 8.

The Court recalls that the use of information
relating to the date and length of telephone
conversations and in particular the numbers
dialled can give rise to an issue under Article
8 as such information constitutes an “integral
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44,

w

45.

46.

47.

element of the communications made by tel-
ephone” (see Malone v. the United Kingdom,
judgment of 2 August 1984, Series A no. 82, §
84). The mere fact that these data may have
been legitimately obtained by the College, in
the form of telephone bills, is no bar to finding
an interference with rights guaranteed under
Article 8 (ibid). Moreover, storing of personal
data relating to the private life of an individual
also falls within the application of Article 8 §
1 (see Amann, cited above, § 65). Thus, it s ir-
relevant that the data held by the college were
not disclosed or used against the applicant in
disciplinary or other proceedings.

Accordingly, the Court considers that the col-
lection and storage of personal information
relating to the applicant's telephone, as well as
to her e-mail and internet usage, without her
knowledge, amounted to an interference with
her right to respect for her private life and cor-
respondence within the meaning of Article 8.

Whether the interference was “in
accordance with the law”

The Court recalls that it is well established in
the case-law that the term “in accordance with
the law” implies - and this follows from the ob-
ject and purpose of Article 8 - that there must
be a measure of legal protection in domestic
law against arbitrary interferences by public
authorities with the rights safeguarded by Ar-
ticle 8 § 1. This is all the more so in areas such
as the monitoring in question, in view of the
lack of public scrutiny and the risk of misuse of
power (see Halford, cited above, § 49).

This expression not only requires compliance
with domestic law, but also relates to the
quality of that law, requiring it to be compat-
ible with the rule of law (see, inter alia, Khan
v. the United Kingdom, judgment of 12 May
2000, Reports of Judgments and Decisions
2000-V, § 26; PG. and J.H. v. the United King-
dom, cited above, § 44). In order to fulfil the
requirement of foreseeability, the law must be
sufficiently clear in its terms to give individuals
an adequate indication as to the circumstances
in which and the conditions on which the au-
thorities are empowered to resort to any such
measures (see Halford, cited above, § 49 and
Malone, cited above, § 67).

The Court is not convinced by the Govern-
ment's submission that the College was au-
thorised under its statutory powers to do “any-
thing necessary or expedient” for the purposes
of providing higher and further education, and

48.

49.

IL.

50.

5T.

IIL

52.

finds the argument unpersuasive. Moreover,
the Government do not seek to argue that
any provisions existed at the relevant time,
either in general domestic law or in the gov-
erning instruments of the College, regulating
the circumstances in which employers could
monitor the use of telephone, e-mail and the
internet by employees. Furthermore, it is clear
that the Telecommunications (Lawful Business
Practice) Regulations 2000 (adopted under the
Regulation of Investigatory Powers Act 2000)
which make such provision were not in force
at the relevant time.

Accordingly, as there was no domestic law
regulating monitoring at the relevant time, the
interference in this case was not “in accordance
with the law” as required by Article 8 § 2 of
the Convention. The Court would not exclude
that the monitoring of an employee's use of
a telephone, e-mail or internet at the place of
work may be considered “necessary in a demo-
cratic society” in certain situations in pursuit
of a legitimate aim. However, having regard
to its above conclusion, it is not necessary to
pronounce on that matter in the instant case.

There has therefore been a violation of Article
8 in this regard.

ALLEGED VIOLATION OF ARTICLE
13 IN CONJUNCTION WITH
ARTICLE 8 OF THE CONVENTION

The applicant submitted that no effective
domestic remedy existed for the breaches of
Article 8 of which she complained and that,
consequently, there had also been a violation
of Article 13 which provides as follows:

“Everyone whose rights and freedoms as set
forth in [the] Convention are violated shall
have an effective remedy before a national
authority notwithstanding that the violation
has been committed by persons acting in an
official capacity.”

Having regard to its decision on Article 8 (see
paragraph 48 above), the Court does not con-
sider it necessary to examine the applicant's
complaint also under Article 13.

APPLICATION OF ARTICLE 41 OF
THE CONVENTION

Article 41 of the Convention provides:

“If the Court finds that there has been a
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A.
53.

54.

55.

56.

57.

violation of the Convention or the Protocols
thereto, and if the internal law of the High
Contracting Party concerned allows only par-
tial reparation to be made, the Court shall, if
necessary, afford just satisfaction to the in-
jured party.”

Damage

The applicant made no claim for pecuniary
damage but without quantifying an amount,
claimed non-pecuniary loss for stress, anxiety,
low mood and inability to sleep. She produced
a medical report dated June 2006 recognising
that she had suffered from stress and lack of
sleep due to the work environment.

The Government submitted that the report
presented by the applicant gave no indica-
tion that the stress complained of was caused
by the facts giving rise to her complaint. Fur-
thermore, as the Court had held in a number
of cases relating to complaints involving the
interception of the communications of sus-
pected criminals by the police, in their view, a
finding of a violation should in itself constitute
sufficient just satisfaction (see Taylor-Sabori v.
the United Kingdom, no. 47114/99 47114/99,
§ 28,22 October 2002, Hewitson v. the United
Kingdom, no. 50015/99 50015/99, § 25, 27
May 2003 and Chalkley v. the United Kingdom,
no. 63831/00 63831/00, § 32, 12 June 2003).
Moreover, since the conduct alleged consisted
of monitoring and not interception, the nature
of such interference was of a significantly lower
order of seriousness than the cases mentioned
above.

The Court notes the above cases cited by the
Government, but recalls also that, in Halford
(cited above, § 76) which concerned the in-
terception of an employee's private telephone
calls by her employer, it awarded GBP 10,000
in respect of non-pecuniary damage. Making
an assessment on an equitable basis in the
present case, the Court awards the applicant
EUR 3,000 in respect of non-pecuniary damage.

Costs and expenses

The applicant claimed legal costs and expens-
es totalling GBP 9,363 inclusive of value-added
tax. This included fees paid to a solicitor and
trainee solicitor of GBP 7,171.62, disbursements
of GBP 1,556.88 and the rest in anticipated fu-
ture costs.

The Government submitted that the hourly
rates charged by the solicitors and the rate
of increase over the period during which the

58.

59.

case was pending were excessive. Moreover,
the applicant's original application included
a number of complaints which the Court de-
clared inadmissible and therefore the portion
of costs related to such claims should not be
recoverable. In the Government's view the sum
of GBP 2,000 would adequately cover costs and
expenses incurred.

According to its settled case-law, the Court will
award costs and expenses in so far as these re-
late to the violation found and to the extent to
which they have been actually and necessar-
ily incurred and are reasonable as to quantum
(see, among other authorities, Schouten and
Meldrum v. the Netherlands, judgment of 9 De-
cember 1994, Series A no. 304, pp. 28-29, § 78
and Lorsé and Others v. the Netherlands, no.
52750/99 52750/99, § 103, 4 February 2003).
Taking into account all the circumstances, it
awards the applicant EUR 6,000 for legal costs
and expenses, in addition to any VAT that may
be payable.

Default interest

The Court considers it appropriate that the de-
fault interest should be based on the marginal
lending rate of the European Central Bank,
to which should be added three percentage
points.

FOR THESE REASONS, THE COURT
UNANIMOUSLY

1.

Holds that there has been a violation of Arti-
cle 8 of the Convention;

Holds that it is not necessary to examine the
case under Article 13 of the Convention.

Holds

(a) that the respondent State is to pay the
applicant, within three months from the
date on which the judgment becomes fi-
nalin accordance with Article 44 § 2 of the
Convention, the following amounts, to be
converted into pounds sterling at the rate
applicable at the time of settlement:

(i) EUR 3,000 (three thousand euros) in
respect of non-pecuniary damage;

(i) EUR 6,000 (six thousand euros) in re-
spect of costs and expenses;

(i) any tax that may be chargeable on the
above amounts;
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(b) that from the expiry of the above-men-
tioned three months until settlement sim-
ple interest shall be payable on the above
amount at a rate equal to the marginal
lending rate of the European Central Bank
during the default period plus three per-
centage points;

4. Dismisses the remainder of the applicant's
claim for just satisfaction.

Done in English, and notified in writing on 3 April
2007, pursuant to Rule 77 § § 2 and 3 of the Rules
of Court.

T.L. Early, Registrar
Josep Casadevall, President
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CASE OF SMIRNOV V RUSSIA

COMPUTER, SEIZURE, CONFISCATION, PRIVATE LIFE,
PROPERTY, PREVENTION OF DISORDER, PUBLIC SAFETY,
EVIDENCE

IN THE CASE OF SMIRNOV V. RUSSIA,

The European Court of Human Rights (First Sec-
tion), sitting as a Chamber composed of:

Mr C.L. Rozakis, President,

Mr A. Kovler,

Mrs E. Steiner,

Mr K. Hajiyev,

Mr D. Spielmann,

Mr S.E. Jebens,

Mr G. Malinverni, judges,

and Mr S. Nielsen, Section Registrar,

Having deliberated in private on 15 May 2007,

Delivers the following judgment, which was adopt-
ed on that date:

PROCEDURE

1. The case originated in an application (no.
71362/01) against the Russian Federation
lodged with the Court under Article 34 of
the Convention for the Protection of Human
Rights and Fundamental Freedoms (“the Con-
vention”) by a Russian national, Mr Mikhail
Vladimirovich Smirnov (“the applicant”), on 27
November 2000.

2. The Russian Government (“the Government”)
were represented by Mr P. Laptev, Representa-
tive of the Russian Federation at the European
Court of Human Rights.

3. The applicant alleged, in particular, a violation
of the right to respect for his home and the
right to peaceful enjoyment of possessions as
regards the search at his place of residence and
the retention of his computer. He also claimed
that he did not have an effective remedy in re-
spect of the latter complaint.

4. By a decision of 30 June 2005 the Court de-
clared the application partly admissible.

THE FACTS

L

9.

THE CIRCUMSTANCES OF THE
CASE

The applicant was born in 1956 and lives in
St Petersburg. The applicant is a lawyer; at
the material time he was a member of the
St Petersburg United Bar Association (CaHKT-
MeTepbyprckass  obvegnHeHHas  Konneruns
a/Bokaros).

Search at the applicant's home

On 20 January 1999 the St Petersburg City
Prosecutor opened criminal case no. 7806
against Mr Sh,, Mr G. and fifteen other persons
who were suspected of forming and participat-
ing in an organised criminal enterprise and of
other serious offences.

On 7 March 2000 Mr D., an investigator with
the Serious Crimes Department in the prosecu-
tor's office, issued a search warrant which read
in its entirety as follows:

“Taking into account that at the [applicant's]
place of residence at the address [the appli-
cant's home address] there might be objects
and documents that are of interest for the in-
vestigation of criminal case [no. 7806], | order a
search of the premises at the address [the ap-
plicant's home address] where [the applicant]
permanently resides and the seizure of objects
and documents found during the search.”

On the same day a St Petersburg deputy pros-
ecutor approved the search and countersigned
the warrant.

The Government claimed that the applicant
had not been a party to criminal case no. 7806
and had not represented anyone involved. The
applicant maintained that he had been a rep-
resentative of:

(@) MrS,, who had been first a suspect and later
a witness in criminal case no. 7806. On 21
February 2000 the applicant had repre-
sented Mr S. before the Oktyabrskiy Court
of St Petersburg in proceedings concerning
a complaint about a decision by the inves-
tigator D. The applicant had also been S.'s
representative in unrelated civil proceed-
ings on the basis of an authority form of 25
May 1999;

(b) Mr Yu., who had been a defendant in crimi-
nal case no. 7806 and whom the applicant
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had represented from 10 July to 25 Decem-
ber 1998;

(c) Mr B., who had been the victim in a crimi-
nal case concerning the murder of his son.
Subsequently that case had been joined
to criminal case no. 7806. The applicant
had represented Mr B. from 11 February to
23 March 2000;

(d) Mr Sh., who had been a defendant in crimi-
nal case no. 7806 and whom the applicant
had represented before the Court (applica-
tion no. 29392/02).

. On 9 March 2000 the investigator D, in the

presence of the applicant, assisted by police
officers from the Organised Crime District
Directorate (PYBOI1) and two attesting wit-
nesses (MoHATkIE), searched the applicant's flat.
According to the record of the search, the ap-
plicant was invited to “voluntarily hand over...
documents relating to the public company T.
and the federal industrial group R”. The ap-
plicant responded that he had no such docu-
ments and countersigned under that state-
ment.

. The investigator found and seized over twenty

documents which the applicant declared to
be his own and the central unit of the appli-
cant's computer. According to the record of
the search, the applicant had no complaints
about the way the search was carried out, yet
he objected to the seizure of the central unit
because it contained two hard disks and was
worth 1,000 United States dollars. The seized
documents included, in particular, Mr S.'s pow-
er of attorney of 25 May 1999 and extracts of a
memorandum in Mr B.'s case.

. Onthe same date the investigator D. held a for-

mal interview with the applicant in connection
with criminal case no. 7806.

. On 17 March 2000 the investigator L. issued

an order for the attachment of the documents
seized at the applicant's flat and the central
unit of his computer as “physical evidence” in
criminal case no. 7806.

Judicial review of the search and seizure
orders

. The applicant complained to a court. He

sought to have the search and seizure of the
documents declared unlawful. He claimed, in
particular, that the central unit of the comput-
er, his personal notebook and his clients' files

o

16.

17.

18.

19.

and records were not related to the criminal
case and could not be attached as evidence
because the seizure had impaired his clients'
defence rights.

. On 19 April 2000 the Oktyabrskiy Court of the
Admiralteyskiy District of St Petersburg heard
the applicant's complaint. The court found that
the search had been approved and carried out
in accordance with the applicable provisions of
the domestic law and had therefore been law-
ful. As to the attachment of the computer, the
court ruled as follows:

“..the purpose of the search was to find ob-
jects and documents in connection with a
criminal case. During the search a number of
documents and a computer central unit were
seized; they were thoroughly examined by the
investigator, as is evident from the record of
the examination of the seized items and print-
outs of the files contained in the central unit.

Accordingly, the above shows that the aim
of the search has been achieved; however,
the order to attach the seized objects and
documents as evidence in the criminal case
amounts to the forfeiture of the [applicant's]
property which was taken from him and never
returned, whereas [the applicant] was neither
a suspect nor a defendant in the criminal case
and was interviewed as a witness.

Under such circumstances, the constitutional
rights of the applicant, who was deprived of
his property, were violated. Having achieved
the purpose of the search and recorded the
results received, the investigator, without any
valid and lawful grounds, declared [the appli-
cant's property] to be physical evidence...”

The District Court ordered that the applicant's
documents, his notebook and the central unit
be returned to

On 25 May 2000 the St Petersburg City Court
quashed the judgment of 19 April 2000 and
remitted the case for a fresh examination by
a differently composed court. The City Court
pointed out that the first-instance court had
erroneously considered that the order for the
attachment of objects as evidence amounted
to the forfeiture of the applicant's property.

On 6 June 2000 the investigator returned the
notebook and certain documents, but not the
computer, to the applicant.

On 2 August 2000 the applicant brought a civil
action against the St Petersburg City Prosecu-
tor's Office and the Ministry of Finance, seeking
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20.

21.

22.

23.

24.

compensation for the non-pecuniary damage
incurred as a result of the seizure of his belong-
ings.

On 17 August 2000 the Oktyabrskiy Court of
St Petersburg held a new hearing on the ap-
plicant's complaint. The court ruled that the
search of the applicant's flat had been justi-
fied and lawful and that the remainder of the
applicant's complaints were not amenable to
judicial review.

On 12 September 2000 the St Petersburg City
Court quashed the judgment of 17 August
2000 and remitted the case for a fresh exami-
nation by a differently composed court. The
City Court found that the first-instance court
had failed to examine, in a sufficiently thor-
ough manner, whether the investigator had
had sufficient grounds to search the flat of a
person who had not been charged with any
criminal offence.

On 17 November 2000 the Oktyabrskiy Court
of St Petersburg delivered the final judgment
on the applicant's complaint. As regards the
lawfulness of the search, the court found as
follows:

“The search warrant was issued because there
were sufficient reasons [to believe] that [at
the applicant's home address] where [the
applicant] lived there could be objects and
documents that could be used as evidence in
connection with one of the counts in criminal
case no. 7806. This fact was established by
the court and confirmed by the materials in
the case file, in particular, a statement by the
investigator D[] of 16 November 2000, the
decision to bring charges of 22 February 1999,
the decision to lodge an application for an
extension of detention on remand of 10 July
[? - unclear] 2000, letter no. 200409 of 22 Sep-
tember 1998 and other materials; therefore,
the court comes to the conclusion that the
search in [the applicant's] flat was justified un-
der Article 168 of the RSFSR Code of Criminal
Procedure..”

The court further established that the search
had been carried out in strict compliance with
the laws on criminal procedure. As regards the
remainder of the applicant's claims, the court
decided that it was not competent to examine
them, but that it was open to the applicant to
complain about the investigator's decisions to
a supervising prosecutor.

On 19 December 2000 the St Petersburg City
Court dismissed an appeal by the applicant.

25.

IL

26.

27.

28.

29.

30.

It upheld the District Court's finding that the
search at the applicant's flat had been justified
and procedurally correct and that the order to
attach objects as evidence was not amenable
to judicial review because such an avenue of
appeal was not provided for in domestic law.

The applicant's civil claim for damages has not
been examined to date.

RELEVANT DOMESTIC LAW AND
PRACTICE

Searches at a person's home

Article 25 of the Constitution establishes that
the home is inviolable. No one may penetrate
into the home against the wishes of those who
live there unless otherwise provided for in a
federal law or a judicial decision.

The RSFSR Code of Criminal Procedure, in
force at the material time, provided in Article
168 (“Grounds for carrying out a search”) that
an investigator could carry out a search to find
objects and documents that were of relevance
to the case, provided that he had sufficient
grounds to believe that such objects and docu-
ments could be found in a specific place or on
a specific person. The search could be carried
out on the basis of a reasoned warrant issued
by an investigator and approved by a prosecu-
tor.

Searches and seizures were to be carried out
in the presence of the person whose premises
were being searched or adult members of his
family. Two attesting witnesses were to be pre-
sent as well (Article 169). Any person having
no interest in the case could be an attesting
witness. Attesting witnesses were required to
certify the scope and results of the search, and
could make comments which were to be en-
tered into the search record (Article 135).

A complaint against the actions of an inves-
tigator could be submitted either directly to
a prosecutor or through the person against
whom the complaint was lodged. In the latter
case the person concerned was to forward the
complaint to the prosecutor within twenty-
four hours, together with his explanations
(Article 218). The prosecutor was to examine
the complaint within three days and give a
reasoned decision to the complainant (Article
219).

On 23 March 1999, the Constitutional Court de-



CASE OF SMIRNOV V RUSSIA

223

31

32.

33.

termined that decisions and actions of inves-
tigators and prosecutors relating to searches,
seizure of property, suspension of proceedings
and extension of time-limits for preliminary
investigations should be amenable to judicial
review on an application by the person whose
rights had been violated.

Physical evidence

Article 83 of the Code of Criminal Procedure
defined physical evidence as “any objects
that... carried traces of a criminal offence... and
any other objects that could be instrumental
for detecting a crime, establishing the factual
circumstances of a case, identifying perpetra-
tors or rebutting the charges or extenuating
punishment”.

Physical evidence was to be retained until
the conviction had entered into force or the
time-limit for appeal had expired. However, it
could be returned to the owner before that if
such return would not harm ongoing criminal
proceedings (Article 85). The court was to or-
der the return of physical evidence to its legal
owner in the final decision closing the criminal
proceedings (Article 86).

Council of Europe recommendation

Recommendation (2000) 21 of the Committee
of Ministers to member States on the freedom
of exercise of the profession of lawyer provides,
inter alia, as follows:

“Principle | - General principles on the freedom
of exercise of the profession of lawyer

... 6. All necessary measures should be taken to
ensure the respect of the confidentiality of the
lawyer-client relationship. Exceptions to this
principle should be allowed only if compatible
with the rule of law. ”

THE LAW

L

34.

ALLEGED VIOLATION OF ARTICLE
8 OF THE CONVENTION

The applicant complained that the search car-
ried out at his place of residence infringed Arti-
cle 8 of the Convention, which reads as follows:

“1. Everyone has the right to respect for... his
home...

2. There shall be no interference by a public
authority with the exercise of this right except

35.
A.
36.

37.

38.

such as is in accordance with the law and is
necessary in a democratic society in the inter-
ests of national security, public safety or the
economic well-being of the country, for the
prevention of disorder or crime, for the protec-
tion of health or morals, or for the protection
of the rights and freedoms of others.”

The Government contested that view.
Whether there was an interference

The Court observes that the search and seizure
ordered by the investigator concerned the ap-
plicant's residential premises in which he kept
his computer and certain work-related materi-
als. The Court has consistently interpreted the
notion “home” in Article 8 § 1 as covering
both private individuals' homes and profes-
sional persons' offices (see Buck v. Germany,
no. 41604/98, § 31, ECHR 2005-1V; and Nie-
mietz v. Germany, judgment of 16 December
1992, Series Ano. 251-B, pp. 33-34, § § 29-31).
It follows that in the present case there has
been an interference with the applicant's right
to respect for his home.

Whether the interference was justified

The Court has next to determine whether the
interference was justified under paragraph 2 of
Article 8, that is, whether it was “in accordance
with the law”, pursued one or more of the legit-
imate aims set out in that paragraph and was
“necessary in a democratic society” to achieve
that aim or those aims.

. Whether the interference was “in

accordance with the law”

The applicant claimed that the interference
was not “in accordance with the law” because
the search had been authorised by a deputy
prosecutor rather than by a court, as the Con-
stitution required. The Court observes that
under the Russian Constitution, the right to
respect for a person's home may be interfered
with on the basis of a federal law or a judicial
decision (see paragraph 26 above). The RSFSR
Code of Criminal Procedure — which had the
status of federal law in the Russian legal system
— vested the power to issue search warrants in
investigators acting with the consent of a pros-
ecutor (see paragraph 27 above). The Court is
satisfied that that procedure was followed in
the present case and that the interference was
therefore “in accordance with the law”.

=
O
Ll



-
O
Ll

224

CASE OF SMIRNOV V RUSSIA

2. Whether the interference pursued a

39.

40.

41.

42.

43.

44,

legitimate aim

The Government submitted that the interfer-
ence had pursued the legitimate aim of the
protection of rights and freedoms of others.

The Court notes that the purpose of the search,
as set out in the investigator's decision, was to
uncover physical evidence that might be in-
strumental for the criminal investigation into
serious offences. Accordingly, it pursued the
legitimate aims of furthering the interests of
public safety, preventing disorder or crime and
protecting the rights and freedoms of others.

. Whether the interference was “necessary in

a democratic society”

The applicant claimed that his flat had been
searched with a view to obtaining evidence
against his clients, including Mr S., Mr Yu., Mr
B. and many others, and gaining access to the
clients' files stored on his computer. The search
had violated the lawyer-client privilege and
had been followed by a formal interview in
which the investigator D. had questioned him
about the circumstances of which he had be-
come aware as his clients' representative.

The Government submitted that the decision
to search the applicant's flat had been based
on witness testimony and that the search had
been necessary because “objects and docu-
ments of importance for the investigation of
criminal case no. 7806” could have been found
in the applicant's flat. The applicant had not
objected to the search.

Under the Court's settled case-law, the notion
of "necessity” implies that the interference
corresponds to a pressing social need and,
in particular, that it is proportionate to the le-
gitimate aim pursued. In determining whether
an interference is “necessary in a democratic
society” the Court will take into account that
a certain margin of appreciation is left to the
Contracting States (see, among other authori-
ties, Camenzind v. Switzerland, judgment of
16 December 1997, Reports of Judgments and
Decisions 1997-VIII, p. 2893, § 44). However,
the exceptions provided for in paragraph 2 of
Article 8 are to be interpreted narrowly, and the
need for them in a given case must be convinc-
ingly established (see Buck, cited above, § 44).

As regards, in particular, searches of premises
and seizures, the Court has consistently held
that the Contracting States may consider it

45.

necessary to resort to such measures in order
to obtain physical evidence of certain offences.
The Court will assess whether the reasons ad-
duced to justify such measures were “relevant”
and “sufficient” and whether the aforemen-
tioned proportionality principle has been ad-
hered to. As regards the latter point, the Court
must first ensure that the relevant legislation
and practice afford individuals adequate and
effective safeguards against abuse. Secondly,
the Court must consider the particular circum-
stances of each case in order to determine
whether, in the concrete case, the interfer-
ence in question was proportionate to the aim
pursued. The criteria the Court has taken into
consideration in determining this latter issue
have been, among others, the circumstances
in which the search order had been issued,
in particular further evidence available at that
time, the content and scope of the warrant,
the manner in which the search was carried
out, including the presence of independent
observers during the search, and the extent of
possible repercussions on the work and repu-
tation of the person affected by the search (see
Buck, cited above, § 45; Chappell v. the United
Kingdom, judgment of 30 March 1989, Series A
no. 152-A, p. 25, § 60; Camenzind, cited above,
pp. 2894-95, § 46; Funke v. France, judgment
of 25 February 1993, Series A no. 256-A, p. 25,
§ 57; and Niemietz, cited above, pp. 35-36,
§ 37).

With regard to the safeguards against abuse
existing in the Russian legislation the Court ob-
servers that, in the absence of a requirement
for prior judicial authorisation, the investiga-
tion authorities had unfettered discretion to
assess the expediency and scope of the search
and seizure. In the cases of Funke, Crémieux
and Miailhe v. France the Court found that ow-
ing, above all, to the lack of a judicial warrant,
“the restrictions and conditions provided for in
law... appear[ed] too lax and full of loopholes
for the interferences with the applicant's rights
to have been strictly proportionate to the le-
gitimate aim pursued” and held that there had
been a violation of Article 8 of the Conven-
tion (see Funke, cited above, and Crémieux
v. France and Miailhe v. France (no. 1), judg-
ments of 25 February 1993, Series A nos. 256-B
and 256-C). In the present case, however, the
absence of a prior judicial warrant was, to a
certain extent, counterbalanced by the avail-
ability of an ex post factum judicial review. The
applicant could, and did, make a complaint to
a court which was called upon to review both
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the lawfulness of, and justification for, the
search warrant. The efficiency of the actual re-
view carried out by the domestic courts will be
taken into account in the following analysis of
the necessity of the interference.

46. The Court observes that the applicant himself

was not charged with, or suspected of, any
criminal offence or unlawful activities. On the
other hand, the applicant submitted docu-
ments showing that he had represented, at
different times, four persons in criminal case
no. 7806, in connection with which the search
had been ordered. In these circumstances, it is
of particular concern for the Court that, when
the search of the applicant's flat was ordered,
no provision for safeguarding the privileged
materials protected by professional secrecy
was made.

47. The search order was drafted in extremely

broad terms, referring indiscriminately to “any
objects and documents that [were] of inter-
est for the investigation of criminal case [no.
7806]", without any limitation. The order did
not contain any information about the ongo-
ing investigation, the purpose of the search or
the reasons why it was believed that the search
at the applicant's flat would enable evidence
of any offence to be obtained (compare Nie-
mietz, cited above, pp. 35-35, § 37, and Ernst
and Others v. Belgium, no. 33400/96, § 116,
15 July 2003). Only after the police had pen-
etrated into the applicant's flat was he invited
to hand over “documents relating to the public
company T.and the federal industrial group R.".
However, neither the order nor the oral state-
ments by the police indicated why documents
concerning business matters of two private
companies — in which the applicant did not
hold any position - should have been found
on the applicant's premises (compare Buck,
cited above, § 50). The ex post factum judicial
review did nothing to fill the lacunae in the
deficient justification of the search order. The
Oktyabrskiy Court confined its finding that the
order had been justified, to a reference to four
named documents and other unidentified ma-
terials, without describing the contents of any
of them (see paragraph 22 above). The court
did not give any indication as to the relevance
of the materials it referred to and, moreover,
two out of the four documents appeared af-
ter the search had been carried out. The Court
finds that the domestic authorities failed in
their duty to give “relevant and sufficient” rea-
sons for issuing the search warrant.

48.

49.

IL

50.

As regards the manner in which the search was
conducted, the Court further observes that
the excessively broad terms of the search or-
der gave the police unrestricted discretion in
determining which documents were “of inter-
est” for the criminal investigation; this resulted
in an extensive search and seizure. The seized
materials were not limited to those relating to
business matters of two private companies. In
addition, the police took away the applicant's
personal notebook, the central unit of his com-
puter and other materials, including his client's
authority form issued in unrelated civil pro-
ceedings and a draft memorandum in another
case. As noted above, there was no safeguard
in place against interference with professional
secrecy, such as, for example, a prohibition on
removing documents covered by lawyer-client
privilege or supervision of the search by an in-
dependent observer capable of identifying, in-
dependently of the investigation team, which
documents were covered by legal professional
privilege (see Sallinen and Others v. Finland,
no. 50882/99, § 89, 27 September 2005,
and Tamosius v. the United Kingdom (dec),
no.62002/00, ECHR 2002-VIIl). Having regard to
the materials that were inspected and seized,
the Court finds that the search impinged on
professional secrecy to an extent that was dis-
proportionate to whatever legitimate aim was
pursed. The Court reiterates in this connection
that, where a lawyer is involved, an encroach-
ment on professional secrecy may have re-
percussions on the proper administration of
justice and hence on the rights guaranteed by
Article 6 of the Convention (see Niemietz, cited
above, pp. 35-36, § 37).

In sum, the Court considers that the search
carried out, without relevant and sufficient
grounds and in the absence of safeguards
against interference with professional secrecy,
at the flat of the applicant, who was not sus-
pected of any criminal offence but was repre-
senting defendants in the same criminal case,
was not “necessary in a democratic society”.
There has therefore been a violation of Article 8
of the Convention.

ALLEGED VIOLATION OF ARTICLE
1 OF PROTOCOL NO. 1

The applicant complained under Article 1 of
Protocol No. T about a violation of his property
rights resulting from the seizure and retention
of his documents and computer. Article 1 of
Protocol No. 1 provides as follows:
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A.
51

52.

53.

“Every natural or legal person is entitled to the
peaceful enjoyment of his possessions. No one
shall be deprived of his possessions except in
the public interest and subject to the condi-
tions provided for by law and by the general
principles of international law.

The preceding provisions shall not, however,
in any way impair the right of a State to en-
force such laws as it deems necessary to con-
trol the use of property in accordance with the
general interest or to secure the payment of
taxes or other contributions or penalties.”

Submissions by the parties

The applicant submitted that the seizure of
the central unit had constituted a dispropor-
tionate interference with his property rights
and had imposed an excessive burden on him.
The central unit proper could not be used as
evidence in the criminal case because it had
not been an instrument, object or product of a
crime and had not borne any traces of a crime.
Furthermore, the data contained therein could
not have had any evidentiary value either, be-
cause the unit had been in the possession of
the prosecution for a long time and the data
could have been erased or modified. The ap-
plicant agreed with the reasons set out in the
judicial decision of 19 April 2000. In his view,
the prosecution should have abided by that
decision rather than contesting it on appeal.
The applicant claimed that the real purpose of
the seizure had been to hinder his legal pro-
fessional activities. The unlawful withholding
of his computer had deprived him of access
to more than two hundred clients' files and
had been detrimental to his legal practice as
a whole. Lastly, the applicant indicated that
he had eventually received his notebook and
some documents back.

The Government submitted that the central
unit of the applicant's computer had been
sealed and attached as physical evidence in
criminal case no. 7806 in order to prevent loss
of data. The examination of the criminal case
had not yet been completed. The applicant's
documents and central unit would be stored
in the St Petersburg City Court until such time
as the judgment had been delivered. Accord-
ingly, the applicant's right to use his property
had been restricted in the public interest, with
a view to establishing the truth in criminal case
no. 7806.

The Court's assessment

The Court observes that the search of the appli-

54.

55.

56.

57.

cant's home was followed by the seizure of cer-
tain documents, his notebook and the central
unit of his computer — that is, the part contain-
ing hard disks with data. As the applicant even-
tually regained possession of his notebook and
documents, the Court will confine its analysis
to the compatibility of the retention of the
computer to this day with the applicant's right
to peaceful enjoyment of possessions guaran-
teed by Article 1 of Protocol No. 1.

[tis undisputed that the applicant was the law-
ful owner of the computer; in other words, it
was his “possession”. The investigator ordered
that the computer be kept as physical evi-
dence in a criminal case until such time as the
trial court had given judgment, determining in
particular the use of evidence. The Court con-
siders that this situation falls to be examined
from the standpoint of the right of a State to
control the use of property in accordance with
the general interest.

The first and most important requirement of
Article 1 of Protocol No. 1 is that any interfer-
ence by a public authority with the peaceful
enjoyment of possessions should be lawful.
In particular, the second paragraph of Article
1, while recognising that States have the right
to control the use of property, subjects their
right to the condition that it be exercised by
enforcing “laws”. Moreover, the principle of
lawfulness presupposes that the applicable
provisions of domestic law are sufficiently ac-
cessible, precise and foreseeable in their ap-
plication (see, for example, Baklanov v. Russia,
no. 68443/01 68443/01, § § 39-40, 9 June
2005, with further references).

The Court observes that the decision to retain
the computer was based on the provisions of
the RSFSR Code of Criminal Procedure govern-
ing the use of physical evidence in criminal
proceedings (see paragraphs 31 and 32 above).
The investigator had the discretion to order re-
tention of any object which he considered to
be instrumental for the investigation, as was
the case with the applicant's computer. The
Court has doubts that such a broad discretion
not accompanied by efficient judicial supervi-
sion would pass the “quality of law” test but it
sees no need for a detailed examination of this
point for the following reasons.

The Court accepts that retention of physical
evidence may be necessary in the interests
of proper administration of justice, which is a
“legitimate aim” in the “general interest” of the



CASE OF SMIRNOV V RUSSIA

227

58.

59.

community. It observes, however, that there
must also be a reasonable relation of propor-
tionality between the means employed and
the aim sought to be realised by any meas-
ures applied by the State, including measures
designed to control the use of the individual's
property. That requirement is expressed by the
notion of a “fair balance” that must be struck
between the demands of the general interest
of the community and the requirements of
the protection of the individual's fundamen-
tal rights (see Edwards v. Malta, no. 17647/04,
§ 69, 24 October 2006, with further refer-
ences).

The Court agrees with the applicant's conten-
tion, not disputed by the Government, that
the computer itself was not an object, instru-
ment or product of any criminal offence (com-
pare Frizen v. Russia, no. 58254/00, § § 29-31,
24 March 2005). What was valuable and instru-
mental for the investigation was the informa-
tion stored on its hard disk. It follows from the
judgment of 19 April 2000 that the information
was examined by the investigator, printed out
and included in the case file (see paragraph 15
above). In these circumstances, the Court can-
not discern any apparent reason for continued
retention of the central unit. No such reason
has been advanced in the domestic proceed-
ings or before the Court. Nevertheless, the
computer has been retained by the domestic
authorities until the present day, that is, for
more than six years. The Court notes in this
connection that the computer was the appli-
cant's professional instrument which he used
for drafting legal documents and storing his
clients' files. The retention of the computer not
only caused the applicant personal inconven-
ience but also handicapped his professional
activities; this, as noted above, might have had
repercussions on the administration of justice.

Having regard to the above considerations, the
Court finds that the Russian authorities failed to
strike a “fair balance” between the demands of
the general interest and the requirement of the
protection of the applicant's right to peaceful
enjoyment of his possessions. There has there-
fore been a violation of Article 1 of Protocol No.
1.

III. ALLEGED VIOLATION OF ARTICLE

60.

61.

62.

63.

13 OF THE CONVENTION, TAKEN
TOGETHER WITH ARTICLE 1 OF
PROTOCOL NO. 1

The applicant complained under Article 13 of
the Convention that he had not had an effec-
tive remedy in respect of the unlawful restric-
tion on his property rights under Article 1 of
Protocol No. 1. Article 13 provides as follows:

“Everyone whose rights and freedoms as set
forth in [the] Convention are violated shall
have an effective remedy before a national
authority notwithstanding that the violation
has been committed by persons acting in an
official capacity.”

Submissions by the parties

The applicant pointed out that the scope of
review by the domestic courts had been con-
fined to the lawfulness of the search. As to his
property complaints, the courts had deter-
mined that those issues had not been amena-
ble to judicial review. In his view, the Constitu-
tional Court's ruling of 23 March 1999 should
have been interpreted as opening the way for
judicial review of all decisions affecting a per-
son's property rights. He stressed that his civil
claim for damages had, under various pretexts,
not been examined for more than four years.

The Government submitted that the applicant
had been able to challenge the contested deci-
sion before a court which had considered and
dismissed his complaints (on 19 December
2000 in the final instance). Furthermore, his civ-
il claim for damages against the St Petersburg
City Prosecutor and Ministry of Finance was
now pending before the Oktyabrskiy Court of
St Petersburg.

The Court's assessment

The Court has consistently interpreted Article
13 as requiring a remedy in domestic law in
respect of grievances which can be regarded
as “arguable” in terms of the Convention (see,
for example, Boyle and Rice v. the United King-
dom, judgment of 27 April 1988, Series A no.
131, pp. 23-24, § 54).In the present case there
has been a finding of a violation of Article 1 of
Protocol No. 1 and the complaint under Article
13 must therefore be considered. It must ac-
cordingly be determined whether the Russian
legal system afforded the applicant an “effec-
tive” remedy, allowing the competent “nation-
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al authority” both to deal with the complaint
and to grant appropriate relief (see Camenzind,
cited above, pp. 2896-97, § 53).

64. The applicant asked for a judicial review of the
lawfulness of the search and seizure conducted
at his place of residence and of the decision on
retention of his computer as physical evidence.
Whereas the domestic courts examined the
complaint concerning the search and seizure,
they declared inadmissible the complaint
about the failure to return the applicant's
computer on the ground that the retention
decision was not amenable to judicial review
(see paragraphs 22 et seq. above). The appli-
cant was told to apply to a higher prosecutor
instead. In this connection the Court reiterates
its settled case-law to the effect that a hierar-
chical appeal to a higher prosecutor does not
give the person employing it a personal right
to the exercise by the State of its supervisory
powers and for that reason does not constitute
an “effective remedy” (see, for example, Horvat
v. Croatia, no. 51585/99, § 47, ECHR 2001-VIII).

65. Asregards the pending civil claim for damages
to which the Government referred, the Court
notes that a civil court is not competent to re-
view the lawfulness of decisions made by in-
vestigators in criminal proceedings.

66. It follows that in these circumstances the appli-
cant did not have “an effective remedy before
a national authority” for airing his complaint
arising out of a violation of Article 1 of Protocol
No. 1. There has therefore been a violation of
Article 13 of the Convention, taken together
with Article 1 of Protocol No. 1.

IV. APPLICATION OF ARTICLE 41 OF
THE CONVENTION

67. Article 41 of the Convention provides:

“If the Court finds that there has been a
violation of the Convention or the Protocols
thereto, and if the internal law of the High
Contracting Party concerned allows only par-
tial reparation to be made, the Court shall, if
necessary, afford just satisfaction to the in-
jured party.”

68. The Court points out that under Rule 60 of the
Rules of Court any claim for just satisfaction
must be itemised and submitted in writing
together with the relevant supporting docu-
ments or vouchers, “failing which the Chamber
may reject the claim in whole or in part”.

69.

70.

In a letter of 5 July 2005, after the application
had been declared admissible, the Court in-
vited the applicant to submit claims for just
satisfaction by 7 September 2005. He did not
submit any such claim within the specified
time-limit.

In these circumstances, the Court makes no
award under Article 41.

FOR THESE REASONS, THE COURT
UNANIMOUSLY

1.

Holds that there has been a violation of Article
8 of the Convention;

Holds that there has been a violation of Article
1 of Protocol No. 1;

Holds that there has been a violation of Article
13 of the Convention, taken together with Ar-
ticle 1 of Protocol No. 1;

Decides not to make an award under Article
41 of the Convention.

Done in English, and notified in writing on 7 June
2007, pursuant to Rule 77 § § 2 and 3 of the Rules
of Court.

Seren Nielsen, Registrar
Christos Rozakis, President
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COMPUTER, HARD-DISK, SEIZURE, INVESTIGATION,
CONFISCATION, PRIVATE LIFE, CORRESPONDENCE, RE-
SPECT FOR HOME

IN THE CASE OF PETRI SALLINEN AND OTHERS V.
FINLAND,

The European Court of Human Rights (Fourth Sec-
tion), sitting as a Chamber composed of:

Sir Nicolas Bratza, President,

Mr G. Bonello,

Mr M. Pellonpaa,

Mr K. Traja,

Mr L. Garlicki,

Mr J. Borrego Borrego,

Ms L. Mijovi¢, judges,

and Mrs F. Elens-Passos, Deputy Section Registrar,

Having deliberated in private on 25 November
2003 and on 6 September 2005,

Delivers the following judgment, which was adopt-
ed on the last-mentioned date:

PROCEDURE

1.

The case originated in an application (no.
50882/99 50882/99 ) against the Republic of
Finland lodged with the Court under Article
34 of the Convention for the Protection of Hu-
man Rights and Fundamental Freedoms (“the
Convention”) by 18 Finnish nationals, Mr Petri
Sallinen (bornin 1968 and resident in Joensuu),
Ms. H. (born in 1931 and resident in Joensuu),
Ms. M. (born in 1962 and resident in Joensuu),
Mr. PS. (born in 1962 and resident at Onkamo),
Mr. J. (born in 1967 and resident in Joensuu),
Mr. JJ. (born in 1974 and resident at Lehmo),
Ms. N. (born in1976 and resident at Lehmo), Mr.
V. (born in 1940 and resident at Suhmura), Mr.
L. (born in 1945 and resident at Suhmura), Mr.
T. (born in 1943 and resident in Joensuu), Mr.
K, born in 1964 and resident at Kylméakoski, Mr.
T.A. (bornin 1968 and resident in Joensuu), Ms.
TS. (bornin 1971 and resident in Joensuu), Ms
S. (born in 1942 and resident in Joensuu), Mr.
JV. (born in 1968 and resident in Joensuu), Mr.
AH.(bornin 1952 and resident in Joensuu), Ms.
T.T. (born in 1945 and resident in Joensuu), and
Mr.R. bornin 1962 and resident at Lehmo (“the

applicants”), on 2 September 1999.

The applicants were represented by Mr Markku
Fredman, a lawyer practising in Helsinki. The
Finnish Government (“the Government”) were
represented by their Agent, Mr Arto Kosonen,
Director, Ministry for Foreign Affairs.

The applicants complained about the search
and seizure of privileged material in the first
applicant's law firm. They relied on Articles 6, 8
and 13 of the Convention.

The application was allocated to the Fourth
Section of the Court (Rule 52 § 1 of the Rules
of Court). Within that Section, the Chamber
that would consider the case (Article 27 § 1 of
the Convention) was constituted as provided
inRule 26 § 1.

By a decision of 25 November 2003 the Court
declared the application admissible.

The applicants and the Government each filed
observations on the merits (Rule 59 § 1). The
Chamber having decided, after consulting the
parties, that no hearing on the merits was re-
quired (Rule 59 § 3 in fine). The parties replied
in writing to each other's observations. In ad-
dition, third-party comments were received
from the Finnish Bar Association, which had
been given leave by the President to intervene
in the written procedure (Article 36 § 2 of the
Convention and Rule 44 § 2). The parties were
given the possibility to reply to those com-
ments (Rule 44 § 5).

THE FACTS

L

THE CIRCUMSTANCES OF THE
CASE

The first applicant was born in 1968 and lives
in Joensuu. He is a member of the Finnish Bar.
The other 17 applicants were his clients at the
relevant time (“the client applicants”).

On 26 January 1999 the police conducted a
search — it is not entirely clear of which prem-
ises — based on the suspicion that the first ap-
plicant's clients X and Y (not client applicants
before the Court) had committed aggravated
debtor's fraud. In the course of that search X
managed to destroy the original of a promis-
sory note which the police had attempted to
seize and which may have been relevant to
the financial arrangements underlying the sus-
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pected offence.

At the time the first applicant's status in the
investigation had been that of a witness. On
22 February 1999 the police requested him to
attend for questioning in this capacity. This re-
quest was apparently cancelled before he had
taken any action thereon.

. A police officer in charge of the criminal in-

vestigations granted a search warrant and on
2 March 1999 seven officers of the National
Bureau of Investigation (keskusrikospoliisi, cen-
tralkriminalpolisen), assisted by a tax inspec-
tor and an enforcement official (ulosottomies,
utmétningsman), searched the first applicant's
law office, flat and vehicles. This search warrant
was likewise based on the suspicion that X and
Y had committed aggravated debtor's fraud
but the first applicant was now indicated as a
suspect, namely that he had aided and abetted
the offences by drafting certain documents.

. Under the terms of the warrant the search

aimed at examining “the documents, comput-
ers and archives of the law office” as well as
the first applicant's flat and vehicles “so as to
investigate the share transactions by the lim-
ited liability company [H.] in 1998 and to find
material relating to those transactions”.

. During the search of his law office all of the first

applicant's client files were allegedly perused.
The police also examined all floppy disks and
examined his note books pertaining to his
meetings with clients. In addition, the hard
disks in the office computers were copied: two
were copied on the spot and two computers,
including the one used by the first applicant
himself, were seized for later disk-copying on
police premises. Those computers were re-
turned on 4 March 1999.

. The first applicant's computer also contained

software for electronic mail, including his pri-
vate and professional messages.

. A fellow member of the Bar assisted the first

applicant during part of the search.

. On 4 March 1999 the first applicant requested

the District Court (kdrdjdoikeus, tingsrétten) of
Joensuu to revoke the seizure as being unlaw-
ful. On 24 March 1999 the court nevertheless
maintained it, noting that the first applicant
was suspected of aiding and abetting aggra-
vated debtor's dishonesty.

. On 11 May 1999 the Court of Appeal (hov-

ioikeus, hovriétten) of Eastern Finland upheld

17.

18.

19.

20.

21.

the District Court's decision and on 25 Novem-
ber 1999 the Supreme Court (korkein oikeus,
hdgsta domstolen) refused the first applicant
leave to appeal.

On 4 May 1999 the police certified the return
of three of the four hard disks and that they
had destroyed any copies thereof. They stated
however that they would retain a copy of the
fourth hard disk until the lawfulness of the sei-
zure had been finally decided or until the ma-
terial could be destroyed for any other reason.

In June 1999 three of the applicants (nos. 2-3
and 8) requested the District Court to revoke
the seizure of the copy of the fourth hard disk
(which contained material relating to their in-
structions to the first applicant) and to order
the police to compensate their costs. They ar-
gued that the seizure had been unlawful from
the outset. At any rate, the copy in question
was of no relevance to the pre-trial investiga-
tion concerning X and Y.

Inits rejoinder the National Bureau of Investiga-
tion referred to the Court of Appeal's decision
of 11 May 1999 in which the seizure had been
found lawful. Moreover, the hard disks had only
been subjected to a targeted search and they
were able to search information concerning
only relevant companies and individuals. Only
the potentially relevant client files in the law of-
fice had been perused. The search and seizure
had thus not been of wholesale nature. The tax
and enforcement officials who had witnessed
the search had been — and remained — under
a duty to keep secret any information thereby
obtained.

On 17 June 1999 the District Court agreed with
the three client applicants and ordered that
the copy of the fourth hard disk be returned.
It rejected, as not being based on law, the ap-
plicants' claim for compensation in respect of
their costs. The applicants appealed on this
point, whereas the police appealed against the
revocation order.

In its submissions to the Court of Appeal the
National Bureau of Investigation listed the
contents of the copied hard disk. For example,
specific mention was made of what appears
to have been the promissory note which the
police had been looking for (and had found).
The submissions indicated the debtor's and
the creditor's names as well as the amount of
the debt. The National Bureau of Investigation
furthermore explained that the material on the
relevant hard disk had been copied to a so-
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22.

23.

24.

25.

26.

27.

called optical disk which could in any case not
be returned as it also contained internal police
data. The submissions by the Bureau were ap-
parently not ordered to be kept confidential.

On 27 January 2000 the Court of Appeal de-
clined to examine the parties' appeals, con-
sidering that the matter had been resolved res
Jjudiicata in the first set of proceedings ending
with the Supreme Court's decision of 25 No-
vember 1999. The Supreme Court granted
leave to appeal to the three client applicants
in question.

On 3 March 2000 the public prosecutor
charged, among others, X and Y with aggra-
vated debtor's dishonesty but decided to press
no charges against the first applicant, having
found no evidence of any crime.

On 20 April 2001 the Supreme Court ruled that
although a final decision had already been
rendered in respect of another appellant, it did
not prevent the courts from examining similar
appeals filed by other parties. The case was re-
ferred back to the Court of Appeal which, on
4 October 2001, revoked the District Court's
decision on the basis that the seizure had been
lawful.

The three client applicants in question were
again granted leave to appeal to the Supreme
Court. On 18 October 2002 it revoked the sei-
zure in so far as it pertained to information
which those applicants had given to the first
applicant.

The Supreme Court found it undisputed that
the copied hard disk contained information
relating to the three client applicants' instruc-
tions to the first applicant. It had not been ar-
gued that this information was not protected
by counsel's secrecy obligation under Chapter
17, section 23 of the Code of Judicial Proce-
dure. Nor did the information in question per-
tain to any suspicion that the first applicant or
any one else had committed a crime.

The Supreme Court accepted that the police
had been entitled by Chapter 4, section 1 of
the Coercive Measures Act (pakkokeinolaki,
tvdngsmedelslagen 450/1987 450/1987 ) to
seize the first applicant's hard disk and make
a copy thereof. Technical reasons and practi-
cal needs (the fact that the police had been
obliged at the time of the search to copy the
whole hard disk) did not however permit any
deviation from the prohibition on seizure of
privileged material. The police should there-

28.

29.

IL.

—_

30.

31

fore have returned the computer files immedi-
ately or destroyed them. The appellants were
awarded reasonable compensation for their
costs and expenses.

On 11 November 2002 the Chief Enforcement
Officer of Vantaa confirmed that the copy of
the hard disk had been destroyed on that day.

On 22 August 2003 the Deputy Chancellor of
Justice (valtioneuvoston apulaisoikeuskansleri,
Jjustitiekansleradjointen i statsradet) issued his
decision in response to a petition by the Finn-
ish Bar Association concerning, inter alia, the
alleged unlawfulness of the coercive measures
against the first applicant. He found it estab-
lished that the tax inspector and the enforce-
ment official had attended the search in their
respective capacity as a witness and expert. He
nevertheless concluded, inter alia, that from
the point of view of foreseeability of domestic
law, as required by Article 8 of the Convention,
the relationship between the Coercive Meas-
ures Act (Chapter 4, section 2, subsection 2),
the Code of Judicial Procedure (Chapter 17,
section 23, subsection 1 (4)) and the Advocates
Act (section 5 ¢) was somewhat unclear and
permitted very diverging interpretations as to
the extent to which privileged material could
be subject to search and seizure. The Deputy
Chancellor therefore requested the Ministry of
Justice to consider whether there was a need
to amend the relevant legislation.

RELEVANT DOMESTIC LAW AND
PRACTICE

. General conditions for searches and

seizures

Under the Coercive Measures Act (450/1987 )
the police may conduct a search, inter alia, if
there is reason to suspect that an offence has
been committed and provided the maximum
sentence applicable exceeds six months' im-
prisonment (Chapter 5, section 1). The search
warrant is issued by the police themselves.

A search may also be conducted on the prem-
ises of a person other than the one who is
under reasonable (todenndkéinen, sannolik)
suspicion of having committed an offence of
the aforementioned nature, provided the of-
fence was committed on those premises or the
suspect was apprehended there or if there are
very strong reasons for assuming that a search
of those premises will produce an object to
be seized or other information pertaining to
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32.

33.

34.

35.

36.

37.

38.

the offence (Chapter 5, section 2). In order for
an object to qualify for seizure there must be
a reason to presume that it may serve as evi-
dence in the criminal proceedings, that it may
have been removed from someone by a crimi-
nal offence or that the court may order its for-
feiture (Chapter 4, section 1).

A sealed letter or other private document
which has been seized may only be opened by
the head of investigation, by the prosecutor or
by the court. In addition, only the investigators
of the offence in question may examine such
a document more closely. However, an expert
or other person whose assistance is used in
investigating the offence or who is otherwise
heard in the case may examine the material, as
directed by the head of investigation, by the
prosecutor or by the court (Chapter 4, section
8).

Whenever possible, the officer in charge shall
call a witness to attend the search. If deemed
necessary, the officer may also seek the assis-
tance of an expert or other person (Chapter 5,
section 4, subsection 1).

The officer in charge may allow a complainant
or his representative to attend a search in order
to provide necessary information. The respon-
sible officer must nonetheless ensure that a
complainant or representative does not obtain
any more information than necessary through
the search (Chapter 5, section 4, subsection 3).

According to section 40 of the Pre-trial Investi-
gation Act, only such evidence as may be con-
sidered relevant in the case shall be placed on
record.

As regards other evidence, it is the respond-
ent Government's view that a police officer is
under an obligation to respect the confiden-
tiality requirement stipulated by section 17
of the Civil Servants Act (valtion virkamieslaki,
statstjgnstemannalagen 750/94).

Section 8 of the Pre-Trial Investigation Act (esi-
tutkintalaki, férundersékningslagen 449/1987
) stipulates that in an investigation no one's
rights shall be infringed any more than neces-
sary for the achievement of its purpose. No one
shall be placed under suspicion without due
cause and no one shall be subjected to harm
or inconvenience unnecessarily.

Chapter 7, section 1 a, of the Coercive Meas-
ures Act provides that only such measures may
be used which can be deemed justified in light

39.

N

40.

41.

42.

of the seriousness of the offence under inves-
tigation, the importance of the investigation
and the degree of interference with the rights
of the suspect or other persons subject to the
measures, as well as in light of any other perti-
nent circumstances.

According to Chapter 4, section 11, a seizure
shall be lifted as soon as it is no longer neces-
sary. If charges have not been brought within
four months of the seizure the court may ex-
tend it at the request of a police officer compe-
tent to issue arrest warrants.

Particular conditions in respect of privileged
material

Chapter 4, section 2, subsection 2 of the Coer-
cive Measures Act provides that a document
shall not be seized for evidential purposes if
it may be presumed to contain information
in regard to which a person referred to in
Chapter 17, section 23, of the Code of Judicial
Procedure is not allowed to give evidence at
a trial and provided that the document is in
the possession of that person or the person
for whose benefit the secrecy obligation has
been prescribed. A document may neverthe-
less be seized if, under section 27, subsection
2 of the Pre-Trial Investigation Act, a person re-
ferred to in Chapter 17, Article 23, of the Code
of Judicial Procedure would have been entitled
or obliged to give evidence in the pre-trial in-
vestigation about the matter contained in the
document.

Under Chapter 17, section 23, subsection 1 of
the Code of Judicial Procedure counsel may
not testify in respect of what a client has told
him or her for the purpose of pleading a case,
unless the client consents to such testimony.
Although subsection 3 provides for an excep-
tion to this secrecy obligation if the charges
concern an offence carrying a minimum sen-
tence of six years' imprisonment (or attempt-
ing or aiding and abetting such an offence),
this exception does not extend to counsel for
an accused.

Under section 5 ¢ (626/1995 ) of the Advocates
Act (laki asianajajista, lagen om advokater) an
advocate or his assistant shall not without due
permission disclose the secrets of an individual
or family or business or professional secrets
which have come to his knowledge in the
course of his professional activity. Breach of this
confidentiality obligation shall be punishable
in accordance with Chapter 38, section 1 or 2,
of the Penal Code (rikoslaki, strafflagen), unless
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43.

44,

w

45.

46.

the law provides for a more severe punishment
on another count.

In their book “Pre-trial investigation and coer-
cive measures” (Esitutkinta ja pakkokeinot, Hel-
sinki, 2002) Klaus Helminen, Kari Lehtola and
Pertti Virolainen state (at page 742) that in the
legal literature and in police practice a princi-
ple has been consistently followed whereby a
search may not be performed in order for in-
vestigators to obtain documents that are sub-
ject to a seizure prohibition.

The Ministry of Justice appointed a Working
Group on Internet Aided Crimes (tietoverk-
korikostyéryhmd, arbetsgruppen for IT brotts-
lighet) which also considered the question of
searches and seizures of computer files and
computers by the police. On June 2003 the
Working Group issued a report, which was
sent out for comments to various interest
groups and experts. On the basis of the work-
ing group's report and the comments given,
the Ministry of Justice is expected to prepare a
government bill.

Remedies

Chapter 4, section 13, of the Coercive Measures
Act provides that at the request of a person
whom the case concerns the court shall decide
whether the seizure shall remain in force. A re-
quest which has been submitted to the court
before its examination of the charges shall be
considered within a week from its reception
by the court. The court shall provide those
with an interest in the matter an opportunity
to be heard, but the absence of anyone shall
not preclude a decision on the issue. A decision
reviewing a seizure is subject to a separate ap-
peal.

According to section 118, subsection 3 of
the Constitution (perustuslaki, grundlagen
731/1999 ) everyone who has suffered a
violation of his or her rights or sustained loss
through an unlawful act or omission by a civil
servant or other person performing a public
function shall have the right to request that
the civil servant or other person in charge of
the public function be sentenced to a punish-
ment and that the public organisation, official
or other person in charge of a public function
be held liable for damages, as provided in more
detail by an Act. This section is equivalent to
section 93 of the repealed Constitution Act
of Finland of 1918 (Suomen Hallitusmuoto,
Regeringsform for Finland), as in force at the
relevant time.

47.

48.

49.

50.

51

Until 31 December 1998, Chapter 24, section
2 of the Penal Code provided that if a search
of premises was carried out by someone lack-
ing the authority to do so, or if someone hav-
ing such authority carried it out in an unlawful
manner, he or she was to be sentenced to a
fine or to imprisonment for a maximum of one
year. According to Government Bill no. 6/1997,
the provision was proposed to be repealed as
“in cases where the above-mentioned act is
committed by a public official in the perfor-
mance of his or her official duties, Chapter 40,
section 10 is applicable”.

Chapter 40, section 10, subsection 1 of the Pe-
nal Code provides that if a public official, when
acting in his office, intentionally in a manner
other than that provided above in this Chap-
ter violates or neglects to fulfil his official duty
based on the provisions or regulations to be
followed in official functions, and the act, when
assessed as a whole, taking into considera-
tion its detrimental and harmful effect and the
other circumstances connected with the act, is
not petty, he shall be sentenced for violation of
official duties to a fine or to imprisonment for
at most one year.

Chapter 40, section 11 of the Penal Code pro-
vides that if a public official, when acting in his
office, through carelessness or lack of caution,
in a manner other than that referred to in sec-
tion 5, subsection 2, violates or neglects to fulfil
his or her official duty based on the provisions
or regulations to be followed in official func-
tions, and the act, when assessed as a whole,
taking into consideration its detrimental and
harmful effect and the other circumstances
connected with the act, is not petty, he shall be
sentenced for a negligent violation of official
duties to a warning or to a fine.

According to Chapter 1, section 14 of the Crim-
inal Procedure Act (laki oikeudenkaynnisté riko-
sasioissa, lag om rattegang i brottmal 689/1997
), an injured party may bring a private prosecu-
tion only if the public prosecutor has decided
not to press charges.

Under the 1974 Damage Compensation
Act  (vahingonkorvauslaki,  skadestandsla-
gen 412/1974) proceedings may be brought
against the State in respect of damage result-
ing from fault or neglect by its employees in
the performance of their duties (Chapters 3
and 4).
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Council of Europe recommendation

52.

IIL
53.

54.

55.

Recommendation (2000) 21 of the Committee
of Ministers to member states on the freedom
of exercise of the profession of lawyer provides,
inter alia, as follows:

“Principle | - General principles on the freedom
of exercise of the profession of lawyer

... 6. All necessary measures should be taken to
ensure the respect of the confidentiality of the
lawyer-client relationship. Exceptions to this
principle should be allowed only if compatible
with the rule of law. ”

THIRD PARTY INTERVENTION

The Finnish Bar Association (Finlands Advokat-
férbund, Finlands Advokatférbund) noted that
the case did not meet a single criterion for the
lawful execution of search and seizure as set
out in the case law of the Court. Further, under
Finnish legislation, there are no provisions af-
fording a legal remedy against a search warrant
issued by the police. A search may be carried
out on the premises of a person to whom a
confidentiality obligation applies provided that
the object to be seized may be found there.
The threshold for the execution of a search
is low in the extreme and the execution of a
search in and of itself interferes with the right
and obligation of secrecy of a person to whom
a confidentiality obligation applies.

The wording of the instructions pertaining to
the search in the present case was rather ex-
pansive and no attempt was made to attend to
the advocate's confidentiality obligation. Disre-
gard of this obligation is particularly manifest
in the participation of a tax inspector and an
enforcement official in the search. The con-
fidentiality obligation of advocates was also
disregarded in respect of the seizures executed
in connection with the search. The hard disks
of the law office's computers, floppy disks and
several notebooks pertaining to meetings with
clients were seized in connection with the lat-
ter search, in addition to which data on the
office secretary's computer was copied. Subse-
quent to the seizure, the material was not e.g.
sealed and consigned for safekeeping until a
court could rule on the lawfulness of the sei-
zure.

In terms of the confidentiality obligation, the
possibility of submitting the issue of a sei-
zure to the court for review as provided for
in the Coercive Measures Act had in this case

56.

remained a dead letter. All the information
deemed confidential by the advocate and his
clients had been disclosed prior to the court
proceedings, as the authorities examined the
seized material without waiting for a court to
rule on the issue.

The Association further maintained that the
police could have availed themselves of the
procedure provided for in the Advocates Act,
wherein the searched material would have
been examined by an outside advocate who
would have determined which material was
related to the pre-trial investigation being con-
ducted by the police and which was not. This
procedure would have allowed for the uphold-
ing of the advocate's confidentiality obligation
as well as the client's right to confidentiality.

THE LAW

57.

—_

58.

59.

ALLEGED VIOLATION OF ARTICLE
8 OF THE CONVENTION

The applicants complained that the search and
seizure of privileged material had breached Ar-
ticle 8 of the Convention, which provides:

“1.Everyone has the right to respect for his
private and family life, his home and his cor-
respondence.

2.There shall be no interference by a public
authority with the exercise of this right except
such as is in accordance with the law and is
necessary in a democratic society in the inter-
ests of national security, public safety or the
economic well-being of the country, for the
prevention of disorder or crime, for the protec-
tion of health or morals, or for the protection
of the rights and freedoms of others.”

The parties' submissions

. The applicants

The first applicant complained under Article 8
of the Convention that the search and seizure
of privileged material violated his right to re-
spect for his private life, home and correspond-
ence. Apart from documents relating to his
clients' instructions, his private notes and elec-
tronic messages were also seized.

The applicants nos. 1-3 and 8 complained that
the search and seizure, including the retention
by the police of a copy of the fourth hard disk
violated their right to respect for their private
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60.

61.

62.

63.

64.

life, family life and correspondence. The other
applicants complained that the search and the
short-term seizure which the police revoked of
its own motion violated their right to respect
for their private life, family life and correspond-
ence.

The applicants did not base their complaint
on the possibility that the police might have
used the information obtained through the
search. They argued that their uncertainty in
this respect must be taken into account in as-
sessing the compatibility of the search with the
requirements of Article 8.

In so far as the seizure extended to material
containing information in respect of which the
first applicant was not allowed to testify, the
applicants alleged that it was not in accord-
ance with domestic law. In so far as the search
sought to obtain such material for seizure, that
interference was likewise in breach of domestic
law. They referred to Chapter 4, section 2 of the
Coercive Measures Act, which obliges the po-
lice to show circumspection when conducting
a seizure. They argued that since a search may
only be performed to find potentially admissi-
ble evidence the police are not authorised by
law to conduct a search if the purpose is to find
a document which is arguably of a privileged
character.

The applicants further argued that in the pre-
sent circumstances the assistance which the
tax inspector and enforcement official provid-
ed during the search raised a further question
under Article 8. Further, the police did not fully
respect its duty of secrecy as it disclosed some
of that material in its appeal to the Court of Ap-
peal.

The applicants concluded that Finnish prac-
tice in coercive measures was very deficient
in terms of oversight and legal safeguards. In
the present case the authorities did not adhere
to the procedure recommended in the legal
literature. The applicants noted that in Finland
no provision was made for involving an ap-
pointed representative of the Bar in any search
and seizure of material relating to a member's
practice.

. The Government

The Government submitted that in respect of
the first applicant, a search performed in his of-
fice may have constituted an interference with-
in the meaning of Article 8 of the Convention.
As regards the client applicants, the Govern-

65.

66.

67.

ment noted that correspondence with a lawyer
falls under the protection of Article 8. However,
the Government contested that there were any
interference with the client applicants' rights.
The Government argued that the applicants
had not sufficiently substantiated their allega-
tion that the retained copy of the fourth hard
disk contained material which was unrelated to
the offence under investigation. Furthermore,
even if the disk did contain any material irrel-
evant to the investigated offence, that material
could not have been used by the police.

Were the Court to find that there was an inter-
ference with the right protected under Article
8, the Government noted that the first appli-
cant was suspected of aggravated debtor's
fraud and of aiding and abetting aggravated
debtor's dishonesty. As the maximum penalty
for an aggravated debtor's fraud is four years'
imprisonment the search and seizure were in
accordance with the law. In the Government's
view a lawyer suspected of a severe offence
cannot be treated differently from other sus-
pects. The search and the seizure were carried
out with a view to investigating a serious of-
fence, which justified the interference with the
privileged client-lawyer relationship.

As regards the other applicants, the Govern-
ment referred to section 34 of the Police Act,
under which information concerning exclu-
sively a person unrelated to the investigation
shall be destroyed without delay, unless the
material is needed for the investigation of the
offence. They further noted that the police
often resorted to the expertise of tax inspec-
tors when investigating matters relating to
accounting. Subject to the instructions given
by the head of the investigation, such an ex-
pert or assistant could examine a sealed letter
or other document. The impugned measures
were therefore in accordance with law also in
this respect.

The Government further opined that the in-
terference pursued the legitimate aim of pre-
venting crime and protecting the rights and
freedoms of others. The measures were pro-
portionate to those aims, corresponded to a
pressing social need and were accompanied
by adequate and effective safeguards. They ar-
gued that it was necessary for the police to ex-
amine all of the material in the first applicant's
office in order to find out which part of it was
relevant to the investigation of the offence. The
hard disks were subjected to a targeted search
and only the potentially relevant client files in
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70.

71.

the law office were perused. The reason for re-
taining a copy of the fourth hard disk was thor-
oughly explained and reviewed in the national
proceedings, and was relevant and sufficient
also for the purposes of Article 8 § 2. Moreo-
ver, police officers were under an obligation to
respect confidentiality.

The Court's assessment

. Whether there was an interference

The first applicant claimed that the search of
his business and residential premises and the
seizure of several documents had interfered
with his right to respect for his private life,
home and correspondence as guaranteed by
Article 8 § 1. In this respect, the Government
agreed that a search may have constituted an
interference.

The client applicants claimed that the search
and seizure of privileged material interfered
with their rights under Article 8 of the Conven-
tion. The Government contested the other ap-
plicants' view, arguing that even though the
correspondence with a lawyer falls under the
protection of Article 8, there had not been any
interference with their rights within the mean-
ing of Article 8 of the Convention.

The Court would point out that, as it has now
repeatedly held, the notion of “home” in Ar-
ticle 8 § 1 encompasses not only a private
individual's home. It recalls that the word
“domicile” in the French version of Article 8 has
a broader connotation than the word “home”
and may extend, for example, to a professional
person's office. Consequently, “home” is to be
construed as including also the registered of-
fice of a company run by a private individual,
as well as a juristic person's registered office,
branches and other business premises (see, in-
ter alia, Buck v. Germany, no. 41604/98, § 31,
28 April 2005, Chappell v. the United Kingdom,
judgment of 30 March 1989, Series A no. 152-A,
pp. 12-13 and 21-22, § § 26 and 51; Niemietz
v. Germany, judgment of 16 December 1992,
Series Ano.251-B, § § 29-31).

In the present case, the searches and seizure
ordered by the police concerned, inter alia, the
law office owned and managed by the first ap-
plicant. The search warrants were issued by the
officer in charge of the police investigation, in
which the first applicant was first considered as
a witness, but the second search warrant was
based on the suspicion that he was suspected
of having aided and abetted an offence of ag-

72.

73.

gravated debtor's fraud allegedly committed
by two of his clients (who are not applicants
before the Court). It is undisputed that the po-
lice had copied a hard disk from one of the first
applicant's computers and that the copy was
kept by the police until a final court decision.
The Court finds that the search by the police
of the residential premises and the business
premises of the first applicant, and the seizure
of hard disks there, amounted to an interfer-
ence with the right to respect for the first appli-
cant's "home” and “correspondence”, as those
terms have been interpreted in the Court's
case- law (Niemietz, cited above, § 30). It fol-
lows that the search and seizure also amount-
ed to an interference with the right to respect
for the client applicants' “correspondence” (see
Niemietz, cited above, § 32).

Consequently, the Court finds it unnecessary
to determine whether, as it has found in sev-
eral comparable cases (see, inter alia, Chap-
pell, cited above, § 51; Niemietz, cited above,
§ § 29-31), there has also been an interfer-
ence with the applicants' right to respect for
their private life as guaranteed by Article 8 § 1.

The Court must therefore examine whether
this interference was in conformity with the re-
quirements of the second paragraph of Article
8, in other words whether it was “in accordance
with the law”, pursued one or more of the legit-
imate aims set out in that paragraph and was
“necessary in a democratic society” to achieve
the aim or aims in question.

2. Was the interference justified

74

75.

(a) Was the interference” in accordance with the
law”?

. The parties disagreed as to the description of

domestic law. The applicants maintained that
the search warrant was not in accordance with
domestic law, as Chapter 4, section 2 of the
Coercive Measures Act required the police to
show circumspection when a lawyer was in-
volved in the seizure. They further maintained
that since a search could only be performed
to find something which could be seized and
used as evidence (see Coercive Measures Act,
Chapter 5, section 1), the police were not au-
thorised under the law to conduct a search if
the purpose was to find a document in respect
of which an evidential or seizure prohibition
might be applied.

The Government contested this view, argu-
ing that according to Chapter 5, section 1 of
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77.

78.

the Coercive Measures Act, a search could be
carried out in order to seize an object which
might be relevant in investigating an offence
for which a penalty of more than six months'
imprisonment was provided. In the present
case where the first applicant was suspected
of aggravated debtor's fraud and of aiding and
abetting an offence of aggravated debtor's
dishonesty, the search and seizure had been
carried out for the purposes of investigating
such a serious offence, which they submitted
justified any interference with the confidential-
ity of the client-lawyer relationship that would
normally enjoy special protection. In the Gov-
ernment's view, it was of no relevance in this
context that the first applicant was a lawyer
and that the search was carried out in his office.

As regards the other applicants, the Govern-
ment submitted that, according to section 34
of the Police Act, information exclusively con-
cerning third parties had to be destroyed after
review without delay, unless it was needed for
the investigation of the offence. In their view,
the impugned measures were in accordance
with the law also in this respect.

The Court notes that the expression “in accord-
ance with the law”, within the meaning of Ar-
ticle 8 § 2 requires firstly that the impugned
measure should have some basis in domestic
law; it also refers to the quality of the law in
question, requiring that it should be accessible
to the person concerned, who must moreover
be able to foresee its consequences for him,
and compatible with the rule of law (see eg.
Kopp v. Switzerland, judgment of 25 March
1998, Reports of Judgments and Decisions
1998-Il, § 55).

— Whether there was a legal basis in Finnish law

The Court recalls that in accordance with the
case-law of the Convention institutions, in re-
lation to Article 8 § 2 of the Convention, the
term “law” is to be understood in its “substan-
tive” sense, not its “formal” one. In a sphere
covered by written law, the “law” is the enact-
ment in force as the competent courts have
interpreted it (see, inter alia, Société Colas Est
and Others v. France,n0.37971/97, § 43,ECHR
2002-1ll). In this respect, the Court reiterates
that its power to review compliance with do-
mestic law is limited, it being in the first place
for the national authorities, notably the courts,
to interpret and apply that law (see, inter alia,
Chappell, cited above, p. 23, § 54).

In principle, therefore, it is not for the Court to

79.

80.

81.

82.

83.

84.

85.

86.

87.

express an opinion contrary to that of the do-
mestic courts, which found that the search and
seizure were based on the Coercive Measures
Act and the Code on Judicial Procedure.

In short, the interference complained of had a
legal basis in Finnish law.

— “Quality of the law”

The second requirement which emerges from
the phrase “in accordance with the law” — the
accessibility of the law — does not raise any
problem in the instant case.

The same is not true of the third requirement,
the “foreseeability” of the meaning and nature
of the applicable measures.

The Court reiterates in that connection that
Article 8 § 2 requires the law in question to
be “compatible with the rule of law”. In the
context of searches and seizures, the domes-
tic law must provide some protection to the
individual against arbitrary interference with
Article 8 rights. Thus, the domestic law must
be sufficiently clear in its terms to give citizens
an adequate indication as to the circumstances
in and conditions on which public authorities
are empowered to resort to any such measures
(see mutatis mutandis, Kopp v. Switzerland,
judgment of 25 March 1998, Reports of Judg-
ments and Decisions 1998-I, p. 541, § 64.

The Court must examine the “quality” of the
legal rules applicable to the applicants in the
instant case.

The Court notes in the first place that under
the Coercive Measures Act, Chapter 4, section
2, subsection 2, a document shall not be seized
for evidential purposes if it may be presumed
to contain information in regard to which a
person is not allowed to give evidence.

Under Code of Judicial Procedure, Chapter 15,
section 23, counsel may not testify in respect
of what a client has told him or her for the pur-
pose of pleading a case.

Under the Advocates Act, section 5 ¢, an advo-
cate shall not without due permission disclose
the secrets of an individual or family or busi-
ness or professional secrets which have come
to his knowledge in the course of his profes-
sional activity.

On the face of the above-mentioned provision
of the Code of Judicial Procedure, the Court
finds the text unclear as far as it concerns confi-
dentiality. The above-mentioned domestic law
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88.

89.

90.

9.

92.

does not state with the requisite clarity wheth-
er the notion of “pleading a case” covers only
the relationship between a lawyer and his/her
clients in a particular case or their relationship
generally. The Court refers to a lawyer's general
obligation of professional secrecy and confi-
dentiality. In this respect the Court refers to the
Recommendation (REC 2000/21) of the Com-
mittee of Ministers, according to which States
should take all necessary measures to ensure
the respect of the confidentiality of the client-
lawyer relationship.

The Government sought to resolve this by
noting that in any case, the search and seizure
were carried out for the purposes of investiga-
tion of a serious offence. A lawyer suspected
of a severe crime could not, on their view, be
treated differently from other suspects.

The Court, however, is not persuaded by this
argument. In the present case, hard disks were
searched, copied and seized. They contained
information passing between the first appli-
cant and his clients, who had no role in the in-
vestigated offence. While the seized hard disks
were returned to the first applicant, however, a
copy of the fourth hard disk remained with the
police for some considerable time. The Court
notes that the search and seizure were rather
extensive and is struck by the fact that there
was no independent or judicial supervision.

The Court would emphasise that search and
seizure represent a serious interference with
private life, home and correspondence and
must accordingly be based on a “law” that is
particularly precise. It is essential to have clear,
detailed rules on the subject.

In that connection, the Court notes that the
relationship between the Coercive Measures
Act, the Code of Judicial Procedure and the
Advocates Act (read together) was somewhat
unclear and gave rise to diverging views on the
extent of the protection afforded to privileged
material in searches and seizures, a situation
which was identified also by the Deputy Chan-
cellor of Justice of Finland.

In sum, the Court finds that the search and sei-
zure measures in the present case were imple-
mented without proper legal safeguards. The
Court concludes that, even if there could be
said to be a general legal basis for the meas-
ures provided for in Finnish law, the absence
of applicable regulations specifying with an
appropriate degree of precision the circum-
stances in which privileged material could be

93.

94.

subject to search and seizure deprived the
applicants of the minimum degree of protec-
tion to which they were entitled under the rule
of law in a democratic society (see, mutatis
mutandis, Narinen v. Finland, no. 45027/98, §
36, 1 June 2004).

The Court finds that in these circumstances it
cannot be said that the interference in ques-
tion was “in accordance with the law” as re-
quired by Article 8 § 2 of the Convention.

There has therefore been a violation of Article 8
of the Convention.

(b) Purpose and necessity of the interference

95. Having regard to the above conclusion, the

IL.

96.

A.
1.
97.

Court does not consider it necessary to review
compliance with the other requirements of
Article 8 § 2 in this case (see e.g. Kopp, cited
above, § 76).

ALLEGED VIOLATION OF ARTICLE
6 OF THE CONVENTION

The client applicants complained that the
search and perusal of privileged material had
breached Article 6 of the Convention, which
provides:

“1.n the determination of .. any criminal
charge against him, everyone is entitled to a
fair and public hearing within a reasonable
time by an independent and impartial tribunal
established by law. ...

3.Everyone charged with a criminal offence
has the following minimum rights: ...

(b)to have adequate time and facilities for the
preparation of his defence;

(c)to defend himself in person or through legal
assistance of his own choosing ...."

The parties' submissions
The applicant

The client applicants complained under Ar-
ticle 6 of the Convention and notably under
§ 3 (b) and (c) that the search and perusal of
privileged material relating to their respective
instructions violated their right to a fair hearing
and an effective defence. Some of the appli-
cants had instructed the first applicant to as-
sist them in criminal proceedings in which the
police investigation had been conducted by
officers also participating in the search.
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98. As the same fairness guarantees in principle

also apply prior to the actual court proceed-
ings as well as in other than criminal proceed-
ings, the search and seizure also violated the
rights under Article 6 of those client applicants
who had not already been charged at that mo-
ment. A situation whereby public officials can
study privileged material relating to cases not
yet heard by the courts and other authorities
waters down the guarantee of equality of arms
between the parties.

99. The applicants relied on the wholesale char-

acter of the coercive measures, which were
conducted without resorting to the assistance
of an independent counsel appointed by the
Bar Association, as recommended in the legal
literature.

2. The Government

100.The Government accepted that in theory

where a lawyer is involved in a search, an en-
croachment on professional secrecy may have
repercussions on the proper administration of
justice and hence on the rights guaranteed by
Article 6. In the present case however it was
necessary for the police to examine all of the
material in the first applicant's office in order to
identify those of relevance to the investigation.
Only those documents were examined more
closely and under domestic law no other ma-
terial was to be entered into the investigation
record. The police officers were — and remain
- under an obligation to respect confidential-
ity. Moreover, officials who obtain information
in the context of a seizure are not allowed to
use that information for purposes other than a
criminal investigation.

101.The Government considered unsubstanti-

ated the applicants' allegation that information
gleaned from the seized material was being
used against the applicants in other proceed-
ings.

B. The Court's assessment

102.In view of the above finding of a violation of Ar-

ticle 8 based on the lack of foreseeability of the
domestic law the Court considers that in the
circumstances of this case there is no need to
examine separately the additional complaints
under Article 6 of the Convention.

III. ALLEGED VIOLATION OF ARTICLE

13 OF THE CONVENTION

103.The applicants complained that the lack of ef-

fective remedy against the interference had
breached Article 13 of the Convention, which
provides:

“Everyone whose rights and freedoms as set
forth in [the] Convention are violated shall
have an effective remedy before a national
authority notwithstanding that the violation
has been committed by persons acting in an
official capacity.”

A. The parties' submissions

1. The applicant

104.The applicants complained under Article 13

of the Convention that they had no effective
remedy against the interference (search) other
than the possibility of seeking a review of the
lawfulness of the seizure. Even if the District
Court did order the seizure to be revoked in
response to such a request, that decision was
overturned on appeal before the copied hard
disk could be restored. Even assuming that the
applicants had been successful in having that
copy restored, the police had had ample time
to peruse the documents thereon.

105.They maintained that as Finnish law stood at

the time there seemed to be no effective rem-
edy against the revelation of confidential infor-
mation.

2. The Government

106.The Government reiterated that, according

to section 118 of the Constitution, everyone
who has suffered a violation of his or her rights
or sustained loss through an unlawful act or
omission by a civil servant or other person per-
forming a public function may bring charges
against a civil servant or other person in charge
of a public function, and also claim damages.
Moreover, the Tort Liability Act also entitles an
individual to institute proceedings against in-
vestigative authorities or against a court of law,
before a district court, on the ground that he
or she has suffered damage due to the perfor-
mance of a public function.

107.Finally, anyone affected by a seizure may chal-

lenge its lawfulness before a court of law under
Chapter 4 section 13 of the Coercive Measures
Act, as was done by four of the applicants.
One may also petition the Ombudsman or
the Chancellor of Justice or the regional or su-
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preme police command of the Ministry of the
Interior.

108.As regards the destruction of property which
has allegedly been seized unlawfully, including
copies made of seized documents, the person
affected by the seizure may request a court to
issue a civil law order, whereby the investiga-
tive authorities are placed under an obligation
to destroy the said material.

B. The Court's assessment

109.The Court recalls that the applicants com-
plained in essence about the search and sei-
zure of privileged material.

110.In view of the submissions of the applicant in
the present case and of the grounds on which
it has found a violation of Article 8 of the Con-
vention, the Court considers that there is no
need to examine separately the complaints
under Article 13 of the Convention.

IV. APPLICATION OF ARTICLE 41 OF
THE CONVENTION

111.Article 41 of the Convention provides:

“If the Court finds that there has been a
violation of the Convention or the Protocols
thereto, and if the internal law of the High
Contracting Party concerned allows only par-
tial reparation to be made, the Court shall, if
necessary, afford just satisfaction to the in-
jured party.”

A. Damage

112.Under the head of non-pecuniary damage the
applicants asked the Court to award each of
the 18 applicants 2,500 euros (EUR), totalling
EUR 45,000, for suffering and distress resulting
from the alleged violations.

113.The Government found the sum claimed for
non-pecuniary damage excessive. In their view,
the mere finding of a violation would suffice for
the client applicants. In the case of the first ap-
plicant, the amount to be awarded should not
exceed EUR 2,000.

114.The Court accepts that the first applicant has
certainly suffered non-pecuniary damage -
such as distress and frustration resulting from
the search and seizure — which is not sufficient-
ly compensated by the findings of violation
of the Convention. The Court awards the first
applicant EUR 2,500 under this head, whereas
it considers that the finding of a violation of Ar-

ticle 8 constitutes sufficient just satisfaction for
the client applicants.

B. Costs and expenses

115.The applicants requested reimbursement of
the balance of the legal expenses incurred by
them in the Supreme Court by EUR 870.65, in-
cluding value-added tax (VAT). The Supreme
Court awarded those applicants who were part
of the proceedings before the Supreme Court
EUR 3,500 for costs and expenses. This was EUR
870.65 less than the costs incurred.

116.They also claimed the reimbursement of their
legal costs and expenses incurred in the pro-
ceedings before this Court, amounting to
EUR 6,135.84 (including VAT).

117.The Court recalls that the established principle
in relation to domestic legal costs is that an ap-
plicant is entitled to be reimbursed those costs
actually and necessarily incurred to prevent or
redress the breach of the Convention, to the
extent that the costs are reasonable as to quan-
tum (see, for example, )L, GM.R. and AKP. v.
the United Kingdom (Article 41), nos. 29522/95,
30056/96 and 30574/96, § 18, 25 September
2001). It finds that the proceedings brought
by the applicants nos. 2-3 and 8 against the
seizure may be regarded as incurred to re-
dress the breach of Article 8 of the Convention
complained of by the applicants. The Court ob-
serves that in the Supreme Court's judgment
of 18 October 2002 it was mentioned that
the said applicants requested reimbursement
of their legal expenses before the domestic
proceedings. Having regard to all the circum-
stances, the Court awards the applicants nos.
2-3 and 8 EUR 870.

118.As for the proceedings before this Court the
applicants' bill of costs and expenses of 26
January 2004 totalled EUR 6,135.84 (including
VAT). Having regard to all the circumstances,
the Court awards the applicants EUR 6,000 un-
der this head.

C. Defaultinterest

119.The Court considers it appropriate that the de-
fault interest should be based on the marginal
lending rate of the European Central Bank,
to which should be added three percentage
points.
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FOR THESE REASONS, THE COURT
UNANIMOUSLY

Holds that there has been a violation of Article 8 of
the Convention;

1. Holds that there is no need to examine sepa-
rately the complaints under Article 6 of the
Convention;

2. Holds that there is no need to examine sepa-
rately the complaints under Article 13 of the
Convention;

3. Holds:

(a) that the respondent State is to pay, within
three months from the date on which the
judgment becomes final in accordance
with Article 44 § 2 of the Convention, the
following amounts:

(i) EUR2,500 (two thousand five hundred
euros) to the first applicant in respect
of non-pecuniary damage;

(i) EUR 870 (eight hundred seventy eu-
ros) to applicant nos. 2, 3 and 8 in re-
spect of costs and expenses incurred
before the national proceedings;

(i) EUR 6,000 (six thousand euros) to the
applicants jointly in respect of costs
and expenses incurred in Strasbourg;

(iv) any tax that may be chargeable on the
above amounts;

(b) that the finding of a violation constitutes
in itself sufficient just satisfaction for any
non-pecuniary damage sustained by the
client applicants;

(c) that from the expiry of the above-men-
tioned three months until settlement sim-
ple interest shall be payable on the above
amounts at a rate equal to the marginal
lending rate of the European Central Bank
during the default period plus three per-
centage points;

4. Dismisses the remainder of the applicants'
claim for just satisfaction.

Done in English, and notified in writing on 27 Sep-
tember 2005, pursuant to Rule 77 § § 2 and 3 of
the Rules of Court.

Francoise Elens-Passos, Deputy Registrar
Nicolas Bratza, President
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CASE OF MALONE V THE UNITED KINGDOM

COMPUTER, PROFILING, INFORMATION TECHNOLOGY,
INTERCEPTION, SECRET INFORMATION, PRIVATE LIFE,
INFORMATIONAL ~ SELF-DETERMINATION, ~ SENSITIVE
DATA

IN THE MALONE CASE,

The European Court of Human Rights, taking its de-
cision in plenary session in application of Rule 50 of
the Rules of Court* and composed of the following
judges:

Mr. G. Wiarda, President,

Mr. R. Ryssdal,

Mr. J. Cremona,

Mr. Thor Vilhjalmsson,

Mr. W. Ganshof van der Meersch,

Mrs. D. Bindschedler-Robert,

Mr. D. Evrigenis,

Mr. G. Lagergren,

Mr. F. Golciiklii,

Mr. F. Matscher,

Mr. J. Pinheiro Farinha,

Mr. E. Garcia de Enterria,

Mr. L.-E. Pettiti,

Mr. B. Walsh,

Sir Vincent Evans,

Mr. R. Macdonald,

Mr. C. Russo,

Mr. J. Gersing,

and also Mr. M.-A. Eissen, Registrar,

and Mr. H. Petzold, Deputy Registrar,

Having deliberated in private on 22 and 23 Febru-
ary and on 27 June 1984,

Delivers the following judgment, which was adopt-
ed on the last-mentioned date:

PROCEDURE

1. The present case was referred to the Court by
the European Commission of Human Rights
("the Commission") on 16 May 1983, within the
period of three months laid down by Article
32 para. 1 and Article 47 (art. 32-1, art. 47) of
the Convention for the Protection of Human
Rights and Fundamental Freedoms ("the Con-
vention"). The case originated in an application
(no. 8691/79) against the United Kingdom of

Great Britain and Northern Ireland lodged with
the Commission on 19 July 1979 under Article
25 (art. 25) by a United Kingdom citizen, Mr.
James Malone.

The Commission’s request referred to Articles
44 and 48 (art. 44, art. 48) and to the declara-
tion whereby the United Kingdom recognised
the compulsory jurisdiction of the Court (Arti-
cle 46) (art. 46). The object of the request was
to obtain a decision as to whether the facts of
the case disclosed a breach by the respondent
State of its obligations under Articles 8 and 13
(art. 8, art. 13) of the Convention.

In response to the inquiry made in accordance
with Rule 33 para. 3 (d) of the Rules of Court,
Mr. Malone stated that he wished to participate
in the proceedings pending before the Court
and designated the lawyers who would repre-
sent him (Rule 30).

The Chamber of seven judges to be constitut-
ed included, as ex officio members, Sir Vincent
Evans, the elected judge of British nationality
(Article 43 of the Convention) (art. 43), and Mr.
G. Wiarda, the President of the Court (Rule 21
para. 3 (b)). On 27 May 1983, the President of
the Court drew by lot, in the presence of the
Registrar, the names of the five other members,
namely Mr. M. Zekia, Mrs. D. Bindschedler-Rob-
ert, Mr. G. Lagergren, Mr. R. Bernhardt and Mr.
J. Gersing (Article 43 in fine of the Convention
and Rule 21 para. 4) (art. 43) .

Mr. Zekia and Mr. Bernhardt, who were pre-
vented from taking part in the consideration of
the case, were subsequently replaced by Mr. B.
Walsh and Mr. E. Garcia de Enterrfa, substitute
judges (Rules 22 para. 1 and 24 para. 1).

Mr. Wiarda assumed the office of President of
the Chamber (Rule 21 para. 5). He ascertained,
through the Registrar, the views of the Agent
of the Government of the United Kingdom
("the Government"), the Delegate of the Com-
mission and the lawyers for the applicant re-
garding the need for a written procedure. On
24 June, he directed that the Agent and the
lawyers for the applicant should each have un-
til 16 September to file a memorial and that the
Delegate should be entitled to file, within two
months from the date of the transmission to
him by the Registrar of whichever of the afore-
said documents should last be filed, a memo-
rial in reply (Rule 37 para. 1).

On 14 September, the President extended until
14 October each of the time-limits granted to
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the Agent and the applicant’s lawyers.

The Government's memorial was received
at the registry on 14 October, the applicant’s
memorial on 25 October. The Secretary to the
Commission informed the Registrar by letter
received on 22 December that the Delegate
did not wish to file any written reply to these
memorials but would be presenting his com-
ments at the hearings.

On 27 October, the Chamber unanimously
decided to relinquish jurisdiction forthwith in
favour of the plenary Court (Rule 50). On the
same day, after consulting, through the Reg-
istrar, the Agent of the Government, the Dele-
gate of the Commission and the lawyers for the
applicant, the President of the Court directed
that the oral proceedings should open on 20
February 1984 (Rule 38).

By letter received on 6 October 1983, the
Post Office Engineering Union ("the POEU")
requested leave under Rule 37 para. 2 to sub-
mit written comments, indicating, inter alia,
its "specific occupational interest" in the case
and five themes it would want to develop in
written comments. On 3 November, the Presi-
dent granted leave but on narrower terms than
those sought: he specified that the comments
should bear solely on certain of the matters re-
ferred to in the POEU's list of proposed themes
and then only "in so far as such matters relate
to the particular issues of alleged violation of
the Convention which are before the Court for
decision in the Malone case". He further direct-
ed that the comments should be filed not later
than 3 January 1984.

On 16 December 1983, this time-limit was ex-
tended by the President by three weeks. The
POEU’s comments were received at the regis-
try on 26 January 1984.

On 17 February 1984, the lawyers for the ap-
plicant filed the applicant’s claims for just sat-
isfaction under Article 50 (art. 50) of the Con-
vention. On the same day, the Government
supplied two documents whose production
the Registrar had asked for on the instructions
of the President. By letter received on 19 Febru-
ary, the Government, with a view to facilitating
the hearings the following day, gave a clarifica-
tion regarding a certain matter in the case.

10. The hearings were held in public at the Human

Rights Building, Strasbourg, on 20 February.
Immediately prior to their opening, the Court
had held a preparatory meeting.

There appeared before the Court:

(a) for the Government

Mr. M. Eaton, Legal Counsellor, Foreign
and Commonwealth Office, Agent,

Sir Michael Havers, Q.C, M.P,, Attorney
General,

Mr. N. Bratza, Barrister-at-Law, Counsel,
Mr. H. Steel, Law Officers’ Department,

Mrs. S. Evans, Legal Adviser, Home Office,
Advisers;

(b) for the Commission

Mr. C. Ngrgaard, President of the Commis-
sion, Delegate,

(c) for the applicant
Mr. C. Ross-Munro, Q.C,,
Mr. D. Serota, Barrister-at-Law, Counsel.

The Court heard addresses by Sir Michael Ha-
vers for the Government, by Mr. Nergaard for
the Commission and by Mr. Ross-Munro for the
applicant, as well as their replies to its ques-
tions.

. On 27 February, in fulfilment of an undertaking

given at the hearing, the Government supplied
copies of extracts from a document which had
been referred to in argument at the hearing.
By letter received on 5 June, they notified the
Registrar of an amendment to this document.

AS TO THE FACTS

L

12.

13.

PARTICULAR CIRCUMSTANCES OF
THE CASE

Mr. James Malone was born in 1937 and is
resident in Dorking, Surrey. In 1977, he was
an antique dealer. It appears that he has since
ceased business as such.

On 22 March 1977, Mr. Malone was charged
with a number of offences relating to dishon-
est handling of stolen goods. His trial, which
took place in June and August 1978, resulted in
his being acquitted on certain counts and the
jury disagreeing on the rest. He was retried on
the remaining charges between April and May
1979. Following a further failure by the jury to
agree, he was once more formally arraigned;
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16.

the prosecution offered no evidence and he
was acquitted.

. During the first trial, it emerged that details of

a telephone conversation to which Mr. Malone
had been a party prior to 22 March 1977 were
contained in the note-book of the police officer
in charge of the investigations. Counsel for the
prosecution then accepted that this conversa-
tion had been intercepted on the authority of a
warrant issued by the Secretary of State for the
Home Department.

. In October 1978, the applicant instituted civil

proceedings in the Chancery Division of the
High Court against the Metropolitan Police
Commissioner, seeking, inter alia, declarations
to the effect that interception, monitoring and
recording of conversations on his telephone
lines without his consent was unlawful, even
if done pursuant to a warrant of the Secretary
of State. The Solicitor General intervened in the
proceedings on behalf of the Secretary of State
but without being made a party. On 28 Febru-
ary 1979, the Vice-Chancellor, Sir Robert Meg-
arry, dismissed the applicant’s claim (Malone v.
Commissioner of Police of the Metropolis (No.
2), [1979] 2 All England Law Reports 620; also
reported at [1979] 2 Weekly Law Reports 700).
An account of this judgment is set out below
(at paragraphs 31-36).

The applicant further believed that both his
correspondence and his telephone calls had
been intercepted for a number of years. He
based his belief on delay to and signs of inter-
ference with his correspondence. In particu-
lar, he produced to the Commission bundles
of envelopes which had been delivered to
him either sealed with an adhesive tape of an
identical kind or in an unsealed state. As to his
telephone communications, he stated that he
had heard unusual noises on his telephone
and alleged that the police had at times been
in possession of information which they could
only have obtained by telephone tapping. He
thought that such measures had continued
since his acquittal on the charges against him.

[t was admitted by the Government that the
single conversation about which evidence
emerged at the applicant’s trial had been in-
tercepted on behalf of the police pursuant to
a warrant issued under the hand of the Secre-
tary of State for the prevention and detection
of crime. According to the Government, this
interception was carried out in full conform-
ity with the law and the relevant procedures.

17.

18.

IL.

A.
19.

No disclosure was made either at the trial of
the applicant or during the course of the ap-
plicant's proceedings against the Commis-
sioner of Police as to whether the applicant’s
own telephone number had been tapped or
as to whether other and, if so, what other, tel-
ephone conversations to which the applicant
was a party had been intercepted. The primary
reasons given for withholding this information
were that disclosure would or might frustrate
the purpose of telephone interceptions and
might also serve to identify other sources of
police information, particularly police inform-
ants, and thereby place in jeopardy the source
in question. For similar reasons, the Govern-
ment declined to disclose before the Commis-
sion or the Court to what extent, if at all, the
applicant's telephone calls and correspond-
ence had been intercepted on behalf of the
police authorities. It was however denied that
the resealing with adhesive tape or the deliv-
ery unsealed of the envelopes produced to
the Commission was attributable directly or
indirectly to any interception. The Government
conceded that, as the applicant was at the ma-
terial time suspected by the police of being
concerned in the receiving of stolen property
and in particular of stolen antiques, he was one
of a class of persons against whom measures of
interception were liable to be employed.

In addition, Mr. Malone believed that his tel-
ephone had been "metered" on behalf of the
police by a device which automatically re-
cords all numbers dialled. As evidence for this
belief, he asserted that when he was charged
in March 1977 the premises of about twenty
people whom he had recently telephoned
were searched by the police. The Government
affirmed that the police had neither caused
the applicant’s telephone calls to be metered
nor undertaken the alleged or any search op-
erations on the basis of any list of numbers ob-
tained from metering.

In September 1978, the applicant requested
the Post Office and the complaints department
of the police to remove suspected listening
devices from his telephone. The Post Office
and the police both replied that they had no
authority in the matter.

RELEVANT LAW AND PRACTICE

Introduction

The following account is confined to the law
and practice in England and Wales relating to
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20.

21

the interception of communications on behalf
of the police for the purposes of the preven-
tion and detection of crime. The expression
"interception” is used to mean the obtaining
of information about the contents of a com-
munication by post or telephone without the
consent of the parties involved.

It has for long been the practice for the inter-
ception of postal and telephone communica-
tions in England and Wales to be carried out
on the authority of a warrant issued by a Secre-
tary of State, nowadays normally the Secretary
of State for the Home Department (the Home
Secretary). There is no overall statutory code
governing the matter, although various statu-
tory provisions are applicable thereto. The ef-
fect in domestic law of these provisions is the
subject of some dispute in the current pro-
ceedings. Accordingly, the present summary
of the facts is limited to what is undisputed,
the submissions in relation to the contested
aspects of these provisions being dealt with in
the part of the judgment "as to the law".

Three official reports available to the public
have described and examined the working of
the system for the interception of communica-
tions.

Firstly, a Committee of Privy Councillors under
the chairmanship of Lord Birkett was appointed
in June 1957 "to consider and report upon the
exercise by the Secretary of State of the execu-
tive power to intercept communications and,
in particular, under what authority, to what
extent and for what purposes this power has
been exercised and to what use information
so obtained has been put; and to recommend
whether, how and subject to what safeguards,
this power should be exercised ..". The Com-
mittee’s report (hereinafter referred to as "the
Birkett report") was published in October 1957
(as Command Paper 283). The Government
of the day announced that they accepted the
report and its recommendations, and were
taking immediate steps to implement those
recommendations calling for a change in pro-
cedure. Subsequent Governments, in the per-
son of the Prime Minister or the Home Secre-
tary, publicly reaffirmed before Parliament that
the arrangements relating to the interception
of communications were strictly in accordance
with the procedures described and recom-
mended in the Birkett report.

Secondly, a Command Paper entitled "The In-
terception of Communications in Great Britain"

22.

23.

24.

was presented to Parliament by the then Home
Secretary in April 1980 (Command Paper 7873
- hereinafter referred to as "the White Paper").
The purpose of the White Paper was to bring
up to date the account given in the Birkett re-
port.

Finally, in March 1981 a report by Lord Diplock,
a Lord of Appeal in Ordinary who had been ap-
pointed to monitor the relevant procedures on
a continuing basis (see paragraphs 54 and 55
below), was published outlining the results of
the monitoring he had carried out to date.

The legal basis of the practice of intercepting
telephone communications was also exam-
ined by the Vice-Chancellor in his judgment in
the action which the applicant brought against
the Metropolitan Police Commissioner (see
paragraphs 31-36 below).

Certain changes have occurred in the organi-
sation of the postal and telephone services
since 1957, when the Birkett Committee made
its report. The Post Office, which ran both ser-
vices, was then a Department of State under
the direct control of a Minister (the Postmaster
General). By virtue of the Post Office Act 1969,
it became a public corporation with a certain
independence of the Crown, though subject
to various ministerial powers of supervision
and control exercised at the material time by
the Home Secretary. The Post Office Act 1969
was repealed in part and amended by the Brit-
ish Telecommunications Act 1981. That Act di-
vided the Post Office into two corporations: the
Post Office, responsible for mail, and British Tel-
ecommunications, responsible for telephones.
The 1981 Act made no change of substance
in relation to the law governing interceptions.
For the sake of convenience, references in the
present judgment are to the position as it was
before the 1981 Act came into force.

Legal position relating to interception of
communications prior to 1969

The existence of a power vested in the Sec-
retary of State to authorise by warrant the in-
terception of correspondence, in the sense of
detaining and opening correspondence trans-
mitted by post, has been acknowledged from
early times and its exercise has been publicly
known (see the Birkett report, Part |, especially
paras. 11, 17 and 39). The precise origin in law
of this executive authority is obscure (ibid,,
para. 9). Nevertheless, although none of the
Post Office statutes (of 1710, 1837, 1908 or
1953) contained clauses expressly conferring
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25.

26.

authority to intercept communications, all rec-
ognised the power as an independently exist-
ing power which it was lawful to exercise (ibid.,,
paras. 17 and 38).

At the time of the Birkett report, the most re-
cent statutory provision recognising the right
of interception of a postal communication was
section 58 sub-section 1 of the Post Office Act
1953, which provides:

"If any officer of the Post Office, contrary to
his duty, opens ... any postal packet in course
of transmission by post, or wilfully detains or
delays ... any such postal packet, he shall be
guilty of a misdemeanour ...

Provided that nothing in this section shall ex-
tend to ... the opening, detaining or delaying
of a postal packet ... in obedience to an express
warrant in writing under the hand of a Secre-
tary of State."

"Postal packet" is defined in section 87 sub-
section 1 of the Act as meaning:

"a letter, postcard, reply postcard, newspaper,
printed packet, sample packet or parcel and
every packet or article transmissible by post,
and includes a telegram”.

Section 58, which is still in force, reproduced a
clause that had been on the statute book with-
out material amendment since 1710.

So far as telecommunications are further con-
cerned, it is an offence under section 45 of the
Telegraph Act 1863 if an official of the Post
Office "improperly divulges to any person the
purport of any message". Section 11 of the Post
Office (Protection) Act 1884 creates a similar
offence in relation to telegrams. In addition,
section 20 of the Telegraph Act 1868 makes
it a criminal offence if any Post Office official
"shall, contrary to his duty, disclose or in any
way make known or intercept the contents
or any part of the contents of any telegraphic
message or any message entrusted to the [Post
Office] for the purpose of transmission".

These provisions are still in force.

27.

It was held in a case decided in 1880 (Attorney
General v. Edison Telephone Company, (1880)
6 Queen'’s Bench Division 244) that a telephone
conversation is a "telegraphic communication"
for the purposes of the Telegraph Acts. It has
not been disputed in the present proceedings
that the offences under the Telegraph Acts ap-
ply to telephone conversations.

28.

C
29.

The power to intercept telephone messages
has been exercised in England and Wales from
time to time since the introduction of the tel-
ephone. Until the year 1937, the Post Office,
which was at that time a Department of Gov-
ernment, acted upon the view that the power
which the Crown exercised in intercepting
telephone messages was a power possessed
by any operator of telephones and was not
contrary to law. Consequently, no warrants by
the Secretary of State were issued and arrange-
ments for the interception of telephone con-
versations were made directly between the po-
lice authorities and the Director-General of the
Post Office. In 1937, the position was reviewed
by the Home Secretary and the Postmaster
General (the Minister then responsible for the
administration of the Post Office) and it was
decided, as a matter of policy, that it was unde-
sirable that records of telephone conversations
should be made by Post Office servants and
disclosed to the police without the authority of
the Secretary of State. The view was taken that
the power which had for long been exercised
to intercept postal communications on the
authority of a warrant of the Secretary of State
was, by its nature, wide enough to include the
interception of telephone communications.
Since 1937 it had accordingly been the prac-
tice of the Post Office to intercept telephone
conversations only on the express warrant of
the Secretary of State (see the Birkett report,
paras. 40-41).

The Birkett Committee considered that the
power to intercept telephone communications
rested upon the power plainly recognised by
the Post Office statutes as existing before the
enactment of the statutes (Birkett report, para.
50). It concluded (ibid., para. 51):

"We are therefore of the opinion that the state
of the law might fairly be expressed in this
way.

(a) The power to intercept letters has been ex-
ercised from the earliest times, and has been
recognised in successive Acts of Parliament.

(b) This power extends to telegrams.

() It is difficult to resist the view that if there
is a lawful power to intercept communications
in the form of letters and telegrams, then it is
wide enough to cover telephone communica-
tions as well."

Post Office Act 1969
Under the Post Office Act 1969, the "Post Of-
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30.

31.

fice" ceased to be a Department of State and
was established as a public corporation of
that name with the powers, duties and func-
tions set out in the Act. In consequence of the
change of status of the Post Office and of the
fact that the Post Office was no longer under
the direct control of a Minister of the Crown,
it became necessary to make express statu-
tory provision in relation to the interception of
communications on the authority of a warrant
of the Secretary of State. By section 80 of the
Act it was therefore provided as follows:

"A requirement to do what is necessary to in-
form designated persons holding office under
the Crown concerning matters and things
transmitted or in course of transmission by
means of postal or telecommunication ser-
vices provided by the Post Office may be laid
on the Post Office for the like purposes and in
the like manner as, at the passing of this Act,
a requirement may be laid on the Postmaster
General to do what is necessary to inform such
persons concerning matters and things trans-
mitted or in course of transmission by means
of such services provided by him."

The 1969 Act also introduced, for the first time,
an express statutory defence to the offences
under the Telegraph Acts mentioned above
(at paragraph 26), similar to that which exists
under section 58 para. 1 of the Post Office Act
1953. This was effected by paragraph 1 sub-
paragraph 1 of Schedule 5 to the Act, which
reads:

"In any proceedings against a person in re-
spect of an offence under section 45 of the
Telegraph Act 1863 or section 11 of the Post
Office (Protection) Act 1884 consisting in the
improper divulging of the purport of a mes-
sage or communication or an offence under
section 20 of the Telegraph Act 1868 it shall be
a defence for him to prove that the act con-
stituting the offence was done in obedience
to a warrant under the hand of a Secretary of
State."

Judgment of Sir Robert Megarry V.-C. in
Malone v. Commissioner of Police of the
Metropolis

In the civil action which he brought against the
Metropolitan Police Commissioner, Mr. Malone
sought various relief including declarations to
the following effect:

- that any "tapping" (that is, interception,
monitoring or recording) of conversations
on his telephone lines without his consent,

or disclosing the contents thereof, was un-
lawful even if done pursuant to a warrant of
the Home Secretary;

- that he had rights of property, privacy and
confidentiality in respect of conversations
on his telephone lines and that the above-
stated tapping and disclosure were in
breach of those rights;

that the tapping of his telephone lines vio-
lated Article 8 (art. 8) of the Convention.

In his judgment, delivered on 28 February
1979, the Vice-Chancellor noted that he had
no jurisdiction to make the declaration claimed
in respect of Article 8 (art. 8) of the Convention.
He made a detailed examination of the domes-
tic law relating to telephone tapping, held in
substance that the practice of tapping on be-
half of the police as recounted in the Birkett
report was legal and accordingly dismissed the
action.

32. The Vice-Chancellor described the central is-

sue before him as being in simple form: is
telephone tapping in aid of the police in their
functions relating to crime illegal? He further
delimited the question as follows:

"... the only form of telephone tapping that
has been debated is tapping which consists
of the making of recordings by Post Office of-
ficials in some part of the existing telephone
system, and the making of those recordings
available to police officers for the purposes
of transcription and use. | am not concerned
with any form of tapping that involved elec-
tronic devices which make wireless transmis-
sions, nor with any process whereby anyone
trespasses onto the premises of the subscriber
or anyone else to affix tapping devices or the
like. All that | am concerned with is the legal-
ity of tapping effected by means of recording
telephone conversations from wires which,
though connected to the premises of the sub-
scriber, are not on them." ([1979] 2 All England
Law Reports, p. 629)

33. The Vice-Chancellor held that there was no

right of property (as distinct from copyright) in
words transmitted along telephone lines (ibid.,
p.631).

As to the applicant’s remaining contentions
based on privacy and confidentiality, he ob-
served firstly that no assistance could be
derived from cases dealing with other kinds
of warrant. Unlike a search of premises, the
process of telephone tapping on Post Office
premises did not involve any act of trespass
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34.

and so was not prima facie illegal (ibid., p. 640).
Secondly, referring to the warrant of the Home
Secretary, the Vice-Chancellor remarked that
such warrant did not "purport to be issued
under the authority of any statute or of the
common law". The decision to introduce such
warrants in 1937 seemed "plainly to have been
an administrative decision not dictated or re-
quired by statute” (ibid.). He referred, however,
to section 80 of the Post Office Act 1969 and
Schedule 5 to the Act, on which the Solicitor
General had based certain contentions sum-
marised as follows:

"Although the previous arrangements had
been merely administrative, they had been set
out in the Birkett report a dozen years earlier,
and the section plainly referred to these ar-
rangements; ... A warrant was not needed to
make the tapping lawful: it was lawful without
any warrant. But where the tapping was done
under warrant ... [section 80] afforded statu-
tory recognition of the lawfulness of the tap-
ping." (ibid., p. 641)

"In their essentials", stated the Vice-Chancellor,
"these contentions seem to me to be sound."
He accepted that, by the 1969 Act,

"Parliament has provided a clear recognition
of the warrant of the Home Secretary as hav-
ing an effective function in law, both as pro-
viding a defence to certain criminal charges,
and also as amounting to an effective require-
ment for the Post Office to do certain acts"
(ibid., pp. 641-642).

The Vice-Chancellor further concluded that
there was in English law neither a general right
of privacy nor, as the applicant had contended,
a particular right of privacy to hold a telephone
conversation in the privacy of one’s home with-
out molestation (ibid., pp. 642-644). Moreover,
no duty of confidentiality existed between the
Post Office and the telephone subscriber; nor
was there any other obligation of confidence
on a person who overheard a telephone con-
versation, whether by means of tapping or oth-
erwise (ibid., pp. 645-647).

Turning to the arguments based on the Con-
vention, the Vice-Chancellor noted firstly that
the Convention was not part of the law of Eng-
land and, as such, did not confer on the appli-
cant direct rights that could be enforced in the
English courts (ibid., p. 647).

He then considered the applicant’s argument
that the Convention, as interpreted by the Eu-
ropean Court in the case of Klass and Others

(judgment of 6 September 1978, Series A no.
28), could be used as a guide to assist in the de-
termination of English law on a point that was
uncertain. He observed that the issues before
him did not involve construing legislation en-
acted with the purpose of giving effect to ob-
ligations imposed by the Convention. Where
Parliament had abstained from legislating on a
point that was plainly suitable for legislation, it
was difficult for the court to lay down new rules
that would carry out the Crown’s treaty obliga-
tions, or to discover for the first time that such
rules had always existed. He compared the sys-
tem of safeguards considered in the Klass case
with the English system, as described in the
Birkett report, and concluded:

"...Not a single one of these safeguards is to be
found as a matter of established law in Eng-
land, and only a few corresponding provisions
exist as a matter of administrative procedure.

It does not, of course, follow that a system with
fewer or different safeguards will fail to satisfy
Article 8 (art. 8) in the eyes of the European
Court of Human Rights. At the same time, it is
impossible to read the judgment in the Klass
case without it becoming abundantly clear
that a system which has no legal safeguards
whatever has small chance of satisfying the
requirements of that Court, whatever admin-
istrative provisions there may be. ... Even if
the system [in operation in England] were to
be considered adequate in its conditions, it is
laid down merely as a matter of administrative
procedure, so that it is unenforceable in law,
and as a matter of law could at any time be
altered without warning or subsequent notifi-
cation. Certainly in law any ‘adequate and ef-
fective safeguards against abuse’ are wanting.
In this respect English law compares most un-
favourably with West German law: this is not a
subject on which it is possible to feel any pride
in English law.

| therefore find it impossible to see how Eng-
lish law could be said to satisfy the require-
ments of the Convention, as interpreted in the
Klass case, unless that law not only prohibited
all telephone tapping save in suitably limited
classes of case, but also laid down detailed re-
strictions on the exercise of the power in those
limited classes."

This conclusion did not, however, enable the
Vice-Chancellor to decide the case in the way
the applicant sought:

"It may perhaps be that the common law is
sufficiently fertile to achieve what is required
by the first limb of [the above-stated proviso]:
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possible ways of expressing such a rule may be
seen in what | have already said. But | see the
greatest difficulty in the common law framing
the safeguards required by the second limb.
Various institutions or offices would have to be
brought into being to exercise various defined
functions. The more complex and indefinite
the subject-matter the greater the difficulty in
the court doing what it is really appropriate,
and only appropriate, for the legislature to do.
Furthermore, | find it hard to see what there
is in the present case to require the English
courts to struggle with such a problem. Give
full rein to the Convention, and it is clear that
when the object of the surveillance is the de-
tection of crime, the question is not whether
there ought to be a general prohibition of all
surveillance, but in what circumstances, and
subject to what conditions and restrictions, it
ought to be permitted. It is those circumstanc-
es, conditions and restrictions which are at the
centre of this case; and yet it is they which are
the least suitable for determination by judicial
decision.

... Any regulation of so complex a matter as
telephone tapping is essentially a matter for
Parliament, not the courts; and neither the
Convention nor the Klass case can, | think, play
any proper part in deciding the issue before
me." (ibid., pp. 647-649)

He added that "this case seems to me to make
it plain that telephone tapping is a subject
which cries out for legislation", and continued:

"However much the protection of the public
against crime demands that in proper cases
the police should have the assistance of tel-
ephone tapping, | would have thought that in
any civilised system of law the claims of liberty
and justice would require that telephone users
should have effective and independent safe-
guards against possible abuses. The fact that a
telephone user is suspected of crime increases
rather than diminishes this requirement: sus-
picions, however reasonably held, may some-
times prove to be wholly unfounded. If there
were effective and independent safeguards,
these would not only exclude some cases of
excessive zeal but also, by their mere exist-
ence, provide some degree of reassurance
for those who are resentful of the police or
believe themselves to be persecuted.” (ibid.,
p. 649)

35. As a final point of substance, the Vice-Chan-

cellor dealt, in the following terms, with the
applicant’s contention that as no power to tap
telephones had been given by either statute
or common law, the tapping was necessarily
unlawful:

"I have already held that, if such tapping can
be carried out without committing any breach
of the law, it requires no authorisation by stat-
ute or common law; it can lawfully be done
simply because there is nothing to make it un-
lawful. Now that | have held that such tapping
can indeed be carried out without committing
any breach of the law, the contention neces-
sarily fails. | may also say that the statutory rec-
ognition given to the Home Secretary’s war-
rant seems to me to point clearly to the same
conclusion." (ibid., p. 649)

36. The Vice-Chancellor therefore held that the ap-

plicant’s claim failed in its entirety. He made the
following concluding remarks as to the ambit
of his decision:

"Though of necessity | have discussed much,
my actual decision is closely limited. It is con-
fined to the tapping of the telephone lines of a
particular person which is effected by the Post
Office on Post Office premises in pursuance
of a warrant of the Home Secretary in a case
in which the police have just cause or excuse
for requesting the tapping, in that it will assist
them in performing their functions in relation
to crime, whether in prevention, detection,
discovering the criminals or otherwise, and
in which the material obtained is used only
by the police, and only for those purposes.
In particular, | decide nothing on tapping ef-
fected for other purposes, or by other persons,
or by other means; nothing on tapping when
the information is supplied to persons other
than the police; and nothing on tapping when
the police use the material for purposes other
than those | have mentioned. The principles
involved in my decision may or may not be of
some assistance in such other cases, whether
by analogy or otherwise: but my actual deci-
sion is limited in the way that | have just stat-
ed." (ibid., p. 651)

E. Subsequent consideration of the need for

legislation

37. Following the Vice-Chancellor's judgment, the

necessity for legislation concerning the inter-
ception of communications was the subject of
review by the Government, and of Parliamen-
tary discussion. On 1 April 1980, on the publi-
cation of the White Paper, the Home Secretary
announced in Parliament that after carefully
considering the suggestions proffered by the
Vice-Chancellor in his judgment, the Govern-
ment had decided not to introduce legislation.
He explained the reasons for this decision in
the following terms:

"The interception of communications is, by
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38.

definition, a practice that depends for its effec-
tiveness and value upon being carried out in
secret, and cannot therefore be subject to the
normal processes of parliamentary control. Its
acceptability in a democratic society depends
on its being subject to ministerial control, and
on the readiness of the public and their repre-
sentatives in Parliament to repose their trust
in the Ministers concerned to exercise that
control responsibly and with a right sense of
balance between the value of interception as
a means of protecting order and security and
the threat which it may present to the liberty
of the subject.

Within the necessary limits of secrecy, | and
my right hon. Friends who are concerned are
responsible to Parliament for our stewardship
in this sphere. There would be no more sense
in making such secret matters justiciable than
there would be in my being obliged to reveal
them in the House. If the power to intercept
were to be regulated by statute, then the
courts would have power to inquire into the
matter and to do so, if not publicly, then at
least in the presence of the complainant. This
must surely limit the use of interception as a
tool of investigation. The Government have
come to the clear conclusion that the proce-
dures, conditions and safeguards described
in the [White] Paper ensure strict control of
interception by Ministers, are a good and suf-
ficient protection for the liberty of the subject,
and would not be made significantly more ef-
fective for that purpose by being embodied in
legislation. The Government have accordingly
decided not to introduce legislation on these
matters" (Hansard, House of Commons, 1 April
1980, cols. 205-207).

He gave an assurance that "Parliament will be
informed of any changes that are made in the
arrangements" (ibid., col. 208).

In the course of the Parliamentary proceed-
ings leading to the enactment of the British
Telecommunications Act 1981, attempts were
made to include in the Bill provisions which
would have made it an offence to intercept
mail or matters sent by public telecommuni-
cation systems except pursuant to a warrant
issued under conditions which corresponded
substantially to those described in the White
Paper. The Government successfully opposed
these moves, primarily on the grounds that se-
crecy, which was essential if interception was
to be effective, could not be maintained if the
arrangements for interception were laid down
by legislation and thus became justiciable in
the courts. The present arrangements and safe-

39.

40.

guards were adequate and the proposed new
provisions were, in the Government's view, un-
workable and unnecessary (see, for example,
the statement of the Home Secretary in the
House of Commons on 1 April 1981, Hansard,
cols. 334-338). The 1981 Act eventually con-
tained a re-enactment of section 80 of the Post
Office Act 1969 applicable to the Telecommu-
nications Corporation (Schedule 3, para. 1, of
the 1981 Act). Section 80 of the 1969 Act itself
continues to apply to the Post Office.

In its report presented to Parliament in Janu-
ary 1981 (Command Paper 8092), the Royal
Commission on Criminal Procedure, which
had been appointed in 1978, also considered
the possible need for legislation in this field. In
the chapter entitled "Investigative powers and
the rights of the citizen", the Royal Commis-
sion made the following recommendation in
regard to what it termed "surreptitious surveil-
lance" (paras. 3.56-3.60):

"... [Allthough we have no evidence that the
existing controls are inadequate to prevent
abuse, we think that there are strong argu-
ments for introducing a system of statutory
control on similar lines to that which we have
recommended for search warrants. As with all
features of police investigative procedures,
the value of prescribing them in statutory
form is that it brings clarity and precision to
the rules; they are open to public scrutiny and
to the potential of Parliamentary review. So
far as surveillance devices in general are con-
cerned this is not at present so.

We therefore recommend that the use of sur-
veillance devices by the police (including the
interception of letters and telephone commu-
nications) should be regulated by statute."

These recommendations were not adopted by
the Government.

A few months later, the Law Commission, a
permanent body set up by statute in 1965 for
the purpose of promoting reform of the law,
produced a report on breach of confidence
(presented to Parliament in October 1981 -
Command Paper 8388). This report examined,
inter alia, the implications for the civil law of
confidence of the acquisition of information by
surveillance devices, and made various propos-
als for reform of the law (paras. 6.35 - 6.46). The
Law Commission, however, felt that the ques-
tion whether "the methods which the police
. may use to obtain information should be
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41.

42.

43.

defined by statute" was a matter outside the
scope of its report (paras. 6.43 and 6.44 in fine).
No action has been taken by the Government
on this report.

The practice followed in relation to
interceptions

Details of the current practices followed in re-
lation to interceptions are set out in the Gov-
ernment’s White Paper of 1980. The practices
there summarised are essentially the same
as those described and recommended in the
Birkett report, and referred to in Parliamentary
statements by successive Prime Ministers and
Home Secretariesin 1957, 1966, 1978 and 1980.

The police, HM. Customs and Excise and the
Security Service may request authority for
the interception of communications for the
purposes of "detection of serious crime and
the safeguarding of the security of the State"
(paragraph 2 of the White Paper). Interception
may take place only on the authority of the
Secretary of State given by warrant under his
own hand. In England and Wales, the power to
grant such warrants is exercised by the Home
Secretary or occasionally, if he is ill or absent, by
another Secretary of State on his behalf (ibid.).
In the case of warrants applied for by the police
to assist them in the detection of crime, three
conditions must be satisfied before a warrant
will be issued:

(d) the offence must be "really serious";

(e) normal methods of investigation must have
been tried and failed or must, from the na-
ture of things, be unlikely to succeed;

(f) there must be good reason to think that an
interception would be likely to lead to an
arrest and a conviction.

As is indicated in the Birkett report (paras. 58-
61), the concept of "serious crime" has varied
from time to time. Changing circumstances
have made some acts serious offences which
were not previously so regarded; equally, some
offences formerly regarded as serious enough
to justify warrants for the interception of com-
munications have ceased to be so regarded.
Thus, the interception of letters believed to
contain obscene or indecent matter ceased in
the mid-1950s (Birkett report, para. 60); no war-
rants for the purpose of preventing the trans-
mission of illegal lottery material have been
issued since November 1953 (ibid., para. 59).
"Serious crime" is defined in the White Paper,

44,

and subject to the addition of the conclud-
ing words has been consistently defined since
September 1951 (Birkett report, para. 64), as
consisting of "offences for which a man with
no previous record could reasonably be ex-
pected to be sentenced to three years’ impris-
onment, or offences of lesser gravity in which
either a large number of people is involved or
there is good reason to apprehend the use of
violence" (White Paper, para. 4). In April 1982,
the Home Secretary announced to Parliament
that, on a recommendation made by Lord
Diplock in his second report (see paragraph 55
below), the concept of a serious offence was
to be extended to cover offences which would
not necessarily attract a penalty of three years’
imprisonment on first conviction, but in which
the financial rewards of success were very large
(Hansard, House of Commons, 21 April 1982,
col. 95).

Handling (including receiving) stolen goods,
knowing or believing them to be stolen, is an
offence under section 22 of the Theft Act 1968,
carrying a maximum penalty of fourteen years'
imprisonment. According to the Government,
the receiving of stolen property is regarded as
a very serious offence since the receiver lies at
the root of much organised crime and encour-
ages large-scale thefts (see the Birkett report,
para. 103). The detection of receivers of stolen
property was at the time of the Birkett report
(ibid.), and remains, one of the important uses
to which interception of communications is
put by the police.

Applications for warrants must be made in
writing and must contain a statement of the
purpose for which interception is requested
and of the facts and circumstances which sup-
port the request. Every application is submit-
ted to the Permanent Under-Secretary of State
- the senior civil servant - at the Home Office
(or, in his absence, a nominated deputy), who,
if he is satisfied that the application meets the
required criteria, submits it to the Secretary of
State for approval and signature of a warrant. In
a case of exceptional urgency, if the Secretary
of State is not immediately available to sign
a warrant, he may be asked to give authority
orally, by telephone; a warrant is signed and
issued as soon as possible thereafter (White
Paper, para. 9).

In their submissions to the Commission and
the Court, the Government supplemented
as follows the information given in the White
Paper. Except in cases of exceptional urgency,
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46.

47.

an application will only be considered in the
Home Office if it is put forward by a senior of-
ficer of the Metropolitan Police, in practice the
Assistant Commissioner (Crime), and also, in
the case of another police force, by the chief of-
ficer of police concerned. Close personal con-
sideration is given by the Secretary of State to
every request for a warrant submitted to him.
In the debate on the British Telecommunica-
tions Billin April 1981, the then Home Secretary
confirmed before Parliament that he did not
and would not sign any warrant for intercep-
tion unless he were personally satisfied that the
relevant criteria were met (Hansard, House of
Commons, 1 April 1981, col. 336).

Every warrant sets out the name and address
of the recipient of mail in question or the tele-
phone number to be monitored, together with
the name and address of the subscriber. Any
changes require the authority of the Secretary
of State, who may delegate power to give such
authority to the Permanent Under-Secretary. If
both the mail and the telephone line of a per-
son are to be intercepted, two separate war-
rants are required (White Paper, para. 10).

Every warrant is time-limited, specifying a date
on which it expires if not renewed. Warrants are
in the first place issued with a time-limit set at a
defined date not exceeding two months from
the date of issue. Warrants may be renewed
only on the personal authority of the Secretary
of State and may be renewed for not more
than one month at a time. In each case where
renewal of a warrant is sought, the police are
required first to satisfy the Permanent Under-
Secretary of State at the Home Office that the
reasons for which the warrant was first issued
are still valid and that the case for renewal is
justified: a submission to the Secretary of State
for authority to renew the warrant is only made
if the Permanent Under-Secretary is so satisfied
(White Paper, para. 11).

Warrants are reviewed monthly by the Secre-
tary of State. When an interception is consid-
ered to be no longer necessary, it is immedi-
ately discontinued and the warrant is cancelled
on the authority of the Permanent Under-Sec-
retary of State at the Home Office. In addition
to the monthly review of each warrant by the
Secretary of State, the Metropolitan Police carry
out their own review each month of all war-
rants arising from police applications: where an
interception is deemed to be no longer neces-
sary, instructions are issued to the Post Office
to discontinue the interception forthwith and

48.

49.

50.

the Home Office is informed so that the war-
rant can be cancelled (Birkett report, paras. 72-
74; White Paper, paras. 12-13).

In accordance with the recommendations of
the Birkett report (para. 84), records are kept in
the Home Office, showing in respect of each
application for a warrant:

(a) the ground on which the warrant is applied
for;

(b) a copy of the warrant issued or a note of
rejection of the application;

(c) the dates of any renewals of the warrant;

(d) a note of any other decisions concerning
the warrant;

(e) the date of cancellation of the warrant
(White Paper, para. 14).

On the issue of a warrant, the interception is
effected by the Post Office. Telephone inter-
ceptions are carried out by a small staff of Post
Office employees who record the conversation
but do not themselves listen to it except from
time to time to ensure that the apparatus is
working correctly. In the case of postal com-
munications, the Post Office makes a copy of
the correspondence. As regards the intercep-
tion of communications for the purpose of the
detection of crime, in practice the "designated
person holding office under the Crown" to
whom the Post Office is required by sub-sec-
tion 80 of the Post Office Act 1969 to transmit
the intercepted information (see paragraph 29
above) is invariably the Commissioner of Police
of the Metropolis. The product of the intercep-
tion - that is, the copy of the correspondence
or the tape-recording - is made available to
a special unit of the Metropolitan Police who
note or transcribe only such parts of the cor-
respondence or the telephone conversation
as are relevant to the investigation. When the
documentary record has been made, the tape
is returned to the Post Office staff, who erase
the recording. The tape is subsequently re-
used. The majority of recordings are erased
within one week of their being taken (Birkett
report, paras. 115-117; White Paper, para. 15).

A Consolidated Circular to Police, issued by the
Home Office in 1977, contained the following
paragraphs in a section headed "Supply of in-
formation by Post Office to police":

"1.67 Head Postmasters and Telephone Man-
agers have been given authority to assist the



CASE OF MALONE V THE UNITED KINGDOM

259

police as indicated in paragraph 1.68 below
without reference to Post Office Headquarters,
in circumstances where the police are seeking
information

(a) in the interests of justice in the investiga-
tion of a serious indictable offence; or

(b) when they are acting in a case on the in-
structions of the Director of Public Prosecu-
tions; or

(c) when a warrant has been issued for the ar-
rest of the offender, or the offence is such that
he can be arrested without a warrant; or

1.68 Head Postmasters, or (in matters affecting
the telecommunication service) Telephone
Managers, may afford the following facilities in
response to a request made by the officer lo-
cally in charge of the force at the town where
the Head Postmaster is stationed

(g) Telegrams. Telegrams may be shown to
the police on the authority of the sender or
addressee. Apart from this the Post Office is
prepared to give authority in particular cases
of serious crime where the inspection of a tel-
egram is a matter of urgency, and will do so
at once on telephonic application, by a chief
officer of police or a responsible officer acting
on his behalf, to the Chief Inspector, Post Of-
fice Investigation Division. ...

1.69 ...

1.70 As regards any matter not covered by
paragraphs 1.67 and 1.68 above, if the police
are in urgent need of information which the
Post Office may be able to furnish in connec-
tion with a serious criminal offence, the police
officer in charge of the investigation should
communicate with the Duty Officer, Post Of-
fice Investigation Division who will be ready to
make any necessary inquiries of other branch-
es of the Post Office and to communicate any
information which can be supplied."

In May 1984, the Home Office notified chief
officers of police that paragraph 1.68 (g), de-
scribed as containing advice and information
to the police which was "in some respects mis-
leading", was henceforth to be regarded as de-
leted, with the exception of the first complete
sentence. At the same time, chief officers of
police were reminded that the procedures for
the interception of communications were set
out in the White Paper and rigorously applied
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in all cases.

The notes or transcriptions of intercepted
communications are retained in the police in-
terception unit for a period of twelve months
or for as long as they may be required for the
purposes of investigation. The contents of
the documentary record are communicated
to the officers of the appropriate police force
engaged in the criminal investigation in ques-
tion. When the notes or transcriptions are no
longer required for the purposes of the inves-
tigation, the documentary record is destroyed
(Birkett report, para. 118; White Paper, para. 15).
The product of intercepted communications
is used exclusively for the purpose of assisting
the police to pursue their investigations: the
material is not tendered in evidence, although
the interception may itself lead to the obtain-
ing of information by other means which may
be tendered in evidence (Birkett report, para.
151; White Paper, para. 16). In accordance with
the recommendation of the Birkett Committee
(Birkett report, para. 101), information obtained
by means of an interception is never disclosed
to private individuals or private bodies or to
courts or tribunals of any kind (White Paper,
para. 17).

An individual whose communications have
been intercepted is not informed of the fact
of interception or of the information thereby
obtained, even when the surveillance and the
related investigations have terminated.

For security reasons it is the normal practice not
to disclose the numbers of interceptions made
(Birkett report, paras. 119-121; White Paper,
paras. 24-25). However, in order to allay public
concern as to the extent of interception, both
the Birkett report and the White Paper gave
figures for the number of warrants granted an-
nually over the years preceding their publica-
tion. The figures in the White Paper (Appendix
ll) indicate that in England and Wales between
1969 and 1979 generally something over 400
telephone warrants and something under 100
postal warrants were granted annually by the
Home Secretary. Paragraph 27 of the White
Paper also gave the total number of Home
Secretary warrants in force on 31 December for
the years 1958 (237), 1968 (273) and 1978 (308).
The number of telephones installed at the end
of 1979 was, according to the Government,
26,428,000, as compared with 7,327,000 at the
end of 1957. The Government further stated
that over the period from 1958 to 1978 there
was a fourfold increase in indictable crime,
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from 626,000 to 2,395,000.

When the White Paper was published on 1
April 1980, the Home Secretary announced in
Parliament that the Government, whilst not
proposing to introduce legislation (see para-
graph 37 above), intended to appoint a senior
member of the judiciary to conduct a continu-
ous independent check so as to ensure that
interception of communications was being
carried out for the established purposes and in
accordance with the established procedures.
His terms of reference were stated to be:

"to review on a continuing basis the purposes,
procedures, conditions and safeguards gov-
erning the interception of communications
on behalf of the police, HM Customs and Ex-
cise and the security service as set out in [the
White Paper]; and to report to the Prime Min-
ister" (Hansard, House of Commons, 1 April
1980, cols. 207-208).

It was further announced that the person ap-
pointed would have the right of access to all
relevant papers and the right to request addi-
tional information from the departments and
organisations concerned. For the purposes of
his first report, which would be published, he
would examine all the arrangements set out in
the White Paper; his subsequent reports on the
detailed operation of the arrangements would
not be published, but Parliament would be in-
formed of any findings of a general nature and
of any changes that were made in the arrange-
ments (ibid.).

Lord Diplock, a Lord of Appeal in Ordinary since
1968, was appointed to carry out the review. In
his first report, published in March 1981, Lord
Diplock recorded, inter alia, that, on the basis
of a detailed examination of apparently typical
cases selected at random, he was satisfied

(i) that, in each case, the information pro-
vided by the applicant authorities to the
Secretary of State in support of the issue
of a warrant was stated with accuracy and
candour and that the procedures followed
within the applicant authorities for vetting
applications before submission to the Sec-
retary of State were appropriate to detect
and correct any departure from proper
standards;

(i) that warrants were not applied for save in
proper cases and were not continued any
longer than was necessary to carry out
their legitimate purpose.

G.

56. The process known as "metering" involves the

Lord Diplock further found from his examina-
tion of the system that all products of intercep-
tion not directly relevant to the purpose for
which the warrant was granted were speedily
destroyed and that such material as was di-
rectly relevant to that purpose was given no
wider circulation than was essential for carry-
ing it out.

In early 1982, Lord Diplock submitted his sec-
ond report. As the Secretary of State informed
Parliament, Lord Diplock’s general conclusion
was that during the year 1981 the procedure
for the interception of communications had
continued to work satisfactorily and the prin-
ciples set out in the White Paper had been
conscientiously observed by all departments
concerned.

In 1982, Lord Diplock resigned his position and
was succeeded by Lord Bridge of Harwich, a
Lord of Appeal in Ordinary since 1980.

"Metering"

use of a device called a meter check printer
which registers the numbers dialled on a par-
ticular telephone and the time and duration
of each call. It is a process which was designed
by the Post Office for its own purposes as the
corporation responsible for the provision of tel-
ephone services. Those purposes include en-
suring that the subscriber is correctly charged,
investigating complaints of poor quality service
and checking possible abuse of the telephone
service. When "metering" a telephone, the Post
Office - now British Telecommunications (see
paragraph 23 above) - makes use only of sig-
nals sent to itself.

In the case of the Post Office, the Crown does
not require the keeping of records of this kind
but, if the records are kept, the Post Office may
be compelled to produce them in evidence
in civil or criminal cases in the ordinary way,
namely by means of a subpoena duces tecum.
In this respect the position of the Post Office
does not differ from that of any other party
holding relevant records as, for instance, a
banker. Neither the police nor the Crown are
empowered to direct or compel the produc-
tion of the Post Office records otherwise than
by the normal means.

However, the Post Office do on occasions make
and provide such records at the request of the
police if the information is essential to police
enquiries in relation to serious crime and can-



CASE OF MALONE V THE UNITED KINGDOM

261

57.

not be obtained from other sources. This
practice has been made public in answer to
parliamentary questions on more than one oc-
casion (see, for example, the statement by the
Home Secretary to Parliament, Hansard, House
of Commons, 23 February 1978, cols. 760-761).

Possible domestic remedies in respect of
the alleged violation of the Convention

Commission, Government and applicant are
agreed that, at least in theory, judicial remedies
are available in England and Wales, in both
the civil and the criminal courts, in respect of
interceptions of communications carried out
unlawfully. The remedies referred to by the
Government were summarised in the plead-
ings as follows:

(i) In the event of any interception or disclo-
sure of intercepted material effected by a
Post Office employee "contrary to duty" or
"improperly" and without a warrant of the
Secretary of State, a criminal offence would
be committed under the Telegraph Acts
1863 and 1868 and the Post Office (Pro-
tection) Act 1884 (as regards telephone
interceptions) and under the Post Office
Act 1953 (as regards postal interceptions)
(see paragraphs 25-27 above). On com-
plaint that communications had been un-
lawfully intercepted, it would be the duty
of the police to investigate the matter and
to initiate a prosecution if satisfied that an
offence had been committed. If the police
failed to prosecute, it would be open to
the complainant himself to commence a
private prosecution.

(i) In addition to (i) above, in a case of unlaw-
ful interception by a Post Office employee
without a warrant, an individual could
obtain an injunction from the domestic
courts to restrain the person or persons
concerned and the Post Office itself from
carrying out further unlawful interception
of his communications: such an injunction
is available to any person who can show
that a private right or interest has been in-
terfered with by a criminal act (see, for ex-
ample, Gouriet v. The Union of Post Office
Workers, [1977] 3 All England Law Reports
70; Ex parte Island Records Ltd., [1978] 3 All
England Law Reports 795).

(iii

On the same grounds, an action would lie
for an injunction to restrain the divulging
or publication of the contents of inter-
cepted communications by employees

of the Post Office, otherwise than under a
warrant of the Secretary of State, or to any
person other than the police.

Besides these remedies, unauthorised interfer-
ence with mail would normally constitute the
tort of trespass to (that is, wrongful interfer-
ence with) chattels and so give rise to a civil
action for damages.

58. The Government further pointed to the follow-

ing possible non-judicial remedies:

(i) In the event that the police were them-
selves implicated in an interception carried
out without a warrant, a complaint could
additionally be lodged under section 49 of
the Police Act 1964, which a chief officer
of police would, by the terms of the Act,
be obliged to investigate and, if an offence
appeared to him to have been committed,
to refer to the Director of Public Prosecu-
tions.

(i) If a complainant were able to establish
merely that the police or the Secretary of
State had misappreciated the facts or that
there was not an adequate case for impos-
ing an interception, the individual con-
cerned would be able to complain directly
to the Secretary of State himself or through
his Member of Parliament: if a complainant
were to give the Home Secretary informa-
tion which suggested that the grounds on
which a warrant had been issued did not
in fact fall within the published criteria or
were inadequate or mistaken, the Home
Secretary would immediately cause it to
be investigated and, if the complaint were
found to be justified, would immediately
cancel the warrant.

(iii

Similarly, if there were non-compliance
with any of the relevant administrative
rules of procedure set out in the Birkett re-
port and the White Paper, a remedy would
lie through complaint to the Secretary of
State who would, in a proper case, cancel
or revoke a warrant and thereby terminate
an interception which was being improp-
erly carried out.

According to the Government, in practice
there never has been a case where a complaint
in any of the three above circumstances has
proved to be well-founded.
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PROCEEDINGS BEFORE
THE COMMISSION

59. In his application of 19 July 1979 to the Com-
mission (no. 8691/79), Mr. Malone complained
of the admitted interception of a telephone
conversation to which he had been a party. He
further stated his belief that, at the behest of
the police, his correspondence as well as that
of his wife had been intercepted, his telephone
lines "tapped" and, in addition, his telephone
"metered" by a device recording all the num-
bers dialled. He claimed that by reason of these
matters, and of relevant law and practice in
England and Wales, he had been the victim of
breaches of Articles 8 and 13 (art. 8, art. 13) of
the Convention.

60. The Commission declared the application ad-
missible on 13 July 1981.

In its report adopted on 17 December 1982
(Article 31) (art. 31), the Commission expressed
the opinion:

that there had been a breach of the ap-
plicant’s rights under Article 8 (art. 8) by
reason of the admitted interception of a
telephone conversation to which he was
a party and of the law and practice in Eng-
land and Wales governing the interception
of postal and telephone communications
on behalf of the police (eleven votes, with
one abstention);

that it was unnecessary in the circumstanc-
es of the case to investigate whether the
applicant’s rights had also been interfered
with by the procedure known as "metering"
of telephone calls (seven votes to three,
with two abstentions);

that there had been a breach of the appli-
cant’s rights under Article 13 (art. 13) in that
the law in England and Wales did not pro-
vide an "effective remedy before a national
authority" in respect of interceptions car-
ried out under a warrant (ten votes to one,
with one abstention).

The full text of the Commission’s opinion and
of the two separate opinions contained in the
report is reproduced as an annex to the pre-
sent judgment.

FINAL SUBMISSIONS
MADE TO THE COURT BY
THE GOVERNMENT

61. At the hearings on 20 February 1984, the Gov-
ernment maintained the submissions set out
in their memorial, whereby they requested the
Court

"(1) with regard to Article 8 (art. 8),

(i) to decide and declare that the interference
with the exercise of the rights guaranteed by
Article 8 para. 1 (art. 8-1) of the Convention
resulting from the measures of interception
of communications on behalf of the police in
England and Wales for the purpose of the de-
tection and prevention of crime, and any ap-
plication of those measures to the applicant,
were and are justified under paragraph 2 of
Article 8 (art. 8-2) as being in accordance with
the law and necessary in a democratic society
for the prevention of crime and for the protec-
tion of the rights and freedoms of others and
that accordingly there has been no breach of
Article 8 (art. 8) of the Convention;

(ii) (a) to decide and declare that it is unneces-
sary in the circumstances of the present case
to investigate whether the applicant’s rights
under Article 8 (art. 8) were interfered with
by the so-called system of ‘metering’; alterna-
tively (b) to decide and declare that the facts
found disclose no breach of the applicant’s
rights under Article 8 (art. 8) by reason of the
said system of ‘metering’;

(2) with regard to Article 13 (art. 13),

to decide and declare that the circumstances
of the present case disclose no breach of Arti-
cle 13 (art. 13) of the Convention".

AS TO THE LAW

I. ALLEGED BREACH OF ARTICLE 8
(ART. 8)

62. Article 8 (art. 8) provides as follows:

"1. Everyone has the right to respect for his
private and family life, his home and his cor-
respondence.

2. There shall be no interference by a public
authority with the exercise of this right except
such as is in accordance with the law and is
necessary in a democratic society in the inter-
ests of national security, public safety or the
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economic well-being of the country, for the
prevention of disorder or crime, for the protec-
tion of health or morals, or for the protection
of the rights and freedoms of others."

The applicant alleged violation of this Article
(art. 8) under two heads. In his submission, the
first violation resulted from interception of his
postal and telephone communications by or
on behalf of the police, or from the law and
practice in England and Wales relevant thereto;
the second from "metering" of his telephone
by or on behalf of the police, or from the law
and practice in England and Wales relevant
thereto.

Interception of communications

. Scope of the issue before the Court

[t should be noted from the outset that the
scope of the case before the Court does not
extend to interception of communications in
general. The Commission’s decision of 13 July
1981 declaring Mr. Malone’s application to be
admissible determines the object of the case
brought before the Court (see, inter alia, the
Ireland v. the United Kingdom judgment of 18
January 1978, Series A no. 25, p. 63, para. 157).
According to that decision, the present case "is
directly concerned only with the question of
interceptions effected by or on behalf of the
police" - and not other government services
such as H.M. Customs and Excise and the Se-
curity Service - "within the general context of a
criminal investigation, together with the legal
and administrative framework relevant to such
interceptions".

. Whether there was any interference with

an Article 8 (art. 8) right

[t was common ground that one telephone
conversation to which the applicant was a
party was intercepted at the request of the po-
lice under a warrant issued by the Home Sec-
retary (see paragraph 14 above). As telephone
conversations are covered by the notions of
"private life" and "correspondence” within the
meaning of Article 8 (art. 8) (see the Klass and
Others judgment of 6 September 1978, Series
Ano. 28, p. 21, para. 41), the admitted measure
of interception involved an "interference by a
public authority" with the exercise of a right
guaranteed to the applicant under paragraph
1 of Article 8 (art. 8-1).

Despite the applicant’s allegations, the Gov-
ernment have consistently declined to disclose
to what extent, if at all, his telephone calls and

w
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mail have been intercepted otherwise on be-
half of the police (see paragraph 16 above).
They did, however, concede that, as a suspect-
ed receiver of stolen goods, he was a member
of a class of persons against whom measures of
postal and telephone interception were liable
to be employed. As the Commission pointed
out in its report (paragraph 115), the existence
in England and Wales of laws and practices
which permit and establish a system for ef-
fecting secret surveillance of communications
amounted in itself to an "interference ... with
the exercise" of the applicant’s rights under Ar-
ticle 8 (art. 8), apart from any measures actually
taken against him (see the above-mentioned
Klass and Others judgment, ibid.). This being
so, the Court, like the Commission (see the
report, paragraph 114), does not consider it
necessary to inquire into the applicant’s further
claims that both his mail and his telephone
calls were intercepted for a number of years.

. Whether the interferences were justified

The principal issue of contention was whether
the interferences found were justified under
the terms of paragraph 2 of Article 8 (art. 8-2),
notably whether they were "in accordance
with the law" and "necessary in a democratic
society" for one of the purposes enumerated in
that paragraph.

(@) "Inaccordance with the law"

i General principles

. The Court held in its Silver and Others judg-

ment of 25 March 1983 (Series A no. 61, pp.
32-33, para. 85) that, at least as far as interfer-
ences with prisoners’ correspondence were
concerned, the expression "in accordance
with the law/ prévue par la loi" in paragraph
2 of Article 8 (art. 8-2) should be interpreted
in the light of the same general principles as
were stated in the Sunday Times judgment of
26 April 1979 (Series A no. 30) to apply to the
comparable expression "prescribed by law/
prévues par la loi" in paragraph 2 of Article 10
(art. 10-2).

The first such principle was that the word "law/
loi" is to be interpreted as covering not only
written law but also unwritten law (see the
above-mentioned Sunday Times judgment, p.
30, para. 47). A second principle, recognised
by Commission, Government and applicant as
being applicable in the present case, was that
"the interference in question must have some
basis in domestic law" (see the the above-men-
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tioned Silver and Others judgment, p. 33, para.
86). The expressions in question were, how-
ever, also taken to include requirements over
and above compliance with the domestic law.
Two of these requirements were explained in
the following terms:

"Firstly, the law must be adequately accessible:
the citizen must be able to have an indication
thatis adequate in the circumstances of the le-
gal rules applicable to a given case. Secondly,
a norm cannot be regarded as ‘law’ unless it is
formulated with sufficient precision to enable
the citizen to regulate his conduct: he must
be able - if need be with appropriate advice
- to foresee, to a degree that is reasonable in
the circumstances, the consequences which a
given action may entail." (Sunday Times judg-
ment, p. 31, para. 49; Silver and Others judg-
ment, p. 33, paras. 87 and 88)

In the Government’s submission, these two re-
quirements, which were identified by the Court
in cases concerning the imposition of penalties
or restrictions on the exercise by the individual
of his right to freedom of expression or to cor-
respond, are less appropriate in the wholly
different context of secret surveillance of com-
munications. In the latter context, where the
relevant law imposes no restrictions or controls
on the individual to which he is obliged to con-
form, the paramount consideration would ap-
pear to the Government to be the lawfulness of
the administrative action under domestic law.

The Court would reiterate its opinion that the
phrase "in accordance with the law" does not
merely refer back to domestic law but also
relates to the quality of the law, requiring it
to be compatible with the rule of law, which
is expressly mentioned in the preamble to the
Convention (see, mutatis mutandis, the above-
mentioned Silver and Others judgment, p. 34,
para. 90, and the Golder judgment of 21 Febru-
ary 1975, Series A no. 18, p. 17, para. 34). The
phrase thus implies - and this follows from the
object and purpose of Article 8 (art. 8) - that
there must be a measure of legal protection in
domestic law against arbitrary interferences by
public authorities with the rights safeguarded
by paragraph 1 (art. 8-1) (see the report of the
Commission, paragraph 121). Especially where
a power of the executive is exercised in secret,
the risks of arbitrariness are evident (see the
above-mentioned Klass and Others judgment,
Series Ano. 28, pp. 21 and 23, paras. 42 and 49).
Undoubtedly, as the Government rightly sug-
gested, the requirements of the Convention,
notably in regard to foreseeability, cannot be

68.

exactly the same in the special context of inter-
ception of communications for the purposes of
police investigations as they are where the ob-
ject of the relevant law is to place restrictions
on the conduct of individuals. In particular, the
requirement of foreseeability cannot mean
that an individual should be enabled to foresee
when the authorities are likely to intercept his
communications so that he can adapt his con-
duct accordingly. Nevertheless, the law must
be sufficiently clear in its terms to give citizens
an adequate indication as to the circumstances
in which and the conditions on which public
authorities are empowered to resort to this
secret and potentially dangerous interference
with the right to respect for private life and cor-
respondence.

There was also some debate in the pleadings
as to the extent to which, in order for the Con-
vention to be complied with, the "law" itself,
as opposed to accompanying administrative
practice, should define the circumstances in
which and the conditions on which a public
authority may interfere with the exercise of the
protected rights. The above-mentioned judg-
ment in the case of Silver and Others, which
was delivered subsequent to the adoption of
the Commission’s report in the present case,
goes some way to answering the point. In that
judgment, the Court held that "a law which
confers a discretion must indicate the scope
of that discretion", although the detailed pro-
cedures and conditions to be observed do not
necessarily have to be incorporated in rules of
substantive law (ibid., Series A no. 61, pp. 33-34,
paras. 88-89). The degree of precision required
of the "law" in this connection will depend
upon the particular subject-matter (see the
above-mentioned Sunday Times judgment,
Series A no. 30, p. 31, para. 49). Since the im-
plementation in practice of measures of secret
surveillance of communications is not open to
scrutiny by the individuals concerned or the
public at large, it would be contrary to the rule
of law for the legal discretion granted to the
executive to be expressed in terms of an unfet-
tered power. Consequently, the law must indi-
cate the scope of any such discretion conferred
on the competent authorities and the manner
of its exercise with sufficient clarity, having re-
gard to the legitimate aim of the measure in
question, to give the individual adequate pro-
tection against arbitrary interference.

i Application in the present case of the fore-
going principles
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Whilst the exact legal basis of the executive's
power in this respect was the subject of some
dispute, it was common ground that the set-
tled practice of intercepting communications
on behalf of the police in pursuance of a war-
rant issued by the Secretary of State for the
purposes of detecting and preventing crime,
and hence the admitted interception of one of
the applicant’s telephone conversations, were
lawful under the law of England and Wales.
The legality of this power to intercept was
established in relation to telephone commu-
nications in the judgment of Sir Robert Meg-
arry dismissing the applicant’s civil action (see
paragraphs 31-36 above) and, as shown by the
independent findings of the Birkett report (see
paragraph 28 in fine above), is generally recog-
nised for postal communications.

The issue to be determined is therefore wheth-
er, under domestic law, the essential elements
of the power to intercept communications
were laid down with reasonable precision in
accessible legal rules that sufficiently indicated
the scope and manner of exercise of the discre-
tion conferred on the relevant authorities.

This issue was considered under two heads in
the pleadings: firstly, whether the law was such
thata communication passing through the ser-
vices of the Post Office might be intercepted,
for police purposes, only pursuant to a valid
warrant issued by the Secretary of State and,
secondly, to what extent the circumstances in
which a warrant might be issued and imple-
mented were themselves circumscribed by
law.

On the first point, whilst the statements of the
established practice given in the Birkett report
and the White Paper are categorical para. 55 of
the Birkett report and para. 2 of the White Pa-
per - see paragraph 42 above), the law of Eng-
land and Wales, as the applicant rightly point-
ed out (see paragraph 56 of the Commission’s
report), does not expressly make the exercise
of the power to intercept communications
subject to the issue of a warrant. According
to its literal terms, section 80 of the Post Office
Act 1969 provides that a "requirement"” may be
laid on the Post Office to pass information to
the police, but it does not in itself render ille-
gal interceptions carried out in the absence of
a warrant amounting to a valid "requirement"
(see paragraph 29 above). The Commission,
however, concluded that this appeared to be
the effect of section 80 when read in conjunc-
tion with the criminal offences created by sec-

72.

73.

74.

tion 58 para. 1 of the Post Office Act 1953 and
by the other statutory provisions referred to in
paragraph 1, sub-paragraph 1 of Schedule 5 to
the 1969 Act (see paragraphs 129-135 of the re-
port, and paragraphs 25, 26 and 30 above). The
reasoning of the Commission was accepted
and adopted by the Government but, at least
in respect of telephone interceptions, disputed
by the applicant. He relied on certain dicta
to the contrary in the judgment of Sir Robert
Megarry (see paragraphs 31-36 above, espe-
cially paragraphs 33 and 35). He also referred
to the fact that the 1977 Home Office Consoli-
dated Circular to Police made no mention, in
the section headed "Supply of information by
Post Office to police", of the warrant procedure
(see paragraph 50 above).

As to the second point, the pleadings revealed
a fundamental difference of view as to the ef-
fect, if any, of the Post Office Act 1969 in impos-
ing legal restraints on the purposes for which
and the manner in which interception of com-
munications may lawfully be authorised by the
Secretary of State.

According to the Government, the words in
section 80 - and, in particular, the phrase "for
the like purposes and in the like manner as, at
the passing of this Act, a requirement may be
laid" - define and restrict the power to intercept
by reference to the practice which prevailed in
1968. In the submission of the Government,
since the entry into force of the 1969 Act a
requirement to intercept communications on
behalf of the police can lawfully be imposed
on the Post Office only by means of a warrant
signed personally by the Secretary of State for
the exclusive purpose of the detection of crime
and satisfying certain other conditions. Thus,
by virtue of section 80 the warrant must, as a
matter of law, specify the relevant name, ad-
dress and telephone number; it must be time-
limited and can only be directed to the Post Of-
fice, not the police. In addition, the Post Office
is only required and empowered under section
80 to make information available to "designat-
ed persons holding office under the Crown".
Any attempt to broaden or otherwise modify
the purposes for which or the manner in which
interceptions may be authorised would require
an amendment to the 1969 Act which could
only be achieved by primary legislation.

In its reasoning, which was adopted by the ap-
plicant, the Commission drew attention to vari-
ous factors of uncertainty arguing against the
Government's view as to the effect of the 1969
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75.
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77.

Act (see paragraphs 136-142 of the report).

Firstly, the relevant wording of the section,
and especially the word "may", appeared to
the Commission to authorise the laying of a
requirement on the Post Office for whatever
purposes and in whatever manner it would
previously have been lawfully possible to place
a ministerial duty on the Postmaster General,
and not to be confined to what actually did
happen in practice in 1968. Yet at the time of
the Birkett report (see, for example, paragraphs
15, 21, 27, 54-55, 56, 62 and 75), and likewise
at the time when the 1969 Act was passed,
no clear legal restrictions existed on the per-
missible "purposes" and "manner". Indeed the
Birkett report at one stage (paragraph 62) de-
scribed the Secretary of State'’s discretion as
"absolute", albeit specifying how its exercise
was in practice limited.

A further difficulty seen by the Commission is
that, on the Government's interpretation, not
all the details of the existing arrangements are
said to have been incorporated into the law by
virtue of section 80 but at least the principal
conditions, procedures or purposes for the is-
sue of warrants authorising interceptions. Even
assuming that the reference to "like purposes"
and "like manner" is limited to previous prac-
tice as opposed to what would have been le-
gally permissible, it was by no means evident
to the Commission what aspects of the previ-
ous "purposes" and "manner" have been given
statutory basis, so that they cannot be changed
save by primary legislation, and what aspects
remain matters of administrative discretion
susceptible of modification by governmental
decision. In this connection, the Commission
noted that the notion of "serious crime", which
in practice serves as a condition governing
when a warrant may be issued for the purpose
of the detection of crime, has twice been en-
larged since the 1969 Act without recourse to
Parliament (see paragraphs 42-43 above).

The Commission further pointed out that the
Government’s analysis of the law was not
shared by Sir Robert Megarry in his judgment
of February 1979. He apparently accepted the
Solicitor General's contentions before him that
section 80 referred back to previous adminis-
trative arrangements for the issue of warrants
(see paragraph 33 above). On the other hand,
he plainly considered that these arrangements
remained administrative in character and had
not, even in their principal aspects, been made
binding legal requirements by virtue of section

78.

79.

80 (see paragraph 34 above).

[t was also somewhat surprising, so the Com-
mission observed, that no mention of section
80 as regulating the issue of warrants should
have been made in the White Paper published
by the Government in the wake of Sir Robert
Megarry’s judgment (see paragraph 21 above).
Furthermore, the Home Secretary, when pre-
senting the White Paper to Parliament in April
1980, expressed himself in terms suggesting
that the existing arrangements as a whole were
matters of administrative practice not suitable
for being "embodied in legislation”, and were
subject to change by governmental decision
of which Parliament would be informed (see
paragraphs 37 in fine and 54 in fine above).

The foregoing considerations disclose that, at
the very least, in its present state the law in
England and Wales governing interception of
communications for police purposes is some-
what obscure and open to differing interpreta-
tions. The Court would be usurping the func-
tion of the national courts were it to attempt
to make an authoritative statement on such
issues of domestic law (see, mutatis mutan-
dis, the Deweer judgment of 27 February
1980, Series A no. 35, p. 28, in fine, and the Van
Droogenbroeck judgment of 24 June 1982, Se-
ries A no. 50, p. 30, fourth sub-paragraph). The
Court is, however, required under the Conven-
tion to determine whether, for the purposes of
paragraph 2 of Article 8 (art. 8-2), the relevant
law lays down with reasonable clarity the es-
sential elements of the authorities’ powers in
this domain.

Detailed procedures concerning interception
of communications on behalf of the police in
England and Wales do exist (see paragraphs
42-49, 51-52 and 54-55 above). What is more,
published statistics show the efficacy of those
procedures in keeping the number of war-
rants granted relatively low, especially when
compared with the rising number of indictable
crimes committed and telephones installed
(see paragraph 53 above). The public have
been made aware of the applicable arrange-
ments and principles through publication of
the Birkett report and the White Paper and
through statements by responsible Ministers
in Parliament (see paragraphs 21, 37-38, 41, 43
and 54 above).

Nonetheless, on the evidence before the Court,
it cannot be said with any reasonable certainty
what elements of the powers to intercept are
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incorporated in legal rules and what elements
remain within the discretion of the executive.
In view of the attendant obscurity and uncer-
tainty as to the state of the law in this essential
respect, the Court cannot but reach a similar
conclusion to that of the Commission. In the
opinion of the Court, the law of England and
Wales does not indicate with reasonable clar-
ity the scope and manner of exercise of the
relevant discretion conferred on the public
authorities. To that extent, the minimum de-
gree of legal protection to which citizens are
entitled under the rule of law in a democratic
society is lacking.

iii  Conclusion

In sum, as far as interception of communica-
tions is concerned, the interferences with the
applicant’s right under Article 8 (art. 8) to re-
spect for his private life and correspondence
(see paragraph 64 above) were not "in accord-
ance with the law".

(b) "Necessary in a democratic society" for a rec-
ognised purpose

. Undoubtedly, the existence of some law grant-
ing powers of interception of communications
to aid the police in their function of investigat-
ing and detecting crime may be "necessary
in a democratic society ... for the prevention
of disorder or crime", within the meaning of
paragraph 2 of Article 8 (art. 8-2) (see, mutatis
mutandis, the above-mentioned Klass and Oth-
ers judgment, Series A no. 28, p. 23, para. 48).
The Court accepts, for example, the assertion
in the Government’s White Paper (at para. 21)
that in Great Britain "the increase of crime,and
particularly the growth of organised crime, the
increasing sophistication of criminals and the
ease and speed with which they can move
about have made telephone interception an
indispensable tool in the investigation and
prevention of serious crime". However, the
exercise of such powers, because of its inher-
ent secrecy, carries with it a danger of abuse
of a kind that is potentially easy in individual
cases and could have harmful consequences
for democratic society as a whole (ibid., p. 26,
para. 56). This being so, the resultant interfer-
ence can only be regarded as "necessary in a
democratic society" if the particular system of
secret surveillance adopted contains adequate
guarantees against abuse (ibid., p. 23, paras.
49-50).

The applicant maintained that the system in
England and Wales for the interception of post-

83.

84.

85.

al and telephone communications on behalf of
the police did not meet this condition.

In view of its foregoing conclusion that the
interferences found were not "in accordance
with the law", the Court considers that it does
not have to examine further the content of the
other guarantees required by paragraph 2 of
Article 8 (art. 8-2) and whether the system cir-
cumstances.

Metering

The process known as "metering" involves the
use of a device (a meter check printer) which
registers the numbers dialled on a particular
telephone and the time and duration of each
call (see paragraph 56 above). In making such
records, the Post Office - now British Telecom-
munications - makes use only of signals sent to
itself as the provider of the telephone service
and does not monitor or intercept telephone
conversations at all. From this, the Government
drew the conclusion that metering, in contrast
to interception of communications, does not
entail interference with any right guaranteed
by Article 8 (art. 8).

As the Government rightly suggested, a meter
check printer registers information that a sup-
plier of a telephone service may in principle
legitimately obtain, notably in order to ensure
that the subscriber is correctly charged or to in-
vestigate complaints or possible abuses of the
service. By its very nature, metering is therefore
to be distinguished from interception of com-
munications, which is undesirable and illegiti-
mate in a democratic society unless justified.
The Court does not accept, however, that the
use of data obtained from metering, whatever
the circumstances and purposes, cannot give
rise to an issue under Article 8 (art. 8). The re-
cords of metering contain information, in par-
ticular the numbers dialled, which is an integral
element in the communications made by tel-
ephone. Consequently, release of that informa-
tion to the police without the consent of the
subscriber also amounts, in the opinion of the
Court, to an interference with a right guaran-
teed by Article 8 (art. 8).

As was noted in the Commission’s decision
declaring Mr. Malone’s application admissible,
his complaints regarding metering are closely
connected with his complaints regarding in-
terception of communications. The issue be-
fore the Court for decision under this head is
similarly limited to the supply of records of me-
tering to the police "within the general context
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of a criminal investigation, together with the
legal and administrative framework relevant
[thereto]" (see paragraph 63 above).

In England and Wales, although the police do
not have any power, in the absence of a sub-
poena, to compel the production of records of
metering, a practice exists whereby the Post
Office do on occasions make and provide such
records at the request of the police if the infor-
mation is essential to police enquiries in rela-
tion to serious crime and cannot be obtained
from other sources (see paragraph 56 above).
The applicant, as a suspected receiver of stolen
goods, was, it may be presumed, a member of
a class of persons potentially liable to be di-
rectly affected by this practice. The applicant
can therefore claim, for the purposes of Article
25 (art. 25) of the Convention, to be a "victim"
of a violation of Article 8 (art. 8) by reason of
the very existence of this practice, quite apart
from any concrete measure of implementation
taken against him (cf, mutatis mutandis, para-
graph 64 above). This remains so despite the
clarification by the Government that in fact the
police had neither caused his telephone to be
metered nor undertaken any search operations
on the basis of any list of telephone numbers
obtained from metering (see paragraph 17
above; see also, mutatis mutandis, the above-
mentioned Klass and Others judgment, Series
Ano. 28, p. 20, para. 37 in fine).

Section 80 of the Post Office Act 1969 has never
been applied so as to "require" the Post Office,
pursuant to a warrant of the Secretary of State,
to make available to the police in connection
with the investigation of crime information ob-
tained from metering. On the other hand, no
rule of domestic law makes it unlawful for the
Post Office voluntarily to comply with a request
from the police to make and supply records of
metering (see paragraph 56 above). The prac-
tice described above, including the limitative
conditions as to when the information may be
provided, has been made public in answer to
parliamentary questions (ibid.). However, on
the evidence adduced before the Court, apart
from the simple absence of prohibition, there
would appear to be no legal rules concerning
the scope and manner of exercise of the discre-
tion enjoyed by the public authorities. Conse-
quently, although lawful in terms of domestic
law, the interference resulting from the exist-
ence of the practice in question was not "in
accordance with the law", within the meaning
of paragraph 2 of Article 8 (art. 8-2) (see para-
graphs 66 to 68 above).

88.

89.

IL.

90.

91

IIL

92.

This conclusion removes the need for the
Court to determine whether the interference
found was "necessary in a democratic society"
for one of the aims enumerated in paragraph
2 of Article 8 (art. 8-2) (see, mutatis mutandis,
paragraph 82 above).

Recapitulation

There has accordingly been a breach of Article
8 (art. 8) in the applicant’s case as regards both
interception of communications and release of
records of metering to the police.

ALLEGED BREACH OF ARTICLE 13
(ART. 13)

The applicant submitted that no effective do-
mestic remedy existed for the breaches of Arti-
cle 8 (art. 8) of which he complained and that,
consequently, there had also been a violation
of Article 13 (art. 13) which provides:

"Everyone whose rights and freedoms as set
forth in this Convention are violated shall
have an effective remedy before a national
authority notwithstanding that the violation
has been committed by persons acting in an
official capacity."

Having regard to its decision on Article 8 (art. 8)
(see paragraph 89 above), the Court does not
consider it necessary to rule on this issue.

APPLICATION OF ARTICLE 50
(ART. 50)

The applicant claimed just satisfaction under
Article 50 (art. 50) under four heads:

(i) legal costs that he was ordered by Sir
Robert Megarry to pay to the Metropoli-
tan Commissioner of Police, assessed at
£9,011.00,

(ii) costs, including disbursements, paid by
him to his own lawyers in connection with
the same action, assessed at £5,443.20,

(iii

legal costs incurred in the proceedings be-
fore the Commission and the Court, as yet
unquantified, and

(iv.

"compensation of a moderate amount" for
interception of his telephone conversa-
tions.

He further sought recovery of interest in re-
spect of the first two items.
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The Government have so far made no submis-
sions on these claims.

93. The question is thus not yet ready for decision
and must be reserved; in the circumstances of
the case, it is appropriate to refer the matter
back to the Chamber (Rule 53 paras. 1 and 3 of
the Rules of Court).

FOR THESE REASONS, THE COURT

1. Holds unanimously that there has been a
breach of Article 8 (art. 8) of the Convention;

2. Holds by sixteen votes to two that it is not nec-
essary also to examine the case under Article
13 (art. 13);

3. Holds unanimously that the question of the
application of Article 50 (art. 50) is not ready
for decision;

(a) accordingly,reserves the whole of the said
question;

(b) refers back to the Chamber the said ques-
tion.

Done in English and in French at the Human Rights
Building, Strasbourg, this second day of August,
one thousand nine hundred and eighty-four.

Gérard WIARDA, President
Marc-André EISSEN, Registrar

The separate opinions of the following judges are
annexed to the present judgment in accordance
with Article 51 para. 2 (art. 51-2) of the Convention
and Rule 52 para. 2 of the Rules of Court:

partially dissenting opinion of Mr. Matscher
and Mr. Pinheiro Farinha;

concurring opinion of Mr. Pettiti.

PARTIALLY DISSENTING
OPINION OF JUDGES
MATSCHER AND
PINHEIRO FARINHA

(Translation)

We recognise that Article 13 (art. 13) constitutes
one of the most obscure clauses in the Convention
and that its application raises extremely difficult
and complicated problems of interpretation. This
is probably the reason why, for approximately two
decades, the Convention institutions avoided ana-
lysing this provision, for the most part advancing
barely convincing reasons.

[tis only in the last few years that the Court, aware
of its function of interpreting and ensuring the ap-
plication of all the Articles of the Convention when-
ever called on to do so by the parties or the Com-
mission has also embarked upon the interpretation
of Article 13 (art. 13). We refer in particular to the
judgments in the cases of Klass and Others (Series
A no. 28, paras. 61 et seq.), Sporrong and Lonnroth
(Series A no. 52, para. 88), Silver and Others (Series
A no. 61, paras. 109 et seq.) and, most recently,
Campbell and Fell (Series A no. 80, paras. 124 et
seq.), where the Court has laid the foundation for a
coherent interpretation of this provision.

Having regard to this welcome development, we
cannot, to our regret, concur with the opinion of
the majority of the Court who felt able to forego ex-
amining the allegation of a breach of Article 13 (art.
13). In so doing, the majority, without offering the
slightest justification, have departed from the line
taken inter alia in the Silver and Others judgment,
which was concerned with legal issues very similar
to those forming the object of the present case.

Indeed, applying the approach followed in the Sil-
ver and Others judgment, the Court ought in the
present case, and to the same extent, to have ar-
rived at a finding of a violation of Article 13 (art. 13).

CONCURRING OPINION
OF JUDGE PETTITI

(Translation)

| have voted with my colleagues for the violation
of Article 8 (art. 8), but | believe that the European
Court could have made its decision more explicit
and not confined itself to ascertaining whether, in
the words of Article 8 (art. 8), the interference was
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"in accordance with the law", an expression which
in its French version ("prévue par la loi") is used in
Article 8 para. 2, Article 1 of Protocol No. 1 and Arti-
cle 2 of Protocol No. 4 (art. 8-2, P1-1, P4-2), the term
"the law" being capable of being interpreted as
covering both written law and unwritten law.

The European Court considered that the finding of
a breach on this point made it unnecessary, in the
Malone case, to examine the British system current-
ly in force, which was held to have been at fault be-
cause of a lack of "law", and to determine whether
or not adequate guarantees existed.

In my view, however, the facts as described in the
Commission’s report and in the Court's summary
of facts also called for an assessment of the British
measures and practices under Article 8 para. 2 (art.
8-2).

This appears necessary to me because of the ma-
jor importance of the issue at stake, which | would
summarise as follows.

The danger threatening democratic societies in the
years 1980-1990 stems from the temptation facing
public authorities to "see into" the life of the citizen.
In order to answer the needs of planning and of so-
cial and tax policy, the State is obliged to amplify
the scale of its interferences. In its administrative
systems, the State is being led to proliferate and
then to computerise its personal data-files. Already
in several of the member States of the Council of
Europe each citizen is entered on 200 to 400 data-
files.

At a further stage, public authorities seek, for the
purposes of their statistics and decision-making
processes, to build up a "profile" of each citizen.
Enquiries become more numerous; telephone tap-
ping constitutes one of the favoured means of this
permanent investigation.

Telephone tapping has during the last thirty years
benefited from many "improvements" which have
aggravated the dangers of interference in private
life. The product of the interception can be stored
on magnetic tapes and processed in postal or other
centres equipped with the most sophisticated ma-
terial. The amateurish tapping effected by police
officers or post office employees now exists only as
a memory of pre-war novels. The encoding of pro-
grammes and tapes, their decoding, and computer
processing make it possible for interceptions to
be multiplied a hundredfold and to be analysed in
shorter and shorter time-spans, if need be by com-
puter. Through use of the "mosaic" technique, a
complete picture can be assembled of the life-style
of even the "model" citizen.

[t would be rash to believe that the number of tel-
ephone interceptions is only a few hundred per
year in each country and that they are all known to
the authorities.

Concurrently with developments in the techniques
of interception, the aims pursued by the authorities
have diversified. Police interception for the preven-
tion of crime is only one of the practices employed;
to this should be added political interceptions,
interceptions of communications of journalists
and leading figures, not to mention interceptions
required by national defence and State security,
which are included in the "top-secret" category and
not dealt with in the Court’s judgment or the pre-
sent opinion.

Most of the member States of the Council of Eu-
rope have felt the need to introduce legislation on
the matter in order to bring to an end the abuses
which were proliferating and making vulnerable
even those in power.

The legislative technique most often employed
is that of criminal procedure: the interception of
communications is made subject to the decision
and control of a judge within the framework of a
criminal investigation by means of provisions simi-
lar to those governing searches carried out on the
authority of a warrant.

The order by the judge must specify the circum-
stances justifying the measure, if need be subject
to review by an appeal court. Variations exist ac-
cording to the types of system and code of criminal
procedure.

The governing principle of these laws is the separa-
tion of executive and judicial powers, that is to say,
not to confer on the executive the initiative and the
control of the interception, in line with the spirit of
Article 8 (art. 8).

The British system analysed in the Malone judg-
ment - and held by the Court not to be "in accord-
ance with the law" - is a typical example of a practice
that places interception of communications within
the sole discretion and under the sole control of the
Minister of the Interior, this being compounded by
the fact that intercepted material is not disclosed
to the judicial authorities (in the form of evidence),
which therefore have no knowledge of the inter-
ception (see paragraph 51).

Even in the case of interception of communications
required by the imperative necessities of counter-
espionage and State security, most systems of law
include strict rules providing for derogations from
the ordinary law, the intervention and control of
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the Prime Minister or the Minister of Justice, and
the recourse to boards or commissions composed
of judges at the peak of the judicial hierarchy.

The European Court has, it is true, "considere[d]
that it does not have to examine further the con-
tent of the other guarantees required by paragraph
2 of Article 8 (art. 8-2) and whether the system com-
plained of furnished those guarantees in the par-
ticular circumstances" (paragraph 82).

This reservation makes clear that in limiting itself
to finding a violation because the governmental
interference was not in accordance with the law,
the Court did not intend, even implicitly, to mark
approval of the British system and thus reserved
any adjudication on a possible violation of Article
8 para. 2 (art. 8-2).

In my opinion, however, the Court could at this
point have completed its reasoning and analysed
the components of the system so as to assess their
compatibility and draw the conclusion of a breach
of Article 8 para. 2 (art. 8-2), there being no judicial
control.

Even if a "law", within the meaning of Article 8 pa-
ras. Tand 2 (art. 8-1, art. 8-2), contains detailed rules
which do not merely legalise practices but define
and delimit them, the lack of judicial control could
still entail, in my view, a violation of Article 8 para. 2
(art. 8-2), subject of course to review by the Court.

[t must also be borne in mind that the practice of
police interception leads to the establishment of
"prosecution” files which thereafter carry the risk of
rendering inoperative the rules of a fair trial provid-
ed for under Article 6 (art. 6) by building up a pre-
sumption of guilt. The judicial authorities should
therefore be left a full power of appreciation over
the field of decision and control.

The object of the laws in Europe protecting private
life is to prevent any clandestine disclosure of words
uttered in a private context; certain laws have even
made illegal any tapping of a telephone communi-
cation, any interception of a message without the
consent of the parties. The link between laws on
"private life" and laws on "interception of commu-
nications" is very close.

German law enumerates the offences for the de-
tection of which measures of interception may
be ordered. The list of offences set out in this law
is entirely directed towards the preservation of
democracy, the sole justification for the attendant
interference.

In the Klass case and the accompanying compara-
tive examination of the rules obtaining in the dif-

ferent signatory States of the Convention, the need
for a system of protection in this sphere was em-
phasised. It admittedly falls to the State to operate
such a system, but only within the bounds set by
Article 8 (art. 8).

There were, in the Malone case, factors permitting
the Court to draw a distinction between the dan-
gers of a crisis situation caused by terrorism (Klass
case) and the dangers of ordinary criminality, and
hence to consider that two different sets of rules
could be adopted. In so far as the prevention of
crime under the ordinary law is concerned, it is dif-
ficult to see the reason for ousting judicial control,
at the very least such control as would secure at a
later stage the right to the destruction of the prod-
uct of unjustified interceptions.

Reasoning along these lines could have been
adopted by the Court, even on an alterative basis.
The interference caused by interception of com-
munications is more serious than an ordinary inter-
ference since the "innocent" victim is incapable of
discovering it.

If, as the British Government submitted, only the
suspected criminal is placed under secret surveil-
lance, there can be no ground for denying a meas-
ure involving judicial or equivalent control, or for
refusing to have a neutral and impartial body situ-
ated between the authority deciding on the inter-
ception and the authority responsible for control-
ling the legality of the operation and its conformity
with the legitimate aims pursued.

The requirement of judicial control over telephone
interceptions does not flow solely from a concern
rooted in a philosophy of power and institutions
but also from the necessities of protecting private
life.

In reality, even justified and properly controlled
telephone interceptions call for counter-measures
such as the right of access by the subject of the in-
terception when the judicial phase has terminated
in the discharge or acquittal of the accused, the
right to erasure of the data obtained, the right of
restitution of the tapes.

Other measures are necessary, such as regulations
safeguarding the confidentiality of the investiga-
tion and legal professional privilege, when the in-
terception has involved monitoring a conversation
between lawyer and client or when the intercep-
tion has disclosed facts other than those forming
the subject of the criminal investigation and the
accusation.

Provisions of criminal procedure alone are capable
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of satisfying such requirements which, moreover,
are consistent with the Council of Europe Conven-
tion of 1981 (Private Life, Data Banks). It is in fact
impossible to isolate the issue of interception of
communications from the issue of data banks since
interceptions give rise to the filing and storing of
the information obtained. For States which have
also ratified the 1981 Convention, their legislation
must satisfy these double requirements.

The work of the Council of Europe (Orwell Colloquy
in Strasbourg on 2 April 1984, and Data Bank Col-
loquy in Madrid on 13 June 1984) has been directed
towards the same end, namely the protection of
the individual threatened by methods of storing
and transmission of information. The mission of the
Council of Europe and of its organs is to prevent the
establishment of systems and methods that would
allow "Big Brother" to become master of the citi-
zen's private life. For it is just as serious to be made
subject to measures of interception against one’s
will as to be unable to stop such measures when
they are illegal or unjustified, as was for example
the case with Orwell's character who, within his
own home, was continually supervised by a televi-
sion camera without being able to switch it off.

The distinction between administrative intercep-
tions and interceptions authorised by a judicial
authority must be clearly made in the law in order
to comply with Article 8 (art. 8); it would appear
preferable to lay down the lawfulness of certain
interventions within an established legal frame-
work rather than leaving a legal vacuum permit-
ting arbitrariness. The designation of the collective
institutions responsible for ensuring the ex post
facto control of the manner of implementation
of measures of interception; the determination of
the dates of cancellation of the tapping and moni-
toring measures, the means of destruction of the
product of interception; the inclusion in the code
of criminal procedure of all measures applying to
such matters in order to afford protection of words
uttered in a private context or in a private place,
verification that the measures do not constitute an
unfair stratagem or a violation of the rights of the
defence - all this panoply of requirements must be
taken into consideration to judge whether or not
the system satisfies the provisions of Article 8 (art.
8). The Malone case prompted queries of this kind
since the State cannot enjoy an "unlimited discre-
tion" in this respect (see the Klass judgment).

According to the spirit of the Council of Europe
Convention of 1981 on private life and data banks,
the right of access includes the right for the indi-
vidual to establish the existence of the data, to
establish the banks of which he is a "data subject”,

access properly speaking, the right to challenge the
data, and the exceptions to and derogations from
this right of access in the case notably of police or
judicial investigations which must by nature remain
secret during the initial phase so as not to alert the
criminals or potential criminals.

Recommendation R (83) 10 of the Committee of
Ministers of the Council of Europe states that re-
spect for the privacy of individuals should be guar-
anteed "in any research project requiring the use of
personal data".

The nature and implications of data processing are
totally different as soon as computerisation enters
the picture. The Karlsruhe Constitutional Court has
rightly identified the concept of "informational self-
determination", that is to say, the right of the indi-
vidual to decide within what limits data concerning
his private life might be divulged and to protect
himself against an increasing tendency to make
him "public property".

In 1950, techniques for interfering in private life
were still archaic; the meaning and import of the
term interference as understood at that time
cannot prevail over the current meaning. Conse-
quently, interceptions which in previous times ne-
cessitated recourse to tapping must be classified
as "interferences" in 1984, even if they have been
effected without tapping thanks to "bugging" and
long-distance listening techniques.

For it is settled, as was recalled in paragraph 42 of
the Klass judgment, that Article 8 para. 2 (art. 8-2),
since it provides for an exception to a guaranteed
right, "is to be narrowly interpreted" and that "pow-
ers of secret surveillance of citizens, characterising
as they do the police State, are tolerable under the
Convention only in so far as strictly necessary for
safeguarding the democratic institutions". To leave
to the police alone, even subject to the control of
the Home Office, the task of assessing the degree of
suspicion or dangerousness cannot, in my opinion,
be regarded as an adequate means consistent with
the aim pursued, even if that aim be legitimate; and
in any event, practices of systematic interception
of communications in the absence of impartial,
independent and judicial control would be dispro-
portionate to the aim sought to be achieved. In this
connection, the Malone judgment has to read with
reference to the reasoning expounded in the Klass
judgment.

States must admittedly be left a domestic discre-
tion and the scope of this discretion is admittedly
not identical in respect of each of the aims enu-
merated in Articles 8 and 10 (art. 8, art. 10), but the
right to respect for private life against spying by ex-
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ecutive authorities comes within the most exacting
category of Convention rights and hence entails a
certain restriction on this domestic "discretion" and
on the margin of appreciation. In this sphere (more
than in the sphere of morality - cf. the Handyside
judgment), it can be maintained that it is possible,
whilst still taking account of the circumstances re-
sulting from the threat posed to democratic socie-
ties by terrorism, to identify European standards of
State conduct in relation to surveillance of citizens.
The shared characteristics of statutory texts or draft
legislation on data banks and interception of com-
munications is evidence of this awareness.

The Court in its examination of cases of violation of
Article 8 (art. 8) must be able to inquire into all the
techniques giving rise to the interference.

The Post Office Engineering Union, during the
course of the Malone case, referred to proposals
for the adoption of regulations capable of being
adapted to new techniques as they are developed
and for a system of warrants issued by "magis-
trates".

The Court has rightly held that there was also viola-
tion of Article 8 para. 1 (art. 8-1) in respect of meter-
ing.

On this point, it would likewise have been pos-
sible to have given a ruling by applying Article 8
para. 2 (art. 8-2). The comprehensive metering of
telephone communications (origin, destination,
duration), when effected for a purpose other than
its sole accounting purpose, albeit in the absence
of any interception as such, constitutes an interfer-
ence in private life. On the basis of the data thereby
obtained, the authorities are enabled to deduce in-
formation that is not properly meant to be within
their knowledge. It is known that, as far as data
banks are concerned, the processing of "neutral"
data may be as revealing as the processing of sensi-
tive data.

The simple reference in the judgment to the notion
of necessity in a democratic society and to the re-
quirement of "adequate guarantees", without any
eludication of the principles and principal condi-
tions attaching to these guarantees, might well be
inadequate for the purposes of the interpretation
that the State should give to the Convention and
to the judgment.

The Malone judgment complementing as it does
the Klass judgment, in that it arrives at a conclusion
of violation by finding unsatisfactory a system that
is laid down neither by statute nor by any statu-
tory equivalent in Anglo-Saxon law, takes its place
in that continuing line of decisions through which

the Court acts as guardian of the Convention. The
Court fulfils that function by investing Article 8 (art.
8) with its full dimension and by limiting the margin
of appreciation especially in those areas where the
individual is more and more vulnerable as a result
of modern technology; recognition of his right to
be "left alone" is inherent in Article 8 (art. 8). The
Convention protects the community of men; man
in our times has a need to preserve his identity, to
refuse the total transparency of society, to maintain
the privacy of his personality.

=
O
Ll



274

4HO3

N3



CASE OF BYKOV V RUSSIA

275

GRAND CHAMBER

CASE OF BYKOV v RUSSIA

(Application no. 4378/02)

JUDGMENT

STRASBOURG
10 March 2009

-
O
i



-
O
Ll

CASE OF BYKOV V RUSSIA

PRIVATE LIFE, COMMUNICATION, TELEPHONE, TAP-
PING, SURVEILLANCE, INTERCEPTION, INTERFERENCE,
SECRET

IN THE CASE OF BYKOV V. RUSSIA,

The European Court of Human Rights, sitting as a
Grand Chamber composed of:
Jean-Paul Costa, President,

Christos Rozakis,

Nicolas Bratza,

Peer Lorenzen,

Francoise Tulkens,

Josep Casadevall,

Ireneu Cabral Barreto,

Nina Vaji¢,

Anatoly Kovler,

Elisabeth Steiner,

Khanlar Hajiyev,

Ljiljana Mijovic,

Dean Spielmann,

David Thér Bjorgvinsson,

George Nicolaou,

Mirjana Lazarova Trajkovska,

Nona Tsotsoria, judges,

and Michael O'Boyle, Deputy Registrar,

Having deliberated in private on 18 June 2008 and
on 21 January 2009,

Delivers the following judgment, which was adopt-
ed on the last-mentioned date:

PROCEDURE

1. The case originated in an application (no.
4378/02) against the Russian Federation
lodged with the Court under Article 34 of the
Convention for the Protection of Human Rights
and Fundamental Freedoms (“the Conven-
tion”) by a Russian national, Mr Anatoliy Petro-
vich Bykov (“the applicant”), on 21 December
2001.

2. The applicant was represented by Mr D. Krauss,
Professor of Law at Humboldt University, Berlin,
and by Mr J.-C. Pastille and Mr G. Padva, lawyers
practising in Riga and Moscow respectively.
The Russian Government (“the Government”)

were initially represented by Mr P. Laptev and
Ms V. Milinchuk, former Representatives of the
Russian Federation at the European Court of
Human Rights, and subsequently by their Rep-
resentative, Mr G. Matyushkin.

3. The applicant complained under Article 6 § 1
and Article 8 of the Convention about the cov-
ert recording made at his home and its use as
evidence in the ensuing criminal proceedings
against him. He also alleged that his pre-trial
detention was excessively long and not justi-
fied for the purposes of Article 5 § 3 of the
Convention.

4. The application was allocated to the First Sec-
tion of the Court (Rule 52 § 1 of the Rules of
Court). On 7 September 2006 it was declared
partly admissible by a Chamber of that Section
composed of the following judges: Christos
Rozakis, Loukis Loucaides, Francoise Tulkens,
Nina Vaji¢, Anatoly Kovler, Elisabeth Steiner,
Khanlar Hajiyev, and also of Sgren Nielsen, Sec-
tion Registrar. On 22 November 2007 a Cham-
ber of that Section, composed of the following
judges: Christos Rozakis, Loukis Loucaides, Nina
Vaji¢, Anatoly Kovler, Elisabeth Steiner, Khanlar
Hajiyev, Dean Spielmann, and also of Seren
Nielsen, Section Registrar, relinquished jurisdic-
tion in favour of the Grand Chamber, none of
the parties having objected to relinquishment
(Article 30 of the Convention and Rule 72).

5. The composition of the Grand Chamber was
determined according to the provisions of Arti-
cle 27 § § 2 and 3 of the Convention and Rule
24 of the Rules of Court.

6. The applicant and the Government each filed
written observations on the merits.

7. A hearing took place in public in the Human
Rights Building, Strasbourg, on 18 June 2008
(Rule 59 § 3).

There appeared before the Court:

(a) for the Government

Ms V. Milinchuk, Agent,

Ms I. Mayke,

Ms Y. Tsimbalova,

Mr A. Zazulskiy, Advisers;
(b) for the applicant

Mr D. Krauss,

Mr J.-C. Pastille, Counsel,
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Mr G. Padva,
Ms J. Kvjatkovska, Advisers.

The applicant was also present.

The Court heard addresses by Mr Krauss and Ms
Milinchuk, as well as the answers by Mr Pastille and
Ms Milinchuk to questions put to the parties.

THE FACTS

L

THE CIRCUMSTANCES OF THE
CASE

The applicant was born in 1960 and lives in
Krasnoyarsk.

From 1997 to 1999 the applicant was chairman
of the board of the Krasnoyarsk Aluminium
Plant. At the time of his arrest in October 2000
he was a major shareholder and an executive
of a corporation called OAO Krasenergomash-
Holding and a founder of a number of affiliated
firms. He was also a deputy of the Krasnoyarsk
Regional Parliamentary Assembly.

Covert operation

. In September 2000 the applicant allegedly or-

dered V., a member of his entourage, to kill S,,
the applicant's former business associate. V. did
not comply with the order, but on 18 Septem-
ber 2000 he reported the applicant to the Fed-
eral Security Service of the Russian Federation
(“the FSB"). On the following day V. handed in
the gun which he had allegedly received from
the applicant.

. On 21 September 2000 the Prosecutor of the

Severo-Zapadnyy District of Moscow opened
a criminal investigation in respect of the ap-
plicant on suspicion of conspiracy to murder.

. On 26 and 27 September 2000 the FSB and the

police decided to conduct a covert operation
to obtain evidence of the applicant's intention
to murder S.

. On 29 September 2000 the police staged the

discovery of two dead men at S.'s home. They
officially announced in the media that one of
those killed had been identified as S. The other
man was his business partner, I.

. On 3 October 2000 V., acting on the police's in-

structions, came to see the applicant at his es-
tate. He carried a hidden radio-transmitting de-
vice while a police officer outside received and

15.

16.

recorded the transmission. He was received by
the applicant in a “guest house”, a part of the
estate connected to his personal residence. In
accordance with the instructions, V. engaged
the applicant in conversation by telling him
that he had carried out the assassination. As
proof of his accomplishment he handed the
applicant several objects taken from S. and .
a certified copy of a mining project feasibility
study marked with a special chemical agent,
two watches belonging to S. and I. and 20,000
United States dollars (USD) in cash. At the end
of the conversation V. took the cash, as sug-
gested by the applicant. The police obtained a
sixteen-minute recording of the dialogue be-
tween V. and the applicant.

On 4 October 2000 the applicant's estate was
searched. Several watches were seized, includ-
ing those belonging to S. and I. A chemical
analysis was conducted and revealed the pres-
ence on the applicant's hands of the chemical
agent which had been used to mark the feasi-
bility study. The applicant was arrested.

On 27 February 2001 the applicant complained
to the Prosecutor of the Severo-Zapadnyy Dis-
trict of Moscow that his prosecution had been
unlawful because it involved numerous proce-
dural violations of his rights, including the un-
authorised intrusion into his home and the use
of the radio-transmitting device. On 2 March
2001 the prosecutor dismissed his complaint,
having found, in particular, that the applicant
had let V. into his house voluntarily and that
therefore there had been no intrusion. It was
also found that no judicial authorisation had
been required for the use of the radio-trans-
mitting device because in accordance with the
Operational-Search Activities Act, it was only
required for the interception of communica-
tions transmitted by means of wire channels
or mail services, none of which had been em-
ployed in the covert operation at issue.

Pre-trial detention

. Following the applicant's arrest on 4 October

2000, on 6 October 2000 the Deputy Prosecu-
tor of the Severo-Zapadnyy District of Moscow
ordered his detention during the investigation,
having found that it was “in accordance with
the law” and necessary in view of the gravity
of the charge and the risk that the applicant
might influence witnesses. Further extensions
were ordered by the competent prosecutor on
17 November 2000 (until 21 December 2000)
and on 15 December 2000 (until 21 March
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20.

21.

22.

23.

2001). The reasons for the applicant's contin-
ued detention were the gravity of the charge
and the risk of his influencing the witnesses
and obstructing the investigation. The appli-
cant appealed against each of these decisions
toacourt.

. On 26 January 2001 the Lefortovskiy District

Court of Moscow examined the applicant's
appeal against his continued detention on re-
mand and confirmed the lawfulness of his de-
tention. The court referred to the gravity of the
charge and noted that this measure had been
applied in accordance with the law. The appli-
cant lodged a further appeal, which was also
dismissed by the Moscow City Court.

. Inview of the forthcoming expiry of the term of

the applicant's detention, its further extension
was ordered by the competent prosecutor, first
on 15 March 2001, until 4 April 2001, and then
on 21 March 2001, until 4 June 2001, still on the
grounds of the gravity of the charge and the
risk of his influencing the witnesses and ob-
structing the investigation. The applicant chal-
lenged the extensions before the court.

On 11 April 2001 the Lefortovskiy District Court
of Moscow declared that the applicant's deten-
tion until 4 June 2001 was lawful and necessary
on account of the gravity of the charge. The ap-
plicant lodged an appeal with the Moscow City
Court, which was dismissed on 15 May 2001.
The appeal court considered the applicant's
detention lawful and necessary “until the bill of
indictment had been submitted or until the ap-
plicant's immunity had been confirmed”.

On 22 May 2001 the Deputy Prosecutor Gen-
eral extended the applicant's detention on
remand until 4 September 2001, still on the
grounds of the gravity of the charge and the
risk of his influencing the witnesses and ob-
structing the investigation.

On 27 August 2001 the case was referred to the
Tushinskiy District Court of Moscow. On 7 Sep-
tember 2001 the court scheduled the hearing
for 26 September 2001 and authorised the ap-
plicant's further detention without indicating
any reasons or the length of the extension. On
3 October 2001 the Moscow City Court exam-
ined and dismissed an appeal by the applicant,
upholding his continued detention without
elaborating on the reasons.

On 21 December 2001 the Meshchanskiy Dis-
trict Court of Moscow scheduled the hearing
for 4 January 2002 and authorised the ap-

24.

25.

26.

27.

plicant's further detention, citing no reasons.
The court did not indicate the length of the
prospective detention. It again reviewed the
lawfulness of the applicant's detention on 4
January 2002 but found that it was still neces-
sary owing to the gravity of the charges and
the “circumstances of the case”. An appeal by
the applicant to the Moscow City Court was
dismissed on 15 January 2002.

Further applications by the applicant for re-
lease were examined on 23 January, 6 March,
11 March and 23 April 2002. As before, the
Meshchanskiy District Court of Moscow refused
his release, citing the gravity of the charge and
the risk of his evading trial and influencing the
witnesses. The applicant was released on 19
June 2002 following his conviction (see para-
graph 45 below).

Criminal investigation and trial

On 3 October 2000, immediately after visiting
the applicant in the “guest house”, V. was ques-
tioned by the investigators. He reported on the
contents of his conversation with the applicant
and submitted that he had handed him the
gun, the watches and the feasibility study. He
was subsequently questioned on 12 October,
9 November, 8 December and 18 December
2000.

The applicant was questioned as a suspect for
the first time on 4 October 2000. From October
to December 2000 he was questioned at least
seven times.

On 10 October 2000 the applicant and V. were
questioned in a confrontation with each other.
The applicant's legal counsel were present at
the confrontation. The statements made by the
applicant on that occasion were subsequently
summarised in the indictment, of which the
relevant part reads as follows:

“At the confrontation between A.P. Bykov
and [V.] on 10 October 2000 Bykov altered, in
part, certain substantive details of his previ-
ous statements, as follows. [He] claims that he
has been acquainted with [V.] for a long time,
about 7 years; they have normal relations; the
last time he saw him was on 3 October 2000,
and before that they had been in contact
about two years previously. He has never giv-
en any orders or instructions to [V.], including
any concerning [S.]. When [V.] came to see him
on 3 October 2000 he began to tell him off for
coming to him. When he asked [V.] who had
told him to kill [S.] he replied that nobody had,
he had just wanted to prove to himself that he
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28.

29.

30.

could do it. He began to comfort [V.], saying
that he could help with his father; [he] did not
suggest that [V.] flee the town [or] the country,
and did not promise to help him financially. He
did not instruct [V.] on what to do if [V.] was
arrested; he asked him what was going to hap-
pen if he was arrested; [V.] said that he would
tell how it all happened and would confess to
having committed the crime, [and the appli-
cant] approved of that. Concerning K., Bykov
stated that this was his partner who lived and
worked in Switzerland; he admitted de facto
that he had spoken to him on the phone at the
beginning of August... but had given him no
directions about [V.]"

On 13 October 2000 the applicant was charged
with conspiracy to murder. Subsequently the
charges were extended to include conspiracy
to acquire, possess and handle firearms.

On 8 December 2000 two appointed linguistic
experts examined the recording of the appli-
cant's conversation with V. of 3 October 2000
and answered the following questions put to
them:

“1. Is it possible to establish, on the basis of
the text of the conversation submitted for
examination, the nature of relations between
Bykov and [V.], the extent of their closeness,
sympathy for each other, subordination; how
is it expressed?

2. Was Bykov's verbal reaction to [V.]'s state-
ment about the 'murder' of [S.] natural assum-
ing he had ordered the murder of [S.]?

3. Are there any verbal signs indicating that
Bykov expressed mistrust about [V.]'s informa-
tion?

4. Is it possible to assess Bykov's verbal style
as unequivocally aiming at closing the topic,
ending the conversation?

5. Are there any identifiable stylistic, verbal
signs of fear (caution) on Bykov's part in rela-
tion to [V.]?"

In respect of the above questions the experts
found:

on question 1, that the applicant and V. had
known each other for a long time and had
rather close and generally sympathetic re-
lations; that V. had shown subordination to
the applicant; that the applicant had played
an instructive role in the conversation;

+on question 2, that the applicant's reaction
to V.'s information about the accomplished
murder was natural and that he had insist-

3.

32

33.

34.

35.

36.

ently questioned V. on the technical details
of its execution;

< on question 3, that the applicant had
shown no sign of mistrusting V.'s confes-
sion to the murder;

on question 4, that the applicant had not
shown any clear signs of wishing to end or
to avoid the conversation;

on question 5, that the applicant had not
shown any fear of V.; on the contrary, V. ap-
peared to be afraid of the applicant.

On 11 January 2001 the investigation was com-
pleted and the applicant was allowed access to
the case file.

On 27 August 2001 the case was referred to the
Tushinskiy District Court of Moscow.

On 22 October 2001 the Tushinskiy District
Court declined jurisdiction in favour of the
Meshchanskiy District Court of Moscow, having
established that the venue of the attempted
murder lay within that court's territorial juris-
diction.

On 16 December 2001 V. made a written state-
ment certified by the Russian consulate in the
Republic of Cyprus repudiating his statements
against the applicant. He submitted that he
had made those statements under pressure
from S. Two deputies of the State Duma, D. and
Y.S., were present at the consulate to witness
the repudiation. On the same day they record-
ed an interview with V. in which he explained
that S. had persuaded him to make false state-
ments against the applicant.

On 4 February 2002 the Meshchanskiy District
Court of Moscow began examining the charg-
es against the applicant. The applicant pleaded
not guilty. At the trial he challenged the ad-
missibility of the recording of his conversa-
tion with V. and of all other evidence obtained
through the covert operation. He alleged that
the police interference had been unlawful and
that he had been induced into self-incrimina-
tion. Furthermore, he claimed that the record-
ing had involved unauthorised intrusion into
his home. He contested the interpretation of
the recording by the experts and alleged that
nothing in his dialogue with V. disclosed prior
knowledge of a murder conspiracy.

During the trial the court dismissed the appli-
cant's objection to the covert operation and
admitted as lawfully obtained evidence the
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37.

recording with its transcript, the linguistic ex-
pert report, V.'s statements, and the evidence
showing that the applicant had accepted the
feasibility study and the watches from V. It
dismissed the argument that there had been
an unauthorised intrusion into the applicant's
premises, having found, firstly, that the appli-
cant had expressed no objection to V.'s visit
and, secondly, that their meeting had taken
place in the “guest house”, which was intend-
ed for business meetings and therefore did
not encroach on the applicant's privacy. The
court refused to admit as evidence the official
records of the search at the applicant's estate
because the officers who had conducted the
search on 4 October 2000 had not been cov-
ered by the authorisation.

The following persons were examined in the
oral proceedings before the court:

S. explained his relations with the applicant
and their conflict of interests in the aluminium
industry. He confirmed that he had participat-
ed in the covert operation; he also confirmed
that in 2001 V. had told him that he had been
paid off to withdraw his statements against the
applicant.

Twenty-five witnesses answered questions
concerning the business links of the applicant,
V. and S. with the aluminium plant and other
businesses in Krasnoyarsk; the relations and
connections between them; the existence of
the conflict of interests between the applicant
and S, the events of 3 October 2000, namely
the arrival of V. at the “guest house”, his con-
versation with the applicant and the handing
of the documents and the watches to the ap-
plicant; and the circumstances surrounding
Vs attempted withdrawal of his statements
against the applicant.

Seven experts were examined: a technical ex-
pert gave explanations about the recording
of data received by way of a radio-transmit-
ting device; a sound expert explained how a
transcript of the recording of the applicant's
conversation with V. had been produced; two
expert linguists submitted that they had used
both the tape and the recording transcript
in their examination; an expert psychologist
answered questions concerning his findings
(evidence subsequently excluded as obtained
unlawfully — see paragraph 43 below); and two
corroborative experts upheld the conclusions
of the expert linguists and the sound experts.

Seven attesting witnesses answered ques-

38.

39.

40.

41.

tions concerning their participation in various
investigative measures: the receipt of the gun
handed in by V., the copying of the video and
audio tapes, the treatment of the material ex-
hibits with a chemical agent, the “discovery of
the corpses” in the operative experiment, and
the house search.

Four investigation officers were examined: an
FSB officer submitted that on 18 September
2000 V. had written a statement in his presence
that the applicant had ordered him to kill S.,
and had handed in the gun; he also explained
how the operative experiment had been car-
ried out; two officers of the prosecutor's of-
fice and one officer of the Interior Ministry
also described the operative experiment and
explained how the copies of the recording of
the applicant's conversation with V. had been
made.

On 15 May 2002 during the court hearing the
prosecutor requested to read out the records
of the questioning of five witnesses not pre-
sent at the hearing. The statements made by V.
during the pre-trial investigation were among
them.

The applicant's counsel said that he had no
objections. The court decided to grant the
request, having noted that “the court took ex-
haustive measures to call these witnesses to
the court hearing and found that... V.'s wherea-
bouts could not be established and he could
not be called to the courtroom even though a
number of operational search measures were
taken by the FSB and an enquiry was made to
the National Central Bureau of Interpol by the
Ministry of the Interior..”. These statements
were admitted as evidence.

The court also examined evidence relating to
V.'s attempted withdrawal of his statements
against the applicant. It established that during
the investigation V. had already complained
that pressure had been exerted on him to re-
pudiate his statements against the applicant. It
also established that the witness D., who was
present at the consulate when V. had repudi-
ated his statements, was a close friend of the
applicant. The other witness, Y.S., had arrived at
the consulate late and did not see the docu-
ment before it was certified.

[t was also noted that both the applicant and V.
had undergone a psychiatric examination dur-
ing the investigation and both had been found
fit to participate in the criminal proceedings.
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42.

43.

44,

45.

46.

Other evidence examined by the court includ-
ed: expert reports produced by chemical, bal-
listics, linguistic, sound and technical experts;
written reports on the operative experiment;
Vs written statement of 18 September 2000;
a certified description of the gun handed in by
V.; and records of the applicant's confrontation
with V. on 20 October 2000.

The applicant challenged a number of items
of evidence, claiming that they had been ob-
tained unlawfully. The court excluded some
of them, in particular the expert report by a
psychologist who had examined the record-
ing of the applicant's conversation with V. and
the police report on the search carried out on
4 October 2000. The attempt to challenge the
audio tape containing the recording of the ap-
plicant's conversation with V., and the copies
of the tape, was not successful and they were
admitted as lawfully obtained evidence.

On 19 June 2002 the Meshchanskiy District
Court of Moscow gave judgment, finding the
applicant guilty of conspiracy to murder and
conspiracy to acquire, possess and handle
firearms. The finding of guilt was based on the
following evidence: the initial statement by V.
that the applicant had ordered him to kill S.; the
gun V. had handed in; the statements V. had
made in front of the applicant when they had
been confronted during the questioning on 10
October 2000; numerous witness statements
confirming the existence of a conflict between
the applicant and S.; and the physical evi-
dence obtained through the covert operation,
namely the watches and the feasibility study.
Although the recording of the applicant's con-
versation with V. was played at the hearing, its
contents did not feature among the evidence
or as part of the court's reasoning. In so far as
the record was mentioned in the judgment,
the court relied solely on the conclusions of the
linguistic experts (see paragraph 30 above) and
on several reports confirming that the tape had
not been tampered with.

The court sentenced the applicant to six and a
half years'imprisonment and, having deducted
the time already spent in pre-trial detention,
conditionally released him on five years' proba-
tion.

The applicant appealed against the judgment,
challenging, inter alia, the admissibility of the
evidence obtained through the covert opera-
tion and the court's interpretation of the physi-
cal evidence and the witnesses' testimonies.

47.

48.

IL

49.

50.

51

52.

On 1 October 2002 the Moscow City Court up-
held the applicant's conviction and dismissed
his appeal, including the arguments relating to
the admissibility of evidence.

On 22 June 2004 the Supreme Court of the
Russian Federation examined the applicant's
case in supervisory proceedings. It modified
the judgment of 19 June 2002 and the appeal
decision of 1 October 2002, redefining the legal
classification of one of the offences committed
by the applicant. It found the applicant guilty
of “incitement to commit a crime involving a
murder”, and not “conspiracy to murder”. The
rest of the judgment, including the sentence,
remained unchanged.

RELEVANT DOMESTIC LAW

Pre-trial detention

Until 1 July 2002 criminal-law matters were
governed by the Code of Criminal Procedure
of the Russian Soviet Federative Socialist Re-
public (CCrP).

“Preventive measures” or “measures of re-
straint” included an undertaking not to leave
a town or region, personal security, bail and
detention on remand (Article 89). A decision to
detain someone on remand could be taken by
a prosecutor or a court (Articles 11,89 and 96).

. Grounds for detention on remand

When deciding whether to remand an accused
in custody, the competent authority was re-
quired to consider whether there were “suffi-
cient grounds to believe” that he or she would
abscond during the investigation or trial or ob-
struct the establishment of the truth or reoff-
end (Article 89). It also had to take into account
the gravity of the charge, information on the
accused's character, his or her profession, age,
state of health, family status and other circum-
stances (Article 91).

Before 14 March 2001, detention on remand
was authorised if the accused was charged
with a criminal offence carrying a sentence
of at least one year's imprisonment or if there
were “exceptional circumstances” in the case
(Article 96). On 14 March 2001 the CCrP was
amended to permit defendants to be remand-
ed in custody if the charge carried a sentence
of at least two years' imprisonment or if they
had previously defaulted or had no permanent
residence in Russia or if their identity could not
be ascertained. The amendments of 14 March
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53.

54.

55.

56.

2001 also repealed the provision that permit-
ted defendants to be remanded in custody on
the sole ground of the dangerous nature of the
criminal offence committed.

. Time-limits for detention on remand

The CCrP provided for a distinction between
two types of detention on remand: the first be-
ing “during the investigation”, that is, while a
competent agency — the police or a prosecu-
tor's office — was investigating the case, and
the second being “before the court” (or “during
the judicial proceedings”), at the judicial stage.
Although there was no difference in practice
between them (the detainee was held in the
same detention facility), the calculation of the
time-limits was different.

From the date the prosecutor referred the case
to the trial court, the defendant's detention
was classified as “before the court” (or “during
the judicial proceedings”).

Before 14 March 2001 the CCrP did not set any
time-limit for detention “during the judicial
proceedings”. On 14 March 2001 a new Arti-
cle 239-1 was inserted which established that
the period of detention “during the judicial
proceedings” could not generally exceed six
months from the date the court received the
file. However, if there was evidence to show
that the defendant's release might impede a
thorough, complete and objective examina-
tion of the case, a court could - of its own mo-
tion or on a request by a prosecutor — extend
the detention by no longer than three months.
These provisions did not apply to defendants
charged with particularly serious criminal of-
fences.

Operative experiments

The Operational-Search Activities Act of 12
August 1995 (no. 144-FZ) provides, in so far as
relevant, as follows:

Section 6: Operational-search activities

“In carrying out investigations the following
measures may be taken:

9. supervision of postal, telegraphic and other
communications;

10. telephone interception;

11. collection of data from technical channels
of communication;

14. operative experiments.

Operational-search activities involving super-
vision of postal, telegraphic and other com-
munications, telephone interception through
[telecommunication companies], and the
collection of data from technical channels of
communication are to be carried out by tech-
nical means by the Federal Security Service
and the agencies of the Interior Ministry in
accordance with decisions and agreements
signed between the agencies involved.

"

Section 8: Conditions governing the
performance of operational-search activities

“Operational-search activities involving inter-
ference with the constitutional right to privacy
of postal, telegraphic and other communica-
tions transmitted by means of wire or mail ser-
vices, or with the privacy of the home, may be
conducted, subject to a judicial decision, fol-
lowing the receipt of information concerning:

1. the appearance that an offence has been
committed or is ongoing, or a conspiracy to
commit an offence whose investigation is
mandatory;

2. persons conspiring to commit, or commit-
ting, or having committed an offence whose
investigation is mandatory;

Operative experiments may only be conduct-
ed for the detection, prevention, interruption
and investigation of a serious crime, or for the
identification of persons preparing, commit-
ting or having committed it.

”

Section 9: Grounds and procedure for judicial
authorisation of operational-search activities
involving interference with the constitutional
rights of individuals

“The examination of requests for the taking
of measures involving interference with the
constitutional right to privacy of correspond-
ence and telephone, postal, telegraphic and
other communications transmitted by means
of wire or mail services, or with the right to
privacy of the home, shall fall within the com-
petence of a court at the place where the re-
quested measure is to be carried out or at the
place where the requesting body is located.
The request must be examined immediately



CASE OF BYKOV V RUSSIA

283

by a single judge; the examination of the re-
quest may not be refused.

The judge examining the request shall de-
cide whether to authorise measures involv-
ing interference with the above-mentioned
constitutional right, or to refuse authorisation,
indicating reasons.

”

Section 11: Use of information obtained
through operational-search activities

“Information gathered as a result of operation-
al-search activities may be used for the prepa-
ration and conduct of the investigation and
court proceedings... and used as evidence in
criminal proceedings in accordance with legal
provisions regulating the collection, evalua-
tion and assessment of evidence...."

C. Evidence in criminal proceedings
57. Article 69 of the CCrP provided as follows:

"

Evidence obtained in breach of the law shall
be considered to have no legal force and
cannot be relied on as grounds for criminal
charges.”

The 2001 Code of Criminal Procedure of the
Russian Federation, which replaced the CCrP of
the Russian Soviet Federative Socialist Republic
from 1 July 2002, provides as follows, in so far

as relevant:

Article 75: Inadmissible evidence

“1. Evidence obtained in breach of this Code
shall be inadmissible. Inadmissible evidence
shall have no legal force and cannot be re-
lied on as grounds for criminal charges or for
proving any of the [circumstances for which
evidence is required in criminal proceedings].

”

Article 235

"

5. If a court decides to exclude evidence, that
evidence shall have no legal force and cannot
be relied onin a judgment or other judicial de-
cision, or be examined or used during the trial.

"

THE LAW

58.

59.

60.

61.

62.

ALLEGED VIOLATION OF ARTICLE
5§ 3 OF THE CONVENTION

The applicant complained that his pre-trial de-
tention had been excessively long and that it
had been successively extended without any
indication of relevant and sufficient reasons.
He relied on Article 5 § 3 of the Convention,
which provides as follows:

“Everyone arrested or detained in accord-
ance with the provisions of paragraph 1 (c)
of this Article shall be... entitled to trial within
a reasonable time or to release pending trial.
Release may be conditioned by guarantees to
appear for trial.”

The Government submitted that the appli-
cant's detention had not been excessively long
and argued that the investigation of his case
had taken time because of its complexity and
scale. They also claimed that, given his person-
ality, there had been an obvious risk that the
applicant might evade prosecution, influence
witnesses and obstruct the course of justice,
which justified his continued detention.

The applicant maintained his complaint, claim-
ing that the grounds given for his detention
and its repeated extension had been unsup-
ported by any reasoning or factual information.

According to the Court's settled case-law, the
presumption under Article 5 is in favour of re-
lease. As established in Neumeister v. Austria
(27 June 1968, § 4, Series A no. 8), the second
limb of Article 5 § 3 does not give judicial au-
thorities a choice between either bringing an
accused to trial within a reasonable time or
granting him provisional release pending trial.
Until conviction, he must be presumed inno-
cent, and the purpose of the provision under
consideration is essentially to require his pro-
visional release once his continuing detention
ceases to be reasonable.

Continued detention therefore can be justified
in a given case only if there are specific indica-
tions of a genuine requirement of public inter-
est which, notwithstanding the presumption
of innocence, outweighs the rule of respect
for individual liberty laid down in Article 5 of
the Convention (see, among other authorities,
Kudfa v. Poland [GC], no. 30210/96, § § 110 et
seq., ECHR 2000-XI).
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63.

64.

65.

The responsibility falls in the first place to the
national judicial authorities to ensure that, in a
given case, the pre-trial detention of an accused
person does not exceed a reasonable time. To
this end they must, paying due regard to the
principle of the presumption of innocence,
examine all the facts arguing for or against the
existence of the above-mentioned demand of
public interest justifying a departure from the
rule in Article 5 and must set them out in their
decisions on the applications for release. It is
essentially on the basis of the reasons given
in these decisions and of the established facts
stated by the applicant in his appeals that the
Court is called upon to decide whether or not
there has been a violation of Article 5 § 3 (see,
for example, Weinsztal v. Poland, no. 43748/98,
§ 50, 30 May 2006, and McKay v. the United
Kingdom [GC], no. 543/03, § 43, ECHR 2006-X).

The persistence of reasonable suspicion that
the person arrested has committed an offence
is a condition sine qua non for the lawfulness of
the continued detention, but with the lapse of
time this no longer suffices and the Court must
then establish whether the other grounds
given by the judicial authorities continued to
justify the deprivation of liberty. Where such
grounds were “relevant” and “sufficient”, the
Court must also be satisfied that the national
authorities displayed “special diligence” in the
conduct of the proceedings (see, among other
authorities, Letellier v. France, 26 June 1991,
§ 35, Series A no. 207, and Yagci and Sargin
v. Turkey, 8 June 1995, § 50, Series A no. 319-
A). In this connection, the Court reiterates that
the burden of proof in these matters should
not be reversed by making itincumbent on the
detained person to demonstrate the existence
of reasons warranting his release (see /lijkov v.
Bulgaria, no. 33977/96, § 85,26 July 2001).

Turning to the instant case, the Court ob-
serves that the applicant spent one year, eight
months and 15 days in detention before and
during his trial. In this period the courts ex-
amined the applicant's application for release
at least ten times, each time refusing it on the
grounds of the gravity of the charges and the
likelihood of his fleeing, obstructing the course
of justice and exerting pressure on witnesses.
However, the judicial decisions did not go any
further than listing these grounds, omitting
to substantiate them with relevant and suf-
ficient reasons. The Court also notes that with
the passing of time the courts' reasoning did
not evolve to reflect the developing situation
and to verify whether these grounds remained

66.

67.

68.

IL

69.

valid at the advanced stage of the proceedings.
Moreover, from 7 September 2001 the deci-
sions extending the applicant's detention no
longer indicated any time-limits, thus implying
that he would remain in detention until the
end of the trial.

As regards the Government's argument that
the circumstances of the case and the ap-
plicant's personality were self-evident for the
purpose of justifying his pre-trial detention, the
Court does not consider that this in itself ab-
solved the courts from the obligation to set out
reasons for coming to this conclusion, in par-
ticular in the decisions taken at later stages. It
reiterates that where circumstances that could
have warranted a person's detention may have
existed but were not mentioned in the domes-
tic decisions it is not the Court's task to estab-
lish them and to take the place of the national
authorities which ruled on the applicant's de-
tention (see Panchenko v. Russia, no.45100/98,
§ § 99 and 105, 8 February 2005, and /lljjkov,
cited above, § 86).

The Court therefore finds that the authorities
failed to adduce relevant and sufficient reasons
to justify extending the applicant's detention
pending trial to one year, eight months and 15
days.

There has therefore been a violation of Article 5
§ 3 of the Convention.

ALLEGED VIOLATION OF ARTICLE
8 OF THE CONVENTION

The applicant complained that the covert op-
eration had involved an unlawful intrusion into
his home and that the interception and record-
ing of his conversation with V. had interfered
with his private life. He alleged a violation of
Article 8 of the Convention, which reads as fol-
lows:

“1. Everyone has the right to respect for his
private and family life, his home and his cor-
respondence.

2. There shall be no interference by a public
authority with the exercise of this right except
such as is in accordance with the law and is
necessary in a democratic society in the inter-
ests of national security, public safety or the
economic well-being of the country, for the
prevention of disorder or crime, for the protec-
tion of health or morals, or for the protection
of the rights and freedoms of others.”
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70.

71.

72.

The Government maintained that the covert
operation, and in particular the interception
and recording of the applicant's conversation
with V., had been conducted in accordance
with the Operational-Search Activities Act.
They claimed that it constituted an “operative
experiment” within the meaning of the Act.
They further argued that no judicial authorisa-
tion had been required for the purposes of the
present case because pursuant to section 8 of
the Act, it was only required for the intercep-
tion of communications transmitted by means
of wire channels or mail services, none of
which had been employed in the covert opera-
tion at issue. They also denied that there had
been an intrusion into the applicant's home
since the “guest house” could not be consid-
ered his home, and in any case he had let V.
in voluntarily. They further claimed that in the
circumstances of the case the covert opera-
tion had been indispensable because without
the interception of the applicant's conversa-
tion with V. it would have been impossible to
verify the suspicion that he had committed a
serious crime. They contended that the meas-
ures taken to investigate the crime had been
proportionate to the seriousness of the offence
in question.

The applicant maintained, on the contrary, that
the covert operation had involved an unlawful
and unjustified interference with his right to re-
spect for his private life and home. He claimed
that there had been an unlawful intrusion into
his home and contested the Government's ar-
gument that he had not objected to V.'s entry
because his consent had not extended to ac-
cepting a police agent on his premises. He also
claimed that the recording of his conversation
with V. had interfered with his privacy and had
therefore required prior judicial authorisation.

The Court notes that it is not in dispute that
the measures carried out by the police in the
conduct of the covert operation amounted to
an interference with the applicant's right to re-
spect for his private life under Article 8 § 1 of
the Convention (see Wood v. the United King-
dom, no. 23414/02, § 29, 16 November 2004;
MM. v. the Netherlands, no. 39339/98, § §
36-42, 8 April 2003; and A. v. France, 23 No-
vember 1993, Series A no. 277-B). The principal
issue is whether this interference was justified
under Article 8 § 2, notably whether it was “in
accordance with the law” and “necessary in a
democratic society”, for one of the purposes
enumerated in that paragraph.

73.

74.

75.

76.

In this connection, the Court notes that the
domestic authorities put forward two argu-
ments in support of the view that the covert
operation had been lawful. The first-instance
court found that there had been no “intrusion”
or breach of the applicant's privacy because of
the absence of objections to V.'s entry into the
premises and because of the “non-private” pur-
pose of these premises. The prosecutor's office,
in addition to that, maintained that the covert
operation had been lawful because it had not
involved any activity subject to special legal re-
quirements and the police had thus remained
within the domain of their own discretion.

The Court observes that the Operational-
Search Activities Act is expressly intended to
protect individual privacy by requiring judi-
cial authorisation for any operational-search
activities that could interfere with it. The Act
specifies two types of protected privacy: firstly,
privacy of communications by wire or mail ser-
vices and, secondly, privacy of the home. As re-
gards the latter, the domestic authorities, nota-
bly the Meshchanskiy District Court of Moscow,
argued that V.'s entering the “guest house”
with the applicant's consent did not constitute
an intrusion amounting to interference with
the privacy of the applicant's home. As to the
question of privacy of communications, it was
only addressed as a separate issue in the pros-
ecutor's decision dismissing the applicant's
complaint. In his opinion, the applicant's con-
versation with V. remained outside the scope
of protection offered by the Act because it did
not involve the use of “wire or mail services”.
The same argument was put forward by the
Government, who considered that the require-
ment of judicial authorisation did not extend
to the use of the radio-transmitting device and
that the covert operation could not therefore
be said to have breached domestic law.

Having regard to the above, it is clear that the
domestic authorities did not interpret the Op-
erational-Search Activities Act as requiring pri-
or judicial authorisation in the circumstances of
the case at hand, since the case was found not
to involve the applicant's “home” or the use of
wire or mail services within the meaning of sec-
tion 8 of the Act. The measure was considered
to be an investigative step within the domain
of the investigating authorities' own discretion.

The Court reiterates that the phrase “in ac-
cordance with the law” not only requires com-
pliance with domestic law but also relates to
the quality of that law, requiring it to be com-
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77.

78.

patible with the rule of law. In the context of
covert surveillance by public authorities, in this
instance the police, domestic law must provide
protection against arbitrary interference with
an individual's right under Article 8. Moreover,
the law must be sufficiently clear in its terms
to give individuals an adequate indication as
to the circumstances in which and the condi-
tions on which public authorities are entitled
to resort to such covert measures (see Khan v.
the United Kingdom, no.35394/97, § 26, ECHR
2000-V).

The Court further observes that the Operation-
al-Search Activities Act permitted so-called
“operative experiments” to be conducted for
the investigation of serious crime. While the
law itself did not define what measures such
“experiments” could involve, the national au-
thorities took the view that there existed no
statutory system in Russian law regulating the
interception or recording of private commu-
nications through a radio-transmitting device.
The Government argued that the existing reg-
ulations on telephone tapping were not appli-
cable to radio-transmitting devices and could
not be extended to them by analogy. On the
contrary, they emphasised the difference be-
tween the two by indicating that no judicial au-
thorisation for the use of a radio-transmitting
device was required, for the reason that this
technology fell outside the scope of any exist-
ing regulations. Thus, the Government consid-
ered that the use of technology not listed in
section 8 of the Operational-Search Activities
Act for the interception was not subject to the
formal requirements imposed by the Act.

The Court has consistently held that when it
comes to the interception of communications
for the purpose of a police investigation, “the
law must be sufficiently clear in its terms to
give citizens an adequate indication as to the
circumstances in which and the conditions on
which public authorities are empowered to re-
sort to this secret and potentially dangerous in-
terference with the right to respect for private
life and correspondence” (see Malone v. the
United Kingdom, 2 August 1984, § 67, Series A
no. 82). In particular, in order to comply with
the requirement of the “quality of the law”, a
law which confers discretion must indicate the
scope of that discretion, although the detailed
procedures and conditions to be observed do
not necessarily have to be incorporated in rules
of substantive law. The degree of precision re-
quired of the “law” in this connection will de-
pend upon the particular subject-matter. Since

79.

80.

81.

82.

the implementation in practice of measures of
secret surveillance of communications is not
open to scrutiny by the individuals concerned
or the public at large, it would be contrary to
the rule of law for the legal discretion granted
to the executive — or to a judge - to be ex-
pressed in terms of an unfettered power. Con-
sequently, the law must indicate the scope of
any such discretion conferred on the compe-
tent authorities and the manner of its exercise
with sufficient clarity to give the individual ade-
quate protection against arbitrary interference
(see, among other authorities, Huvig v. France,
24 April 1990, § § 29 and 32, Series A no. 176-
B; Amann v. Switzerland [GC], no. 27798/95,
§ 56, ECHR 2000-II; and Valenzuela Contreras
v. Spain, 30 July 1998, § 46, Reports of Judg-
ments and Decisions 1998-V).

In the Court's opinion, these principles apply
equally to the use of a radio-transmitting de-
vice, which, in terms of the nature and degree
of the intrusion involved, is virtually identical to
telephone tapping.

In the instant case, the applicant enjoyed
very few, if any, safeguards in the procedure
by which the interception of his conversation
with V. was ordered and implemented. In par-
ticular, the legal discretion of the authorities
to order the interception was not subject to
any conditions, and the scope and the man-
ner of its exercise were not defined; no other
specific safeguards were provided for. Given
the absence of specific regulations providing
safeguards, the Court is not satisfied that, as
claimed by the Government, the possibility
for the applicant to bring court proceedings
seeking to declare the “operative experiment”
unlawful and to request the exclusion of its re-
sults as unlawfully obtained evidence met the
above requirements.

[t follows that in the absence of specific and de-
tailed regulations, the use of this surveillance
technique as part of an “operative experiment”
was not accompanied by adequate safeguards
against various possible abuses. Accordingly,
its use was open to arbitrariness and was in-
consistent with the requirement of lawfulness.

The Court concludes that the interference with
the applicant's right to respect for private life
was not “in accordance with the law”, as re-
quired by Article 8 § 2 of the Convention. In
the light of this conclusion, the Court is not re-
quired to determine whether the interference
was “necessary in a democratic society” for one
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84.

85.

86.

of the aims enumerated in paragraph 2 of Ar-
ticle 8. Nor is it necessary to consider whether
the covert operation also constituted an inter-
ference with the applicant's right to respect for
his home.

Accordingly, there has been a violation of Ar-
ticle 8.

ALLEGED VIOLATION OF ARTICLE
6 OF THE CONVENTION

The applicant complained that he had been
tricked by the police into making self-incrimi-
nating statements in his conversation with V.
and that the court had admitted the record of
this conversation as evidence at the trial. He
alleged a violation of Article 6 § 1, which pro-
vides, in so far as relevant:

“In the determination of... any criminal charge
against him, everyone is entitled to a fair...
hearing... by [a]... tribunal...”

The Government submitted that the criminal
proceedings against the applicant had been
conducted lawfully and with due respect for
the rights of the accused. They pointed out
that the applicant's conviction had been based
on an ample body of evidence of which only
part had been obtained through the covert op-
eration. The evidence relied on by the courts
had included statements by more than 40
witnesses, expert opinions, and various items
of physical and documentary evidence which
provided a broad and consistent basis for the
finding of guilt. The Government pointed out
that it had been open to the applicant to chal-
lenge in adversarial proceedings the evidence
obtained through the covert operation and
that he had availed himself of this possibility.

The Government further maintained that the
collection and the use of evidence against the
applicant had involved no breach of his right
to silence, or oppression, or defiance of his will.
They pointed out that at the time when the re-
cording was made the applicant had not been
in detention and had not known about the in-
vestigation. In his conversation with V. he had
acted freely and had been on an equal foot-
ing with his interlocutor, who had not been
in a position to put any pressure on him. The
Government contended that the evidence ob-
tained through the covert operation had been
perfectly reliable and that there had been no
grounds to exclude the recording or other re-
lated evidence. In this connection, they argued

87.

A

88.

89.

that the present case should be distinguished
from the case of Allan v. the United Kingdom
(no. 48539/99 48539/99, ECHR 2002-1X), where
the covert operation had taken place in a de-
tention facility at a time when the applicant
had been particularly vulnerable, and the Court
had described this as “oppressive”.

The applicant, on the contrary, maintained
that his conviction had been based on illegally
obtained evidence, in breach of his right to
remain silent and the privilege against self-
incrimination. He alleged that his conversation
with V. had in fact constituted a concealed
interrogation, unaccompanied by any proce-
dural guarantees. Finally, he denied that the
record of this conversation had any probative
value and claimed that it should not have been
admitted as evidence at trial.

General principles established in the
Court's case-law

The Court reiterates that, in accordance with
Article 19 of the Convention, its only task is to
ensure the observance of the obligations un-
dertaken by the Parties in the Convention. In
particular, it is not competent to deal with an
application alleging that errors of law or fact
have been committed by domestic courts, ex-
cept where it considers that such errors might
have involved a possible violation of any of the
rights and freedoms set out in the Conven-
tion. While Article 6 guarantees the right to a
fair hearing, it does not lay down any rules on
the admissibility of evidence as such, which is
primarily a matter for regulation under national
law (see Schenk v. Switzerland, 12 July 1988, §
45, Series A no. 140; Teixeira de Castro v. Por-
tugal, 9 June 1998, § 34, Reports 1998-1V; and
Jalloh v. Germany [GC], no. 54810/00, § § 94-
96, ECHR 2006-IX).

Itis therefore not the role of the Court to deter-
mine, as a matter of principle, whether particu-
lar types of evidence - for example, evidence
obtained unlawfully in terms of domestic law
- may be admissible or, indeed, whether the
applicant was guilty or not. The question which
must be answered is whether the proceedings
as a whole, including the way in which the evi-
dence was obtained, were fair. This involves an
examination of the “unlawfulness” in question
and, where a violation of another Convention
right is concerned, the nature of the violation
found (see, among other authorities, Khan,
cited above, § 34; PG. and J.H. v. the United
Kingdom, no. 44787/98 44787/98, § 76,
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ECHR 2001-IX; Heglas v. the Czech Republic,
no.5935/02, § § 89-92, 1 March 2007; and Al-
lan, cited above, § 42).

In determining whether the proceedings as
a whole were fair, regard must also be had
to whether the rights of the defence were
respected. It must be examined in particular
whether the applicant was given the oppor-
tunity of challenging the authenticity of the
evidence and of opposing its use. In addition,
the quality of the evidence must be taken into
consideration, including whether the circum-
stances in which it was obtained cast doubt on
its reliability or accuracy. While no problem of
fairness necessarily arises where the evidence
obtained was unsupported by other mate-
rial, it may be noted that where the evidence
is very strong and there is no risk of its being
unreliable, the need for supporting evidence
is correspondingly weaker (see, among other
authorities, Khan, cited above, § § 35 and 37,
and Allan, cited above, § 43).

As regards, in particular, the examination of
the nature of the Convention violation found,
the Court observes that notably in the cases of
Khan (cited above, § § 25-28) and P.G. and J.H.
v. the United Kingdom (cited above, § § 37-
38) it found the use of covert listening devices
to be in breach of Article 8 since recourse to
such devices lacked a legal basis in domestic
law and the interferences with those appli-
cants' right to respect for their private life were
not “in accordance with the law”. Nonetheless,
the admission in evidence of information ob-
tained thereby did not in the circumstances of
the cases conflict with the requirements of fair-
ness guaranteed by Article 6 § 1.

As regards the privilege against self-incrimi-
nation or the right to remain silent, the Court
reiterates that these are generally recognised
international standards which lie at the heart
of a fair procedure. Their aim is to provide an
accused person with protection against im-
proper compulsion by the authorities and thus
to avoid miscarriages of justice and secure the
aims of Article 6 (see John Murray v. the Unit-
ed Kingdom, 8 February 1996, § 45, Reports
1996-1). The right not to incriminate oneself is
primarily concerned with respecting the will
of an accused person to remain silent and pre-
supposes that the prosecution in a criminal
case seeks to prove the case against the ac-
cused without resorting to evidence obtained
through methods of coercion or oppression in
defiance of the will of the accused (see Saun-

93.

94.

95.

ders v. the United Kingdom, 17 December
1996, § § 68-69, Reports 1996-VI; Allan, cited
above, § 44; Jalloh, cited above, § § 94-117;
and O'Halloran and Francis v. the United King-
dom [GC], nos. 15809/02 and 25624/02, § §
53-63, ECHR 2007-...). In examining whether a
procedure has extinguished the very essence
of the privilege against self-incrimination, the
Court must examine the nature and degree of
the compulsion, the existence of any relevant
safeguards in the procedures and the use to
which any material so obtained is put (see, for
example, Heaney and McGuinness v. Ireland,
no. 34720/97, § § 54-55, ECHR 2000-XIl, and
J.B. v. Switzerland, no. 31827/96, ECHR 2001-Ill).

The general requirements of fairness contained
in Article 6 apply to all criminal proceedings, ir-
respective of the type of offence at issue. Pub-
lic-interest concerns cannot justify measures
which extinguish the very essence of an ap-
plicant's defence rights, including the privilege
against self-incrimination guaranteed by Arti-
cle 6 of the Convention (see, mutatis mutan-
dis, Heaney and McGuinness, cited above, § §
57-58).

Application of those principles to the
present case

The Court observes that in contesting at his
trial the use of the material obtained through
the “operative experiment”, the applicant put
forward two arguments. Firstly, he argued that
the evidence obtained from the covert opera-
tion, in particular the recording of his conver-
sation with V., was unreliable and open to a
different interpretation from that given by the
domestic courts. Secondly, he alleged that the
use of such evidence ran counter to the privi-
lege against self-incrimination and his right to
remain silent.

As regards the first point, the Court reiterates
that where the reliability of evidence is in dis-
pute the existence of fair procedures to exam-
ine the admissibility of the evidence takes on
an even greater importance (see Allan, cited
above, § 47).In the present case, the applicant
was able to challenge the covert operation,
and every piece of evidence obtained thereby,
in the adversarial procedure before the first-
instance court and in his grounds of appeal.
The grounds for the challenge were the al-
leged unlawfulness and trickery in obtaining
evidence and the alleged misinterpretation of
the conversation recorded on the tape. Each of
these points was addressed by the courts and



CASE OF BYKOV V RUSSIA

289

96.

97.

98.

dismissed in reasoned decisions. The Court
notes that the applicant made no complaints
in relation to the procedure by which the
courts reached their decision concerning the
admissibility of the evidence.

The Court further observes that the impugned
recording, together with the physical evidence
obtained through the covert operation, was
not the only evidence relied on by the domes-
tic court as the basis for the applicant's convic-
tion. In fact, the key evidence for the prosecu-
tion was the initial statement by V., who had
reported to the FSB that the applicant had
ordered him to kill S., and had handed in the
gun (see paragraph 10 above). This statement,
which gave rise to the investigation, was made
by V. before, and independently from, the
covert operation, in his capacity as a private
individual and not as a police informant. Fur-
thermore, he reiterated his incriminating state-
ments during his subsequent questioning on
several occasions and during the confrontation
between him and the applicant at the pre-trial
stage.

While it is true that V. was not cross-examined
at the trial, the failure to do so was not imput-
able to the authorities, who took all necessary
steps to establish his whereabouts and have
him attend the trial, including by seeking the
assistance of Interpol. The trial court thoroughly
examined the circumstances of V.'s withdrawal
of his incriminating statements and came to a
reasoned conclusion that the repudiation was
not trustworthy. Moreover, the applicant was
given an opportunity to question V. on the sub-
stance of his incriminating statements when
they were confronted during the questioning
on 10 October 2000. Some importance is also
to be attached to the fact that the applicant's
counsel expressly agreed to having V.'s pre-trial
testimonies read out in open court. Finally, V.'s
incriminating statements were corroborated
by circumstantial evidence, in particular nu-
merous witness testimonies confirming the
existence of a conflict of interests between the
applicantand S.

In view of the above, the Court accepts that
the evidence obtained from the covert opera-
tion was not the sole basis for the applicant's
conviction, corroborated as it was by other
conclusive evidence. Nothing has been shown
to support the conclusion that the applicant's
defence rights were not properly complied
with in respect of the evidence adduced or
that its evaluation by the domestic courts was

99.

arbitrary.

It remains for the Court to examine whether
the covert operation, and the use of evidence
obtained thereby, involved a breach of the ap-
plicant's right not to incriminate himself and
to remain silent. The applicant argued that
the police had overstepped the limits of per-
missible behaviour by secretly recording his
conversation with V., who was acting on their
instructions. He claimed that his conviction
had resulted from trickery and subterfuge in-
compatible with the notion of a fair trial.

100.The Court recently examined similar allegations

in the case of Heglas (cited above). In that case
the applicant had admitted his participation in
a robbery in the course of a conversation with a
person who had been fitted by the police with
a listening device hidden under her clothes.
The Court dismissed the applicant's complaint
under Article 6 of the Convention concerning
the use of the recording, finding that he had
had the benefit of adversarial proceedings,
that his conviction had also been based on
evidence other than the impugned recording,
and that the measure had been aimed at de-
tecting a serious offence and had thus served
an important public interest. The applicant, be-
fore the recording was made, had not been of-
ficially questioned about, or charged with, the
criminal offence.

101.The circumstances of the covert operation

conducted in the Heglas case were essen-
tially different from those of the Allan case
(cited above), where a violation of Article 6
was found. In the latter case the applicant was
in pre-trial detention and expressed his wish
to remain silent when questioned by the in-
vestigators. However, the police primed the
applicant's cellmate to take advantage of the
applicant's vulnerable and susceptible state
following lengthy periods of interrogation. The
Court, relying on a combination of these fac-
tors, considered that the authorities' conduct
amounted to coercion and oppression and
found that the information had been obtained
in defiance of the applicant's will.

102.The Court notes that in the present case the

applicant had not been under any pressure to
receive V. at his “guest house”, to speak to him,
or to make any specific comments on the mat-
ter raised by V. Unlike the applicant in the Allan
case (cited above), the applicant was not de-
tained on remand but was at liberty on his own
premises attended by security and other per-

=
O
Ll



-
O
Ll

290 CASE OF BYKOV V RUSSIA

sonnel. The nature of his relations with V. — sub-
ordination of the latter to the applicant - did
notimpose any particular form of behaviour on
him. In other words, the applicant was free to
see V. and to talk to him, or to refuse to do so.
It appears that he was willing to continue the
conversation started by V. because its subject
matter was of personal interest to him. Thus,
the Court is not convinced that the obtaining
of evidence was tainted with the element of
coercion or oppression which in the Allan case
the Court found to amount to a breach of the
applicant's right to remain silent.

103.The Court also attaches weight to the fact
that in making their assessment the domestic
courts did not directly rely on the recording
of the applicant's conversation with V., or its
transcript, and did not seek to interpret spe-
cific statements made by the applicant during
the conversation. Instead they examined the
expert report drawn up on the conversation
in order to assess his relations with V. and the
manner in which he involved himself in the
dialogue. Moreover, at the trial the recording
was not treated as a plain confession or an ad-
mission of knowledge capable of lying at the
core of a finding of guilt; it played a limited role
in a complex body of evidence assessed by the
court.

104.Having examined the safeguards which sur-
rounded the evaluation of the admissibility
and reliability of the evidence concerned, the
nature and degree of the alleged compulsion,
and the use to which the material obtained
through the covert operation was put, the
Court finds that the proceedings in the appli-
cant's case, considered as a whole, were not
contrary to the requirements of a fair trial.

105.1t follows that there has been no violation of
Article 6 § 1 of the Convention.

IV. APPLICATION OF ARTICLE 41 OF
THE CONVENTION

106.Article 41 of the Convention provides:

“If the Court finds that there has been a
violation of the Convention or the Protocols
thereto, and if the internal law of the High
Contracting Party concerned allows only par-
tial reparation to be made, the Court shall, if
necessary, afford just satisfaction to the in-
jured party.”

107.The applicant claimed compensation for the
pecuniary and non-pecuniary damage sus-

tained as a result of the alleged violations of
the Convention.

108.As regards pecuniary damage, the appli-

cant claimed 4,059,061.80 Russian roubles
(119,089.25 euros (EUR)), which represented
his loss of earnings during his pre-trial deten-
tion. As regards non-pecuniary damage, the
applicant claimed that he had suffered emo-
tional distress and a diminished quality of life
and requested compensation for this in an
amount to be determined by the Court.

109.The Government contested these claims as

manifestly ill-founded. They considered that
any finding by the Court of a violation would
constitute sufficient just satisfaction in the pre-
sent case.

110.The Court notes that the applicant's claim for

pecuniary damage relates to the complaint
about his pre-trial detention, in respect of
which a violation of Article 5 § 3 has been
found (see paragraph 68 above). It reiterates
that there must be a clear causal connection
between the damage claimed by the applicant
and the violation of the Convention (see Bar-
bera, Messegué and Jabardo v. Spain (Article
50), 13 June 1994, § § 16-20, Series A no. 285-
C; see also Berktay v. Turkey, no. 22493/93, §
215, 1 March 2001). The Court does not discern
any causal link between the authorities' failure
to adduce relevant and sufficient reasons for
the applicant's continued detention and the
loss of income he alleged (see Dzelili v. Ger-
many, no. 65745/01 65745/01, § § 107-13,10
November 2005).

111.0n the other hand, it considers that the ap-

plicant has suffered non-pecuniary damage
which is not sufficiently compensated by the
finding of a violation of the Convention. Con-
sidering the circumstances of the case and
making its assessment on an equitable basis,
the Court awards the applicant EUR 1,000 un-
der this head.

A. Costs and expenses

112.In the proceedings before the Chamber the

applicant claimed EUR 93,246.25 in respect of
costs and expenses. For his legal representation
before the domestic courts the applicant paid
the equivalent of EUR 60,691.61 to Mr G. Padva,
his defence counsel in the criminal proceed-
ings. He submitted a full set of receipts con-
firming the payment of this sum to Mr Padva's
office. In the proceedings before the Court, the
applicant was also represented by Mr Krauss
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and Mr J. Pastille, to whom he paid an aggre-
gate amount of EUR 69,839.64 (EUR 32,554.64
in the proceedings before the Chamber and
EUR 37,285 before the Grand Chamber). In re-
spect of their services he provided an invoice
for 25,583.70 United States dollars, indicating
the number of hours and the hourly rates used
as a basis, plus various expenses. Two further
invoices — by Mr Pastille for EUR 5,000 and by a
law firm, “Rusanovs, Rode, Buss”, for EUR 7,500
—did not contain any particulars. Following the
public hearing before the Grand Chamber the
applicant supplemented the claims and pro-
vided an invoice for EUR 37,285 which com-
prised EUR 30,600 in respect of lawyers' fees,
indicating the number of hours spent by each
counsel and adviser, and EUR 6,685 for travel
expenses.

113.The Government claimed that these expen-

ditures had not been incurred necessarily
and were unreasonable as to quantum. They
considered that the number of legal counsel
engaged in the case was not justified by the
circumstances or the complexity of the case.
Commenting on specific sums, they pointed
out that Mr Padva's invoice contained no
itemised list of services rendered to the appli-
cant under the legal services agreement. They
also disputed the hourly rates charged by Mr
Krauss, Mr Pastille and their associates, claim-
ing that they were unreasonable and in excess
of the average legal rates. They also challenged
the invoices for EUR 5,000 and for EUR 7,500,
claiming that in the absence of any itemised
list of services or financial receipts there was no
proof that these expenses had actually been
incurred. The Government considered that a
sum of EUR 3,000 would be sufficient under
this head.

114.According to the Court's case-law, an applicant

is entitled to reimbursement of his costs and
expenses only in so far as it has been shown
that these have been actually and necessarily
incurred and are reasonable as to quantum.
Furthermore, legal costs are recoverable only
in so far as they relate to the violation found
(see, for example, [J.L. and Others v. the Unit-
ed Kingdom (just satisfaction), nos. 29522/95,
30056/96 and 30574/96, § 18, 25 September
2001). In the instant case, the Court considers
the amount claimed excessive, given that a
number of the applicant's complaints were ei-
ther declared inadmissible or did not result in
a finding of a violation of the Convention (see
Bykov v. Russia (dec.), no. 4378/02, 7 Septem-
ber 2006, and paragraph 105 above). Moreo-

ver, the applicant's submissions contain no
information on the specific services covered by
the invoices. Thus, the Court considers that a
significant reduction is necessary on both ac-
counts. Having regard to all relevant factors,
the Court considers it reasonable to award the
sum of EUR 25,000 in respect of costs and ex-
penses, plus any tax that may be chargeable on
that amount.

B. Default interest

115.The Court considers it appropriate that the de-

fault interest should be based on the marginal
lending rate of the European Central Bank,
to which should be added three percentage
points.

FOR THESE REASONS, THE COURT

1.

Holds unanimously that there has been a vio-
lation of Article 5 § 3 of the Convention;

Holds unanimously that there has been a vio-
lation of Article 8 of the Convention;

Holds by eleven votes to six that there has
been no violation of Article 6 of the Conven-
tion;

Holds

a.

(i) by twelve votes to five that the re-
spondent State is to pay the applicant,
within three months, EUR 1,000 (one
thousand euros) in respect of non-pe-
cuniary damage, to be converted into
the national currency of the respond-
ent State at the rate applicable at the
date of settlement, plus any tax that
may be chargeable on that amount

(i) unanimously that the respondent
State is to pay the applicant, within
three months, EUR 25,000 (twenty-
five thousand euros) in respect of
costs and expenses, to be converted
into the national currency of the re-
spondent State at the rate applicable
at the date of settlement plus any tax
that may be chargeable to the appli-
cant on that amount;

b. unanimously that from the expiry of the
above-mentioned three months until set-
tlement simple interest shall be payable
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on the above amounts at a rate equal to
the marginal lending rate of the European
Central Bank during the default period
plus three percentage points;

5. Dismisses unanimously the remainder of the
applicant's claim for just satisfaction.

Done in English and in French, and delivered at a
public hearing in the Human Rights Building, Stras-
bourg, on 10 March 2009.

Michael O'Boyle, Deputy Registrar
Jean-Paul Costa, President

In accordance with Article 45 § 2 of the Conven-
tion and Rule 74 § 2 of the Rules of Court, the
following opinions are annexed to this judgment:

(a) concurring opinion of Judge Cabral Barreto;
(b) concurring opinion of Judge Kovler;
() partially dissenting opinion of Judge Costa;

(d) partially dissenting opinion of Judge Spiel-
mann, joined by Judges Rozakis, Tulkens,
Casadevall and Mijovic.

CONCURRING OPINION
OF JUDGE CABRAL
BARRETO

(Translation)

| agree with the majority's finding that there was
no violation of Article 6 of the Convention in the
present case.

However, to my mind it is not enough to say, as the
majority do, that the proceedings, considered as a
whole, were not contrary to the requirements of a
fair trial.

I find it regrettable that the Grand Chamber missed
the opportunity to clarify once and for all an issue
on which the Court has long been divided: wheth-
er the use in criminal proceedings of evidence
obtained in breach of Article 8 of the Convention
undermines the fairness of a trial as protected by
Article 6.

1. The Court's case-law on this subject dates back
to Schenk v. Switzerland (12 July 1988, Series
A no. 140).

In concluding by a majority that the use of
the disputed recording in evidence had not
deprived the applicant of a fair trial, the Court
mainly relied on the fact that the rights of the
defence had not been disregarded.

This finding shaped the development of our
case-law; even where the manner in which evi-
dence has been obtained has breached Article
8,aviolation of Article 6 has been ruled out if the
trial as a whole has been fair, and in particular if
the rights of the defence have been respected.
Moreover, in principle, whether the evidence
was the sole or a subsidiary basis for the con-
viction is not in itself decisive (see Khan v. the
United Kingdom, no. 35394/97, § 26, ECHR
2000-V).

Similarly, it is immaterial whether the violation
of Article 8 results from failure to comply with
"domestic law” or with the Convention.

More recently, the Court applied these prin-
ciples in Heglas v. the Czech Republic (no.
5935/02, 1 March 2007).

The case-law on this subject was last refined
in Jalloh v. Germany ([GC], no. 54810/00, ECHR
2006-1X).

In that judgment the Court ruled that the use
in criminal proceedings of evidence obtained
through torture raised serious issues as to the
fairness of such proceedings, even if the admis-
sion of the evidence in question had not been
decisive in securing the suspect's conviction

Consequently, the use of evidence obtained
through torture will always breach Article 6 of
the Convention, regardless of whether or not
the evidence was a decisive factor in the con-
viction.

However, the Court has never really stated a
position on the question of evidence obtained
by means of inhuman or degrading treatment.

In certain circumstances, for example if an ap-
plicant is in detention, improper compulsion
by the authorities to obtain a confession will
contravene the principles of the right not to in-
criminate oneself and the right to remain silent
(see Allan v. the United Kingdom, no. 48539/99,
ECHR 2000-IX).

As regards the question of direct concern to
us — and the Heglas judgment is a very recent
example of this — where Article 8 is breached
as a result of the way in which evidence was
gathered, the decisive factor for a finding of a
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violation or no violation of Article 6 is whether
the proceedings as a whole were fair, whether
the rights of the defence were respected.

| personally would have liked the Grand Cham-
ber to have adopted a new approach revising
and clarifying its case-law.

3.1 Firstly, the Grand Chamber should have reaf-

firmed the position taken in Jalloh regard-
ing evidence obtained through torture.
The mere recourse to torture is sufficient in itself
to render the trial unfair, even if the evidence
thereby obtained is not decisive in securing the
accused's conviction; Article 15 of the Conven-
tion against Torture and Other Cruel, Inhuman
or Degrading Treatment or Punishment, adopt-
ed by the United Nations, lends sufficient force
to this argument.

However, we should also go a step further by
stating unequivocally that the use of evidence
obtained by means of an act classified as inhu-
man or degrading treatment automatically un-
dermines the fairness of a trial, since the differ-
ence between torture and inhuman treatment
is often difficult to establish and the nuances
are sometimes tiny; furthermore, as a rule, both
situations — torture and inhuman and degrad-
ing treatment — involve blunders by the au-
thorities against an individual in a position of
inferiority.

The Grand Chamber should in my opinion state
firmly that any evidence obtained in breach of
Article 3 in the course of a trial - through tor-
ture or ill-treatment — will always infringe Arti-
cle 6 of the Convention, even if such evidence
did not play a decisive part in the conviction,
and even if the accused was able to challenge
the evidence thus obtained, without leaving
open the possibility of relying on the weight
of public interest and the seriousness of the
offence.

We must banish conduct that offends against
civilised values and ensure that there is some
form of severe punishment for acts which un-
dermine our society's most deeply held values
as protected by Article 3 of the Convention.

3.2 The four dissenting judges in the Schenk case

(cited above), whose opinion was more or less
followed by Judges Loucaides (in Khan, cited
above) and Tulkens (in P.G. and J.H. v. the United
Kingdom, no. 44787/98, ECHR 2001-IX), consid-
ered that a trial could not be described as “fair”
where evidence obtained in breach of a funda-
mental right guaranteed by the Convention had

been admitted

The “dissenters” could not accept that a trial
could be “fair", as required by Article 6, if a
person's guilt for any offence was established
through evidence obtained in breach of the
human rights guaranteed by the Convention.

The fairness required by Article 6 of the Con-
vention also entails a requirement of lawful-
ness; a trial which has been conducted in
breach of domestic law or the Convention can
never be regarded as “fair”.

The exclusion of evidence obtained in breach
of, for example, the right to respect for private
life guaranteed by the Convention should be
considered an essential corollary of that right.

In the “dissenters" view, evidence amounting
to interference with the right to privacy can be
admitted in court proceedings and can lead to
a conviction for a crime only if the securing of
such evidence satisfies the requirements of the
second paragraph of Article 8, including the
one at issue in the present case, that of being
"in accordance with the law”.

However, what is prohibited under one provi-
sion (Article 8) cannot be accepted under an-
other (Article 6).

Lastly, there is a real danger to be averted, as
Judge Loucaides stressed in the Khan case (cit-
ed above), and | quote: “If violating Article 8 can
be accepted as 'fair' then | cannot see how the
police can be effectively deterred from repeat-
ing their impermissible conduct.”

3.3 1 must say that | have a good deal of sympathy

with this approach, which has the merit of clar-
ity since the violation of Article 6 will be “auto-
matic” once the violation of Article 8 has been
found.

Nevertheless, | believe that if such an approach
is adopted, certain considerations will arise as
regards the consequences of the finding of a
violation of Article 6.

Following this approach, once a violation has
been found in cases where the accused's con-
viction was not solely or mainly based on the
evidence in dispute, inferences will have to be
drawn regarding the execution of the judg-
ment if the evidence in question played only a
subsidiary role in the conviction.

Furthermore, as regards the execution of judg-
ments, not all violations of Article 6 will carry
the same weight.
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I am thinking of violations arising from a failure
to comply with provisions concerning substan-
tive rights as opposed to procedural rules.

Here, with regard to unlawful evidence, | wish
to emphasise the distinction made by some
legal experts between prohibited evidence -
which relates to substantive law — and improp-
er evidence — which relates to procedural rules.

We must distinguish between what strikes at
the heart of a fair trial, what shocks the sensibil-
ities of a democratic society, what runs counter
to the fundamental values embodied in a State
based on the rule of law, and a breach of proce-
dural rules in the gathering of evidence.

For example, a breach of the right to confer
freely with one's lawyer seems to me to be
completely different from a breach resulting
from the lack of judicial authorisation for tel-
ephone tapping of a suspect, where this flaw is
subsequently redressed.

If a recording of the accused's conversation
with his lawyer is used as a basis for convicting
him, a more serious violation will result, calling
for a more forceful attitude on the part of the
Court, which may, for example, demand a new
trial at which the use of the evidence in issue
will be prohibited, and also award an appropri-
ate sum for the damage sustained.

In the other scenario mentioned above, how-
ever, the finding of a violation should in itself
be sufficient.

3.4 These considerations lead me to a more de-

tailed examination of other aspects of the pro-
cedure, moving away from an “automatic” find-
ing of a violation of Article 6 once a violation of
Article 8 has been found: a violation of the latter
provision does not automatically entail a viola-
tion of Article 6, but simply the presumption of
a violation.

A finding of a violation or no violation will de-
pend on the particular circumstances of the
case at hand and the weighing up of the values
protected by domestic law and the Convention
and those in issue in the criminal proceedings.

It is true that such an approach would weaken
the notion of a fair trial, which would become a
variable-geometry concept.

However, this approach would have the advan-
tage of not treating all situations on the same
footing, since, as I have already observed, some
violations of Article 8 are worse than others.

| will readily admit that there are risks in such
an approach; the choice of the right criteria for
finding a violation, and their subsequent appli-
cation to the particular case, especially where
the factual circumstances are difficult to estab-
lish, will be a hazardous exercise.

Situations will thus arise when the presump-
tion could be rebutted where the rights of the
defence have been respected and where the
weight of public interest in the applicant's con-
viction or other relevant grounds so require

However, limits will always have to be set.

I would again refer to everything that strikes at
the heart of a fair trial, shocks the sensitivities
of a democratic society or runs counter to the
fundamental values embodied in a State based
on the rule of law. Once these values have
been undermined, the presumption must be
confirmed and a violation of Article 6 found;
the public interest at stake or the question
whether the rights of the defence have been
respected will be immaterial.

The case-law of the Supreme Court of the Unit-
ed States refers in this connection to the false-
hoods crucial to the facts of the case that can
always result from interrogation techniques
“so offensive to a civilized system of justice”
that “they must be condemned” in the name
of due process.

The Supreme Court of Canada makes a distinc-
tion between “dirty tricks” (which the commu-
nity finds shocking) and mere “ruses”, conclud-
ing that “What should be repressed vigorously
is conduct on [the authorities'] part that shocks
the community. That a police officer pretend to
be a lock-up chaplain and hear a suspect's con-
fession is conduct that shocks the community;
so is pretending to be the duty legal-aid lawyer
eliciting in that way incriminating statements
from suspects or accused; injecting Pentothal
into a diabetic suspect pretending it is his daily
shot of insulin and using his statement in evi-
dence would also shock the community; but
generally speaking, pretending to be a hard
drug addict to break a drug ring would not
shock the community; nor would... pretending
to be a truck driver to secure the conviction of
a trafficker" (Judge Lamer, individual opinion,
in R v. Rothman, [1981] 1 SCR 640; approved
by the majority of the Supreme Court in R. v.
Collins, [1987]1 1 SCR 265, § 52, and R. v. Oickle,
[2000] 2 SCR 3, § 66).

I must acknowledge, nevertheless, that all this
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involves a somewhat empiricist approach and
a perhaps excessively discretionary power,
however, | wonder how we can draw a firm,
clear and distinct line between what might be
acceptable and what cannot.

Here, | would return to the distinction between
substantive and procedural.

| would say, generally speaking, that the use of
any evidence that is not admissible under the
member States' domestic law and the Conven-
tion will “automatically” entail a violation of the
right to a fair trial.

The question whether or not the rights of the
defence have been respected, the public in-
terest at stake and all other circumstances are
immaterial: a trial in which evidence thus ob-
tained has served as a basis for a conviction will
always be an unfair trial.

In that connection | would cite the example of
the recording of the accused's conversation
with his lawyer.

The gathering of evidence by this means must
be discouraged at all costs, even where the
evidence in question was merely additional or
subsidiary and where a new trial is perhaps not
warranted.

On the other hand, where procedural rules
have not been complied with in respect of evi-
dence that is normally admissible in member
States and under international law — either be-
cause domestic law does not provide for such
evidence or because, notwithstanding the fact
that such evidence is admissible at domestic
level, the conditions governing its use in the
case at hand were not observed - in certain
circumstances, particularly where the rights of
the defence have been respected, and where
the public interest must prevail over the in-
terests of the individual, in view of the nature
and seriousness of the offence, | would tend to
conclude that there has been no breach of the
rules of a fair trial.

In the present case, | consider that there was
no violation because there was only a formal
breach (“in accordance with the law) in ob-
taining evidence that, in principle, was admis-
sible in a democratic society and the rights of
the defence were, moreover, respected.

CONCURRING OPINION
OF JUDGE KOVLER

(Translation)

I agree with the conclusions reached by the major-
ity. | should nevertheless like to clarify my position
on the complaints under Article 8 of the Conven-
tion as submitted by the applicant.

Before relinquishing jurisdiction on 22 November
2007 in favour of the Grand Chamber, the Chamber
of seven judges, of which | was a member, summa-
rised the complaints under Article 8 as follows in
its admissibility decision of 7 September 2006: “The
applicant complained that the police conducting
the covert operation unlawfully intruded into his
home and interfered with his private life and cor-
respondence by intercepting and recording his
conversation with V. in violation of Article 8 of the
Convention.." This complaint was declared admis-
sible in its entirety.

According to the text of the Grand Chamber's judg-
ment, “the applicant complained... about the cov-
ert recording made at his home" (see paragraph 3).
The statements of the facts (see paragraphs 35-36)
and, above all, of the applicant's allegations thus
portray the intrusion into his home as an unlawful
and unjustified interference with his right to re-
spect for his private life and home (see paragraphs
70-71). However, to my regret the Grand Chamber
confines its conclusions to the finding that an “op-
erative experiment” was not accompanied by ad-
equate legal safeguards (see paragraph 81), before
stating quite simply: “Nor is it necessary to consider
whether the covert operation also constituted an
interference with the applicant's right to respect
for his home'(see paragraph 82). This was a missed
opportunity to undertake a more nuanced assess-
ment of all the applicant's complaints under Article
8, on the basis of the Court's substantial body of
case-law in this area.

PARTLY DISSENTING
OPINION OF JUDGE
COSTA

(Translation)

1. lconsider that there was a breach of Article 6 §
1 of the Convention in this case. The applicant's
complaint that the criminal proceedings result-
ing in his conviction were unfair was mainly
based on two arguments:
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that police trickery had caused him to in-
criminate himself; and

«that the instrument of such trickery — the
recording of his conversation with V. - had
been admitted in evidence.

Both these points may give rise to some uncer-
tainty.

The police and the Federal Security Service
(FSB) conducted a covert operation in which
the central agent was V., who had allegedly
been ordered by the applicant to kill the lat-
ter's former business associate, S., but had not
carried out the murder, instead reporting the
applicant to the FSB. The covert operation,
aimed at obtaining evidence against the appli-
cant, consisted in sending V. to the applicant's
home and instructing V. to say that he had
carried out the order to kill; at the same time,
their conversation would be secretly recorded
by a police officer stationed outside the house.

V.'s visit was itself preceded by the macabre
staging several days earlier of the discovery of
two dead bodies at S.'s home, spuriously iden-
tified as S. and his business partner, I. This was
widely publicised.

This ploy, despite its specific characteristics, is
not in itself far removed from the ruses, traps
and stratagems used by the police to obtain
confessions from persons suspected of crimi-
nal offences or to establish their guilt, and it
would be naive, indeed unreasonable, to seek
to disarm the security forces, faced as they are
with the rise in delinquency and crime.

Even so, not all methods used by the police are
necessarily compatible with the rights guar-
anteed by the Convention. Thus, in a different
context, the Court did not accept that a police
ruse (nevertheless described by the Govern-
ment as a “little ruse”) was compatible with the
right to liberty within the meaning of Article 5
(see Conka v. Belgium, no. 51564/99, § § 41-
46, ECHR 2002-l). And in the present case the
Court found that the unlawful interception of
Mr Bykov's conversation with V. breached Arti-
cle 8 of the Convention.

With regard to Article 6 § 1, | would not go
so far as to take the view that the use of any
evidence breaching the Convention as a basis
for establishing the accused's guilt renders the
trial unfair (as was argued by Judge Loucaides
in his separate opinion in Khan v. the United
Kingdom, no. 35394/97, ECHR 2000-V). Howev-

10.

11.

er, | do believe that the Court should undertake
a careful examination of whether a trial based
on such evidence complies with Article 6 § 1,
a point to which | shall return later.

As regards the right not to incriminate oneself,
an inherent aspect of the rights of the defence
as affirmed in John Murray v. the United King-
dom (8 February 1996, Reports of Judgments
and Decisions 1996-l), it normally entails the
right for a person suspected of an offence to
remain silent, including during police ques-
tioning. Although the Court accepts that the
right not to contribute to incriminating one-
self is not absolute, it attaches considerable
importance to it and has sometimes pointed
out that it originates in Article 14 of the Inter-
national Covenant on Civil and Political Rights
(see Funke v. France, 25 February 1993, § 42,
Series A no. 256-A).

The right to remain silent would be truly “theo-
retical and illusory” if it were accepted that the
police had the right to “make a suspect talk” by
using a covert recording of a conversation with
an informer assigned the task of entrapping
the suspect.

Yet that was exactly the case here. V. was in
practice an “agent” of the security forces, and
| can see similarities between the Bykov case
and that of Ramanauskas v. Lithuania ([GC], no.
74420/01, ECHR 2008-...), in which the Grand
Chamber unanimously found a violation of Ar-
ticle 6 § 1. The facts were different, but both
cases involved simulation and provocation
instigated by the security forces. By telling the
applicant that he had carried out the killing, V.
sought to induce the applicant, who was una-
ware that his conversation could be heard, to
confirm that he had entered into a “contract”
with him, in the criminal sense of the term.

The Court is obviously not, and should not be-
come, a fourth-instance court. It does not have
to decide (that is the task of the national courts)
whether Mr Bykov was guilty of incitement to
commit murder. Nor does it have to speculate
on what the outcome of the trial would have
been had it been fair. But it is precisely its task
to rule on the fairness issue; and the use of this
elaborately staged ploy (including the “fake”
corpses) causes me to harbour strong doubts
as to whether the presumption of innocence,
the rights of the defence and, ultimately, the
fairness of the trial were secured.

My doubts are entirely dispelled when | note
that the evidence obtained in breach of Article
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8 of the Convention played a decisive role in
this context. | shall not expand on this point,
which | consider is addressed very eloquently
in the partly dissenting opinion of Judge Spiel-
mann joined by Judges Rozakis, Tulkens, Casa-
devall and Mijovi¢.

. In my view, this decisive aspect is very impor-

tant in law. If, besides the recording in issue
(and the initial complaint against Mr Bykov by
V., but that could have been one man's word
against another), the Russian judges had based
their findings on other evidence, there would
still have been cause for uncertainty. A criminal
trial is often complex, and the large number of
items of evidence on which the judges' verdict
is based may sometimes decontaminate the
dubious evidence by absorbing it. That was not
the case in this instance.

. All'in all, while | fully understand the reasons

why the Court did not find a violation of Arti-
cle 6, was unable to make the leap that would
have allowed me to share the majority's view.

PARTLY DISSENTING
OPINION OF JUDGE
SPIELMANN JOINED

BY JUDGES ROZAKIS,
TULKENS, CASADEVALL
AND MIJOVIC

(Translation)

1.

| do not agree with the Court's conclusion that
there was no violation of Article 6 of the Con-
vention.

The question of respect for the right to a fair
hearing arises in my opinion under two head-
ings: the admission in criminal proceedings of
evidence obtained in breach of Article 8, and
the right to remain silent and not to incrimi-
nate oneself.

ADMISSION IN CRIMINAL
PROCEEDINGS OF EVIDENCE
OBTAINED IN BREACH OF ARTICLE
8

| would observe that, having regard to the gen-
eral principles set out in paragraphs 88-93 of
the judgment, the Court reached a unanimous

finding that the covert operation was conduct-
ed in breach of Article 8 of the Convention.

The simulation staged by the authorities, de-
scribed in more detail in the part of the judg-
ment concerning the circumstances of the
case under the heading “Covert operation”,
was unlawful. As the Court observed in para-
graph 80, the applicant enjoyed very few, if
any, safeguards in the procedure by which the
interception of his conversation with V. was or-
dered and implemented. It accordingly found a
violation of Article 8 of the Convention.

(a) The question of principle and the missed op-
portunity to strengthen practical and effec-
tive rights

After the Chamber had relinquished jurisdic-
tion, the present case was sent to the Grand
Chamber, which was afforded the opportunity
to clarify and spell out its case-law on the use
of unlawful evidence at a trial. The question
of the admission in criminal proceedings of
evidence obtained in breach of Article 8 is a
question of principle that deserved an answer
of principle, particularly as regards the need to
ensure consistency between the Court's find-
ings under the two Articles of the Convention
(what is prohibited under Article 8 cannot be
permitted under Article 6) and the need to
stress the importance of the Article 8 rights at
stake (bearing in mind the growing need to
resort to unlawful investigative methods, espe-
cially in fighting crime and terrorism). As far as
this question of principle is concerned, | would
reiterate the arguments which my colleague
Francoise Tulkens put forward in her partly dis-
senting opinion in P.G. and J.H. v. the United
Kingdom.1

In the present case the violation of Article 8 was
a particularly serious one, representing a mani-
fest infringement of the fundamental rights
protected by that provision. The use during a
trial of evidence obtained in breach of Article
8 should have called for an extremely rigor-
ous examination by the Court of the fairness
of the proceedings. As the Court has already
had occasion to emphasise, the Convention is
to be read as a coherent whole.2 | agree with
the partly concurring, partly dissenting opin-
ion expressed by Judge Loucaides in Khan v.
the United Kingdom3 and reiterated by Judge
Tulkens in her above-mentioned partly dis-
senting opinion in PG. and J.H. v. the United
Kingdom:4

“It is my opinion that the term 'fairness', when
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examined in the context of the European Con-
vention on Human Rights, implies observance
of the rule of law and for that matter it presup-
poses respect of the human rights set out in
the Convention. | do not think one can speak
of a 'fair' trial if it is conducted in breach of the
law.”

In the present case the violation of Article 8 of
the Convention found by the Court results, and
indeed results exclusively, from the unlawful-
ness of the evidence in issue (see paragraph
82 of the judgment). Yet the fairess required
by Article 6 of the Convention also entails a
requirement of lawfulness.5 Fairness presup-
poses respect for lawfulness and thus also, a
fortiori, respect for the rights guaranteed by
the Convention, which itis precisely the Court's
task to supervise.

As regards the nature and scope of the Court's
supervision, the Court rightly notes in the judg-
ment that “in accordance with Article 19 of the
Convention, its only task is to ensure the ob-
servance of the obligations undertaken by the
Parties in the Convention” (see paragraph 88).
It follows, and | strongly agree with this obser-
vation, that

“it is not competent to deal with an applica-
tion alleging that errors of law or fact have
been committed by domestic courts, except
where it considers that such errors might have
involved a possible violation of any of the
rights and freedoms set out in the Conven-
tion”.

Similarly, while it is not the role of the Court

“to determine, as a matter of principle, wheth-
er particular types of evidence - for example,
evidence obtained unlawfully in terms of do-
mestic law — may be admissible” (see para-
graph 89 of the judgment),

the position is, however, different where, as in
the present case, the evidence was obtained in
breach of a right guaranteed by the Conven-
tion, seeing precisely that, where the taking of
evidence is concerned, the Court must ensure
observance by the Contracting States of their
obligations under the Convention.

. The judgment in the present case could have

dispelled the uncertainties resulting from the
Court's case-law on the subject by making
clear that what is prohibited by one provision
(Article 8) cannot be accepted under another
(Article 6).

. Infinding that there was no violation of Article

12.

13.

14.

15

16

17.

6, the Court has undermined the effectiveness
of Article 8. Yet the rights enshrined in the Con-
vention cannot remain purely theoretical or
virtual, since

“the Convention must be interpreted and ap-
plied in such a way as to guarantee rights that
are practical and effective”.6

The majority's view seems to me, moreover,
to entail a real danger, one which has already
been noted in the above-mentioned separate
opinion in Khan7 and reiterated in the above-
mentioned separate opinion in PG. and J.H.
v. the United Kingdom:8

“If violating Article 8 can be accepted as 'fair'
then | cannot see how the police can be effec-
tively deterred from repeating their impermis-
sible conduct.”

However, the Court has itself emphasised

“the need to ensure that the police exercise
their powers to control and prevent crime in
a manner which fully respects the due process
and other guarantees which legitimately place
restraints on the scope of their action..., includ-
ing the guarantees contained in Articles 5 and
8 of the Convention”.9

The judgment fails to provide a response to the
questions raised in the partly dissenting opin-
jon cited above:

“Will there come a point at which the major-
ity's reasoning will be applied where the evi-
dence has been obtained in breach of other
provisions of the Convention, such as Article
3, for example? Where and how should the
line be drawn? According to which hierarchy
in the guaranteed rights? Ultimately, the very
notion of fairness in a trial might have a ten-
dency to decline or become subject to shifting
goalposts.”10

. So much, then, for the principles and for the

(missed) opportunity afforded to the Grand
Chamber to strengthen practical and effective
rights.

(b) The decisive influence of the evidence ob-
tained in breach of Article 8 of the Convention

. Beyond the